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ALSID
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L] Q EE=ERER
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a | fiid YARA IR
i 1 rule invoke_kerberoast
(a¥) {
meta:
description = “Detects Invoke-Kerberoast™
author = "Tenable.AD"
comment = "It is used to perform a Kerberoasting attack against the domain (PowerSploit and Empire tools).”

referencel = "https://github.com/EmpireProject/Empire/blob/master/data/module_source/credentials/Invoke-Kerberoast.psl”

date = "2019-85-30"

B

[ .

['4 strings:

(o]

g 11 Sauthors = "Author: Will Schroeder (@harmj@y), @machosec” nacase
g

g $heuristic = "function Invoke-Kerberoast {" nocase

<

6. 5 Active Directory & i 61 B I I 2 AH O & Bl 1 A6 2 A0 A ok F 1, BRE A& Ok T IE S BT
ITOF B4, IR R MU it B ok L P O A
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@ Tenable identity collector = - ®
[ search ] x « @ pewte 8 Endpoints Bl Preveew features
| B overview
# Esdenitinls
il Quickstant
s play name Chenl credinbals
A" Ienegeation ssistion Tenable idenity collector 0 gertificate._4 secrel
X Diagnose and sobve problems | ‘Application client) 10 | Redirect Uz
1 il & gt LRI
¥ M Olyect 1D Application 1D URI
B dranding & properties I fuckd an &psbeation I URI

| Dinéctony Menant] |0 | Managed spplication in kocal dinectony

D Authentication Tenalrle sdentity coflecior

T cedificates & secrets SUPPOTTed SCCOUNE typas

. by oiganCalion only

1! Token configuration

B AP permrsions 10 Starting lore 305h, 2020 wee will i langrer ek arry new Sedturies 1 Afue Adthee Directony Authentication Libarny [ADAL) and Asure At Dinectony Graph. We *
wiill comtieue i pronide bechical support and security updates but we will no longer provide feature updates. Applications will need o ke upgraded 1o

& Expose an AR Microsoft Authentication Library (MSAL) and Microsof Graph Legrn more:

B App roles

2 Ow Gt Started Dacunmemation
THTS.

&, Roles and acministrators

B Marifest Build your application with the Microsoft identity platform

' Suppont + Treubieshodting The Micrasoft adentity platform is an authentication service, open-source ibraries, and application management

Tels, You can oreate modern, Mandiedd-bated uthenticaion sehuliond, 300esd and protect AP, snd add Sign-

=
8 Mewupood request i bor your users nd customers. Learn more

1) B2 P 72 I AR 4
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d. s+ HEFIREH
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3. R4 EAUR :

a. 1€ Azure EH R 1/, FT - “DLHA B FIEM 5T .
b. iy e &K N
c. TEAMISE g, o5 &5 “API AR .

d. BRI A User.Read B :

Home > App registrations > Tenable Identity Collector

- Tenable Identity Collector | APl permissions = -

B overview
& Quickstart Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent pracess. The list of configured permissions should include

;,' Integration assistant -
all the permissions the application needs. Learn more about permissions and consent

Manage
-+ Add a permission ~* Grant admin consent for t8qdy
EE Branding & properties

APl / Permissions name Type Description Admin consent requ... Status
3 Authentication

“ Micrasaft Graph (1)

Certificates & secrets
Delegated  Sign in and read user profile No R
il Token configuration emave permission

5= API permissions
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
& Expose an API

e. st BINAFR":
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https://entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationsListBlade/quickStartType~/null/sourceType/Microsoft_AAD_IAM

O

Home > App registrations > Tenable Identity Collector

—- Tenable Identity Collector | APl permissions =

|P Search | « O Refresh ,'.\; Got feedback?

B . . ; .
# Overview A\ You are editing permissian(s) to your application, users will have ta consent even if they've already done so previously.

& Quickstart

;.' Integration assistant . L
Configured permissions

Manage Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

B Branding & properties

3 Authentication + Adda permission Grant admin 0
Certificates & secrets API / Permissions name Type Description Admin consent requ... Status
1l Token canfiguration No permissions added

2 AP| permissions

& Expose an AP To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

App roles
&8 Owners
ik Roles and administrators

Ml Manifest

f. 1% $¢ “Microsoft Graph”:
Request APl permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

- Microsoft Graph
‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
=4

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneMote, SharePeint, Planner, and more through a
single endpoint.

Azure Communication ™y Azure Rights Management
& Services g Azure DevOps L& Services
Rich communication experiences with Integrate with Azure DevOps and Azure Allow validated users to read and write
the same secure CPaas platform used DevOps server protected content

by Microsoft Teams

g EFE PR FBR (L IRBUR”) -
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Request APl permissions

< All APIS
@ Microsoft Graph
https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

h. A 21 36 B4 3R A B R IR IR LUR P A AR -
° AuditlLog.Read.All
° Directory.Read.All
°© IdentityProvider.Read.All
° Policy.Read.All
° Reports.Read.All
° RoleManagement.Read.All
° UserAuthenticationMethod.Read.All
i E AR
j. RN <tenant name> 3% F H B & F & AU d R LUH A
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Home > App registrations > Tenable Identity Collector

- Tenable Identity Collector | API permissions =

‘P Search | « O Refresh ,é? Got feedback?

P .
# Overview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

& Quickstart

‘/.' Integration assistant . L
Configured permissions

Manage Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent pracass. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

EE Branding & properties

2 Authentication + Adda permission | ~* Grant admin consent for

Certificates & secrets API / Permissions name Type Description Admin consent requ... Status
il Token canfiguration ~ Microsoft Graph (7) o
2 API permissions AuditLog.Read All Application  Read all audit log data Yes 4\ Not granted for -
@ Expose an API Directory.Read.All Application Read directory data Yes A\ Not granted for e
B App roles IdentityProvider.Read All Application  Read identity providers Yes 4\ Not granted for -
8 Owners PolicyRead.All Application  Read your organization's policies Yes A\ Not granted for
ab Roles and administrators Reports Read All Application  Read all usage reports Yes A\ Not granted for eee
H Manifest RoleManagement.Read All Application  Read role management data for all RBAC providers Yes 4\ Not granted for e
Support + Troubleshooting UserAuthenticationhethod.Reac Application  Read all users' authentication methods Yes 4\ Not granted for
2 Troubleshooting
L New support request To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
Home > App registrations > Tenable Identity Collector
- Tenable Identity Collector | APl permissions =
‘ P Search | « O Refresh }E{j Got feedback?
B Overview @ Successfully granted admin consent for the requested permiss
& Quickstart
‘/.' Integration assistant

Configured permissions
Manage Applications are autherized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

B2 Branding & properties
3 Authentication + Adda permission ~*" Grant admin consent for

Certificates & secrets API / Permissions name Type Description Admin consent requ...  Status

Token configuration ~ Microsoft Graph (7)
=~ API permissions Auditlog.Read. Al Application  Read all audit log data Yes @ Granted for
& Expose an API Directory.Read All Application  Read directory data Yes @ Granted for

App roles IdentityProvider.Read.All Application  Read identity providers es @ Granted for
&8 Owners PalicyRead All Application  Read your organization's policies Yes @ Granted for
i, Roles and administrators Reports.Read All Application  Read all usage reports Yes @ Granted for
M Manifest RoleManagement. Read All Application  Read role management data for all RBAC providers Yes @ Granted for
Support = Troubleshooting UserAuthenticationMethod Reac Application  Read all users’ authentication methods es @ Granted for o

s Troubleshoating

& New support request To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
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