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Error: The encryption algorithm used in the Server PFX Archive is not
supported.

Solution: Please regenerate the PFX file using the supported and secure
encryption algorithm OpenSSL 3.0 .

See raw logs Raw Logs

MAC: shal, Iteration 2048

MAC length: 20, salt length: 8

PKCS7 Encrypted data: pbeWithSHA 1And40BitRC2-CBC, Iteration 2043

Error outputting keys and certificates

84150000:error:03080 10C:digital envelope
routines:inner_evp_generic_fetch:unsupported:..\cypto\evp\evp_fetch.c:355:
default library context, Algorithm (RC2-40-CBC : 0), Properties ()

Error: The Server PFX Archive format is invalid or the file is corrupted.
Solution: Please regenerate the PFX file using the original certificates and
keys.

See raw logs [_JRaw Logs
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Error: The provided Server PFX Archive is not valid.
Solution: Please ensure the PFX file is correct or regenerate it using the original

certificates and keys.

See raw logs [_JRaw Logs
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3%, i 25 s bk % #e (NAT) 3% 2 2] Tenable Identity Exposure.

ERZETHRKEMT G
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Exposure &g
TCP/389.TCP/636
LDAP
TCP/445
SMB/CIFS

TCP/88.TCP/464. UDP/464
erperos

TCP/53,UDP/53
DNs

TCP/3268.TCP/3269
2

TCP/135
RPC BRETIZF ()
TCP/>1024
IR RPC (Z 1)

-—

Tenable Identity

TCP/601.TCP/6515.UDP/514
Syslog GE%N)

TCP/25.TCP/587.TCP/465.
TCP/2525

TLS/80. TLS/443.TCP/389 8 TCP/636

-—

SHIEIER 2R (LDAP. SAML. OAUTH)
UDP/123

Tenable Identity Tenable Identity Tenable Identity

Exposure B 1032 Exposure R£3| ¥ Exposure fFis &2 8%
TCP/5671.TCP/5672
—  AMQHX
TCP/443
_  Tenableldentity
Exposure P8 Rest AP
TCP/1433
MS-SQL &3
TCP/4244

—  Tenableldentity —_»
Exposure EventlogStorage

- TCPa43
Web RZA3# REST API

NTP (BYial[E4)
UDP/123

NTP (BfEIE)2)
TLS/80 3 TLS/443

WSUS (BFE1E)
TLS/80 3 TLS/443

GRS

WSUS (BFE1E)
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JRRT— [ p— E S Tenable ldenmy Exposure Tenable ldenmy Exposure Tenable ldenmy Exposuve cloud tenable.com Tenable menm Exposure P
TCP/389, TCP/636.
LDAP
TCP/445
SMB/CIFS
TCP/88. TKCP/I:64\ UDP/464 sensor.cloud.tenable.com
TCP/53, UDP/53
DNs TCP/443
TCP/3268, TCP/3269 ‘cloud tenable.com'
2EEF

[P

TCP/135
RPC BRETZF (SHI)

TCP/>1024
=B RPC (H75))
__TCP/5671. TCP/5672,
AMQ Y
TCP/443
Tenable Identity Exposure
Rest API
8 Res TCP/1433
S SQL Zif)
TCP/443
Tenable Identity Exposure
8 Rest AP TCP/4244

Tenable Identity Exp
EventlogStorage

TCP/443
T Web RZFAFIRESTAPL™

TCP/601, TCP/6515, UDP/514
Syslog GEAN)

TCP/25, TCP/587, TCP/465, TCP/2525
SMTP (GB50)

TLS/80, TLS/443, TCP/389 B TCP/636
SHIIERMIZR (LDAP. SAML, OAUTH)
UDP/123
NTP (BJiEIR1)
UDP/123
NTP (BfiEIR1)
TLS/80 B TLS/443
WSUS (BHEE)
TLS/80 5, TLS/443
WSUS (E#TEIE)

Web [] /7 23k

Tenable Identity Exposure A~ 3K i} 2 7 i 0] Vi 2% 1 AT AF A0 45 € ic B 22 B 45 11

¥ ¥ Internet ) A 28
18 20U A8 FH 5 BT W AS 1) 52 57 15 1 Web 1) W 25

TR Web 3 52 8% (BB RIEIRA)

Microsoft Edge it &~ 38.14393 &} Internet Explorer 11
Google Chrome it A< 56.0.2924

Mozilla Firefox hix 4~ 52.7.3

Apple Safari it 4 11.0
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Tenable Identity Exposure 1# i SSL/TLS Jin 28 1 1 5 18] B F 2 7
Tenable 524 G WAL F 46 78 22 2 ] 18] 4 L 1 A BG4 .
SRR TLS B B AR A

e TLS1.1ZE TLS1.3

* Tenable $& it i) H 25 4 1E 15

o BHIAFA PKIA K KIE TS

o &% H TLSHEH
EFE ) TLS e B AR A

« TLS1.2

o WHIFAA PKIMUR KIAE

TLS FE 4 & 5

W FHAETHFEEAE 2 /b e TLSUE 1S, & 7] DL B #r Tenable\Tenable.ad\Certificates T
CRT A% A X IF EHr A ah Ik % -

FIE S

e HTTPS for Tenable Identity Exposure Web Application

5 Active Directory 1, % %
Tenable Identity Exposure 1] £ i% 2 #] Active Directory (AD) 12 [¥] Microsoft Server #:1F £ 4 F iz
17 LN R T SR X Lk 55 5 1E 8 5] AD 1.

* 1T Tenable Identity Exposure #2 fit ] % 4> {5 B % UK, Tenable A& W4 H AR %% 2% 0
MNAEA] AD B . SEBR b, 75 B B 13R85 T ARG BT B i [X 40 52 M 45 1 220 5 A e 4 S A
(Bl Tenable Identity Exposure) . 7£ M T B, 78 52 i 9% 1 350 306 %7 46 U5 n) BBR 2 B
FUIR [ X s & 76 9% B #2 U7 1) Tenable Identity Exposure 5 F: %2 4= 73 b 45 5 .

-42-


../../../../../Content/Install/Manage_onprem/https-for-tenablead-web-application.htm

O

o IR S AF AR R A B, 8 AT DLIE £ AE O A IR 55 28 E 2 4T Tenable Identity
Exposure. It 77 7% 0] DL oot ik 45 4% 5 3, PR OA e R TR AN IO ON ik 45 48 10 I RE 1
— 0 4 . K¢ 542 , Tenable Identity Exposure i 25 #5 I FH 11 5540 BUR 5 HAh 2 &) ik 55 25 1)
Ak UK A ] - Tenable & WA 7E 22 4= () AD PR35 A 4 B It 28 1), 9 H 48 0 205 (& AD &
BN AZ I 7 R B BLR RS

o YA Mk 55 A% B FRR () X 5 25 W7 LLE A >k B Tenable Identity Exposure () £ 4 43
r, WEARAE RGN TN EZEE.

° NI N R 45 4 S e 42 4 S m w] 4% 1k [A) Tenable ¢ RF A BA BGH A E & 1B FE 4R T
BB ALK

o Wi 3 nl i B 22 4 35 4F R 2R Tenable Identity Exposure [ % 4= W % .
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B B P M ARk SN B i & PR A

Tenable Identity Exposure i) % % F2£ 57 FH| T 75 A [F) 1) Al 55 ds £ 22 & LR 414
o FEEESE (SM), I TIEE T MSSQL i A # ik -
o HRMWrHE (DL), L& H LM N B s .
o ZAG| BT K (SEN), H T A7 % 4 20 i AR 55 H 7 ST

HRWATEZ &1 HE ML 2% SEN 1E4 {5 B, iE 2 % “Split Security Engine Node
(SEN) Services”.

o BEWS(HMALIERET), RVFEE E Ik, DUE 2 4 b 4k Mook B s ik B UEE
AD X G 1) BUHE AT Wy 2% 2 4 .

FITAT VE SENLARN 22 352 10— 3k fi] SR 0 S RF N IR R 5 AF R G0N AR ] % 4 TR (8 1 Windows i
% # IR 55 (WSUS) B & i b0 it B & 2 4% (SCCM)) -

2 52
51 42 % Tenable Identity Exposure 3.77, i& 1% UL N i 5 4 1F

RS R EINF RER

® ® ® ® ©

‘ FiEEEE } »{ RE3IFET = (SEN) }—-— B R0 a8 ’ > Behd —=  RPRURE

REEFEFHEE REEFENBHN ZEEERHE EfEsE, Fohk 1£ Tenable Identity Explorer
EHEENSEN FERL i FEHIS R, F SMTP. Syslog.
EIBE SM LDAP BHATIER AT
BOE A
AR
=5 1 1

» J Tenable ] T #i3 £ F # Tenable Identity Exposure f1 224 & 2k K AT AT T -

s BE MEMEK.
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| VE® : )\ Tenable Identity Exposure 3.59.5 hix 7 4 , 1 #fi & #& (1) TLS WE 54 A OpenSSL 3.0.x.

o BF AMHLER FEONE KT & %, TLS Installation Types.

‘% %% Tenable |dentity Exposure 2§, 5 R LA BIRE J vl & 47 A 22 (5 B
° W% AAT IP Mtk .
° i i) : F§ T Vi 1] Tenable Identity Exposure ] Web ]/ [f] DNS 4 X .
° 4 AR % A U7 ) Web [T/ #) TLS 3iE -5 S HAH S AL
AREZER, ISR M ER".

DA R P (A EERTHR R R) S BT ZERF.

A W AR : F T %% & Tenable Identity Exposure [ 0 2530 4 BL R 4 52 AL
fR :SeBackupPrivilege. SeDebugPrivilege 1 SeSecurityPrivilege.

EH B ER, R )5 H A 41+ )5 5 Tenable Identity Exposure %2 35 72 JF .
ZAGRE Y

WIZ LU IR, 4 H W B3 RAE DA B B2 iEH K TLS(BR1A) "% 2% Tenable Identity
Exposure ZH1f . 5 % ¥ £ 15 8., i 2 [ “TLS Installation Types”.

REFEEER:

1. fEAR M5 L, 81T Tenable Identity Exposure 3.77 7 ith 22 35 72 7 .
IR B %

2. EREIESFHED, RS LG FEZERNES, RGRE T
2R
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3. B FRAEIEME .

57 Tenable Identity Exposure Setup

‘

G O tenable

| Identity Exposure

R
LB R

Welcome to the Tenable
Identity Exposure Setup
Wizard

The Setup Wizard will install Tenable Identity Exposure on
your computer, Click "MNext”™ to continue or "Cancel” to exit
the Setup Wizard.

Expert mode

< Back Cancel
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5. WU e 3 2 9] 75 s M H R g By s AL

l? Tenable ldentity Exposure Setup e
custom ey Otenable
Select the features to install, Identity Exposure

Click on the icons to select the features to install.

v ([~ StorageManager Description
S~ 5qL
i_u~ EventLogsStorage
3 ?( + SecurityEngineNode This feature frees up 1.97GE on

your hard drive. Ithas 0 of 1
subfeatures selected. The
subfeatures require OKE on your
hard drive.

» % = Directorylistener

Tenable Identity Exposure

Reset Disk Usage < Back Cancel

6. i F—2H"
HHLTLS I 11 .
7. EFHEAENERIERAN B ERIEHK TLS(ERIN) ik T
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l? Tenable ldentity Exposure Setup

x
TLS options @tenable
Select TLS setup type Identity Exposure

(® TLS with autogenerated and self-signed certificates (Default)
() TLS with custom certificates without peer verification

() TLS with custom certificates with peer verification
() Mo TLS

Tenable Identity Exposure

A W R WA BB EF K TLS, ER/RXNERIE" S HH B 2 EH K TLS,
TENFRUE", W N N TLSEFR"H # o ZRERMAEU N EE:

o fE“MR S5 A PEXERVIE T, Fi DL il 2 PEX A7 17
o fEPFX R HEF, fay A PEX SO /4 55
° JE‘CAEFH XA e, B LS il 2 CALET .
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l? Tenable ldentity Exposure Setup >
TLS certificates Otenable
Import your own certificates Identity EXPDSLIFE!

Server PFX Archive | C:\Users\AdministratoriDesktophCl| ||,

PFX Password TIIIIIIIIL |

CA Cert File C:WUsers\Administrator\Desktop\Cl D

Tenable Identity Exposure

8. HEF“F—P"
B FEREERE .
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9. 7E“ERGHES, f N MSSQL H ks e 1) % 19 .

| R RS AR 0B OR, 15 M8 SQL A 5% &5 5 5 T 3 (0 75 V5 FL T I B SA Y

l? Tenable |dentity Exposure Setup X
Storage Manager @tenable
Complete the required fields. Identity Exposure
MSSQL Event Logs Storage
Host 127.0.0.1 Host 127.0.0.1
Port 1433 Port 4744
Password | LI |
Instance Mame | TEMAEBLE |
SQL UserDB Disk c:\ v
SQL UserDE Log Disk 0:Y, e
SQL TempDE Disk = e

Tenable Identity Exposure

| V¥ & : Tenable 5851 3 13 18 £/ B BR A 1) Tenable SE 5] 4 #% o
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10, 5k F—3".
H LR R
e Tenable |dentity Exposure Setup >

Ready to Install {Crtenable
The Setup Wizard is ready to begin the Tenable Identity Exposure installation Identity Exposure

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”™. Click "Cancel” to exit the wizard.

Tenable Identity Exposure
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11, BT 2 B/ T - 4f 22 3%

? Tenable ldentity Exposure Setup >
Installing Tenable Identity Exposure @tenable
|dentity Exposure

Please wait while the Setup Wizard installs Tenable Identity Exposure, This may
take several minutes,

Status: Installing prerequisite software
|

Tenable Identity Exposure

R, 4 1 IL“IE 78 58 Bk Tenable Identity Exposure 22 3% 1 § % [ .
12. RESERR.

BE B 2 B — AN X UG AE , 1 ) S B E RS B AL
13. i F,

l R ENAEERF T HEL.

14, 202 a5 BT R
REZET| EH A

1. fEAHHE AL L, 81T Tenable Identity Exposure 3.77 7 i 22 35 F5 7
HH BRI B %

2. R EIEEHED, RS LR EZENES, RFRE T8
SRR 3 1R A
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3. B FRAEIEME .

Cd Tenable ldentity Exposure Setup x

‘

Welcome to the Tenable
Identity Exposure Setup
Wizard

The Setup Wizard will install Tenable Identity Exposure on
your computer, Click "MNext”™ to continue or "Cancel” to exit
the Setup Wizard.

4 Otenable

# Identity Exposure

Expert mode

< Back Cancel

4. BEHETFT—P7,
HELH B R .
5. WUV & £ A1 5 PEAS N H SR I 2524048 .

I R EAELZEGHEN 23 SEN RS, &2 7 Split Up SEN Services.
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l? Tenable ldentity Exposure Setup >
custom Setup Otenable
Select the features to install, Identity Exposure

Click on the icons to select the features to install,

> }"( = StorageManager M Description
v (¥ SecurityEngineNode
(v RabhitMQ
i~ AttackPath This feature frees up 1.97GE on
— ) your hard drive. Ithas 0 of 1
§= Cancri
ey ) subfeatures selected. The
— Cephei subfeatures require OKB on your
_a~ CetiBridge hard drive.
= Cvani N

Tenable Identity Exposure

Reset Disk Usage = Back Cancel

6. i F—2H"
HHLTLS I 11 .
7. EFHEAENERIERAN B ERIEHK TLS(ERIN) ik T
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l? Tenable ldentity Exposure Setup

x
TLS options @tenable
Select TLS setup type Identity Exposure

(® TLS with autogenerated and self-signed certificates (Default)
() TLS with custom certificates without peer verification

() TLS with custom certificates with peer verification
() Mo TLS

Tenable Identity Exposure

A W R WA BB EF K TLS, ER/RXNERIE" S HH B 2 EH K TLS,
TENFRUE", W N N TLSEFR"H # o ZRERMAEU N EE:

o fE“MR S5 A PEXERVIE T, Fi DL il 2 PEX A7 17
o fEPFX R HEF, fay A PEX SO /4 55
° JE‘CAEFH XA e, B LS il 2 CALET .
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l? Tenable ldentity Exposure Setup

ot
TLS certificates Ctenable
Import your own certificates |dE!|"|ti1:3|' Expasure
Server PFX Archive | C:\Users\AdministratoriDesktophCl| ||,
PFX Password [IIIITIIIIL] |
CA Cert File C:WUsers\Administrator\Desktop\Cl D

Tenable Identity Exposure

< Back Cancel
8. HE“F—".
HOL g A .

9. ALLTHEE:

° fE“MSSQL FI“H 4 H EFMHE | far N A7 6f 5 P28 1) FQDN Y IP M ik .

o AE BT NE T, 4 il A R R B e 1 MSSQL B P AR 45 e 7 s
.

-56 -



O

I HER RIS R P B0 EOR, TH A SQL Ak 55 A s 69 rh BT IR 1 TEVE MLVE i B SA E AT .

Teq._al:ule TIdentity EXF":'furEI_sure Setup e
Storage Manager @tenable
Complete the required fields. ldentity Exposure
MSSQL Event Logs Storage
Host 169.254.92.102 | o 169.254.92. 102
Paort 1433 Port 4244
Password | ey |

Instance Mame

SQL UserDE Disk
SQL UserDE Log Disk
SQL TempDB Disk

Tenable Identity Exposure

10. BT —H"
L A g BT R .

1. FEEHHRE S, BN &L 7 N 7 7 19 Tenable Identity Exposure 1 % A ) Web Iz 55 2% ()
DNS 4 Bk (& %) 5t 1P #1 31 .
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l? Tenable |dentity Exposure Setup -
Security Engine Node @tenable
Complete the required fields. Identit;r E){p[‘JSLIFE
Host Port

RabbitMQ 127.0.0.1 5671

Eridanis 127.0.0.1 3000

Electra 127.0.0.1 3002

Enif 127.0.0.1 3003

Attack Path 127.0.0.1 4242

Health Check 127.0.0.1 3006

DMS name or IP
Kapteyn 127.0.0.1 |

‘Tenable Identity Exposure

| < Back || Mext = I | Cancel |

ERCBIMNBO T, arEdfEd, R4 HEH A DNS 4 FREt 1P H#ihk 6l & 5 % 4
EH . AXE L5 R, i 24 “Change the |IS Certificate”.

12 5.
{28
13, fECetiHE 1, 4f1 A F 3007 5% i 5 HL 0 1P Mt sRRE 2 () FQDN.

SRR - A0SRV R 7 0T 8 BT E B0 ) — V- SEPL e % Ao 4k, LA UAE SEN A Ceti (R
BERA 1P HBHE“127.0.0.17, W RITE 5 — & o BUML b %038 %2 4 h 4k, W 7E SEN Ay Ceti i
O H 2 G005 60 1P H
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O

I Tenable Identity Exposure Setup >
Directory Listener @tenmle
Complete the required fields. |dentity Exposure
Ceti
Host 127.0.0.1

Tenable Identity Exposure

SOy 2 R B EE % 1 .
14, 45 LA ACH SRR mT 4 3k 3%
o MR AIRME LTS, RGBT — 7,
° REGHWAE NI RME P L FEARE G IR
e ARER bk R AR Y O HE b, A N AR IR 55 A A0 b Rk A 3 1

'1'"_'- Tenable ldentity Exposure Setup X

Proxy Configuration Internet Access @tem
Complete the required fields. Identity Exposure

Proxy Type Unauthenticated e |

ey Ad [ 172.26.103.233 |

Proxy Port | 389 |

L I-\.'-_.-'.' ... 1! OSUre
Test Connectivity e <Back | Next> | cancal
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o BARGHIUE T R AR AME bk A By I
m e ARER i hE A AE Y DHE b, e N B AR 55 # B0 b Rk AN S

" EREA PR AREREE RS HE b, N B AR BT ) A IR 55 A R E T K
[ 44 FR LA R A o0 i S 4t , DA fo VRl o AU EE ik 55 48 KB K

%) Tenable Identity Exposure Setup *
Proxy Configuration Internet Access @teniljle
Complete the required fields. Identity Exposure
Proxy Type Basic authentication -
Prosy [ 172.26.103.233 |
Proxy Port | 389 |
Proxy Lser | iy |
Prﬂx‘j' Pmu"d | LA L LA L LA L Ll |
Tenable Identity Exposure
o coos | Net> | [ oo

15, H i W E R
16. HiE“F—3P7
Hy B R
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l? Tenable |dentity Exposure Setup

Ready to Install

et

Otenable

The Setup Wizard is ready to begin the Tenable Identity Exposure installation Identity EX[JDSLIr‘E

Click "Install” to begin the installation. If you want to review or change any of your

installation settings, dick "Back”™. Click "Cancel” to exit the wizard.

Tenable Identity Exposure

17.
18. LRI T IR 2 % .
l? Tenable |dentity Exposure Setup

Installing Tenable Identity Exposure

*

tenable

|dentity Exposure

Please wait while the Setup Wizard installs Tenable Identity Exposure, This may

take several minutes,

Status: Installing prerequisite software
|

Tenable Identity Exposure

< Back Mext =
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2R NG, 2 I “IEXE 58 L Tenable Identity Exposure 22 3% ] 8% [ .
19. M “SER”.

BRI 25 L — A0 A AE , W R 2 S B E R s i L.
20. R

l R ENAEERF A

21, 2% H AT &
ZXH R
1. fEA M5 L, 1247 Tenable Identity Exposure 3.77 7 ith 2 25 72 ¢ .
HH B X B 5
2. EWEEFED, AEH MR EZENES, AFBEH T -8
PRI R
3. B FEREILE.

[ Tenable ldentity Exposure Setup >

1

Welcome to the Tenable
Identity Exposure Setup
Wizard

The Setup Wizard will install Tenable Identity Exposure an
your computer. Click "Mext” to continue or "Cancel” to exit
the Setup Wizard,

Expert mode

= Back Cancel
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4. BT P,
HUH e REE .
5. B Wk £ 77 05 2 PR AS RN 20 4 5] BT 2 A .

? Tenable Identity Exposure Setup W
custom setp Otenable
Select the features to install, dentity Exposure

Click on the icons to select the features to install.

> ?‘x - StorageManager Description

B ?‘: = SecurityEngineMode
~ [ _u~ Directorylistener

(=5~ Ceti This feature frees up 1.97GE on
your hard drive, It has 0 of 13
subfeatures selected. The
subfeatures require 0KE on yaur
hard drive.

Tenable Identity Exposure

Reset Disk Usage < Back Cancel

6. i F—F"
HIL“TLS BT & 1 .
7. EERA B ERIERMNEZLIEFK TLS(BRIN) "L 1.
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l? Tenable ldentity Exposure Setup

x
TLS options @tenable
Select TLS setup type Identity Exposure

(® TLS with autogenerated and self-signed certificates (Default)
() TLS with custom certificates without peer verification

() TLS with custom certificates with peer verification
() Mo TLS

Tenable Identity Exposure

A W R WA BB EF K TLS, ER/RXNERIE" S HH B 2 EH K TLS,
TENFRUE", W N N TLSEFR"H # o ZRERMAEU N EE:

o fE“MR S5 A PEXERVIE T, Fi DL il 2 PEX A7 17
o fEPFX R HEF, fay A PEX SO /4 55
° JE‘CAEFH XA e, B LS il 2 CALET .
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l? Tenable ldentity Exposure Setup >
TLS certificates Otenable
Import your own certificates Identity EXPDSLIFE!

Server PFX Archive | C:\Users\AdministratoriDesktophCl| ||,

PFX Password TIIIIIIIIL |

CA Cert File C:WUsers\Administrator\Desktop\Cl D

Tenable Identity Exposure

8. HEF“F—P"
IR A 5 BT RCE L.
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9. 7F RabbitMQ ) “EHLHE # , i AL RabbitMQ 1¥) 2 4= 5] 235 5 i) s bk .

l? Tenable |dentity Exposure Setup x
Security Engine Node Qtenable
Complete the required fields. |'E|El"ltity' EXPUSLII’E
Host Port

RabbitMQ 169.254.92,103 3671

Eridanis 127.0.0.1 3000

Electra 127.0.0.1 3002

Enif 127.0.0.1 3003

Attack Path 127.0.0.1 4242

Health Check 127.0.0.1 3006

DMS name or IP
Kapteyn

Tenable Identity Exposure

< Back || Mext = I | Cancel

10. T —B7
H L E AT 887
11, A P 38 T A] It f 0 % 2 15 7R 6 H S it Wy s b 22 3 e a4k
o REM SRR H H MU S EF RS e, TR KB ER R

o B/ EBEHEAUFRERMPMER LR (FSHAH T 22T
M) N B WS, RS edh R REFERME. Ttk
£ H AT 8% RIS 2 R T AL L, BB MR R E T
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l? Tenable |dentity Exposure Setup >
Directory Listener @tﬂﬁﬂbl&
Complete the required fields. Identity Exposure
Ceti
Host 177.0.0.1

(®) Yes { Installation will start automatically after the reboot )
Install a Secure Relay
on this machine

)Mo

‘Tenable Identity Exposure

12, B F—3
B B AR
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l? Tenable |dentity Exposure Setup

Ready to Install

et

Otenable

The Setup Wizard is ready to begin the Tenable Identity Exposure installation Identity EX[JDSLIr‘E

Click "Install” to begin the installation. If you want to review or change any of your

installation settings, dick "Back”™. Click "Cancel” to exit the wizard.

Tenable Identity Exposure

13, Rl R RO R
l? Tenable |dentity Exposure Setup

Installing Tenable Identity Exposure

*

tenable

|dentity Exposure

Please wait while the Setup Wizard installs Tenable Identity Exposure, This may

take several minutes,

Status: Installing prerequisite software
|

Tenable Identity Exposure

< Back Mext =
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14.

15.

16.

17.

18.

2R NG, 2 I “IEXE 58 L Tenable Identity Exposure 22 3% ] 8% [ .

SR
BERE 2 30—/ AV AR, 0 2 7 T T B S AL
R

AL 7 3

9 2 SEN # UL

S s A RS L.
155 P BA 0 () 22 35 R P 42 3% & H T Tenable Identity Exposure 3.77 [#) % 4> b 4k .

# E % 3 Tenable Identity Exposure:

1.

2.

Log in to Tenable Identity Exposure.

b N A8 (40 46 52 85 - B 77 44 hello@tenable.ad, % 1% /& verySecurel,

FEERRZEHY, EHAT AT HRAE:

1.

BEZETIHER.

2. P AW G N R TR

3.

%% 1% F] T Tenable Identity Exposure 3.77 [ % 4> 1 4k .
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O

F+ 2 Tenable Identity Exposure

I L Wl RN R o I S DR Al

M Z T B A TE 2% 3] Tenable Identity Exposure il 4~ 3.77 75 Z B 2 A 288y, LA & %4
A AARZAT, BHAREF THRUTHESFPRARNZE:

o ARHb-T BB A AR SR K T AT (3.42) AT K )5 3.77 Z A = R

s EALFMEEE. REF BN AMEFZMWRZIE, 50 H 1) 2357 F 3 23
i& B T Tenable Identity Exposure 3.77 [ & 4> v 4% .

¥ & : )\ Tenable Identity Exposure 3.59.5 iz 7f 47 , 18 #fi £ % 1) TLS iE H5 4 F§ OpenSSL 3.0.x. A K
ZEE, S MEIER.

Tt 2% #% 1%
ZL T+ 2% 3| Tenable Identity Exposure [ 58 A, & 0 208 5 DL 22 35 B 12 h i — 2%
e 27->31->3.11->3.19->3.29->3.42->3.77,

e 3.x->3.59->3.77,

l RBAR WMRENVIEITE, RECHIZREME Rk,

I R BT ULMAE T IR E R AT 2T — A EERRA

T 25
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» %I )\ Tenable Identity Exposure 3.42 F 2% | 3.77, & 4% LA~ Wi #24E :

BRS5 2B ARG g e

® ® © ® ©

[ AR 073 H = H friEEEE ]—» Redlt > REDUER

(SEN)
FHREFER R AREFEHRBE HEREEFSE BN EFRhE, FohEEk 7£ Tenable Identity
250 SEN Rerpak Explorer iZHl&H, A
EHEEy DL SMTP. Syslog. LDAP &
A IIEFIE I BN Br & s

» %I )\ Tenable Identity Exposure 3.59 F 2% %Il 3.77, & 4% LA~ Wiy #54E -

ARSS BEF 4RI ke

® ® Q) 5

[ BRI Hﬁiﬁl%*ﬁﬁ{SEN)H iEEEs }—» R e RONHEE

FHR ST EFEED FHRETFEEE HEEENBE
SE#BEaE) SEN
=Rz DL

= 2 Ui B
o EHRLEEK TLSIEFH /M H OpenSSL3.0.x. A X H ZEZE, S WS B ER".

s EFAZZET, AAIBMARMPRIR . R F+ 2 KW, Tenable Identity Exposure 7 £ 3 1 7%
PAT BIR, IR 2 3 EAH 22 25 9008 8 £ R 2 i 2Lt . 6 = & 4n”, UIREL5E B 1(E
=

it o

o B FIRRFMEEBS . Tenable 5121 & W I AE T+ 0 2 I & Uy A7 i 55 FE 28 . 5 ] 4%
£ 8L JE MSSQL 1t BH , 15 2 I3 Microsoft B 7 SC Y .

o RS HUEF ) AR I B IR B A TR AL L, A LI TR AL 20 Bk 21 L/ I AN S5 o 15 R i A
AN B R 2 HEAIE A T R 25 RV R, R T 4 B TR A AT 8k AR A IR 55
o T Y S R B2 2
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» M Tenable ff] T #i 3 £ F 8 Tenable Identity Exposure F1 22 4 1 8k i AT AT R T -
s UAHAPFPRBAFP(“FCHEERHANERR) W SHEBITRERRF.
s EFBIMER, )5 H NE4 1M 3 3 Tenable Identity Exposure 2 25 72 7 .

THEAE Fy

T RO T, 6 T B 3 A BAE TR B &4 UEH H TLS(BRA) "t 4L Tenable Identity
Exposure 4114 . K8 £ 15 5., 155 4 “TLS Installation Types”.

lﬁ%ﬁ%ﬂymﬁ%ﬁﬂ%%%ﬁﬁo

T+ B FANT 2%

1. fEARM TS AL L, 5585 3 i 45 4% 7112 17 Tenable Identity Exposure 3.77 7 #h % 2% 2
¥ o

HH IR B %
2. R EIEFHES, W PR IR P IEHFEZRNES, Ra i T —3P7
Hi 23R 1) 7. T KBRS A Y BN L.
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https://zh-cn.tenable.com/downloads/identity-exposure#tenable-identity-exposure-v3.59.4-on-premises
../../../../../Content/Install/Installation_onprem/install_TLS_types.htm

5% Tenable Identity Exposure Setup

‘

G O tenable

| Identity Expasure

3. Wi T3,
TER-P3E+ 3 o)

Welcome to the Tenable
Identity Exposure Setup
Wizard

The Setup Wizard will install Tenable Identity Exposure on
your computer, Click "Mext”™ to continue or "Cancel” to exit
the Setup Wizard,

Expert mode

< Back Cancel
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l? Tenable |dentity Exposure Setup by
custom et Otenable
Select the features to install. dentity Exposure

Click on the icons to select the features to install,

> }"x - StorageManager Description
» }": = SecurityEngineMode
v [y~ Directorylistener

(=3~ Ceti This feature frees up 1.97GE on
your hard drive, Ithas 0 of 13
subfeatures selected. The
subfeatures require OKB on your
hard drive.

Tenable Identity Exposure

Reset Disk Usage < Back Cancel

4. wEEREF SR 2 87 223 | 3l ik H R iy sS4k . T — 87,
HELTLS W& 11 .
5. FWHEEMNERIERERNBERZZIEF K TLS(BRIA) ik i .
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l? Tenable ldentity Exposure Setup

x
TLS options @tenable
Select TLS setup type Identity Exposure

(® TLS with autogenerated and self-signed certificates (Default)
() TLS with custom certificates without peer verification

() TLS with custom certificates with peer verification
() Mo TLS

Tenable Identity Exposure

A W R WA BB EF K TLS, ER/RXNERIE" S HH B 2 EH K TLS,
TENFRUE", W N N TLSEFR"H # o ZRERMAEU N EE:

o fE“MR S5 A PEXERVIE T, Fi DL il 2 PEX A7 17
o fEPFX R HEF, fay A PEX SO /4 55
° JE‘CAEFH XA e, B LS il 2 CALET .
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l? Tenable ldentity Exposure Setup >
TLS certificates Otenable
Import your own certificates Identity EXPDSLIFE!

Server PFX Archive | C:\Users\AdministratoriDesktophCl| ||,

PFX Password TIIIIIIIIL |

CA Cert File C:WUsers\Administrator\Desktop\Cl D

Tenable Identity Exposure

6. i F—2H"
IR A 5 BT RCE L.

7. 1f RabbitMQ i1 “EHL7HE 1, i1 A\ 245 5 S IP Hidk ( 5% % RabbitMQ i) % 4 5] %
IR P Bk B AE R R 22 ) .
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l HER R AR B BRAME “127.0.0.17FF S R — 257, AR 7 R R IO AT [BHR

l? Tenable |dentity Exposure Setup x
Security Engine Node Qtemle
Complete the required fields. |II:|EI"I'€it3r EXP[‘JSLII’E
Host Port

RabbitMQ 169,254.92,103 3671

Eridanis 127.0.0.1 3000

Electra 127.0.0.1 3002

Enif 127.0.0.1 3003

Attack Path 127.0.0.1 4242

Health Check 127.0.0.1 3006

DMS name or IP
Kaptevn

Tenable Identity Exposure

< Back || Mext = I | Cancel

8. i F—H"
H LB AT 887
9. A7 A~ e 3w Ik Ak % S B AE UL H ST A% bR AR s A gk
o RN LR R H RS ER RS e, eh R KRR ER R,

o R/ BEEAUFRERMPMFS LK 2P R(EFESHAH T B 22T
IR o I 2 B %HE, P& et S BEF AN E. Tk
FE H S AAT0T &5 tE LG 2 S i SN b, L R e gk

-77 -



l? Tenable |dentity Exposure Setup >
Directory Listener @tﬂﬁﬂbl&
Complete the required fields. Identity Exposure
Ceti
Host 177.0.0.1

(®) Yes { Installation will start automatically after the reboot )
Install a Secure Relay
on this machine

)Mo

‘Tenable Identity Exposure

10. BT —87
LR .
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l? Tenable |dentity Exposure Setup

Ready to Install

et

Otenable

The Setup Wizard is ready to begin the Tenable Identity Exposure installation Identity EX[JDSLIr‘E

Click "Install” to begin the installation. If you want to review or change any of your

installation settings, dick "Back”™. Click "Cancel” to exit the wizard.

Tenable Identity Exposure

1. R T AR 2.
l? Tenable |dentity Exposure Setup

Installing Tenable Identity Exposure

*

tenable

|dentity Exposure

Please wait while the Setup Wizard installs Tenable Identity Exposure, This may

take several minutes,

Status: Installing prerequisite software
|

Tenable Identity Exposure

< Back Mext =
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THe% 52 s, 4 P “IE 78 58 i Tenable Identity Exposure % 3% [ § 7% 11 .
12. B di“S8RB.

Vb I 2t B — AN S TE AE , 1) IR S A R Bl i AL .
13. B R/,

l RN A BRI E S TR TA IS5 A8 JE B E R Bl it L.

14, Fh 2% % 4= 5] 295 & (SEN).
2% SEN:

1. fEAR ML L, F ¥ )8 3 IR %5 2% 712 17 Tenable Identity Exposure 3.77 7 i 2 35 2
o

HH IR B 5
2. AR EEFHED, Rils kMR RNiES, RERHT—37,
LR B R T FB R B HE Y BRIk

o Tenable ldentity Exposure Setup >

1

Welcome to the Tenable
Identity Exposure Setup
Wizard

The Setup Wizard will install Tenable Identity Exposure an

your computer, Click "Mext”™ to continue or "Cancel” to exit

the Setup Wizard.

/ 75 :
{tenable

& |dentity Exposure |

Expert mode

< Back Cancel
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3. Bl F—&7
B E e X RE"E 1.

l? Tenable ldentity Exposure Setup >
custom Setup Otenable
Select the features to install, Identity Exposure

Click on the icons to select the features to install,

> }"( = StorageManager M Description
v (¥ SecurityEngineNode
(v RabhitMQ
i~ AttackPath This feature frees up 1.97GE on
— ) your hard drive. Ithas 0 of 1
§= Cancri
ey ) subfeatures selected. The
— Cephei subfeatures require OKB on your
_a~ CetiBridge hard drive.
= Cvani N

Tenable Identity Exposure

Reset Disk Usage = Back Cancel

4. ZIRREY 2RI Z AT 2 B B Wik SEN A R —87.
HIL“TLS I & 1 .
5. LA B3 A REHM B ZAUEF K TLS(BRIN) "k i .
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l? Tenable ldentity Exposure Setup

x
TLS options @tenable
Select TLS setup type Identity Exposure

(® TLS with autogenerated and self-signed certificates (Default)
() TLS with custom certificates without peer verification

() TLS with custom certificates with peer verification
() Mo TLS

Tenable Identity Exposure

A W R WA BB EF K TLS, ER/RXNERIE" S HH B 2 EH K TLS,
TENFRUE", W N N TLSEFR"H # o ZRERMAEU N EE:

o fE“MR S5 A PEXERVIE T, Fi DL il 2 PEX A7 17
o fEPFX R HEF, fay A PEX SO /4 55
° JE‘CAEFH XA e, B LS il 2 CALET .
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l? Tenable ldentity Exposure Setup >
LS certifcates Otenable
Import your own certificates |denti1:3,- E)&'[’JDSLIFE!

Server PFX Archive | C:\Users\AdministratoriDesktop'Cl |Z|

PFX Password TIIIIIIIIL |

CA Cert File C:WUsers\Administrator\Desktop\Cl D

Tenable Identity Exposure

= Back || Mext = I | Cancel

6. BT —P"
HO e ERRE .
7. ARSI NN LA R E B

o LE“EHLAEH, ki A LURT %2 2% 1) MSSQL # 4 F (1) FQDN 2 1P $i ik 2 75 175 28 A &%,
AR 8 7 2T LU Ik

o R B H M D, BN A6 F A B R EALR P Mk, bl R
MSSQL ¥ 2 1) 1P b hik A1 7]

R R EAE ERZR R E ST SAERS, W2 R Fr & R AE SQL Ak 55 &% 3 i fr
IR H T R RE
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https://learn.microsoft.com/zh-cn/sql/relational-databases/security/strong-passwords?view=sql-server-ver16

l? Tenable ldentity Exposure Setup x
Storage Manager Qtenable
Complete the required fields. |dentity Exposure
MSSOL Event Logs Storage
Host | 169.254.92.102 | Host | 169.254.92,102
Port 1433 Port 4344
Password | T |

Instance Mame

SQL UserDB Disk -
SQL UserDE Log Disk e
50L TempDB Disk W

Tenable Identity Exposure

| = Back || Mext = I | Cancel |

VER UNEAE b oD 3R b B B S H AR 1P B LA Hh ik, U 2 S SR R I T R o B
165 O R T 58 B B 2 T i % B R TH 4% T SEN, I 4 2B TENABLE_CASSIOPEIA CYGNI_
Service_ EventLogsStorage_ Host Al TENABLE_CASSIOPEIA EVENT_LOGS_DECODER_Service_
_EventLogsStorage_ Host [1) 3 55 4% & M\ A BT E B 37 v <F2 A8 B B35 E M1 48 8L IP #udk > 1) ik
WifH . ARXEZAEE, TH S 5 “Hs HE Bk iR 2 S

8. HEE“TFT—®"
L A g BT R .

9. 7:“‘DNS Z#RER IPHEH , )T S B &H o8 1 95 A IR % 3% 1) Tenable Identity
Exposure 1M %i A ] Web Al 55 2% () DNS 4 Fr (&%) 20 1P #hhk . ang 0 5, 158 & 4 Rk
Hh 1k & 5 A AR IE WA AL
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https://community.tenable.com/s/article/Tenable-ad-IoAs-not-working-after-upgrading-from-version-3-42-3

l? Tenable |dentity Exposure Setup -
Security Engine Node @tenable
Complete the required fields. Identity EXPDSLIFE
Host Port

RabbitMQ 127.0.0.1 5671

Eridanis 127.0.0.1 3000

Electra 127.0.0.1 3002

Enif 127.0.0.1 3003

Attack Path 127.0.0.1 4242

Health Check 127.0.0.1 3006

DMS name or IP
Kapteyn 127.0.0.1 |

‘Tenable Identity Exposure

10. T —7
HELH R 887 E D
1. 7E“Ceti"fE 1, i N H RHTWT 83 5 |P Hu bt .
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I Tenable Identity Exposure Setup >
Directory Listener @tenmle
Complete the required fields. |dentity Exposure
Ceti
Host 127.0.0.1

Tenable Identity Exposure

SOy 2 R B EE % 1 .
12. A DA AR R mT 4 3k 3%
o MR AIRME LTS, RGBT — 7,
° REGHWAE NI RME P L FEARE G IR
e ARER bk R AR Y O HE b, A N AR IR 55 A A0 b Rk A 3 1

'1'"_'- Tenable ldentity Exposure Setup X

Proxy Configuration Internet Access @tem
Complete the required fields. Identity Exposure

Proxy Type Unauthenticated e |

ey Ad [ 172.26.103.233 |

Proxy Port | 389 |

L I-\.'-_.-'.' ... 1! OSUre
Test Connectivity e <Back | Next> | cancal

- 86 -



O

o BARGHIUE T R AR AME bk A By I
m e ARER i hE A AE Y DHE b, e N B AR 55 # B0 b Rk AN S

" EREA PR AREREE RS HE b, N B AR BT ) A IR 55 A R E T K
[ 44 FR LA R A o0 i S 4t , DA fo VRl o AU EE ik 55 48 KB K

%) Tenable Identity Exposure Setup *
Proxy Configuration Internet Access @teniljle
Complete the required fields. Identity Exposure
Proxy Type Basic authentication -
Prosy [ 172.26.103.233 |
Proxy Port | 389 |
Proxy Lser | iy |
Prﬂx‘j' Pmu"d | LA L LA L LA L Ll |
Tenable Identity Exposure
(] coos | Net> | [ oo

13, s TR B
14, 5.
LY A R
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l? Tenable |dentity Exposure Setup

Ready to Install

et

Otenable

The Setup Wizard is ready to begin the Tenable Identity Exposure installation Identity EX[JDSLIr‘E

Click "Install” to begin the installation. If you want to review or change any of your

installation settings, dick "Back”™. Click "Cancel” to exit the wizard.

Tenable Identity Exposure

15. o <2 3 E1 A T 4R T 2
l? Tenable |dentity Exposure Setup

Installing Tenable Identity Exposure

*

tenable

|dentity Exposure

Please wait while the Setup Wizard installs Tenable Identity Exposure, This may

take several minutes,

Status: Installing prerequisite software
|

Tenable Identity Exposure

< Back Mext =
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THe% 52 s, 4 P “IE 78 58 i Tenable Identity Exposure % 3% [ § 7% 11 .
16. B “SEE”.

Vb I 2t B — AN S TE AE , 1) IR S A R Bl i AL .
17. #H“H|”.

l R R A B R B kS5 A EAE TR T A S5 A% Ja B EDRT R Bh it L.

18. Jh 20 A7 fit i L &%
TR A7 il HA

1. fEARH N L, & ¥ )8 3 IR %5 2% 512 17 Tenable Identity Exposure 3.59 7 i 2 3 2
o

HH IR B 5
2. AR EEFHED, Rils kMR RNiES, RERHT—37,
LR B R T FB R B HE Y BRIk

o Tenable ldentity Exposure Setup >

1

Welcome to the Tenable
Identity Exposure Setup
Wizard

The Setup Wizard will install Tenable Identity Exposure an

your computer, Click "Mext”™ to continue or "Cancel” to exit

the Setup Wizard.

/ 75 :
{tenable

& |dentity Exposure |

Expert mode

< Back Cancel
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3. Bl F—&7
B E B X R 1 o 2 AR Fr 2 M6 2 B (14 %2 4% H 2 7 A7 f 8 2 4% 410

l? Tenable |dentity Exposure Setup b
Custom Setup @tenable
Select the features to install, |dentity Exposure

Click on the icons to select the features to install.

v (v StorageManager Description
— 50L
i~ EventLogsStorage
5 ?( + SecurityEngineNode This feature frees up 1.97GE on

your hard drive, Ithas 0 of 1
subfeatures selected, The
subfeatures require OKE on yaur
hard drive.

> }‘: + DirectoryListener

Tenable Identity Exposure

Reset Disk Usage < Back Cancel

4. A F—H7

5. (Wrike) Hdy R M7, LLSE S AR R B U R B AT
HILTLS I & H .

6. EFWH B ERIERMNEZELIEFH TLS(BRIN) L.
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l? Tenable ldentity Exposure Setup >
s options Otenable
Select TLS setup type Identity Exposure

(® TLS with autogenerated and self-signed certificates (Default)

() TLS with custom certificates without peer verification

() TLS with custom certificates with peer verification

() Mo TLS

Tenable Identity Exposure

A W R WA BB EF K TLS, ER/RXNERIE" S HH B 2 EH K TLS,
TENFRUE", W TLS "5 % 2 ZRERMEU N E L

o fE“MR S5 A PEXERVIE T, Fi DL il 2 PEX A7 17
o fEPFX R HEF, fay A PEX SO /4 55
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l? Tenable ldentity Exposure Setup >
TLS certificates Otenable
Import your own certificates |C|E!I"Iti1:3|' EXPDSLIFE!

Server PFX Archive | C:\Users\AdministratoriDesktophCl| ||,

PFX Password TIIIIIIIIL

CA Cert File

Tenable Identity Exposure

7. BT —7
HO e ERRE .
8 ZHMFLHXKMEHWZENELR. BHETF—F".

ERCWREAE LR ZRJGESR T SAE, W 23587 = ZOREEIE SQL ik 55 &% 2k 19 b i
I ) TE R E
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https://learn.microsoft.com/zh-cn/sql/relational-databases/security/strong-passwords?view=sql-server-ver16

l? Tenable ldentity Exposure Setup X

Storage Manager @tenable
Complete the required fields, Identity Exposure
MSSQL Event Logs Storage
Host 127.0.0.1 Host 127.0.0.1
Port 1433 Part 4244
Password | T |
Instance Mame | TEMAELE |
SQL UserDE Disk c\ ol
SOL UserDB Log Disk D:\ w
SQL TempDE Disk EN e
Tenable Identity Exposure
< ==
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9- $‘EE‘“—F—‘5”O
H LR R
e Tenable |dentity Exposure Setup >

Ready to Install {Crtenable
The Setup Wizard is ready to begin the Tenable Identity Exposure installation Identity Exposure

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”™. Click "Cancel” to exit the wizard.

Tenable Identity Exposure
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10, BB T H 4 4.

11.

12.

13.

14.

15.

? Tenable ldentity Exposure Setup >
Installing Tenable Identity Exposure @tenable
|dentity Exposure

Please wait while the Setup Wizard installs Tenable Identity Exposure, This may
take several minutes,

Status: Installing prerequisite software
|

Tenable Identity Exposure

T+ 5¢ Wi e, 2> B “IE#E 58 Bk Tenable Identity Exposure %23 [ 5% [ .
SRR

SO 23 I — A R HE , W )R S R S S

R

THEHLE B E B .

=¥ )3 3 SEN.

=¥ A 3l DL.

155 FH 2R () 22 35 R8P 22 3% & H T Tenable Identity Exposure 3.77 [#) % 4> b 4k .

FEZEZEPHY, FRATUTHRE:

1.

2.

BREZETHRER,
P O N ¢l 1 e ol Al o S O
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https://docs.tenable.com/identity-exposure/Installation/3_59/Content/SecureRelay/secure_relay_installation.htm

O

3. %% i& B T Tenable Identity Exposure 3.77 ] % 4= th 4k .

%

& B H 7] 5E 1) % 45 5 T 7 {4 Tenable Identity Exposure M F #2503 i 0] B 1 A se 1k &
KEE,

H

o ZEBWEER ATE NS P RAT R, LG TE I TR BCR Gt 58 SO ) St =

o BRI M & - U0 SR AE R G A8 SO ) B AN IR R, A0 A R ORI AR R

Rz E W R I AR, DL R A Rk S e TR O R AT E K, B A 4 e
i 5E B R HL A ik RGN IK R

| R AT &I, Jo T A5 AR N R P R 55

6 1 2
LA 77 3% W W O 6 A SRS 22 4w S AT B HAABUR .

o R BB R (PRI R DR (B3R B R I I TV

o WEOR A& B RGUIRGS , BN Ry BC & BOd 2 AN Ok S

MSSQL # {7

5 2 7] Microsoft [ i3 B SCAY .

DR TS

DB H AT — ROE R 03, DU R BB i B BE M B .

27 FEAE A v 0 N ) BE AT % 4, S b e R e v e AT R e B
XF T MSSQL, 2 /& F A AT — OH LA 4, DL SR R Bl .

I ER: &0 sQL H & .

A I 5%
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https://learn.microsoft.com/zh-cn/

O

Tenable Identity Exposure it &~ 71 2% : %t Identity Exposure N i 2 7 & AT o] B AS T+ 2% 2
T,V BAT 1T 5 1 480 o

BRERGAZBEERF  PAT AL FHAE R G HEU E N R S0 N 2R 20,
DR HEAT AT FE 1 2% 4

Tenable Identity Exposure £ 1 i 58 4 /8 1E R 4t K 24k - % Identity Exposure == #1 f i
e A R B AT AR S 2 7T, 1 AT E B & .

Tenable 3 ## & [ T# BB 2 : 75 55 Jit Tenable SCHF 0 118 W AF 7 BE L B8 el 2 17, 18
MR Z AT 0, DLSEBl R Gk fe -
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HHESIRS

5C AT A | 22 4 51 BET AR H SR 2 REREBRIT T, BT LUEHE SRS

53R A 2 41

MR 55 00 0 Je 0000 0 2 58 R T T 5 -
o W E RN - % A 5] R - 17 0 5
o FHGATREATELA - % A s A - F RO

e ER

R A s A4l E AR T S L
AR B T IR R, R
2. MERXREAMEMBRS LS EAIBTT:
° SQL It % % (Tenable)
° SQL i % % fL B (Tenable)

° tenable_EventlogStoragel

REFNEF R

s el AL T s AT IR, SRR B84 RE H08T R 3 2 42 51 BB L (SEN) i 55 -

=¥ JH ) SEN 1T H AL
AR AR BRI, R,
2. MREHZ G SENTHEA, 1H 4% LT IFP H 8 5 3) X 21t L
1. RabbitMQ
2. H b ( Eridanis. Kapteyn %)
3. Cancri. EventLogsDecoder

4. Cygni
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3. f & LT SEN IR %5 /2 15 IEAEIZ 4T ¢
° tenable_AttackPathl
° tenable_Cancri
° tenable_Cephei
° tenable_CetiBridge
° tenable_Cygni
° tenable_Electra
° tenable_Eltanin
° tenable_Enif
° tenable_Eridanis
° tenable_EventLogsDecoderl
° tenable_HealthCheck
° tenable_Kapteyn
° Rabbitmqg
° 3 4 W HY IR 55
H R U7 %
K AN 22 42 5 B S b AU T s ATIRES, SRR 8 e TR ) H ST 4 R 55
HHT R 3 B 3 A% ik 55
1. fE 2R IR, R,
2. KA LAN H AW & R 55 2 B IEE B AT
° Tenable_ceti
° tenable_envoy_server

° tenable_envoy

° tenable_relay
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i& A T Tenable Identity Exposure 3.77 ] % 4 ¥ 4k

RAE LI R I & Tenable Identity Exposure 2 & , #5746 2 % 2 4 vh 4k 40 4%
[ 3.59 A S, 224 4k 4 1 4 4245 Tenable Identity Exposure “F- & o ()45 E AT %5

o SUVFIEHC B I, DAE 2 4 b gk M0 R s 5% 2SR AD X BN H St 48 (DL) 41
.

o LB Zh R, (R T R A e BN 4R 9 A BT AR A R F N T 2% ) £ > DL.

o 78 ELAS DL B s (), 4 ) 4 L SMTP 5 SYSLOG Ik 45 #% 55 H T 77 i A &
iy 56 UE ) LDAP i 55 2% ) 22 [8] 7 22

o 4 & —AEkZ A k. DL AT DL B A AN PR gk

o ZIR7E Tenable Identity Exposure 4% il & A1 247 BC &, %1 W14y 4 AT (38, SMTP.
SYSLOG. LDAP & i 1 i)

o XHFFE DL RS & L REZ e ol RBP4k 5 DL 43 JF 23 1 1% il

» 37 ¥ Split Security Engine Node (SEN) Services.

REPHRER

. ® ® Q)

% Tenable Identity Exposure a}?—»ﬁiqﬂﬁﬁﬁ;ﬁ%ﬁ > TSR - ZehHiiE

LI [F R
- 1. BEER L PHEHNER EFEMREES, # Tenable Identity
2. M Tenable Identity FahREg Rl Explorer =&, A
Exposure 1§ & HEEE SMTP, Syslog. LDAP &%
EEH IR0 AT Y O 2 e it

HEUWH

B 1% B DL T 48 1 22 2% BT % & % 4 R 4k 1) Tenable Identity Exposure 3.59:

1. BF AH-F & 1% 4 4k 22 1) F1 Secure Relay Requirements.
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../../../../../Content/Install/Installation_onprem/sen-split-several-machines.htm
../../../../../Content/SecureRelay/secure_relay_requirements.htm

O

2. A 359N FFZE—4 DL. F+ 2% H % iy 28 (DL) i :

o AUAR B —AN DL, % AT DAk 5 78 L o 22 e — A b gk o SRk B e b T, 1 R R R
DLAMHP R NERFEER. ARLEZELR, 1§ S0 SLEME

o LB SPE —ANF 4 WL ARAE DL Bz e gk, I 2000 BB vh L DL 22 3
I L

o B, MR Z A E L £ A DL, i % 3% 4k DL 4 3L ik DL
HRELZELE, SR ABHT & 1 %A 44,
3. M&EBEXR:
° fEZHI AU ET A T, DL ¥ {8 H AMQP(S) B i B3 5 SEN 15 .
° FEFRA 3.59 f, R4k HAC T £ 4N DL, i@ it HTTPS 50— K (¥ DLIES .
° Envoy J& Jx A

155 P 22 4 4k O A H P 6 B Y 48 O

AR 2 4 F 22 4 v 4K 10 AR 3t 1 65 1) R 45 3L
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—] e e e L1
P EERS RS EFH) SMTP RS 8% EFH) SIEM =3 m”*hwmﬁu Tenable Identity Tenable Identity Tenable Identity Tenable Identity .
Exposure R4 Exposure B R 28 Exposure R 3| Exposure FFi& &8s IS
TCP/389,TCP/636
LDAP
TCP/445
SMB/CIFS

TCP/88. TCP/464.UDP/464
Kerberos

TCP/53.UDP/53
DNS
TCP/3268, TCP/3269
2RER

TCP/135
RPC BRGTHZFF (S11)

-—
TCP/>1024
1158 RPC (S41)
TCP/5671.TCP/5672
—  AMQ MY -

TCP/443

Tenable dentity  »
Exposure AE8 Rest API
TCP/1433
MS-SQL &ify
TCP/443
Tenable Identity TCP/4244

TenableIdentity
Exposure EventlogStorage

TCP/443
~"Web RiFBAI REST API

TCP/601,TCP/6515.UDP/514
Syslog G %1)

TCP/25.TCP/587. TCP/465, —
P/2525
TLS/80,TLS/443,TCP/389 B, TCP/636  _
FH3IER IR (LDAP. SAML, OAUTH)
UDP/123
NTP (RiER)
UDP/123
NTP (BfjEE)
TLS/80 5 TLS/443
WSUS (EFHEIE)
TLS/80 5 TLS/443
WSUS (EFHEIE)
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4. BB Ak w v gk TR B AT R B B I 4% b bk R B 43 56 A R I — IR T BE A
Tenable Identity Exposure % I i T % %% 22 4= v 4% J5 #B 2 55 A4 iR % 4 .

o R B 4

£ Tenable Identity Exposure £ il & 1, .7 72 I S B k2 IR G, A8 )5 ik
IR TR >R gk,
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EREE

RFEE wEE HEE HREE ®T

AR REARSS

> SMTP RS

poizigi]

Single-use linking key

- > EEE

> BEHFHESHETIE

~ > WaElEF
> Tenable Cloud
«
5 > EFRREE
EIR51F
> SYSLOG
L]
> BTFEF
bisis
Q
> BEHD
St

AL O BUAS ) B 12 B

ey)iZXRpRGSzIjoiYXBqbGFILX|IbGFSLARIbMFIbGUUYWQILC)Ob

Q

5. A EBR < b R AT A BRI - A RE R B b 4k . T R OB I
o BB SR gk
o FTH LA

o EH > ARG >HCHE > MRS > gk

RERF

o MBI > RG> P gkEH

H X £ (% B, iE 3 % “Set Permissions for a Role”.

I B B P A AR it SR B B

ARG APk, T RAT LT AR

1. M Tenable [f] T # ki f F 3 L2 e gkl $ATFE T -

2. M i X4 tenable.ad_SecureRelay v3.xx.x DA 5230 S .

-103-


../../../../../Content/Admin/Roles/RolePermissions.htm
https://zh-cn.tenable.com/downloads/identity-exposure#tenable-identity-exposure-v3.59.4-on-premises

HH IR B

&%) Tenable Identity Exposure Secure Relay Setup

:

O tenable

| Identity Exposure

3. Hili"F—&",
LB B BB .

Completing the Tenable
Identity Exposure Secure
Relay Setup Wizard

Setup has successfully completed. You can now go
to your Tenable.ad interface to finish your Relay
configuration.
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%} Tenable |dentity Exposure Secure Relay Setup >
Custom Setup Otenable
Select the location to install the Secure Relay. Identity Exposure

7/

Location: C:\TenableTenable.ad',

Tenable Identity Exposure Secure Relay

4. PR LAE N TR AR R X (ML T RE IX) S
5. BT —®"
BB EE .
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l? Tenable |dentity Exposure Secure Relay Setup x

Otenable

|dentity Exposure

Relay Configuration
Complete the required information.

Relay Name | SR-01 |

FE ol | 1 2HbiTEIKNGMOI INKRFLUE 3RUQNDKOQS0SMIIFL Tk 2Rjk 30T 2QTBCOS S |

You can retrieve the linking key from your Tenable Identity Exposure
user interface (System > Configuration = Relay).

Link: How to get vour linking key

Tenable Identity Exposure Secure Relay

6. UL TFERE:
a. fEHEBRMEN, TN Z eIk AR
b. 7E“GEEEBEHE o, K55 M Tenable Identity Exposure 777 4 % i 85 2 %5 4 .

C. SRk A A ACER e 55 4, 5 vk O b 4R E A AR HTTP AREL G IO 52 it AU 3t
kA 3 S

7. WA S H AT G B B (BRSL) B L b e b gk, 2 i RN R E R
(R EER — G HH B2k Al as Mgk, i ET —2.)
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) Tenable Identity Exposure Secure Relay Setup b4
Import Relay Certificate Qten&ble
Complete the required information. dentity Exposure

Choose whether to automatically look for Ca on the Directory Listener or to manually upload it

(®) Automatic upload () Manual upload
Directory Listener Windows credentials:
Import Ca certicate manually:
User ]
Sl
Tenable Identity Expo: Secur 5

<tad o> | | cone

B LR R Iz — [ e A A

° BHEh B4 - M H N2 B3R CAIEP £ “H F 0 8% Windows £ T,
N H T U5 ) H S AT 28 AR 55 79 Windows IfK ' /) FH P 44 28 6

o P EAE — il LY F SO0 S 0 CAE .
S et
BT £ 1 B 4 L
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l? Tenable |dentity Exposure Secure Relay Setup >
Proxy Configuration @tenable
Complete the required information. Identity Exposure
Proxy Type Mone o |

Proxy Address
Proxy Port
User

Password

Tenable Identity Exposure Secure Felay

[ < Back ” Mext = | | Cancel

9. WWIEFLLNIEIZ —:
a. 7o AN ACEE R 55 4%
b. RE & 4y Wik : 4 N\ ACEE R 55 & (0 b 1k A sy 11
c. FEAZHINAE : BR 1ML b A I O, 0b B AR B IR S5 A 1 R P R A

VER SR G 5 0 50 UE "B A B 4 Bk G B AR, 48 A ST HF IPv4 H k(45 G
192.168.0.1) B A7 http:// B https:// BI4AREE URI( 5] &1 myproxy .mycompany . com) . H 4k
ANSZFF IPv6 Hidik (15 41 2001:0db8:85a3:0000:0000:8a2e:0370:7334) .

10. g RS, ATAE B DL RIS L
o GAT - EB .
o EEFH T - )\ Tenable Identity Exposure |1/ # & 5% 4H .
o FHLIRTGR - WAHEA GE N2 oS24k 1) 2 R .
o BEEARM -k A LB U5 ] .
LR 0 Tl N
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12. R R2E,
13. DTG, BEH SRR
ZEFERE

TERE TS EREE, RETIH :
Tenable Identity Exposure = 2 3& [¥] i 4% 51 &
BA O LN P4k %

* 7t Tenable Identity Exposure H1, 5.5 /ol 52 A2 E IR GE”, 8 5 i 5% Hp 4% 8 371k
+.

A% K R B Y 2 v gk R i B R Y A1) 3R
iR %
R G, RGBT LT RS :
* Tenable_Relay

* tenable_envoy

VER ({877 LLFE Tenable Identity Exposure H1 [J“& 48" > YL " > “Envoy ¥ A {E "+ 48 2 Envoy ¥F
IR

HRRE

GAREILRRIEWIN T 6 N5 4k A &, H 2 PR LL“ALSID_CASSIOPEIA_"JF
Sko W R LB AR RS S, WL S HHE 2 /N 58 P b DMK &

WEHEREE
AT IAE DL M AL BB H &
« 223 H & :C:\Users\<your user> \AppData\Local\Temp

o PAHE AL LRI AR E B SO RP R 2P gk VM L

o 4k T B
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HIER
o B R A gk, B BT DL AR
1. 7 Windows 1, # 2% B" > ‘M A F MIIEE”" > “Tenable Identity Exposure & & H14%”.
2. Bl EIER.
G, &4 5 A SR Tenable Identity Exposure %2 4= H 4k 1) IR 55 13 15545 &

3. ff Tenable Identity Exposure H, Ho Ao il 52 54 LR GE”, SR o i 3% “Hp 4k 8 #7010
o

4. PEER G RVEDER A 4, RIS et U, AT e 51 o I

FE 2

* Troubleshoot Secure Relay Installation
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2N e =l e ol R

Tenable Identity Exposure 2 £f LA T 0 7 17 fifi & 2L 48 (SM). %2 4 5] Z& 75 51 (SEN). H 3% i Ur #%
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EEE EER
g2

i& F T Tenable Identity Exposure 3.77 [ %2 4= 1 4k
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B2 B — 4598 B, #iA Tenable Identity Exposure & 5 #7 1 . SYSVOL fi1 LDAP
W [\ 28 DAL 2 B 0% oo BRSSO 46 B WSORT 1 .

o E AR WA

" SMTP B¢ & : %} SMTP Server Configuration i3 47 1 L ) 4 45 .

" Syslog % : i & Syslog Alerts( % %8 7 % 7] G H FE A ) o

o LDAP &} : 523l Authentication Using LDAP .

HIE S
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AN, 224 4k £ B 2 A DL. Tenable Identity Exposure ¥ 7E Y 32 #&48 F§ — 4> DL; 1% £ 4> DL
2 5 8RS

ZHRRAEFHN ELET DL, REBER — & 7HHHL L FR 2% DL L e 452

A BLo B A, 305 D[R] IR s a2 DL AN 22 4 rp 4 ) B2 IR 225K . il , G i DL ) RAM #25K 5 5
GB, “a 4k i) RAM 223k 0y 1 GB, Wit HLiK RAM 14108 6 GB (5 GB + 1 GB).

Rt AT DUAE S R LHL B 2 e e e 4k, TR A2 1% E UL AT LSRR DL
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7E 3.59 v, AT LA {84 i) J7 20 #E Active Directory (AD) A DL Z [A] s N T — /> 2 4 vh 4k . 3%
HRE
o AD Fllzz 4R 4k 2 [H) /I8 {5 5 2 7 AD A1 DL 2 (1] (1) 3@ 15 A5 [A] .
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HTTPS #4785 o 458 05 200 5o V7 158 FH B 11 X 2% 37 o
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C:\Tenable\Tenable.ad\DirectoryListener\Updates\ 7 [¥] 2 3% f1,?

= TS S N (RN S SER I B 0 e N Bl D
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ZEIFHDLE, R RBEARK DL FRERETH? "X HEBR, REFT
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Z i (DL 2 3 31 18] ) A 22 Je ) 2% A I TA]

WMRF SRR, RS ZWEFLLTR?
R 22 38 W, IR AR Rl PUT L RE AT R R 2 A e R
o A HE R AR, A MSI X i AE H HE X N 2
o gk H&E AT <install path>\SecureRelay\logs\Relay.log ' .

e Envoy H & (i T <install path>\SecureRelay\logs\envoy.logs ' .

* envoy.yaml it & X :f7 T <install path>\SecureRelay\envoy.yaml . 416 %%,
& AT L g 48 AP B (V8 B R b A I 3 )

o HEARE MU THSZ IE:

(cmd.exe) set
(powershell.exe) 1s env: | fl

HiEZ|

o X2 A% e A gk Ik AT WO HEBR

¥
&
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R H &

Tenable Identity Exposure $& it 2 i3 H &, DUE &3t 17 b HEBR AL T /7 517 .
N e L) H R

o wH/TFPHE

« FHEHE

o loA A 22172 H &
ZEFAKBE

U 5 T VA8 ) 22 26 A5 PR AR 1 S ML | %2 % Tenable Identity Exposure, #& 7] LU¥F H & S0 k44
BATH 32 F BB (https://community.tenable.com/s/).

2 H B SCHAL T %tmp% SO e, FAFRIG 25 LUMSIPHT 3k, 555 2 BEALEC Y, 4
MSI65931.L0G.

BEAE FAR AL B R RSSO (B, n SR SR 2 e R R TRCAE ST )
1. FEARMIEE NN 6y 2477, % A cd desktop.

2. %1 N\ \installername.exe /LOGS "c:\<path>\logsmsi1.txt".
FEHE

Tenable Identity Exposure ] Jy 5l 22 25 (1) & Fh ik 55 A2 % H 3 50
o 1EH MU d RS B, AL F LR AL E <Installation

Folder>\DirectoryListener\logs

o (A G| AT SRS A H, AT LR A B i <Installation
Folder>\SecurityEngineNode\logs

o TEAFfEE M A MG AT, 2T LA F A7 & :<Installation
Folder>\StorageManager\logs

o TEH MW 8% M 55 a8 A/ e gk iR &g, AL T UL R AL E D <Installation
Folder>\SecureRelay\logs
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QSRR SO R /N IE 21100 MB JF HLARE IR 45, BRIAT 6 H 8 SCF & Kk A% 4o 42 Windows
S5 ERIRE 7, 1K BB 55 A R T 1a) B B A2 e BAR 2 % 2 gl BT L B AE S5 o

(D Task Scheduler - u] X
File Action View Help
% nm Hm
G) Task scheduler 0 Name Status Triggers MNext Run Time Last Run Time Actions
« [ Task Scheduler Library hy -
A Microsoft ® CompresslogsSecurityEngineNode Ready At 10:39 PM every day - After triggered, repeat every 1 hour indefinitely.  3/8/2024 33941 AM  3/8/2024 32701 AM| | SecurityEngineNode &
v [ Tenable f& RemovelogsSecurityEngineNode  Ready At 10:39 PM every day 3/8/2024 G3FA2PM  3/7/2024 9:39:43 PM [ IS I GPTTN Fetey Pt
~ [ Tenablead m  Create Task..
| Directonylisten Impart Task..
. SecurityEngine .
7 Display All Running Tasks
(] Enable All Tasks History
General Triggers Adions Conditions Settings ~History (disabled) B0 NewFoider.
¥ : . . X Delete Folder
When you create a task, you must specify the action that will occur when your task starts. To change these actions, open the task property pages using the
Properties command. View 4
Action Details G Refresh
Start a program Powershell.exe -ExecutionPolicy Bypass “C\Tenable\Tenable.ad\Tools\Remove.. ﬂ Help

loA WA 235t % H &

K fa br (IoA) I A 2= 7% VAR B 78 1) Az B b A1) it H & S0 (41 W Register-TenableIOA-

xxxx.log) . #&

H &% £x B 3

A DA B 2 e U 1) S A R AR A AT A R B ] R

o EMRE AAHWEHE ARG, TUEBRE, 07 R X8, ST LS Wil i)
R, TR I R KR JRE U2 A T A
o KIIFEM T & MR BB HERR B, B B E IR K H 3 7 R A AR R I ] o ST DO
EAAE B 2 A 1AL B, B R AT IR 4 DA 8OR] A T
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fas ] PLIE o %% 7 5 URL( 20 https://<SEN IP-address> B¢ https://<SEN hostname>) i it
Tenable Identity Exposure ] Web N 72 5 .
51 % 5% Tenable Identity Exposure, i % # DL Fig 2 —:

« {#i ] Tenable Identity Exposure ik

* {{ il LDAP ik J

* i il SAML

| VEE YA S YE 1 P 4 “hello@tenable.ad”, % 15 2 “verySecure1”.

1% % [ “Log in to Tenable Identity Exposure”, L3k 58 %12 B,

BITRAKRE

{5 11 “Health Checks" s ig 4 I VF £t SR F £ 4R 45, LA (R T1 405 0 12 17 4R U0 300 464145 T 71
2 WA AL

TR &
TH9E , YUk BLUR DI RE S 7 IR

e BEBEEMM K ENEFRMFR NmITHZE LTS IERN S NFHMH R #f L8 T N
B H IS 0 H AR B AR . 15 2 54 “Trail Flow”, DLk B¢ 245 B .

o KK R BRI (I0E): # 1K 2 548 bn & % 17T BUATE UL T, Tenable Identity
Exposure 1 & 75 €1 55 5 5 47 9 1) [oE . %Ik &2 75 B 1 00 AH B S 8 47 9 IE Wl in 4 1 DT .
18 2 i “Indicators of Exposure”, L3k 5€ %15 & o

o W FRHR (IoA): i PR “X ki 5 b5 "% #% L 47 7 - Tenable Identity Exposure 7E 5 A & #% b 5L
[ 3 7 B ) 26 R g2 i AD I = R A, DRI A A g Ol . i SR AT R, 5 XS 1oA B AT 7R 1
TR (25 ARG REI) , AN R TS Sl R B . X E 25 58, 52 17 “Indicators of Attack”.
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Cygni: M ARk 55 F T 20 81 AD X G A0 i 58 26, DAHE T H 2 W J— AN e 2 S XU, 0 S 2
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Identity Exposure 1 7] I, .
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Enif: it % 55 FH 1 72 61 Web 51 19 5 47 56 10E
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oAt R 5% $& A4 3 S 04

Kapteyn: T & Tenable Identity Exposure Web N FH 72 /7 1 Ik 55 o It sz i) )8 FH 72 77 4 F
Javascript £ R IF & MoK, o/ H 7 48 4E RIAT B8 37 $odls .

RabbitMQ: RabbitMQ J& — 1 25 = T. B, fit Tenable Identity Exposure ] T £ ik 55 2 1A) 4% % 18
B TR WO R 7 i 9 BB B B vE B 2w/l , 8 B & — B {# © 7£ RabbitMQ B\ 71| 5 £
a . B R AR T S 2 A E iz .
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