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5500 Bachmann

4000 Emerson ROC
491 Niagara FOX TLS
5002 Mitsubishi MELSEC
5007 Mitsubishi MELSEC
5432 PSOL / SEL

18245 SRTP

20000 DNP3

20256 PCOM
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O

44818 EthernetIP / CIP
47808 BACNET (udp)
48898 ADS

556553 Honeywell CEE
55565 Honeywell FTE

‘% %5 0T Security ICP

| H b5 : %34 OT Security ICP 3 # % f# F .

T 45 2 i
e IR
R 4 7 2 2 8 I 6 5 B8 22 5 OT Security ICP I 3% 2 31 WY 2% -

o %% OT Security ICP ff {4 # %

JE R : Tenable £t ) Tenable Core figi f4: > #ii % %% Tenable Core + OT Security. 1 5 % 22 % %5 |H
OIS, TEFEE L. AREZE LR, S R Tenable 32 4 1 88 1 I $h 47
Tenable Core + Tenable OT Security 4= 5 % 35",

o %% OT Security ICP J& 8l # %

Ja 875 PR

o % OT Security % £ 5 ¥ 4%

\Fr

22 %% 0T Security ICP fif {2 % %
& AT LUK OT Security 5 # Z3EEHLEE b, 0] DL E 820 Fc e~ 1 b, 1) 5 1

IR : Tenable & W& 7E 5.1 b 58 i & B Tenable Core i OT Security ¥ & 4] 5 H1 AT i ) 2L A< i B 1 5%
B, 5K B B B ML SR BT ] At iz FE AL B .

ML 28 22 2
# E¥ OT Security W45 2235 B AR HE( 19 T ~F) HLEE I, 15 #4047 DL R #:1E

- 4] -


https://docs.tenable.com/OT-security/3_18/Content/Installation/InstallTenableOTAppliance.htm#Step7

O
1. R R 55 A B oo Hl A HLZR SR LI U S .

HE:
o WHERALEEFEHL
o T AR EL RS HE X DA T 5 T AR B ) A S AL AL T TRAR ) R i a gE

2. fEHIIE 2 LR 223 MR 22 ( R SR L), R HIL 2R 22 3 s S0 2R( 4R k) [ e BIBL2R |, DAAE
R B2 R BHLR L

3. 4 62098 b LA AR BG4 00 P T, 4896 9 KA S
[if]
1 BRI F 22 3% OT Security % 4%, AT DL R 4E -

1. KA e M5 HAFSE B SR (s i) b

-

EE:
o LRSI T T
o TR ER R HE R O (A TS TR ) A S LA T AR ) R i g

s MARKBERETZAMAAE TSP, HHABME(ATEERE)EEE 2 %0
], DA IE 5 48 AT A

2. R BRI Y AT AL LR AR AN T T AR AR R S T, R R RS 3 Sk i N SR LR
AREZNWEZHELR, ES W MEEZFEI.

Ja B A

¥ OT Security % 3% 3] W 2%

7t Tenable $2 4t i A% /4 I #4417 Tenable Core + Tenable OT Security 4> i % 3%

Tenable Core + OT Security #& Tenable $& i 1 B 77 8 44 |- 71 22 3¢ (19 1 #6 B FH D B8 o 78 52 L84
T, BB AT AR e ( WA E B RET) .

| VE R - o0 SR a3 WA B 2 B e A%, U RS DL 2R SR AR T

AR il
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R EAA LT IH !

FiAT LR

KT 8GB ] USB Bz 2% .

O

H3 AT S B RE P, B 4 PUTTY.,

52 72 % Tenable Core + OT Security ISO XX, & 147 DL R #1E
1. M Tenable T R 0T [ T % &8 1Y B 28 1SO X1

Tenable Core + Tenable.ot (OL8)

@ & Tenable-Core-0OL8-Tenable.ot-
20240315.0va

(® & Tenable-Core-0L8-Tenable.ot-
20240404.is0

Tenable Core Tenable.ot VMware Image 2.75GB

OVA Specifications:
o CPU: 4
o Memory: 16384 MB
o Disk: 205 GB
o Includes Tenable.ot 3.18.51

Tenable Core Tenable.ot Installation ISO 958 MB

o Requires aninternet connection
o Installs the latest version of Tenable.ot and
the latest system packages

HI - # SUAC AT B 5 v] 5] 5 USB A A7 9K 2l 4 1 N FH B2 P, 1 40 Rufus.

Mar 15, 2024

Apr 4, 2024

Checksum

Checksum

@ & Tenable-Core-0L8-Tenable.ot-offline-
20240404.is0

Tenable Core Tenable.ot Self-Contained 3.32 GB
Installation ISO

o Includes Tenable.ot 3.18.51

Apr 4, 2024

Checksum

2. #5 USB IKah 4% 4l A\ PC, 7R Ja 7£ DD B K 1ISO 5 N B [N A7 B 3h 4% 1 .
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https://zh-cn.tenable.com/downloads/tenable-appliance

47 Rufus 4.4.2103 (Portable) -

Drive Properties

Device
NO_LABEL (Disk 1) [16 GB] e

Boot selection
Tenable-Core-OL8-Tenable.ot-offline-20240315.is0 ~ @ SELECT

Persistent partition size
| 0 (No persistence)

Partition scheme Target system
MER v BIOS or UEFI

» Hide advanced drive properties
(L] List USB Hard Drives
[ ] Add fixes for old BIOSes (extra partition, align, etc.)
Use Rufus MER with BIOS 1D 0x80 (Default)

Format Options

Volume label
TenableCore Install 1SO

File system Cluster size

FAT3Z2 (Default) v 8192 bytes (Default)

# Hide advanced format options
Quick format
Create extended label and icon files

(] Check device for bad blocks 1 pass
Status
READY
D O = START CLOSE

“Using image: Tenable-Core-OL8-Tenable.ot-offline-20240315.is0
- 44 -



ISOHybrid image detected

'@ The image you have selected is an ISOHybrid" image. This means it can be

k. written either in IS0 Image (file copy) mode or DD Image (disk image) mode.
Rufus recommends using I1SO Image mode, so that you always have full access to
the drive after writing it.
However, if you encounter issues during boot, you can try writing this image
again in DD Image mode.

Please select the mode that you want to use to write this image:
() Write in 1SO Image mode (Recommended)

© Write in DD Image mode

W5, B USB ZK 5l 28 48 N\ OT Security ¥ %% E 1#) USB i I .
AN
=

R AT 2 1 2 B A (A% Fa i RO 115200 bps, SN1HEL &) , R 54T T HLIE .
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5. LRI, i <DEL> 3N B BT

6. EARGUHE T, A H L FHME"BI -
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O

Aptio Setup Utility - Copyright (C) 2024 Rmerican Megatrends, Inc.

Exit

Boot Configuration
Bootup NumLock State
Launch PXE OpROM
UEFI Boot

Quiet Boot

Boot Option Priorities

Boot Option #2

Boot Option #3
Boot Option #4

Boot Option #5

[On]
[Disabled]
[Enabled]
[Enabled]

[UEFI 05 (WD PC SN740
SDDPNQD-256G) ]

[UEFI: SanDisk]

[UEFI: SanDisk,
Partition 2]

[WD PBPC SN740
SDDPNQD-256G]

=sets the system boot
Yorder

s T T s S S
Il

Eg
Y><: Select Screen =
¥: Select Item —
YEnter: Select =
¥+/-: Change Opt. =
YFl: General Help
YF2: Previous Values =

1)
La
t
'—l
=
'—l.
]
4]
oL
[
(41l
=
]
=
'—l
ot
(4]

4: Save & Exit =
=ESC: Exit

7. EFB BRI #17, JFK H S SO G USB IK B £

l&%ﬂ%%~ﬂ#%ﬂ#%mw5m®%
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O

EZP COM6 - PuTTY — O X

Aptio Setup Utility - Copyright (C) 2024 RAmerican Megatrends, Inc.

Boot .

SE——————————
Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot

[Enabled]

Boot Option PriSRiiniR{elsi:yE: I
)5S (WD PC SN
Oracle Lir (WD PC SN740 256(
Boot Option #2 SRUNASEETEN k =
UEFI: SanDisk, Partition 2 Screen

Boot Option #3 SRNEEIAEL tem =

BOECROEEn—r-.-—————— B =
e Opt. =

Boot Cption #5 [WD PC SN740 YFl: General Help =

SDDPNQD-256G] ¥YF2: Previous Values
==F3: Optimized Defaults
=F4: Save & Exit =

SESC: Exit

Version 2.20.1271. Copyright (C) 2024 RAmerican Megatrends, Inc.

l HER AT U ok ) 3 R B SR IR

8. ME"RAF BY ), BHERFERHEE".

9. WHAREMBINGE, LB IR RE, 1L B ITIER S (ttyS0) 23 TenableCore”, iX 1]
i 05 K 2 5 By o 2% B W A% O A AT R A B

VB B hn SR A 1R R A S R A S A ( VGAL HDMI 25 ), I AT DA % #4223 TenableCore"i% I . 75
XMENT, ZEHMHE SR EREZM B L.
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10.

COM6 - PuTTY

VR F TR LI R Y T“E

B, s RS

2 R B A
ﬂ:

for a command

prompt.

2o HBLE SRAR R, B R R 28 5 o 4%
58 R K M -

E%'F‘ﬂ@"ifﬁfﬂ’%?ﬁﬁzr’, R4 ] gE

fh SR 5 T B 3 Tenable Core 223 1) &

SPAT L ERELRE.

=

Tenable & 3% 5 155 JL 40

15 A AE 22 3¢ 58 il m k) USB 3R 5l 45

Jr B A

¥ OT Security %

&1 B M 2%

22 %% 0T Security ICP J& # % 4%

EW Tenable Core + OT Security # 3 & VMware EfIHL, 21 K # Tenable Core + OT Security

.ova X 3

ur%fkkliﬂt‘}i %J:
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O

VER WREE iso XHMARBEE T .ova LH:
« & /G Tenable Core + OT Security ) 24t B R .

o YR E LN, k"% 3 Tenable Core’. 15 £ %] "4> i % %% Tenable Core
+Tenable OT Security”’s

o JHITEINLIEHI & M H 2 SRR ER A IE 5w 3 R A AR A H 3 5
B, SN EZELMTER IS RGELH

VAR G (I
o MMM LR p Wi HI&, AR EKRAF AL
L 1 RN IS =5 QK ol W el 151 e Sy 7 M S 1 D22 (1l (ST [ I

% Tenable Core + OT Security # & & VMware ML, 5 04T UL T #51E

1. M Tenable T #E U1 [ F %% Tenable Core + OT Security .ova 314 .
2. {EE RSP HFT I VMware LML

3. ¥ Tenable Core + OT Security VMware .ova X1 M it EHL 5 N R UL . H 5 0] 4%
.ova XS ANERHLIE S, 15 S H"VMware SRS,

4. FEBLE SRR, BCE HE L LU AL 421 A7 Gl 7 SR AR, BL K OT Security £ 4t % 5K

W R IR ) SR A EL K
5. Ja 3 #& 1) Tenable Core + OT Security 541 .

23 1 e B 2 BoR AL 51 Sl AR . 58 AR 91 I R T RE R L 2 Bl I ]

EECAEERNERIERZE, RGBT D E LRI . Tenabledd WIE S5 f7 JL
2y %h, SR )5 T 2 3) Tenable Core % 3517 5 .

l TR - R A ) DA A2 AL 4 B A T R, TS S I R

SRS (=

¥ OT Security 3% £ 21 P 4%

¥ OT Security i% 42 3] KX 2%
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https://zh-cn.tenable.com/downloads/tenable-appliance
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-17BEDA21-43F6-41F4-8FB2-E01D275FE9B4.html
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/DiskManagement.htm

O

OT Security ®] A T M EM EFEW . AREZHELE, 15 S WM& EEFHI.
o PR R A O B B N 2 S e L B AR S 1, % L A B A R A 4 o %

/PLC.
o EENE W MR TR N L% T e WL A 1P RE B e O, Bz OO B B AR N
2 il 2% /PLC.

ERCNEC B, a0 &l AE B2 6 & 68 M B ERA R DO (3m 1) o (B2, YIS BE
Ja, el LU e 13 ERCEE B, R E M 05 Esh Bl 0B, SRR E )R, &
IR e 8 b 10 o 11 3 3% 45 2 22 e ML B 08 Ao 10, DAIRAT 32 432 A0 19 7 38 o 11 (9 11 90 #9)
i i 4 B

XTI B E, R 1 B B R 2 aZ e bL B R R O, O R e 2 3 1R B B R e .

4 2R OT Security ¥ & 3E 2 2 M 2%, 15 04T BLR #R4E

EREw & L

1. {£ OT Security B4 £, 5 LUK R 45 S i) 4% 2 om 11 1.
2. R R 2 B ) 2% A2 B b R E R S

3. B L, RS MRUCKM L ZE( 25 B 1 2.

G. K 2 B B N 2% ST AL b B AR i D

EBMHEL:

AR CAEH Lova SCHFHEE B, Mz ) W E 1AM,

WROAHH iso LM E A E X EM AR, SRR 24 R b ik 2k ke B
Hlo B R7E VMware BRIV ECE MM 25 B, 152 W VMware ¥ B SCRY .

Bc & OT Security ICP

| B Aw - A B DL AT O

% %% OT Security ICP Ji7, 7] LAFC & OT Security. it & & LL N5 1% -
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https://docs.vmware.com/

O

1. W & Tenable Core ;i@ it CLI B¢ H F* Jit [l 5€ B Tenable Core HJ#]Ufh % & -

. {E Tenable Core [ % %% OT Security: f£ OT Security I 5€ & Tenable Core % %,

3. %45 W 3 ACE OT Security % & ¥ %3\ Sl & OT Security ICP (3 AWK HE .

% B Tenable Core
Tenable Core [ #] & i & 0] LL3E i CLI A1 Tenable Core F /7 5 1 i
& 4% F Tenable Core F /' F1HI A B 5 Al iz P02 2% 56 & O B & -

l/_JEE\ R RAE ~30 78PN e R B W) 3, TE BB A B

i CLI AT R AT H AC B.( W ik)

2 B CLI il & Tenable Core , i ¥ 4T DL #1E :

. Hn 4 22 35 Tenable Core + OT Security H1 firid , 8 F BB 4745 # &

%o
2. ffFFH P 4 wizard F125 55 admin & 3
DU 2 H B ) 28 87 B 28 2% ity AT .

-h2 -

42 3 OT Security #



O

3. (Frik) FEELEE P HL AL, iHR A y.

4, 3B micO( o FAEH IR A u DAL E , W% nic2’) .

=]

CI Y - o I i

=

5. {%ZEnter.

AN ks S Jup
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Connecti

NET

= IPv4 CONFIGURATI

<Remove>

A SRR S, JFICE A B IP M hk L BRI R OC . DNS Ak 55 4% 55 o 8] LA JE BE St
i & -

AT TR Sk, S BE R JE TR O Ak < S >
BRI 2> BB B AR
<R H>.

VEEBRIAEW T, &N nico WilEC B IP Hulilk 192.168.1.5/24 . %5 0] LL M AT AT 0] 5 17] 1P /X 2% (1]
PC, f# FH It IP #4538 i Tenable Core 5 1Hi( ¥ 1 8000) K52 K R &AL B -

CHIN y R IR PR B A B bk P . Bbibk P A AT B T %8 3% Tenable Corel 2% 3 3% il &
SSH #l Tenable Core [ J* 51 ) - & OT Security N JH F2 5 fd FH 5 0 (g 7

-B54 -



J.lJ.lJ.lJ.lJlJ.LJlJ.lJ.lJ.lJ.lJ.lJ.lJlJ.LJlJ.lJ.lJ.lJ.lJ.lJ.lJl J.lJ.lJ.lJ.lJ.lJ.lJ.lJ.LJ.I.J.lJ.lJ.lJ.lJ.lJ.lJ.lJ.LJ.I.J.lJ.lJ.lJ.lJ.lJ.lJlJ.LJlJ.lJ.lJ.lJ.lJlJ.lJlJ.LJlJ.lJlJ.lJ.lJ.lJ.lJlJl

10. Gk - J5, 16 0 ik 7 38 45 ] 6 8 Sk e, B A X 4% 0% 2 8 ) A 1l ik SSH
&, Tenable Core 5% [f (https://<mgmt-IP> :8000).

iE 1T Tenable Core A F* A H AT VI B AL E

7@ i Tenable Core A /* L1 ( 7] 7F https://<mgmt-IP> :8000 b 3K HY) 58 A UG e & , & 75 2
N LA T ST AT I P 4 T

b 5 R I B P Mk, DR DA A B E R R PC EOE Y BC B 2% 5 1) LR AT — I
1) Tenable Core A J* Fi1f :

o ¥ 1/ nicO: BRINE BLEE 0, WG & IP Hihl 192.168.1.5/24
e ¥ &4/ nic3: L2, Fild & IP Hohl 192.168.3.3/24. W - 2 J5 R 5 o, nl ¥ H H FI%
ST
it PC 8% %8 id A F i B 4% 3% $2 2] Tenable Core, ¥ $0 AT LA T #: 1
1. A LA N HE 258 0% 42 PC A1 OT Security ¥ 4% 19 H A — A i & o .
2. & Windows &4, ffi H win+R T 247", JFHI N ncpa.cpl AT "B EE".
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(1
£
X

@ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

QOpen: ‘ ntpa.cpl| w

"!" This task will be created with administrative privileges.

Cancel EBrowse...

=]
G{}vli‘- Nctwerk pod Intemet » Nebwork Connectiens » = [ 49 || Search etwork Cosaections
Organize =

- Lecal Ases Conmection - Wit Metwork Connection
C % Disable -dﬂ ermpact Wireless: 5 LISE Adapter

Stabun

Cragnase

W Eredge Commections

3. AR WSS O A HIER) B .
i & BoR A EEREE O,
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Connect using
& Iuel(R) PRO/1000 MT Network Connecton

=]

i = Chart for Microsolt Metworks
Eiﬂui'ﬂﬂm

o B Fin arc Preeer Shveng for Mossaoft Hetwerks
W 4 et Protoss! Versen § [TCR/PVE)

W 1 interet Protocel Viersion £ (TCPAPvd)

W i Link Layer Topology Discoveny Mepper L0 Driver
W 4 Link-Laywr Topology Discovery Responder

Descnption

Y

4. i ‘Internet PR R A 4 (TCP/IPVAY, 4K J5 i B #7.

B 2 B 7R “Internet P LR A 4 (TCP/IPv4) JB "% 11 .

Internet Protocol Version 4 (TCP/APwd) Properties x
Ganeral

You can get [P settngs ssnoned sutomatcaly if your netwark supports
heg capabiity. Otherwee, you need o a3k your retwark sdmretyslor

for the appropriate [P setangs.
() Obtan an 1P address automabcaly
{8) U the folowing [P address:

Qbkaen DG seroer address automatcaly
{8 Use the folowang DNS server addresses:
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O

gl

RSB TTFIP Hhk.

6. fEIP Hubb"AE b, N EERE A D N IE 28 1P k. 140, 192.168.1.10 2 78 %% 1 1/ nicO
AT BRI b Ak, B8R 192.168.3.10 3£ 75 i 1 4 / nic3 B BR DA B k.

7. £ MR HE F, fr A\ "255.255.255.07,
8. miiHAE".

9. f£ Chrome Wl ¥ #8 H, F M 2 https://<mgmt-ip>:8000,

Tenable Core

User name

Password

Server: tenable-bztwsz8g

Log in with your server user account.

10, MBREMAREESHRAH K, , RESRREDERE , 2R 64 B a2 1 H ik e
EHER. ARELZELR, ES A &I b0 5 Bk s
B g A K S S, Tenable 2 WUIE I & & FE IP Mo bk, i BT S 8 O E
B O A LU & J N % R EZER, S RN &IERHI,

ER V0 O B 2% 8 B EAE M w1 1(nic0) # 30 3 1 3 (nic2). AR 46 5 i M 28 il B, &
Al BE 2 W I B, oF BonT B 55 L 3 09 IP bkt 5 37 % $5 2 Tenable Core.
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/CreateAdminAccount.htm

O

VER G B B U B (P M bk, 1 E 5 8 5 Tenable Core JF J8 I BE U5 R AR, 4R )5 40 48 M
KA E .

Ja SRR

1E Tenable Core =% %% OT Security

7t Tenable Core I % %% OT Security
7E4F Tenable $2 £ ) i 44 5% FUAL b, #8020 3l 58 5 OT Security M. 2 /7 11 %2 46 o

FEYE Tenable Core |- %% OT Security, i #4047 A F #:1F -

1. ZEFE Chrome W %5 2% *F & 5% Tenable Core, i 3 i £ https://<mgmt-ip>:8000.

l R R AR EBEUR.

2. S/ % OT Security.

3. Il RORE, i &3 Tenable OT Security”.

OT Security
Tenable OT Security h:

Install OT Security

Services

Diagnostic Reports

Terminal

| ER e Z TR T e 2 — e (8], 3 20 W 2 R .

_59_


https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Login_TC.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm

O

RS O, B LU L BLR R AR & 5 OT Security I F #L1f :https://<mgmt-ip>.

mgmt-ip s& Tenable Core % [ Ti 3 ¥ URL Bt H & 7= 1) 1P Hidik

English (English) v

Otenable ot security

Welcome to Tenable OT Security setup

Start Setup Wizard

o B AR
i % 35 7] 5 il B OT Security % B

fifi F 22 %5 ) S ic & OT Security W &
OT Security 3 W FH 5| F BRI E R AR KR E M TE.

l R AR, B s G H ) KRB AR ENRE.

BYjm w2 m S, DAUE Gk OT Security B HEHI & . AR FxEFHIEH 6 ME S,
15 2 W& % 0T Security & =4 5"

23 m P RCE DL R TH ¢

1. HAEER

2. W&
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3. RGN
E 5 B A B R O (O 2 )

I ER M E M T )5, OT Security IR R EE K H A RS

% 5% 0T Security & H = H &

B % 5% OT Security & FEAZ # &
1 AFPAT A ERAEZ —:

o i LK I B4R B I & TAE R () an PC. 2B 10 A H N 55 ) B 42 0% 2 3
OT Security 1% £ B i 1 1,

o B R ) & AR % B B 4 ST L

ER AR EHEES & LIE 5 OT Security % £ ( B 192.168.1.0/24) J& T[] — F M B 1] % HH &
Ub % 4% .

2. HEEEHAS P LLER: OT Security W %, i AT LL T #:1E
a. ¥ Z "M H Internet’>"M KM ILE L > ERUER B RE"

IR I 2 S 7 ) 4% TR R
%

mvl“n Metwerk and Intemat 5 Network Connectans = | by || Searn Merwars Commectarns
Organize =
= Local Asna Conrectan - Wirelett Mrtwerk Connechen
tietacr HietworiCreriosd com

C % Diable ol Compact Wineless-G USE Adapter
Stabun
Cragnase

W Eredge Commections

I VR ST AE B Windows hit A< A~ 8] 1fi B8 A 25 7 .

b. B d A BRI R
B & BN AR T L .
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¥ Intel(R) PRO/1000 MT Netwerk Connection

([ Confpre.._|

Thes connection uses the: following tems:

W O Chert for Microsoft Networks

¥ JBl0oS Packet Scheduler

v B File and Printer Sharng for Microsoft Networks
¥ 4 intemet Protacol Verson 6 (TCP/IPvE)

! i Intemet Protocol Vaesion 4 (TCP/1Pvd)

Wi -4 Link-Layer Topology Discovery Mapper L/O Drver
¥ 4 Link-Layer Topology Discovery Responder

(et ] [ st ] [ Fropetes

Description

[ Concel |

c. #%iFt'Internet thiX fR A &4 (TCP/IPv4Y, 44 )5 o i JB .

SLH 22 R “Internet Y AR A 4 (TCP/IPva4) B4 1 .
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Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtan an 1P address automatically

() Use the following IP address:

[P address: | : ‘ . j
Subnet mask: | s e |

Default gateway: | . . . |

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: 5 8 . : ]

Alternate DNS server: E « o« |

(L] validate settings upon exit | Advanced...

CEFER TS P Hhk

. TE“IP HihkHE H, 4 N 192.168.1.10"

- AE TR R, A\ "255.265.256.0"

- B RE

OT Security 2= b FH #7 15 H -

. {E Chrome ¥ % #% 1 , F ML & https://192.168.1.5.

SR I 2 4T T 22 25 1) 5 FR) "R 3L 5
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\ R
s Powned by Indegy

Welcome to Tenable.ot setup

| R 1T A R B RRAS (¥ Chrome 4 &8 U7 1] FH 7 51 .

i A RER R
ZH AT, oA PR R

JF 45 e 1
L £
P S B

OT Security % % [7] 4 5] T & 5E L B R A R G BN R

| ER-mALE, GrUEEEE (R Ao B REE TSR E.

EDAREPS!

- b4 -



Setup Wizard
L
User indo Dewice Sysem Thne
b tuimsad
Lisermame must be

| T -

fFERAPER WL, HSEKH K EER.

WR AN ST, BFEREE AWK KRS B3 AmE G, &Ll Al ik
ARAPIKSHEZELR, EZ WA 6D

LR, AN T EXAGHH 4.
MpamZ s 24078, HRARE S /NG 7T,

2. L' EFMAR L ES, EHMAN 4.

3. fEEATRY, MN TR BT RER

| HR 2R AR R G bR A FNE 3 A BOR .

4. EHEEHES, MANTEXRENEL . ZHEMLIAED>EE:
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2 S

o 24T

s ~PMRETH

s ~MNFTFH

. — M

o MR TAF
5. (E"EHTHN N FRGHE b, OB dw AR [F A A
6. B F—P.

E I 2 3T TF 23 10 3 1 B & T

Ja B3 A
o B W4
B

OT Security 3 m FH 5| F BRI E R AR KR E ML E.

l R AL, B s G ) KRB R ESRE.

_66_



Setup Wizard
Lkar Infio Drwice Systemn Tme

Darvicd Nmmar

S -

S e mamaprmend om pir o qerrers

st s » Mhwror Por
Wanagemerd

J Imatial Asset Enrichment Active Query

B4 T B, R 5% OT Security “F & 15 & -
1. ERELIRMEA, F N OT Security 7 & I ME—FR IR 7T .
2. fE S O E 4, AT F A EEZ —:

s MO E BEAEE — O TEH, 3% 8 — ANk 0/ T80, 5%
SN O 5 XS BN 04 B G HE .k Bk 28 v 01 BB Y A I
% um E 3 AL B AR P .

| R AERKERG L, i O R WA sE AT . T R SR AR SR HE B .

_67_



O

o TCAr B A A B AN [F] S 1 o 4 A R R B O, W ) B B O 5 3
Bl OO M. XA, S B SR 75 30, dhERBE AT 4
AR

- SR R e 4 B
a. fL"EFEW IPHEF, fr N 15 & & h b Y IP bk,

I S 1 o 2 B O 2% AT WL B R R T, % AT S ) B 0 A i & )
7% . T OT Security & E 45, N b 75 ZH 2 2% 7 M N B IP bk .

b. 7E"ESNE W T MR HE T, Fa N 2 5 1T R
c. 7EEFNEWMISKME( A i%) v, By N4 A W 45 oh X SR 1P Sk
L AEEEPHE S, f NS T 0T Security *F & (1 1P Hitik( £ M 2% T A) .

MRS By OT Security B 3 IP bk o 1 R 122 [8) R 70 &, Wik 1P ikt 25 oy &
Ak

CAEVE BT PR, BN 2% R
(R ) G R YOG, U R B SR HE oo N I 4 R RSP

R I R AR AL B SE IP, OT Security Jo vk 5 B 7 B £F Ak 55 2% « syslog ik 55 2% 25 T W 2 4k
FR) A7 38 2 4 3 15 o

- WIS PY R ESIE R GG X RS I B A BT IS AT — R

X FECA B T OT Security XJ 8 772 43 2%, 5 B4 OT Security & B 1) & TUHT 85 77 18 171X 44
i), B HHPBEST REIFER V) HRITL.

T
e 24T TF 4 % 11 % 0" 58 G 1«

J5i B AF
WE RG] BE .
ARG [H

OT Security % % [7] 4 5] T 5E L B R A R G B R

l ER-mALE, ErUEEEE (R Ao B REE DTSR E.

_68_



2R G [H]

Setup Wizard
] @ L
User indo Dvice System Time

Tommst Time

EfcAUTC
=

s B
Toumsi

A @

| TR W E IR B AR R TERICR HEMERT S E2XEHE.

"R G TH] U4 B ) L IE A TR H O SRR, T AT DUR A
L 2 N A I S = v A O N L
2. {E'BVEHEF, il H BT B bR B,
b e = e U H P

_69_



OCT 2020

R H .
G S L1 L5 o711 B = N N o L S o o e S A SR S . ol B TS TN

I ) BT

R MR EERmEAEMER 2R m S, HRERE. BH BRI EREIN G, ¥
3R (B8] 22 % ] 3o {EL RS, AT DAAE A A R B R B B .

C ME R EE T, E RS RIFEF B E

B B 58 5, OT Security 2 4 45 5 5E 1A 2 ¥R & .

YRR 0 R R T o B IR T, U IR O 0 A B e 11 (S 1 S0 B9 ) P aA B 5o
7R .

IEES (8

AT

PLF #4E :

i 2 B O ) 3 e (i ) )

e OT Security ¥ o] iIF 8 35%

M % MR P o 1 ( 3 T 3 )

p R O Y 14 Bk T DORE WS i B

B, 4K OT Security % 4% F 1K) ¥ 1

"y
3( BN B 1) 3% e B W 45 A2 e LB 1 i 1 o 12 38 4 WL AT DL AN R 2RI 1 ) 4% A2 L, 1 G
IT }¥ 4% 1) I 2% A2 He KL .

A R RS B 1, T AT BLT AR

_70_



O
1. {£ OT Security B L, ¥ LUK R B 85( 292 L) IERE B om 1 3.

2. R HL B 1 B W 2% S e L b i e

o B ¥ AE
OT Security ¥F 7] iIF B0G

OT Security ¥ 7] iE #UiE

l B b -l 0 R AU SR B R G T RE

Tenable FJ AR # 28 Gt h M — IP B9 2R o 50V nl ik o R AN 1P st ik 40 7 2248 F 580 ) 1 ik
Blhn, BIAEA 2 A& 3K AR R 1P Mt , s BRI 45 &8 [A) — 9 AR 22 A e 4 38 A ) 1
= IP Huhik, Tenable 52 R 45 ME — IP MU HE T VR AT AR I, AR WK BB VT, AT
BHA 3NV AE.

% 4% OT Security W £ 5, v BLBGE ¥ Al ik .

VR 5T B B B4 U6 4k OT Security ¥ AT HIE, 15 Bk R Tenable & /&£ F . 7E £ /) Tenable &/
22 BB HT 1 AR S, S8 0T DA EE B Bl T 00 4R 4 VF AT E .

4 5%~ Tenable One # % Tenable OT Security F1 H i #H 3¢ ¥ 7] 15 B, , & 2 1% (enable One #
ZIEM ).

T 6 2w

o 24 OT Security W 55 -

o TR TSI AE 1T I 15 4% P A Tenable Yo 21 V5 Al GEACHS( BH 20 A4S 545 19 7= BE/ 807 20 %)

o HALREHA Internet 1 U7 I AR o 20 5 OT Security % %% K 3% # 3 Internet, % 7] 3 i 4+ fa
PC ¥ /M ¥F AT HIE .

o FARIE G ML Al Tenable it B 11/ . a0 3 35 M AR |, 35 BE & Tenable Customer Success
Manager,

¥iE OT Security ¥ 1] iF

165 0] LS OT Security ¥ A, F4# ] Tenable Bt & 1177 61 & 57 b £ DL FLIR 0 %2 77 .

-71-


https://docs.tenable.com/OT-security/Content/Installation/InstallTenableOTAppliance.htm
https://docs.tenable.com/quick-reference/tenable-one-deployment-guide/Content/TOne-Deployment-QRG/Tenable-ot.htm
https://docs.tenable.com/quick-reference/tenable-one-deployment-guide/Content/TOne-Deployment-QRG/Tenable-ot.htm
https://docs.tenable.com/OT-security/Content/Installation/InstallTenableOTAppliance.htm
https://provisioning.tenable.com/

O

B HOE OT Security W AT IE, 5 #0047 BL T #:1F :
1. A F AL XK J 8¢ Tenable AL & 17
I N o H 3G BT, 3 b R R VR AT IR I
2. {EE & ¥, % ¥ Tenable OT Security’.

BES 2 1 BL OT Security ¥ AT IE, o A0 5 W 38 H 3L 21309 H 391 DR ¥F AT 1P Ak 1 1) 2

BEFHMEL.
3. MW AREG"F)H, il 20 £ OT Security ¥ A UE4RHS .
4. fE OT Security 91 A= B0 iE 15 -
a. HIAE OT Security"#F AT i ¥ ¥% " 7 i
b. 18, Bd B AT ATERE".
b B A 0 2 B O\ B B VR AT AR RS T AR
c. TEVFRIUEARED NE Hh , ol A AFC 1D A AR D
d. Hii ik,
OT Security J& F "4 BREEIEIE F "5 5
e. B4 BRAEF".
U B A 2 B A R E S TR A
f. oW SCA S B B BTEAR ", 28 )5 0 SE R
OT Security 2= 42 B iE 15, £  ZiAE Tenable [t & 717 H 52 i Uk 5 4 B8 W8 Ik £

6. 100 IR 3"M N BE ARG h, i B B IR EE#%, 17T Tenable FLE [1)7

| VE R 0 EEOE AN, O R A R £

6. 3 i & 'Tenable OT Security it B "7 i, A J5 & i@ FHhnss &7

IR 2 1 B9 N 357 B Tenable OT Security 3 &% 1.

-72 -


https://provisioning.tenable.com/
https://provisioning.tenable.com/

O

a. ((Arak) fERRAEHE T, BN ik ) A4 R

b. FEIPHE A, i N ZE 7 T 45 13l s (1) 1P kb (1) 50 o A FH R0 = B 3G i B /D
1B .

l R 45 BB FL 4 VAT IR 1P M bk 2 &, 38 T DU A IPTRE R 7 T .

c. {E"¥IEIEBHE T, KNG M OT Security & 6] (I13E 5 . & 2 7 2 1B .
d. s d Bl

AT 2t B — AN B S AR 1 6 5 A o 3 — IR AR BRI AR, b 20K I
F| OT Security S .

e. AU Q%M R AU BRI
7. S 2] OT Security SE6, 55 325 £ By N BOEARAD 70, sl i M N SR AR
R A 2 L N TS AR T A
8. TE"WIEAAIEHE 1, K55 1% M "Tenable OT Security At B "W 71 & il 1) — kM A AR o 13

Z IR e
9. i

OT Security 78 — 2 #1AH 5, T8 RS C I EE, JF B OT Security F 1 »
10. s B A"

OT Security B T g H I 77 BAAE A o

1. S /Hilal 2 Tenable fic & 177, 76 — W VE A B B0TE AR RS "X 15 4E b, PR BRI AE
15 BB % H S #13) Tenable.ot F F T ¥IE"H L AE .

WS NI 3k 12 2o 7 OT Security (1) HE B 0T 1 H
B 5H v AIEE
R EE 5 v BE 7 IR L AE A VR AT R Y PR B S gk SR, AT RARE R VF RTHIE

TFa6 2 i

_73_


https://provisioning.tenable.com/

O

* Tenable % & BLA 0 CL7E L 28 48 vb BT VF Al IR A B, S8 4 A8 58 9 A VF AT E .

o % Internet 1975 17 BUR o 1SR OT Security & # K 4% 2 Internet, U 7J i i3 AF 47T PC 7
A VFRTE o

Gn TR VE ATAE , 15 AT BLUR B B
1 B ARMBEE S RERE > W IE".
SR 2 WO AT R

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. fEPRAR e, BB H AL,
I 2 R AR BRGIE R N O AR RS 5 B

- 74 -



License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period
Cancel
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2993
LICENSED ASSETS Unlimited

Follow these steps in order to update your license

° Certificate was generated successfully

Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to .
Enter Activation e

activate your evaluation period
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Activate Tenable OT Security Offline

Activation Info

Offline Activation Details

Tenable OT Security

Activation Certificate

License Code

I have read and understand the Tenable Software License Agreement
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° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period
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LICENSE CODE
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Internet Protocol Version 4 (TCP/IPv4) Properties bt
General

You can get IP settings assgned automatically if your network supports
this capabiity. Otherwse, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtan an 1P address automatically
(@) Use the following IP address:
IP address:

Subnet mask:

Default gateway:

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

[] vabdate settings upon exit el
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4. 7 Chrome M %25, ST 4 https://192.168.1.5:8000.

| WA BT Chrome 3 % 28 U5 i) Ul 1 18 H & ¥ A4S 19 Chrome.

5. A% KBS X .
i B CLI iR B &4

f& ] DL CLI 8@ ik Tenable Core % [H K & i OT Security. H 5% i Tenable Core H F* 5t [
R &I E 25 B, 524 Cenable Core + Tenable OT Security [ /7 48 5 ) 118 J7 5 407
BAEH CLI #HAT IR B, W #4047 BL N DB
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sudo systemctl start tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-backup.tar)

Horr:

e /home/admin/my-tc-ot-backup.tar &% {3 34 17 & .
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1E Tenable Core Hl F" St # " & 1B R >'& 4 R JR HE >R R H L8217 L Fir 4

journalctl -xf tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-
backup.tar)

H. i1 : /home/admin/my-tc-ot-backup.tar & & 13 XA & .

OT Security 58 Bt Ji , 50T LLF 46 U7 o] 1% B A B2 7 o 2258 0F OT Security #& #7 IE/E IS T, 158
FH o W 2% 3 ok i 11 443 (HTTPS) % 5% OT Security i J* %1 .
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v & Dashboards
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Risk =

Inventory S..Y ¢ Log ID Time Event Type Severity Policy Name Table Settings X
&
Events and Policies O Notresol... 1 04:22:14 PM - Oct 29, 2021 Snapshot mismat...  High Snapshot Mismatch ;0' Columns
v & Events O Not resol... 1 01:52:27 PM - Nov 3, 2021 Change in Key Sw...  High Change in controller key state
All Events Notresol.. 14 04:39:34 PM - Nov 3, 2021 Snapshot mismat...  High Snapshot Mismatch LogID
Configuration Events Time
Not resol... 23 03:14:33 PM - Nov 10, 2021 Snapshot mismat...  High Snapshot Mismatch Event Type
SCADAEvents Not resol... 79 09:57:43 AM - Dec 30, 2021 Snapshot mismat...  High Snapshot Mismatch Severity
Policy Name
Network Threats Not resol... 107 11:28:06 AM - Jan 17, 2022 Snapshot mismat...  High Snapshot Mismatch
Source Asset
Network Events O Not resol... 108 11:28:33 AM - Jan 17, 2022 Snapshot mismat...  High Snapshot Mismatch Source Address
. . Ed Destination Asset
@ Policies Not resol... 113 05:29:09 AM - Jan 19, 2022 Snapshot mismat...  High Snapshot Mismatch B2 Destination Asse
Destination Address
> & Inventory Not resol... 240 09:33:21 AM - Mar 7, 2022 Rockwell Code U.. Low Rockwell Code Upload Protocol
¥ Network Map Not resol... 241 09:33:21 AM - Mar 7, 2022 Rockwell Code U.. Low Rockwell Code Upload [ Event Category
- [] Resolved By
& Vulnerabilities Not resol... 242 09:33:21 AM - Mar 7, 2022 Rockwell Code U.. Low Rockwell Code Upload ] ResolvedOn
> U Active Queries Notresol.. 245 09:33:35 AM - Mar 7, 2022 Rockwell Go Online  Low Rockwell Online Session [] Comment S
> d Network (] Not resol... 246 09:33:36 AM - Mar 7. 2022 Rockwell Go Online  Low Rockwell Online Session M
»
> @ Groups 3
> o i ;
@' Local Settings Event1 04:22:14PM: Oct 29,2021 Snapshot mismatch High Not resolved
I (D A new code version was detected which doesn't match with older versions of the controller code
Version 3.16.55 Expires Sep 17,2024 Code . .
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OT Security 2% 81 4 ¥ i) 5% 7 20 JF 7 5 P 45 4% b 7R o B0 76 {0 n] 76 TC B SR I A A otk
A

I~
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BB B, AT LA A G 2 B =, N E 2 B — Al E S — AR AR E
OT Security 2= H 30K 5 W 2 A B2 00 58 7= S BRI &2 IP Hubk R4 — NN B . X TR A 2 A 1P
HhE () 557, RS IP RS — AN BOAH R . REAS H B AR ) B AR L 4E B A A R C 2RI 2% Hb ik
( BO 1P A5 AH R A AT 24 £7) 1P FRE 2 8000 5 2% . OT IR 45 2% . W48 &% & 25) T A %P

A RARY A R SCH R B, JF i 2 R R L8 B 7 B4 i B . TR BB AR B — S & BRI
B M B, S T AR AL 4% B R B B R AT HE e AR A .

Network Segments = B u m B n
Hams Wl Cescripiion Lisad in Podicies
fortmael prmentail)
S
A pivsrated © g
Erig LI
O Sen 1201
g
Endh 632542
b
E PI54 308

BB R TR R gD A B A B B B AR BRI TR LA R G S A R M B
FHRE Uk TR LS R A B

BB R DL RS R

28 iR

2R F T R BE 1 46 K

VLAN M B ¥ VLAN % 5 o ( 7] ik)
i3 P B 1 B o (R )

BRI TR RRE A T U B SRS R
H & A

I R AR A N BRI T, R RAE SR
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R DL S A SO G L TR A B o T R A O X 2% B A AR ke, ) DR Dy iz B
K3 B 7 %€ SCRT 45 32 1) W0 248 3 2 1) SRS
A LA B, TE AT LN R AR
1. HRE SR
2. B RIEM B
R AR 2 B s P BT A

Create Network Segment x

[ 1

WLAN

DESCRIPTION
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- (AJIE) FE'VLANHE o, iz B BURT N — > VLAN % 5 .
C(ATaE) AR g B HE Y, A O\ I B B .
. R aIR.
OT Security 2 81 & B (1 % B I 78 M B 51 2 o 75 1% W9 BL .
7. 5 EUR T  0 BC 45 B 9 R B, B AT BL TR R AR
a. BEBRSFARE™ .
b. AT NI —
o AR B IO A W W B B, RS Ik R R
o B RARBAFEE B L, RE N BRAES h ik BE R E

il

o1

[ep)

= {_\tenable.ot

Pt

All Assets

]

SO AT T B B = VR R B 1 .
8. fE'WIEBL T R ME T, 16 3 I 7 B
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Edit Asset Details x

TYPE "~

DCS &

HAME

FCS0823

CRITICALITY =

High W

PURDUE LEVEL ™

Level 1 w

NETWORK SEGMENTS (192.168.8.47)

Server Room - 5 w

NETWORK SEGMENTS [192.168.13547)

Controller / 192.168.136.X (System Detaul) v

I WR T HRA Z A BN 1P bk, BT RL Dy B bk B TR B

OT Security K ¥ Be . FH 21 557 I 75 "W B4 b 7 i 99 B A (8 ml A5 Fic B 50 {5 1
I A B

R IS 4 21

HL 1 S P 2H 2 AR 5 7 (V) HL 1 SR 2 o F 1 SR 2P AR O e R O SRS Sl A 1 S 3 R A A A
Noo B, 2 iyt B 1155 20 48 T K5 R g SR S 110 388 0 3 45 A DR T

BEEHBTFHAHAH
Email Groups s | acvors [l cremeemasroup | apon |

| Bl A LDESTETS EbAipradld om | el Som Terabee

oL A Susenisor Mt il com | pusnigrailcom

"R T BB AR 4B R R RGP S H I E R T R TR AL
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2
HL T HIR 44 Hb Bk

FL - R A AR 55
=

B 7 DL T SR
H 4 H

F R il 4 1 48 K
e A T IR 5 R

VER W R A AT LR R AL A R, T R R AR BRIk
T4

FH - 170 20 5 3 HL 7 IR 4 (1) SMTP Al 55 4% (1 42 9K

71N I A B R IR 2 I A S 44 PR

7
ERWMEEEARMAZAK R E L R, F P TRE>EE>E
£ DL SRS Fp A5 L S

B4, IR LLEE . iR S BB G 4. HRXEZE L, 55 WA iE.

A 2 B T R AR 4

A DL A S A R S T P I R 4 38 A G IR R AT a4, T DA B R
B LS FT A A OGN B3 SRS S JE R

R EARANEAN RIS — DR TH R Kk, 8U2 ) 2 /. A MR A DR E 1 2 BRA
FEHA M, s 5 AT oy RS S o B E R A .

B TR, AT DL 4R
1. ¥ 2> BB AR A
2. RdAIEE T EARE"
G AR 2 BB 38 B R 4L A
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Create Email Group

Hama *

SMITP parver

Select w

Erruals ©

i

3. fE"BRRHET, N AR
4. fE"SMTP R 4528 1 o AE b, 6 £ H) T 3 v - 4 368 60 0 IR 95 4%

WREWRAG T ORACE SMTP k55 4%, ML e le BIR %5 45, 4 e € i T HE AR 4L, V1%
1 2 [ "SMTP IR 55 45"

6. FE"RLFHR AR HE 78 SRR AT b N AL A B A B R R S A
6. midi"BI’".
OT Security 2 il & 357 (19 FL 5 W 1 41 JF 78 F - R0 4 00 i b 2 7 % 21 o B 76 £ m) 7 g B
SRS B A FH I 4
g 1 24
i 11 2F 2 X 8% o 1) B 7 A P 0 o 4L o o 2 AR S SO HT R D e 1 IR0 28 S SRS ) SR
AT, AR I X 2% Hh K AT T R S

TR X R AT R N ARG8T T E S S 4 . X e 2H A A AE R o AR N A ) 8% BT
TR i 11 . 51 G, Group Siemens PLC & F] FF 1) %% 1 4% : 20+ 214 80. 102. 443 1 502, iX 0] fii. &
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BEEWOH

Port Groups = BB

O i FVALR A A DU RN R

28 iR
2 R FI T R A 4H 42 P .
TCP ¥i O ZH PP B s A RN/ B Y

VERR R R R BRI A 0L, 1 S RSB E S R R ik TR A
BHE A A

B BLT SR R AE L E B 8 b o 4R R A SR ) 44 R
A A

ER WM EEE A R A RS B bSR3 R ERESEE SR
FE DA T SR M R 5 Rk

A N A

fen] DL A s A SRS T B b s R P SR e AL o R SRACLEY S 1 23 D R A B B
X G RCRF € 22 4 KU V) 3T I 1R 3 1 H 2 3P SR
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Create Port Group x

MName *

3. (E"BRRMER, N TR
4. FE"TCP ¥ H"HE b, i N 200 3 78 4 b 11 B A i 1 Bl — R 81 i 1
5. 5 ) 4 Vs H At s 10, 3E $AT DL R4
a. i+ HMIm A",
I N 2 H 30— A 7 1) o 1 326 5 RE .
b. TEFT Y 05 HE b, B N S0 5 78 4L b B B A I B — R A S .
6. mi"BIR".
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OT Security 2> 81 & B 1 i 11 2 I8 "3 1 4151 2% o 32 7= S 11 41 o B {5 AT 7 PC 5 gs i
fl LA

R

P2 2 E X 4% A 1 B 77 2 1) 3 AT 0 1 BT AR 4 00— 2P U . B 0 ZE A IR 4% TR 1) SR I 4%
1, AT BL e SR R B 5 22 TR A A R T U Al e SR W

OT Security [ it 17— 2H AL & A5 S B I T B 04 o IX 26 20 v F T S W o 485 I8 ¥2: 9 8 B A
B IxX e 21 A8 AT DL BEURE AR N RS Ao T I B O B AT AL

%40, Schneider 70 ¥ /) ¥ 3 L :5 : TCP:80 (HTTP). TCP:21(FTP). Modbus. Modbus_UMAS.
Modbus_MODICON. TCP:44818 (CIP). UDP:69 (TFTP). UDP:161(SNMP). UDP :162 (SNMP).

UDP:44818. UDP:67-68 (DHCP). 5 1 7 DL 4% B8 ¥ 1 257 ( &1 Modbus. PROFINET. CIP £5) Xf i
Tl v LAl L B rg P & LR A .

BEEBNA

Protocol Groups (4 =3 BN

e i e

S Prpcdedid proso: of prougn (4T

PSR RN R UET R B A WA BN E R B RN E T RE LT
o Tk g R O R X e 4L, EA AT LR R AT AP SR ITR 2 BoR AT B g X
o ] DAg e L 52 e BRI e 2

P UL R R UL B
¥ ik
£ 75 TR 0 24 7
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l WER WRETLEEEHMIARA, R ERIES>EE SRR G FR. ’

278 DL SR % o E H S B R P A A A SR ) 42 FR
A |

TR AR A A U ) SN B AR TS B, 1 R RS
F>"TAE LT R0 ki~

B2 i A
T my DLAY AR SRS T B R A I B e SO A ol i g SR W g D R, S RT DL B A
SE SR S B 1T B8 IR 5 R
QAP U, E AT DL R E

1. B EEH S LA
2. BRI A
B 2t R R B AL
Create Protocol Group

MNams *

Proqocpls Poat *

Select w | e.g 400 or 500-800
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 FETBRRNE T, SN AR
AR R AE R, 3 P Y
- G R P ik W TCP B UDP, U7 "3 1 HE o 46 N\ s 1 - B3 11 98 [
KT HAR PR, 1500 75 7E e 5 HE T AT AT
e B ) S T A B, T AT BT 4R A
a. i WL
G £t B — A 1 B SO BRI
b. 4% 8D 3% 4-5 b ATk 1) 77 2 S T I MR SO
. ARl

OT Security £ 61 & #5714 Bl WA I 75 P W 1% 3 A I8 7R IX B8 2, L 78 ] 76 e B 5K ms i)
fifi 4 .

TR A

TR E SCT — el L [A) Y L, 3% 28 i Ta) v B 45 AT RS E R AL, (8 45 A8 I Ta] 301 1) % A=
(03 Zh B 75 59 o i, 2 83 Bl T A8 A I IE) Ny R A i A 3 2 $50 T AE 4 L R R A

BETRA

Schedule Groups - EEEEEE

W Predefined schedule groups(1)
Arry Time Recuarring
' Lner defined schedule groups (1)

Workdog Hours Reusrving Migreday to Friday 08:00 AM - 04:00 Ph

SIMATIC Code Dowriload
SIMATIC Code Upload | .

TRIE B AR R RGP LA E AR BUE RIS RSN E T RGeS
EI’JQE ok g 8 2 U R X e 2 . R P S T RIA R TR 2 BOR AR B E XA .
] DA g B L A2 ) M) BRI SR A

TR R AR R DU AR S
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£ 8 H 15 H i I 18] 3 R i € ) 0 k&l

B ] ¥ R i R A 2

I ERWRELEEFEHANIA K G, LG RESEE>BRA LR, ’

BT ®R TN AE H P B A A e v i 2 PR A A SRS A SRS 1D
W% o A |

HR M E AR A R A SR 1 A A B, W B dr RS>
BT R ER LT

AR A
A DL A S I P B8 SO R - 4R A B 2 3 A R AR B I TS
LA 5 £ 12 1 1) 39 Ta) K 2 1) A
TR H SR A S PR

s RE:HHAEE KA. G, ark TAER W) e Oy BB — 2 BT B4 9
AR B R

o — M AR E H TR H IV BB R TR Bl an, AT AR IR 6 0 1 H & 8 1 16 H I
(A1) 30 PR 1) S ) T U ) o R A SRR 0 o R AL AR A [ A A .

B A A ) T R A AR A B 2 R
B & F R R A, AT BUT R AE
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1 B RESTRIA
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2. PRl RIA".
G BN 2 R S T R 4L T A

e

Create Schedule Group

L]
Group Type Group Defieton
Fecurring e

3. PERE"
4, TR —PB
WS ExRHTE X RETRARSE.
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Create Schedule Group
& .
Group Type Groap Dwfinkion
Mamg *
Repeats Saart Time Ered Time
Every day w 20000 AN @ 12: 00000 P o
e Add Cordiion
[ e | |

6. fE"BFRHMED, W N BR .
6. EERE e, Wik — AP R U A .
Ve AL 5 R R B — 2 B e — A R H

WR R — A PR B, 6 R — R 2=, N E e — R — A o
At

7. TEFFIG B TR HE v, i N F K 2H b BT A B TR Y8 B 46 B TE) (HH:MM:SS AM/PM).
8. "G HRBY E"HE H, A N v Kl 25 v i B i ) PR &5 SRR TE] (HH:MM:SS AM/PM).
9. 5 B 1 T Jl ALV i G A 2% R A TR) S R 4 BT DL B A
a. e KA
SO o 1 — AT it Rk RS
b. %M Lk DB 6-7 frid I 5 1+ &I 7 B
10. midRIR".

OT Security 2 81 & 37 1 U1 J 40 I ££ TF Rl 4151 26 b (2 7= X 8 4 o B0 A {5 ml A i 5 5 gt
fi LA

A AN — R R, TE AT DL R AR
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2. BRI RIA".

e £ BB B T R A1 S
3. % P R

b g
B 2 S 7 B e SO TR 3 B U S 4100 2 5
Create Schedule Group -
ﬁr -
St e - ) T
I L] o A @
WIS n 0 @
] == |

5. {E" 4 BRAE 1, G414 R
6. 7 'FF o FRE st F i 4 D,

BEm B E AT T

1 s k] 4 [ 5]
T 8 ) 10 n 12 13

14 15 16 17 18 15 20

n 2 [ N P

28 2 3B N

7. EFFRIAFE 0 H B BRA 2 Er H .
8. TFFFu& W E]HE b, Hy N oF R ZH B A i TR S R K T 4 ) AE] (HH:MM:SS AM/PM).,
9. {E"EEH B BAE T, 2 B EE B
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sE I H Py & AT IT .
10. e e RIAZ AR H . (BN 260 H )
M. 7E"G5 BRI ) HE o, i N v i) 4 e By 25 I ) 5 [ £ 45 SRR 8] (HH:MM:SS AM/PM).
12. fdRIE.

OT Security 2> €1 & 37 B i+ %) 44 I 48 TH R 451 3% o (8= 1% 4 o B AE {5 A e 5 50 gs I i
4 .

bR 2E 2

o 2 R R B T O 145 ) 9 o 10 2 80 b %8 4T A SCADA 35k SR W (1) S Wi A 1 . i
Sob A € KR DL B 6 5 20 A R L, 96 T L e R SR % 4 S 2 000 T S e 9, R
A6 5 B U B O A 8 4 A L, T L — A SR SR AR DU T R R i R S 1 I
.

BEE RS

Tag Groups B E=milea]

+

S Uy defined Lag proups 2
Poygpe - M WP O ST Hﬂh Rowge
Wi Tk Al r~ o T DBl .

SILAATIC BT - D MFRan) | HMATIC 300
DRI ity | SINATED 30001 H - D1/ 1Foat) | SIMATI

BEA R TR ARG DA E R A R
bR H R BN LN RS R

S iR

2 B F TR B4 48 Fr

Byl Fr 25 B #5095 2589 . AT BE A9 18 €1 4% Bool. Dint. Float. Int. Long. Short. Unknown
( &1 X OT Security 7o % 1R I b5 25 288 ) AT 3 2R84 AT A 56 A [F] 2R84 (1) b
)
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| R WRETEEF AT TR GRS, § A5 RIE>EE SRR LR ’

=YD\ TR AE H B AR Bt v i A R R A SR ) SRS 1D
TSR
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BAT SR o 3 F i I
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WA AAEE . e 2 H s bR IA A, P15 S AR

B A
A DL B A A S s i B R A B e SRR SR A R SRRl A AR 2 K o O R R AT B T B A
I A bR 25 10 S o e FESRAU A AL b 28, I D SR I n] DAARSR b 2538 FH T 5K I 44 R

I T DASE T A R R i R 6 LS AN R SR AR AR AL AE X ARG LN, N T AL Y
SR e R DI 0 45 TE A A8 AR AR EE AT R SE o, E A R B0 B AR I R E A

fes T DA S5 8 2 I 4
2R B AR AL, AT LA R R
b SRR A
2. WA B AR AL
BT 2t B 8 A 2 4T

e o —— i s

3. PR AR 2RAL
1% T £, 45 Bool. Dint. Float. Int. Long. Short B & 2KA4( v & AN [F KR 4R 2% ) &

e
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.......

5. i £ A 2H b AL S bR A I 8
6. T —H",
B 2 o 8 e 35 i 2% b 5 e R ) bR 25 51 3R

Create Tag Group X

()

F
-
o Trpe: Select Controler o Mermens

Tag + Mesrory Location

O Contag Bosh

O ManTashharProgramBai [Bool

O MainTaskMasrProgram/Bics (Bool

O ManTasklisnirogramEad Bool

C1 whssn Tasb M rogramy e Tag fBoo)

O ManTask/MainrogramPricaTag1 (Bood

O MainTashbbanProgram PricaTag? [Boo) I

« Back Cancel | Cieale

7. FEBRRFES, N AR
8. Ik rh AL HE A 4 P A A AR 2 55 I ) B R AE
9. miiBIE".

OT Security 2 61 £ 37 (1) A5 25 21 FF 78 45 25 2021 K v i /R IX 26 241 . B 7E {5 7T 7£ IiC B SCADA
A SR B A FH I 4

!
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OT Security 7] L& — 2 414 5 M O R T 1 00 SCAL - AL, Sl U FRATT ) d T 126 A idk %
FAMNIFEIE R B & A .

BE AU A

Rule Groups [ soom « Jowmnmarnp] egon

FRA BB R RGP LA BT g RS NE T RE S Th 4.
ek g L R BN B X S L R P R TR 2 Ros T B B e AL BT DL
B ) B R LB A

R LA s LT PSS

ZH iR
Z R F TR 4H 1 44 FR
R H £H RS 1 A T 2 £ R U (SID) ) £ =

EAECLTReE e H G E b U 2 A R A SRS Y SRS 1D,
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F>'TAEDNT R A g~

TER U B AR A O B 4 SN B AR TR AE B, U RS R |

clE< YIUE:N
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2. PRI A" .
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Create Rule Group

Mame *

Available Rules s« ﬂ

+
W | | curstedtensble curated (703

TRE PR TR0 S Al Sl BN- T M=y fa Wiite alespt ulip
150590 PROYTOL O, - 50 ALMA DRRUHN- FING, M=y J16a Rl A1 pl [T ]
S PROTOC0, - SO Al ORRCHN- Rk, =y 456 Drafider STl (. -]
1593 PROTOD0N . SCADA ORIRON-FINT poar vl & 0d wiille Jilemgl i
15090 PROTOCON - SCADA DRIROHN-FING pir BFeflid & ¢d O’ MTEREL (. -]
TR PROTOC0 - SCADA CRIRCHN-FING (Fogiam Med protect Sllemg! g
1515 RO OO0 G0 A0 ORIRCIN.- BN, (rofiam Med Bronect char Mgl L%
151 PROTOCON - SEA0A CRIBON-EING (o am Med wrild JMEermel ]

3. fE"BARME S, BN H AR
4. AR R EE o3, 6 b A A AR 2 v R AR U 55 34 R S R A

I TR A R A AT R

OT Security 2> €1 & 37 59 8L W 25 I 78 R 4151 3% o S8 7= 1% 4« B AE {5 A2 e BN 1R A U
SRS I A 4

H AR
4045 F A (40157 R R A LI, 185 T J57 R T 1 SR S 8 o AT DL T SR A
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o P ANTEANE B 1 S AL
o B SR E AR R B O @R A . 2 AL
o MIBR: AR GErh M BR A . 1% S iR 2

R I TOE g iR B BR TS A . SRR TIUE R B TR R . U el O v
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BEEHARNHARE R

S 1 S UL S TR S BB Y, R R T LR ALV A £ R

< B Demo2

Tag Group

Type  Controller
Float  SEMATIC 300(1)

| Mgrmilers

DN (Fioaty

G0 146 [Pt

D23 [Fidat)

"E YR BB R AR R R A AL A R AR % B RS A A R IR
o "RRBA"E R H N T RS BIER

I [ Coe

"ELFE DA SRS A8 SR A AR 8 LA D SRS 2% A SRS Y A1 3R L SRNg A R
BT R RV R . AREZERE, WS W AERIE .
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2. WIAT T ERIEZ —
o HBRAE
o ABE R B R AL
BRI 2 I A

3. EFEEE".

View
Lo
Edit

Duplicate

Delete
Loy

I 2 I T AR AE BB .
g
A LA B I A A R .
B MVEAAE B, AT BN R AE
1 FEHN, e AR AR .
2. WEIAT FHIRAEZ —
o A5k AT A
I S B
3. L mE .
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Edit Tag Group

Harme *
Demaot
- o
B vanmasomainprogramssin (Booh
BASNT I LA Pr o D (Rsad)

MainTaskMalnProgramsBi3 {Bool)

4]

MainTakhlainProgramind {Bood)

3 [Deselect al)

5. M T E AT B
6. Hdi"fREE"

OT Security 4 4 5 W& — & IR 17 -
S HlH

I EAE 5 BUA SR v BB R AL, ) R BT AL BRI, BRI e,
L 44 PR OR A7 T 2
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2. WRFEEAR Y AL R BUA 4.
3. WIAT FHIRAEZ —

o HTERAE.
o B R P R A
B 25 IS B

4, EHEEH

Actions v

View
itej

Edit

Delete

oal anf

BEI 2 SRR LR 1, SR R L M B K
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Hame *
Cogry of D
= *
e T i Frogr arryBLLE (B
b PO AR (B
TP LY e
T TR Bt (B

=N

5. fE"BFRES, W N H A BB LR, Frdl 4% o8 56 4 4 R &l A, Bl“Copy of”.
6. X4 &% B AT BT R .
7. B E .
I 4141, OT Security 2= 13 H B W & PR A7 87T 4 -
i B 41

AT DA B P 8 SCRTA, (EAS RE N B T SCRIT A - an SR T P 58 SCHI AR T A — A B2 A SRS
[ SR Mg 2 1, U0 I Vs s T B

A B B A, s AT BLS B AR
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Actions ~ |

View
Edit

Duplicate

13 onf
Delete
-

=E-Li

S I 2 IR AR

Delete tag Group

Unable to delete the Lag group, it is ourment ly b-EII"I-S used in the follnwmg

podicies: Policy Demal

5. i B

OT Security 4 1% 20 M 2 Gt H 7k A HH B o

B’

OT Security [ H 2046 5 77 K BL . 70 SONVE B 2 g n] DI i 475 22 BR %06 v 46 2B 1T 1 P A7 3 24,
SR LIt HE B (1 BB BE 7R . X Tl T 4R ARIE AV L AT R R R R AR . e e AE
RIAEF T H 8 5E TR0 56 s A0 T BB« SR i S N8 M AR R O PSS BEAE .
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R AE BB R L i ) 2R AR B P 4% B R R e T

l TR 2% B 7 L R A A ) RS B o T A ) BT A SR B
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P1.11 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P0.2 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

| P1.15 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P21 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.1 up up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.3 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.7 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.8 up up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P23 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P25 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P2.6 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.4 Up Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.6 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
vlan1 up up vian1 Siemens, SIMATIC NE... L3ipvian 04:34:37 AM - May 28...
P1.16 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.2 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

| YE R AR MK 7 o O T e R AT BRI R . EEGE LTI RE, 1§ BK R Tenable SCHF .

LIPS0

BE 7 A SR B T 2 B HL T R B B AR

5 BT R A R BRI, W AT DA R R A
1 fENE RSB A B, Bl — TR DAST T B VR AN A L I
2. FELM FHUE R T, Bl RE
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ARSI S Gl T

= Otenable orsecurity /] 1204PM - Monday, May 27,2024 (® = Mr.Admin v

v @ Dashboards

s <@ Comm. Adapter #284 a

Communication Module

Inventory
EESTiIRTES P MAC Vendor  Model Last Seen State Family Firmware
" Rockwell  1756-CNB/E 11.004 May 27,2024 12:02:14 PM Unknown (ontro\Lﬂg\x 11.004
Monthly Report
Detail —_—
v & Events sl
Search.. 3
AllEvents 1Pl ‘ -
Altack Vectors Partner Asset T Relationship Type Access Direction Details First Seen Last Seen «
Configuration Events. v
SCADA Events. Open Ports Comm. Adapter #107 Nesting To Partner Type: ControlNet | Address: 1 08:47:28 AM - May 8, 2024 12:02:08 PM - May 27, 2024 2
Network Threats v Vulnerabilties Comm. Adapter #117 Nesting To Partner Type: ControlNet | Address: 1 08:50:42 AM - May 8, 2024 12:02:08 PM - May 27, 2024
Network Events Active (0) Comm. Adapter #127 Nesting To Partner Type: ControlNet | Address: 1 08:50:16 AM - May 8, 2024 12:02:08 PM - May 27, 2024
Q Policies Fixed (0) Comm. Adapter #127 Nesting From Partner Type: ControlNet | Address: 2 08:50:16 AM - May 8, 2024 12:02:08 PM - May 27, 2024
v @ Inventory Events Comm. Adapter #129 Nesting To Partner Type: ControlNet | Address: 1 08:47:40 AM - May 8, 2024 12:02:08 PM - May 27, 2024
I AllAssets Network Map Comm. Adapter #130 Nesting To Partner Type: ControlNet | Address: 1 08:50:13 AM - May 8, 2024 12:02:08 PM - May 27, 2024
Controllers and Modules Related Assets Rouge Nesting To Partner Type: ControlNet | Address: 1 08:50:17 AM - May 8, 2024 12:02:08 PM - May 27, 2024
Network Assets Yuval Nesting To Partner Type: ControlNet | Address: 1 08:47:58 AM - May &, 2024 12:02:08 PM - May 27, 2024
loT Yuval 171 Nesting To Partner Type: ControlNet | Address: 1 08:50:17 AM - May 8, 2024 12:02:08 PM - May 27, 2024

£
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Uy 18 77 [ Bt 7= B H A AR AR 2 8] ¥ U 1) 75 )
HHE R %P KA VLIS B . 140 ControlNet 5K IP.
BBk HI OT Security & #] & I 1t 5 7 1 H 4 .
10/ g1 53/ OT Security _F e il 21tk 2 7 1 H 8 .

BB EAIE B

5 U4 2 R T R A T G R B 4% ) B (PLC) T AR 30 8 45 i THT 9 PLC B T Mk 4% ) R 4
(ICS) #5851k 15 46 00T L 4 4 930 135 38 AL 98 10 28 A9 90 5 (VD). 45 22 145 76 R 8 W6 7= 1 1
Y {5 L, T AR R SR B P UUIRT b il R 25 B B 4 . OT Security i A 77 PR R 5 i S
%
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= Otenable orsecurity |

v @ Dashboards
Risk
Inventory
Events and Policies
Monthly Report
> M Events
2 Policies
v & Ilnventory

All Assets

Controllers and Modules

Network Assets
loT
# Network Map
> & Vulnerabilities
> @ Active Queries
> % Network
> @ Groups
~ & Local Settings

Sensors

System Actions

%

11:50 AM + Thursday,Jun 6,2024 @ & Mr.Admin v

Comm Adapter #134 p—
N Rt «

P MAC Vendor  Model Last Seen State Family Firmware
Rockwell 1756-CNB/E 11.004 Jun6,2024 11:44:33AM  Unknown Controllogix  11.004

Details
Overview Backplane View
IP Trail
E Comm. Adapter #134
Attack Vectors Backplane #59 1
Open Ports Levelt o 2 3
Unknown

~ Vulnerabilities

iE]
B
8
ELiE]

Active (0)
Fixed (0)
Events ControlLogix )
Network Map Reckwell 3 &
Related Assets 17N T oo 5 3 £
] = 3
11:44:33 AM - Jun 6, 2024 < 5 <
£ 2 £
£ ] = £
11:36:05 AM - Jun 5, 2024 5 H g 5
11:45:21 AM - Jun 5, 2024 v
NE Controller /
o Com tion Module Detail Nested D 9)
cR High
ils
Comm. Adapter #134
General
SERI 7DAOF9
Communication Module
11.004

MODEL 1756-CNB/E 11.004
Communications Adapter
Rockwell

Backplane #59

11.004

A PN DU & R DA VAN £

#a
B3
(5!

B
AL

I L L

#ik
BAEGE S S, Flan AR EEZE RS HAb 1P S
BAE 55 B RCA S B 2R TR S NI A 2 S SE R R .

B E R ETEALE . S R B AR, LR R B AR R RS B
LR &3 & 2l

FHE R

OT Security 2 HR 4 e 4 & H s K HAE B 25 b (135 3 B 3R 5058 77 KA 2 FR . W R & G2 ik
W e A5 B, BCE A8 A SRS HE R, U T DL E R E R UL B A% CSV S R 4 i IX L &
B o 3 AT DL I — BB Ul B AN B A E U

B UL 4 85 5577 VRS B
ARG R TR AR S I8 AT DU R AE
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Edit Asset Details

Type *

A v

Lewel 1 w
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TR BB, f K TE OT Security UL H R 5 1) 85 7= 18 44 F% .
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10. fE"RL B Bo, RN BT AL E U . L BOY e 3H o B AR OQ 08 IR O AR B AR B
e B8 7= 058 7 VE AR BB A .

N AR YT B, BN 557 U o b T BN B SE T B o AH SR B I O b TR B R
(ERSSVTE e

12. BEREE
B G R AT G B0 T B R VR AR R
HEmWBZ AR, FWAT DN ERAE
(R N i o3 E - MR TS

2. MR BT B 5 Bk AR .
l YR L W] DLIE I AE R o S P 5 B 00 (R I 4% 4 “Shift i ok ik B 2 A B
3. Wi REEERAE S, SR T R R Pk AR
Bulk Actions ~
et 2 SR B RE s, AP TH THEREN S,
4o ETPEGEN NS LN R AE( KA E BT R B A B
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ER M ERE W BN, R mIET ™, A HEFEMERENT . BHZA P
HER B PE AR S E M BRI E AR R FRE T RBEFEDR .
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LiJ:’ﬁz: CSV g’l:?ﬂi 7/: EF‘QEH,fD I

XX o B BT RS B R R SRR B L CSV S g i K E B, B HRAE Ul T A g . Tl L
T L 07 VR g T A VR AR R R ML BRT E SRR ”E.F}:'” BB YL B E T
Bo

A EE T CSV g 4B BT FEAEAE B, 18 AT U A
1L EERT, BT E R RSP 2 B
2. b A

Pae Type [ETEAT Crima sl w wermior ¥
m = Dhischdare §1
B G " |
L i kg 1
& Feaniiry e
A B P
I T - LT [ 19 ] [ @
b 4 M9 | ’
[11]
Hetwors. Bag Bk i

T 1 CSV A
3. SAUEIRI T A0 501 A AT T

4 & B € <] E L} ] H I ] 3 [§ L L] 4] L Q E -

1 [] ot Fame Tepe Bk Cribcaldy AddrewursVendor Farmdly  Model  Fomesrs Sy Puder L %een locsiion  Raschplane Decriphion
2 i o " o O T - L AT HighCrisei B3 100 4 BeckhafT C-Lesn 200 2908 Uritngewn Lewell  Swamse

L] o e T T S A ST L A3 HeghCrteri B3 180 1 Seweere. STE00  CPUAIZSAGE  Fah Lewd]  sewsiee Seprrarin, SOAATHC 53
i L h T Tl o o A 0 Haghns] 03 DB 18 HEbnAGI sk Rl TLa P LV Uningwn Level]l  Sonmims R i 2

] T P T B gl Coivolker 30 HaghiCritar: 53 LB0L1E Tawas Inwiruments Uringewn Lewel]  SSmRESS
L] O P g el B NN COmemianin 3 MighCritic: 50 LB Schrspicier Micdioon P ID] NOC 1% Uningwn Lewel]l  ESSRSESS Lb Schaaicher Qlectric M
1 LIV L e WAL iy L. Ts i HighCritics B L0 10 Smern. RPROTEC TRIED Urincwn Lrwel]l  SSsassss
L] O I S R LE 81 HighCritiei 1) L0 10 Restiowell Wmrodogi 1PBELINE  1ODS Unindwn Lewell  Sowsams AR Brafiry 1L
¥ Oy T A T [ TY Haghlrber; PIAG 1D Emavion S5eres 10 M BE N Unhiea® Liwel]  OERRRESS Agins Teaas Baa - 50 Pl S0l
10 TR S TR TE R FFAT ST R0 T3 Commana 1 Haghlriicy 55 DB VE awwspray. SREO0  OF MB-ELLEE  Unbogwn Cewel]  Sdwsisss Teerapns, FRLATIC b
" (R T I EAT e O0E P D% W1 HaghCribscs 53 LB IS Tonsble Uringewn Lewel]  SSSESESE
12 [ W AT W] LN Wi PLE M Vgt Criiei 50 L0 1 Semera RPROTEC TUTEINLT 46700 Unincwn Lewell  SSwsssss HPROTOCA N I |

4. 383 TE SR TS A A R G iR O VI S B ( R VR S AR SRR R AR T R
RN VA RN T RIS N 2 )

VER AL AU T R LT S B N ST AR R ) N A BRI . B, A R
B8 77 R I ¥ BT .

5. ¥ S AF N CSV 0285,
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R DR FF ANAZ o TE I A8 FH 0 O 9 M) B 87

6. fEAMBE T, HEHRHE>H™RE".
BEi & R B R BB A

PP Aszet Settings
o P
o Lems Bemegn p— . _ : T _
‘ =

7. {EfEF CSV EH B AR B b, il kAR
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OB 1 CSV B B 7 W4 A5 27 70 v i Bl A% B A .

9. ET AKX EAMAESEROEZELE, WHAE LM CSVEF R ™ HAME B 70 b i TR
wE"
OT Security & T #— > CSV 3CAF, e rp 51 H 58 7 A h A 58 25 i B2 7 1D,

)

[, B 7

A DL S B 0 B P ) — TR 2 T . O R R AN BORAEE B, IR Hoa WAL
T o (LTS 2 X5 s BSBK B2 7 11 2 A R IR 2 35 30

1 TT LA 2ty B B > A 35 I B >R B B 7 A R £

)2

SRR — T B 2 I B
1 FENE BN, P ) A% R A B
2. 1 A A S R I — TR 2 0B 55 4 ) B AE
3. fEbR AL, Bl BRAE.
BRI 2 B A
4. IEFERRIR B
e 3R B 7= L 1
5. (RIL) £E HREHE T, WA 5% BT I SCAR TR .

| TR X VR R R 8 A v B> B ST B> R R R B 0 I b ) 2 R B A R

6. H i Fam".
OT Security [ 78 V& 5 F1 41" U T b /1 % 7= .

S LI

T DL R R B0 BB P AL B2 W AR T, 12 AR 2 8 R R R BT A At R . T A
5 Tenable 3¢ 7 3t 5 i ot DA BEAT ¥ 40 7 #r o
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L EEM ST, R ER>SRER™ .
BE I 2 BT B I
2. (R B R T, R EAE S W AR S S N T T B
3. AT FIIERAEZ —
o XWT A R LA R ERAES B S
s XM TEABE A EARTHBRESSHSH.

OT Security = F #H T iE % = 12 Wik & . 2 Wik & & — A tar.gz X, B & json SCAF#%
S B

2 Wi 2 RS WP A BRI R R OT Security fRAS o 7R 91 :
XF F BN % 77 TOTS_Rouge_3.19.15_2024-06-03T@7_05_27.tar.gz
Xt T % AN ¥ 77 . TOTS_AssetsReport_3.19.15_2024-06-03T07_17_54.tar.gz

4. FREGZW R 45 3T 5 Tenable L Frdt = ULk 473 — 2 0 #fr .

HATHF € T % P2 1) Tenable Nessus 93

Tenable Nessus /& — 2K 1] LAF 4 1T 1 & DUORS U U I (19 T o OT Security SCFREFXT OT P 2% P 11
Wi 5 T % 7235 4T Tenable Nessus Basic Network Scan. iX & —f 1 52 B K g H1 G, 7T LUk

A IR 55 78 A 2% ¥ % U T D R 245 B . SR A A WML RT SNMP AR 4 ( an SR AT A ) o b

PEAGE T2 T 48 ¢ PC B TF BAL o &8 m] DA T "0 1 U 1) $ 4 45 2R - S8 vl DLAN 4 B e X

4, DAERE 2 1 9 2% 55 7= 45 Fas AT — R HIHF € 1 Tenable Nessus i f4, 1 1% 5 2 il “Tenable.
Nessusifli {1 11 "

YE R :Tenable Nessus & & A 1E IT HE AR AR L E. Tenable 8 W& A ETE OT % & LAF
HIETH, FAEmMRsTIHZERSEEREE.

¥ B 0HRF E %P7 18 47 Tenable Nessus 334, & $h 47 LA T £ 1E
1. H R RS B
I IR 2 H 30 4% B = T
2. 3% R E Y — TR 2 T 55 14 1) S Ak HE .
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3. A b EEAE > "Nessus 1T
I B 2> 1 B4 v Nessus 35375 15 AE .

Approve Nessus Scan

The nedsus Lcan for vulnerabilities in assets is not intended for OT devices
of any sort. Scanning controllers, field devices and other industrial-specific
deices and SErvers I11It!.|1l_|!:l:lpq,lrt|l|_'¢ i Ju.jllal.uln:.'. Please make sure
that this asset is not one of the above before proceeding with the scan.

4. B SEEH

OT Security iz21T Nessus 1 .

AT H W [F]
B[R] 0 o HOns W 28 AN 1 g8 AR — AN B A AW, DU IR B R (S B . AT LIS AT B
AR A, BlRE e
PATE & ] T 5 8 [R] 26 H) A
o BEAREH RIS
 DNS H=# :8 % W 45 T5 7= ¥ DNS & K .

o VRYHAS BE W R R P A B AR R AR VR4S B . 45 R & BOR1E R P> ] SR AR
B i ) AR B

o RBIE W AL 2 T WU B

» NetBIOS & # : K i% NetBIOS H 4% ¥4 10, iZ 548 10 7] F T2 23546 90 ) &% b 1) Windows
it HHL

* SNMPEWOCER T/EA T SNMP M #7=) A % 5 F 7 SNMP I % 7= 1) e B 7R 4 45 5 .

o REF B LRSS (BT H . BFLE. BB REARERK) .

o ARP: #6275 W 4% rf K6 0 3 38 1P B9 MAC Mk . 45 5 55 R 78 V4R 48 B> BE Y8 4
TERFENGOLT , "B F B4 T e 2 B AR . AT R 1o S DR 4

-218 -



O

o WA AN AT ) Bk D B A
o "EFHE W UM b E PR AT AR 2 B R G R R R T
* OT Security & A J5 F 751 .
o "EFERSFIE TR AE L CEN .
PR/ W] A A P Sk .

/:%

A BB AT BB E D B B, T IAT DU R A
LR B R P A B b, A A B ARERE B
SR I 2 HE AT 9 B R L8 R

ns v Resync v

Run All Queries
!

. State Query

1>

NetBIOS Query
Details Query

ARP Query
Identification Query
DNS Query
Backplane scan

SNMP Query

2. B EEATMAW, SR EAT BT E AW LIS AT A A A
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BEAS WIS AT I, A H I — W E R, SR A RIR A
|

° ARP query failed

i3

\ e DS query completed sucoessfully

a SNMP query completied successfully

° MetBI0S query failed

el i

TR Q58 U A, OT Security 23 MR 458 B B4 50087 1% 517 19 R 8 8o dfs .

B

FAF IR R G AR IE AT, H TP R W 4% rh T e G 10E B . I8 AE OT Security & 4t
e B SR = A2 il DA S — I A G B AT "SCADA S AE L I 4% B B 2% A
OT Security AR SKIE 0 B 1 — D™ EARE KA, HAE TR FH0 ™ ERE.

FE IS WOE SRS 5, AR G0 AT & SR 2% 1R IR AT Ao 3 40 008 fi Ok 0 H & o A M R 1R 1 2 A
HE2R o —DHEES

"EFAF
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O

> @ Dashboards 7‘
Al Events o @
v & Events " = -

Al Events status Log ID Time 4 Event Type Severity Policy Name: Source Asset Source Address Destination Asset | Destination Ad..  Protoc
Configuration Events O Notresol.. 3306460 06:49:52 AM - Aug 8, 2024 Rockwell Code U...  Low Rockwell Code Upload box20.5.indegy.lo... Praetorian Gurad ap(r
SCADA Events (] Notresol.. 3306459 06:49:50 AM - Aug 8, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.lo... Yuval 136 ap
(RIS ] Notresol.. 3306458 06:49:50 AM - Aug 8, 2024 Rockwell Code U...  Low Rockwell Code Upload box20.5.indegy.lo Yuval ap(r
Network Events. O Notresol.. 3306457 06:49:50 AM - AUg 8, 2024 Rockwell Code U...  Low Rockwell Code Upload box20.5.indegy.lo... Yuval ae(r

? Policies O Not resol... 3306462 06:49:49 AM - Aug 8, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.lo... Yuval | A10171.. ap (T
> & Inventory (] Not resol... 3306456 06:49:48 AM - Aug 8, 2024 Modicon Code U.. Low Modicon Code Upload box20.5.indegy.lo. Project Unity
# Network Map O Notresol.. 3306455 06:49:47 AM - Aug 8, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.lo... ML1400 PCCC
> & Vulnerabilities (] Not resol... 3306454 06:49:47 AM - Aug 8, 2024 Modicon Code U... Low Modicon Code Upload box20.5.indegy.la... HappyNewyear Unity
> O Active Queries (] Notresol.. 3306464 06:49:47 AM - Aug 8, 2024 Rockwell Code U...  Low Rockwell Code Upload box20.5.indegy.lo... Yuval | A10 L71.. ar(r
=
> s Network O Not resol... 3306453 06:49:46 AM - Aug 8, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.lo... ML1100 PCCC
> @ Groups O Notresol.. 3306461 06:49:45 AM - Aug 8, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi..  box20.5.indegylo SIMATIC H station S7(TC
> ¢ Local Settings (] Notresol.. 3306451 06:49:44 AM - Aug 8, 2024 Rockwell Code U...  Low Rockwell Code Upload b0x20.5.indegv.lo... L16ER APA aprm
Event 3306460 06:49:52 AM - Aug 8, 2024 Rockwell Code Upload Low Not resolved
Details e ineeri
ode was uploaded from a controller to an engineering station
Code
SOURCE NAME e e—
Source Why is this important? Suggested Mitigation
SOURCE IP ADDRESS
Destinatien The system has detected an upload of the 1) Check whether the upload was done as
SOURCE MAC ADDRESS controller code that was done via the part of scheduled maintenance work and
Policy
T ATION HAE network. verify that the source of the operation is
status / When not part of regular operations, a code approved to perform this operation.
S TINATION 1P ADDRESS upload can be used to gather information on
the controller behavior as part of 2) If this was not part of a planned operation,
DESTIMATION MAC ADDRESS reconnaissance activity. check the source asset of the event to

Version 3.15.15 (Dev) determine if it has been compromised

Expires Dec 29, 2993
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Event 717  11:02:45 AM - Sep 21, 2020 Snapshot mismatch  High Mot resolved

| Details

Code

Affected Assets

Policy

Satus

me  Houpe
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Resolve all displayed events 20 =

This action will resolve all displayed events,
Clustered events will be resolved automatically
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Create Nessus Plugin List Scan *

®

IF Ranges Flugins

Messus plugin list scan runs 2 user-defined list of
plugins only on netwark assets within the
specified IP ranges (CIDRs).

HAME *

IP RANGES ™

Cancel

4, E"ZRRMEF, v Nessus H N — D& K.
5. 7EIP JEEE"HE , 2y IP 5L CIDR iy A3t [#l .
6. B F—".

LIS 2t I AR
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Create Messus Plugin List Scan ®
L L
& Rardet Pluging

Available Plugins s a
Flugin Fsmily Namse Plugin Mame Plugin 1D

[ ] Serungs {114) = oom ICHrveriBCDL. 18321
Hudne] Local Seourity Checks [TH06) | SCom HBX fipd CELC.. 11183

HEWSTAI CO5L Locl Securty Chechs . [} JCom MEX fipd CELC.. 11084
Sl Lnuo Logal Securmty Chacks — [} <0 wendar fresuth.. 14193
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[ RPC [39) a Apache LogiShell RC. 138115
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a8 Gupirs & ahell sermctely (283 [} Aol FTE Sorver Délh.. 217D

-] Mie. (T03T) ] itz Mutiple Comm 1057
Meohie Devices (140 btpd NLST Comnman. 10888
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= Otenable o1 security W ( 06:51 AM - Wednesday, Jul 24,2024 @ 2 Mr. Admin
> @ Dashboards
Network Summary | From 06:25:22 AM - Jul 24,2024 To 06:40:22 AM - Jul 24, 2024 | .
> & Events
® Policies Traffic and Conversations Over Time Protocols
> & Inventory HTTPS (443/TCP) — sy 76245 MB
38 230
 Network Map UDP (6970) [— 206%  45545MB
> ‘& Vulnerabilities 37 190
UDP (56570) f— 18.1%  400.16 MB
> O Active Queries
£ 150 UDP (58940) f— 18.1% 40016 MB
~ du Network
RSTP (554/TCP) — 8.29% 180.4 MB
Network Summary 35 110
CIP (TCP) 01%  244MB
Packet Captures
34 70
NetBIOS (137/UDP) 01%  148MB
Conversations
> @ Groups 33 30 SRTP (TCP) 0.0% 877.23KB
06:30 AM 06:35 AM 06:40 AM
WS-DISCOVERY (370... 00%  796.44KB
> o Local settings @ Trofiic (MB) @ Conversations
SNMP (UDP) 00%  70579KB
Top 5 Sources Top 5 Destinations Honeywell CEE (555... 0.0% 439.38KB
Ethernet/IP (44818/... 00%  39254KB
_ . 1S0 TSAP (102/TCP) 00%  32686KB
‘ MMS (TCP) 00%  13334KB
S7(TCP) 00%  1166KB
S7+(TCP) 00%  11512KB
HTTP (80/TCP) 00%  9257KB
UDP (6971) 00%  60.98KB
0 200 400 600 800 1000 o 200 400 600 800 1000
W Tesffic (MB) W Teaffic (MB) DNs (UDP) 00%  515kKB

Version 3.12.15 (Dev)
Expires Dec 29, 2993

SU TN ETBEE T L HEMER .
— B[R] A ) 3 B R 3

12 B R 1 I 2% e I I 1) AR 4K B R (DL KB/MB/GB Jy B84y ) R 0T 1% # & o I 51 B\ O 7E K]
RIS o K AR B4 AL B R — A | b, BV R & 5 3% 18] Be Y A 3 5 R 35 AR 5% [ 4 €

Traffic and Conversations Over Time

36 E 190
34,92 MB
T ’
34 150
32 110
30 70
28 30
05:28 AM 05:33 AM 05:38 AM

@ Traffic (MB) @ Conversations
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Top 5 Sources
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IR ROMER
"BE S AN HARNEA B R ER e R VE B N, @ NI BEE R RN 5 N RS, AT

X Ul KR MR A . SR DURR U L 1P M BERA H bR B f AR B E A R R IR B, BN %
B3 W3 X E B AR

- 253 -




Top 5 Destinations

f T f T f i
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Protocols

HTTPS (443/TCP)
UDP (6970)

UDP (58940)

UDP (56570)

RSTP (554/TCP)
UDP (49910)

HTTP (80/TCP)
SNMP (UDP)
NetBIOS (137/UDP)
CIP (TCP)

SSH (22/TCP)
WS-DISCOVERY (370...

HTTPS (8443/TCP)

34.0%

21.0%

18.5%

16.6%

7.3%

1.9%

0.3%

0.1%

0.1%

0.1%

0.0%

0.0%

0.0%

483.18 GB

298.51 GB

262.23 GB

235.59 GB

103.19 GB

26.63 GB

4.06 GB

1.25GB

910.19 MB

763.85 MB

330.26 MB

525.29 MB

399.99 MB
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o AT R A5 I, b e BER TR 1 2% RO f e R, T BT 0 3E Te 1) 26 U RO
S T f e A5 P Bl B30 HK) 46 R T

s HH L.

o HEEE.

B € I 18] 78

"D 28 Y T T b T ) R AR R R I ] P R A R T % Bl o e A S B R 2
B S5 7 B IR ) S ] o BRI I 9 R v B I 2 16 a3 B bR REAR OE 23 8 R I TR [ B 9T 46 A

"G A ]

A L BLE I 8] VU L, TR AT DL T R AR
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Network Summary | From 05:23:18 AM - Jul 25,2024 To 05:38:18 AM - Jul 25, 2024 |

Last 15 minutes

Traffic and Conversations Over Time Protacols
Last1h —
w st heur HTTPS (443/TCP) 30.0%  609.81 MB
Lest 4 hours UDP (6970) I 223%  453.86 MB
34 \ Last12hours UDP (58940) — 19.7% 39931 MB
Last 1 day UDP (49910) — 197%  399.31 MB
32
Last7 days RSTP (554/TCP) —_— 7.2% 146,75 MB
Last 30 d.
estsn ey HTTP (80/TCP) ! 06%  1228MB
30 {
Custom cIp (TCP) ! 01%  25MB
28 20 NetBlOs (137/upP) | 01%  1.56MB
05:28 AM 05:33 AM 05:38 AM
SNMP (UDP) ! 01%  1.46MB
@ Traffic (MB) @ Conversations
SRTP (TCP) ! 00%  900.01KB

il 2 5 ik 22— ik R TR Y

o FLoly i 7 VO R DA e 3 T B I 1) Y B o 1 TR S I 2 16 ar s i R T & 4 b
st k2 e i & R i % 7 RUECE & 30 KR

o A ERHE B E X ETEE, 5 HRAT LT #AE
o HiE X
B > e e XYEEE .

- 256 -



Custom Range X
START DATE * START TIME *
| 07/18/2024 = ‘ | 05:40:15 AM @ |
END DATE ¥ END TIME ¥
| 07/25/2024 = ‘ | 05:40:15 AM @ |

Cancel

o G TFIE B TR )L "4 R B BRI GE R I A
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OT Security £ Jill 3 50 LA 2. 7 Jr 146 i 8] 96 [ Y #2040

B AL 1 3R
OT Security £ {7 i .25 10 4 v 3% 50 10 90 4% HOAR £ 8 35 000 ST « 5 S50 4 o o W A0 7 19 25 1y 0
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BRI 2 B> T Hr s
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[ “HE P 7 1, DS f 0 6 399 A (]

c. i RLA"
3. A T PN )0 A, R B bR B ARG RN T L, SRR Y B R
SRR & B — A N A
1A ZERE TR A, AT LN R AE
a. &P 75 B 07 38 2% A - R IR [R] CBRIN ) 65 SR I ] B Tk s R T B T

b. n R T g5 R A] R Tl gh RO TR BE T, RS B — A S A e
6] “HE ) 7 T, DS A ok 5 93 RT I )

c. " MA".
OT Security €3 % FH i % 2% 1, 7 H A 2 7 76 48 5 I 18] 98 [ A A B i) S0 4k
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R FBEBAMK IR C KM, NSRBI G = 2 Box %) RE 2% RE B E A,

[ gEm| Oldestcapturefile
Packet Captures ‘ Search... ﬂ\ Jul 25, 2024 06:42:16 AM

|o Packet Capture is turned off |

Start Time End Time Sensor File Name File Size
~ Completed(145)

Jul 25, 2024 09:04:53 AM Jul 25, 2024 09:05:19 AM local_nic1 2024-07-25_09.04.53_local_nic1.pcap.gz 59.6 MB

| EHE YA AT DU P 48> B A A IR O B B SR T RE, (E AN e I S AR 4 T T RE

A B A A A AR, T PRAT LN R
1. B RS BREaEIE.
2. TE"BRREFE h AT FE
OT Security £x T JF &4 1. 4 3%
A
A] LUK AT AR B S8 BRI PCAP SCF T £k B A Mt i+ B ML . SR 5, & AT LUAE FH Wireshark 25 %] 44 1)
Wk B T H #4750
A5 7E JEAT v 0 S 3R AN TT R 8 SRS LU ) 0% M IE 7R REAT I Al AR, DUAE 0% M2 R S A O
- 46 48 ST SCAE 15 R
AN E 58 R S, T IRAT BAR #R A
1. B RS BREaEIE.
2. MHCHE G4 3R A1 3R i B BT T S
3. fEFRRERE R E T
OT Security ¥ zip #& 2 PCAP S T #5314 1+ ML .
o BT B ¢ M 2 AT B B AL A R, U AT BT R AE
1. WG SRR
2. FEFREE R, R A IEFEBEAT AR
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OT Security 245 15 24 A 38, ST BE Bl o] 4 '~ 2% . OT Security 2 H 3l J8 3l 3857 1) 504 2

o
Xt i

XF YR B 5 H AR B 2 18] 2% GE A . B, TR AR uE AT PLC Z 18] 9 A2 B, B0 A
JIk 55 4% 2 1A) ) 22 . o R 4 DT 2 s 24 0 R A 20 1 ) A AR, B FE A SR 0 1 O TR AR AE S

{5 T DATE 3BT 4447 DL B 1
o R LR NE PO NS B A

o SH AR IEM T A, KRR R R BT A B BL LSV SR I R T B AR
THEAL L

| TR 0 1E R A% SR Bl 9 10,000 A X 25 X 17 .

A LY R R IE T, W AT AR A
1. AP S
IR 2 HY L T

Conversations (o [ B

Start Time + End Time Duration Bytes Packets Source Address Destination Address Protocol

~ Completed (10000)

Jul 25, 2024 0%:54:38 AM Jul 25,2024 09:54:38 AM 1 secons d 1042 6 10.100.16.144 HTTP (80/TCP)

Jul 25, 2024 09:54:38 AM Jul 25, 2024 09:54:38 AM 1 secon: d 200 3 10.100.16.144 HTTP (80/TCP)

Jul 25, 2024 09:54:37 AM Jul 25,2024 09:54:37 AM 1 secon d 34 1 10.100.111.28 CINEGRFX-LM (1743/UDP)
Jul 25, 2024 09:54:37 AM Jul 25,2024 09:54:37 AM 1 secons d 54 1 10.100.111.28 ENCORE (1740/UDP)

Jul 25, 2024 09:54:37 AM Jul 25, 2024 09:54:37 AM 1 secon d 54 1 10.100.111.28 3COM-NSD (1742/UDP)
Jul 25, 2024 09:54:37 AM Jul 25,2024 09:54:37 AM 1 second 34 1 10.100.111.28 CISCO-NET-MGMT (17414...

"X A LR B
B

TS0 1
45 R 1
Sy Sy

#iiR

Xt T 46 A A

X 1% 25 R FR I T o B X6 A7) AR BE AT oh ) 35 R HEAT
Xt 1 ) 5 22 I 1A .
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~ @ Dashboards

g (e | Plugin set ° .
Vulnerabilties | o B Lo

Inventory
@  vou can enable automatic cloud updates for the Nessus Plugin Set Configure Settings X

Events and Policies

Monthly Report
@  showing assets that were affected by this vulnerability and fixed since Jun 4, 2023

> & Events
® Policies Name Severity * VPR Fixed Assets Plugin family Plugin ID Source Commen t Owner
> @ Inventory
- Tot(69)
4 Network Map
O Schneider Electric Modicon Missing Authenticati...  Critical 6.7 1 Tenable.ot 500071 Tot
v & vulnerabilities
O Schneider Electric Modicon Authentication Bypa...  Critical 6.7 1 Tenable.ot 500122 Tot
Active Vunerabilties
O Schneider Electric Modicon Exposure of Resourc...  Critical 6.7 1 Tenable.ot 500125 Tot
I Fixed Vulerabilties
O Schneider Electric Modicon Weak Password Rec...  Critical 6.7 1 Tenable.ot 500170 Tot
> ¥ Active Queries
M airler Flartric Modicon Weak Paccwnrr Rar  critieal A7 1 Temshant  som7a

| R :OT Security ¥ B E W INFAGEE —F. —F )G, ica kL.
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o 1

| YRR IR A A 4 1 A0 4R 4 4 1 i e

Tenable Nessus 4 1 1 4 1+ Hi Hi 7= 151

= (Otenable.ot A J

02:52PM - Tuesday, Jul 18,2023 & admin v

v @ Dashboards

Erm MS10-031: Vulnerability in Microsoft Visual Basic for Applications Could Allow Remote Code Execution (978213) -
Inventory

Events and Policies

critical 89 1 Windows : Microsoft Bulletins 46313
& Events

f Policies e

N: Last Hit Date Type Risk Score Criticality 13 MAC Category
Affectad Assets
Inventory

Jul 10, 2023 09:52:26 PM engineerings... [l Medium 172.27.52.40 (Direct) 00:50:56:26:68:84...  Network Assets
letwork Map
& Vulnerabilities
v O Active Querles
Queries
Nessus Scans
Credentials
& Network
@ Groups WIN-180FIPB12HM 172.27.52.40 (Direct) Engineering Station
¢ Local Settings
Plugin Output

Port: 445 / tep / cifs Source: Nessus

- C:\Program Files (x86)\Common Files\Microsoft Shared\VBA\VBA6\Vbe6.dll has not been patched.
Remote version : 6.0.87.14
Should be:6.5.10.53

OT Security 3 14 /1) 38 14 Far i 7 11
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ER@CIE @ 07:12PM - Tuesday,Jul 18,2023 & Mr. Admin ~

@ Dashboards

Risk i olLogix Communications Modules Remote Code Execution (CVE-2023-3595) -

Inventory

Events and Policies
Criieal 67 3 Tenable.ot 501226
2 Events

Details
R Policies
Last Hit Date & Type Risk Score P MAC Category Vendor

Affected Assets:
Inventory

Jul 18, 2023 07:05:36 PM Communicati... 10.100.101.152 (Direct) 00:1d:9c: 15:31... Controllers Rockwell
2 Network Map

Jul 18, 2023 07:05:36 PM Communicati... 10.100.101.151 (Direct) | ...  00:1d:9c:d4:70:34...  Controllers Rockwell
& Vulnerabllities

Jul 18, 2023 07:05:35 PM Communicati... 10.100.101.155 (Direct) | ... 00:1d:9c: Controllers Rockwell
O Active Querles

& Network

& Groups
o Local Settings
Sensors Comm. Adapter #50  10.100.101.152 (Direct) ~ Communication Module [l  Jul 18,2023 07:
System Configuration
Plugin Output
Device
Port Configuration
Updates.

Cartificeles) Vendor : Rockwell
Family : ControlLogix
Model : 1756-EN2T/D
Version : 10.007

API Keys

License
Environment Configuration
Users Management

Intanratinne
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ActiveQueries.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/ConfigureIPAddress.htm
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/SystemRequirements_OT.htm#-ICP-System-Requirement-Guidelines-(Virtual-or-Tenable-Core)
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/SystemRequirements_OT.htm#-ICP-System-Requirement-Guidelines-(Virtual-or-Tenable-Core)
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Edit Sensor X

MAML

Test3

Acthve Query Networks
ONE CIDR PER LINE

222032
192 168.0.0024

D Sensor active queries
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https://docs.tenable.com/OT-security/3_15/Content/Installation/InstallTenableOTSensor.htm#Pairing

O

A& UL SR A 5% OT Security BC B Y VEAN(E & o 0] DU BE 0T B 725 & JF 4B I & .

~ @ Dashboards
Risk
Inventory

Events and Policies

W

& Events

2 Policies

W

&  Inventory
2 Network Map
‘& Vulnerabilities
3 @ Active Queries
> b Network
> @ Groups
~ o Local Settings
Sensors
~  System Configuration
Enterprise Manager
Device
Port Configurafion
Updates
Ceriificates
APl Keys
License
> Environment Configuration
> Users Management
Integraticns
> Servers
System Acfions

System Log

Version Mixed Build Expires Dec 29, 2993

B& LK

Device

Device Name
The name of Tenable OT Security management system.

DEVICE MAME

Device URLs

Device URLs allows you to set multiple URLs from which the system can be
accessed (FQDN/P) in addition to the locally configured |P addresses. (Change
requires restart).

System Time

Determines the time of the Tenable OT Security system. System time, together
with the time zone, determines the displayed time of alerts, activities, system log
events and all other time-related features (Change requires restart).

MANUAL SYSTEM TIME Feb 9, 2024 06:21:14 AM

Timezone

Determines the time zene for the Tenable OT Security system. Time zone, together
with the system time, determines the displayed time of alerts, activities, system
log events and all other time-related features.

TIMEZOME Etc/UTC

Maximum Login Session Timeout

Determines the session peried after which logged in users will be logged out
automatically and required to log in again. (Regquires logout)

LOGOUT AFTER 2 Weeks

Maximum Inactivity Timeout

OT Security & #% [ ME — 45 145

# % URL

VIS B AT H T U5 A &R 4R S URL (FODN).
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OB T S S A B & L. F X AR BT L EE, 55

Port Configuration

Port Configuration

You Can separate the Tenable.ot management interlade fram the Quenies
nterface. (Change requines restart)

1 )

&

Cuptries + Mirrar Port
Managerment

Queries IP configuration
10.100.20.87
255255 7550

10.100.20.1

SR A A

¥ Tenable Nessus #fi 1/ AT A AR A5l 2 4t (IDS) 51 % F ) 5 5038 1) f5e ¥ A, 3% A7 i O

OT Security A Fl BT 47 558 (¥ 2 019 X 885 1) 55 77 #E AT 1 4% - OT Security #2 {1t it 25 &5 15 80R
751 % (DFE) 2 3w 5007, KRB 7028 R B 7 vu Bl 46 A5 B ke il &) DLl i = o H 30 5%
Tl AT S, AT AT R

I VER K Tenable Core )15 & , i5 2 4] Tenable Core + OT Security F /7 8 5 o1 1“4 385 507
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateManagement.htm

Updates
FREQUENCY Every day at 02:00 AM

LAST UPDATED

PLUGIN SET 202405270731

FREQUENCY Every week on Monday and Thursday at 02:00 AM
LAST UPDATED 10:26:53 AM - May 29, 2024
RULE SET 202405282239

FREQUENCY Every day at 04:36 PM
LAST UPDATED 10:11:59 AM - May 29, 2024
VERSION 202405170936

| VR SR AT DB YRR > R AR R AT S

l YER SR VR TR I 5T, DT Bk TR A TORE A B b, o T SR A A .

Tenable Nessus #fi ff £ ¥ 3t
REBEE =B EHESF
SRS BE 05 B2 Internet, W RS LA IS 2 SE BT AF o G5 E SRS, A 1 2 4 0 80 LI A 1]
AP 2 BEAT BT (BN E B R R 02:00) .
A B R w8 B B SR D ae , TE AT BUR R A
. HEAMBRESRERE >EH .

B £ 1 BLUEATE 11 . ‘Nessus HAF 8T EHT U 40 & R H 0RO 5+ b vk T )
A3 3140

2. sitdi'Nessus #fF BB = B H V) #IT X LR M B 35 B -

B MR E T HRER
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ARG A R I B B TR, E AT BLR 3R AR
1 HREAMBEESRELE > EH

eI £ 1 BTG 11 . ‘Nessus i 4F S8 2 BI040 £ SR H 6 SR HO 4 5+ L vk ST 1)
LR

2. N mEME
LG ) 2 I G B A 2R ) THT A

Edit Frequency

REPEATS EVERY ™~
Days
0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. EEEIE My, N — DECTIENE BLME poik B () AL ( R, DAk E
7 4 A 1 B 1] [R] B

U SR PR, 1 e B B AR A T R WR L8 O R 4 A AT .

4 FEFEHRIT IR0, Bl B b B bR O 3% B i TE) BT s dar N B TR) R ATV B I8 AV R R R 4 1
(7 I 1] (2% B HH:MM:SS 4% 20 &

5. PR
2 I — 25 VH &, B8R 2R h B
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B = F 3

AT A AT, E AT LT R AR
1 MR RMEE S REEE > EH .

"B BT ULTHI BE B 2R . “Nessus T B = B 0 2 Bon i E R 9w 5 . b U E BT TR A
R

2. B SLEIEH.
SO 2 BB — 2500 B, BN IEAE HEAT o SE T SE G , TR AR AR 8 s 2 A 1 A ) G

T o

l Ron E BRI AR T A OR 0 BT AR AR AT T B R B 0TI

BEEH

W R A1) OT Security W & G Internet 3 42, W v] 3@ 1 N Tenable #1 X 1/ W 5 T £ 558 1Y
I 1 5 IF b AR SO Sk T B B A A

A B LR A, E AT BN R
| R AMBESRERE > TEH .

BE I 2> L SE B UL . “Nessus AR = EHTH 70 2 SRl 1F £ 10 5 . b UCE B [A]
AN i )

2. S NSCHFEH.
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BE S 2 B SO E R
3. USRI R AT BE AR A, 5 B B T BORORT BB SO, SRR IR RSO BT .

I ER R A IER Internet( 1 11iE B 3 Internet 1Y PC) J5 A4 At M 1% B B2 F 8 & 37 10 46 14 ST fF «

4 BRIV, ARG S A M OT Security & 7 178 Wk o #5000 3 240 4 S
5. M EH.
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IDS 5] Z& K ) & 5
wE B3 = FEH IDS 5] £

an SR BB 2 Internet, WU AT LI T 2 BEBT IDS S AL AR . B H B B B TS, IDS 5] R
B 2 15 0 e B IV IR TR) R AR AT BB ( BN B E R — AE DY 2 /= 02:00) .

4 20N 10S Gl BRI £E 5 HY B 8 5, i AT BUOR R AE
1 HEAMEESRERE > EH

PE I 2> H O BE BT ULTHI . “IDS 5] ZE RN 8L = BB HT S oo I R A Yn 5 L b R HT R TE] A
k.

2. ri'IDS 5] BERE N4 = EH V) 0T 5% LUR AT E 3 B

Gn%E IDS 5 2= ) 4= 5 B A AT R

4 948 1DS g1 BERLN & 1) B B SRR, E AT LT R AR
| MR ARMEE S RELE > B

e 2 B SE U . DS B B R = BE T4 o LI 4R B g 5 L b I ] AN
Ci P

2. i wmBEHER
R PR 2 L0 A0 R 0 T A
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Edit Frequency

REPEATS EVERY ™~
Dy
0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. EEERE My, N — DECTIENE BLME poik B () AL ( KRB, DAk E
g WU Y=o Rin T

Un SR £, S e AR A T R IR L8 I R R PR AT R SR

4, (E"RE B IR 58 4y, B oy s b 1R s O 3% 5 A R) 2R sl e N IR TR), BRI A) 5 B 1A A B2 6 T IDS
5| 20 2 f RN >R B HH:MM:SS 8% 5X) »

5. iR
M2 B — 2 B, TR 2 3 .
X} IDS 5| B M L HATF = EH

A BT Z EE DS 51BN, 1 AT L B AR
1 HEAMEESRERE > EH

I BN 2 30 BE B DU TH - “IDS 5] ZE M W 4R = BB HT 4 Wom A AR 1 g . b UCRE T R (]
BRI .

2. A SLBIEH.
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SO 2 B — 2505 2, BN SE T IEAE HEAT o SE T 58 BT, R ISR VHE H R 24 B IDS 5] %
E SR R

BEEH

A1 OT Security 4% 16 Internet & £z, W 7] J# I M Tenable 2 77 718 W 3l T 4% ¢ 8 1)
KN 4R I b A% SCAF Sk T3 52 Hr 1IDS 51 Z 8 £E
BT IDS 5| AR, 1 AT DL #RAE

. B AMBEE>RERE > FH"

eI 2 U1 BLE R 1. '1DS 3 BN BT S HT £ 5% ML I O 4 5 L VR O 1
R

2. W ASCHEER
LANE RN &L R
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Update from File X

o B®Download the latest DS Engine ruleset file
(Requires Internet connection)

UPLOAD IDS ENGINE RULESET FILE

Cancel

3.t R R 58 R R AT, U R T AREORT I 1DS 5] EE R A S A

HEE A ZEH Internet( ] 403 £ 2 Internet §) PC) J5 7 RE M 1% 85 #2 T #5857 1 1DS 51 2 1
£
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4. FRIRT, SRS ST A M OT Security 2 7 TTH WSk A R #00) 1DS 514 5000 42 5044 .
5. B EH.
DFE = ¥ 58T
% mT LA 3 A 38 SUIR 5 5] 2 (DFE) B 3750 45 ok 5087 5 8] OT Security 5 4t s JITHT ¥ 43

e

¥ B DFE = % B 3 B %

WA J5 , R mT Bl i 2 o 5E BT IDS 51 EE LN 4R . 5 H B 3h R 5, IDS S A AL i s B
(1 BRF 1) R 4305 2 AT BE R ( BN B E R — A DY 2 /= 02:00) .
2L )a B DFE B 2 387, 5 34T BUR 8 1E

AR E S RERE B
SIS 4 Y BB B0 . DFE EWE B S5 T A E R L Rk E B
1, LA R A

2. FAEEF E S E N, 15 %85 DFE =¥ 5B B ) 5 9T o5
Y% %5 DFE 38 37 I 9 &

4 % 48 DFE 19 B 30 R, iE AT LT R AE
1 KM E S RGEEE > EH

BRI 2 O BE B UL I . “DFE 5% BE B A8 r Won 7O S SR AR I E . B CE R
1, LA KRBT ) 2 RS

2. M mEMER,
b A 2 B4 A =R 0 T AR .

3. FEBESE LIy, N — A E T I N R HE b £ R Az ( R B ), BI AT B DFE
BT 4 B A] TA] B

R IEFER”, 18 L AR A JLREAT DFE & 4 B
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4. FEFEHRITE) 0 2, B B b B bR O 3% B i TR) B sh N B (A), B RT K E DFE BE T Y
M) ( % A HH:MM:SS & =) .

5. PR
2 I — 25 VH &, B8R 2R h B
FF AT DFE =55 E %

17 BT B BH DFE, 3 $hoAT LU R 1E
1 R R E S RERE > B

G Iy 2> Y B BE VLI - "DFE = % BB FH0 70 on 1 H 3 E R AR B L B CE B
J1, LA ST R 2 TR

2. B S RIEHT.
BRI 2 HBL— 25 B, BN TR IEAE B AT o SR e AR, AR 2 R 4 AT DFE FR
A

BREH

AR OT Security 45 AR B, T 738 i A Tenable 2 77 177 W 3 N #5155 10 iRA 3 F A%
A K F 3 B DFE.

o B 2R o Hr DFE, 54T DL B4R
. B AMEE>RERE > EH .

LIy 2> BB E H . DFE =% BB HE 70 on 1 H 3 E R AR B L ECE B
J1, LA ST 2 TR

2. S ENSCHEF.
Vb I 2 H B A ST B
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Update From File X

o W Download the latest DFE file
(Requires internet connection)

UPLOAD DFE FILE

Cancel

3. Qi R R 52 R AT, VR R T SRR I s R A4 AT

| ERRA MG A A8 A %8 5 T B8t 1082 2 4 S0k, B o R PC.
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4, BRI, SRS SR E B OT Security 2 77 17177 9 36 vh R 4% 10 3% 4% 25 44 S04

5. B EH
WE A AR B E kT

WAl LR e SR CCR B DA A R S R 2.

T E A SCGR A BRI, 5T BN A
1AF AT AR —
s R AMBE>RALE >SN
o EERMEACR TR b, R AR I
G IR 2 B R A 2 I T

%

= @tenable OT Security ‘

> @& Dashboards
> & Events Compliance

2 Policies

> & Inventory Compliance Dashboard Preferences

% Network Map The frameworks that are selected here will be referenced in your Compliance

Dashboard.
> @ Vulnerabilities
> O Active Queries SELECTED FRAMEWORKS 1S0 27001 Controls, NIS 2 Directive (Article 21)
> & Network
> @ Groups

v & Local Settings
Sensors
v System Configuration

Enterprise Manager

Device
Port Configuration
Updates

Certificates

API Keys

2. fEEMBEAARBE R, BdiwWE
LI 2 B G 8 5 B A A PR SR A%
3. BRI TR A AR 22 o BT DL BLTT i I rp BEAT R %
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11:44 AM - Friday, Sep 13,2024 ®

2 Mr. Admin v


https://docs.tenable.com/OT-security/Content/PDF/Tenable_OT_Security-User_Guide.pdf

ISO 27001 % 4
CAF JE I
OTCC T 5
NIS2 84 (% 21%)
4o B R
OT Security <= /R f7 & FUPENE 22 15 3 T, I 4% B 48 7€ 10 & 0 WU 2 51 20 2400 & MR 1S 2 .
OT Security 2> 7E"& MUPE AR A" I TR & MUPER 2 1 45 5 .

iE 45

B HTTPS AiF

HTTPS iF 5 #f {8 & 4 i B 22 4= 19 OT Security W & IR 55 28 & . WIGRIE B S 7E W 5 2 .
A AR B AR B B 3 B ZAE T HE B A AN —

| HER A SCHIE TR i AT IE S .

HEA R A BT, EIRAT BN A
1 MR ARMBE S RGEE > ER.
eI > B B
2. fEBAESE I, R R B RBIER".

Certificate | u |

The certificate 5 used to securs the HTTPS connection. Use this section to generate a self signed certificate or to upload an@“"!“—‘ Self Signed Cert “u‘a

Tenable.ot Uplead Certificate

SSUED 2 Tenable.ot
el 27, 2021

Feb 27, 2023

S 25 LA RCUE RN BT .
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Generate Certificate %

Are you sure?
Generating a new certificate will override the
current certificate issued by Tenable.ot.

Self signed certificate will be valid for 1 year. Flease
note that your session will not be trusted,

Cancel Generate

3. AR
OT Security AR A Z A IER, B EAMRE>RELE>ER W HFEE.

A& HTTPS iE 3
B F e HTTPS AL 45, 1% $h 47 BL T 415
1. B RKMEBESREERE >R
B2 BRI .
2. TEBRAESE L, 1P EAEER.

Thi certificate i used to setunt this HTTPS conmection. Lse this Section 1o pererate 3 self sned certdficate or 1o upload am Generate e Sgned Cerificate

HifiE
Tenable ot Lipiaad Certificate

Tenatie.ot

Festy 27, 2021

ey 27, 2023

G PR 2 3 O e A I S 00 T A
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Upload Certificate

CERTIFICATE FILE
PEM format anly

B m
-

PRIVATE KEY FILE
PEM format anly

DROP FILE HERE

FRIVATE KEY PASSPHRASE

3. FEEFCH R oy b, i IR S AR e A SO
4. FEFAGASCHR TR o b, P B OF S 2 b AR R B SO
6. 1E"FAGAE Y HE b iy A\ FL B A
6. i AR b ARSI

IR A 2 5 A 0 T AR

HER BHIET /G, Tenable & U304 F 3 &k 3 5 8% & T+, LAA AR HTTP IE 5 58 Fr sk o o o 21
A2 W, OT Security £ &/ 5 A .

¥ ICP 5 Enterprise Manager Bt X}

| HER W TAERE M T 0T Security 3.18 Az 5 = iR A .
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0] L% Industrial Core Platform (ICP) 5 OT Security EM Bt % 3 & Bt A ¥5 /4 .

VAR P[]

T B IR
» OT Security EM 7] LLiE I APIIE 2 2] ICP,
o fifi & TCP 443 F1 TCP 28305 fr £ JT i, LAfE M ICP 2| OT Security EM 24T 1815 -
* ICP £l OT Security EM Z [8] f£#£ HTTPS i&E % .

o (Ai%)fE OT Security EM 1 4E 5t APl 254 .

l YRR AAEAE AT AP £ 1 U AT 0 I 4 7 B A .

UK ICP 5 OT Security EM FE 5t , 18 $a AT LA 45 1E
1. 7F OT Security H, ¥ 2 "4 #h ¥ B ">" & 4t it B ">"Enterprise Manager’.

I f 2> H 31 “Enterprise Manager’ 71 [fi] -

m 10:23 AM - Wednesday, Jan 17,2024 & Mr. Admin v

= (Otenable orsecurity ‘

Events and Policies
5 O\ G Enterprise Manager

@ Policies
EM Pairing
> & Inventory

Setting up a connection with the Enterprise Manager, multiple ICPs can be

% Network Map
connected to the Enterprise Manager

& Vulnerabilities
EM HOSTNAME/IP

STATUS ° Connected

LAST DATA SYNC 10:18:31 AM - Jan 17, 2024

> U Active Queries

> & Network

> @ Groups

v o Local Settings
Sensors

v System Configuration

| Enterprise Manager

2. {E"EMBEX ¥ 4y oh, i R AR EE X
G I 2> 3 EM TS o S BT AR
3. WP I RAEZ —:
5 H P 4R AT I XY
o {5 API S5 EE Xt
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WREFE.. Bk
AP 2% 1. fE"EHLBNPHES, N EM [ EHL 4 5L 1P Hb
3 47 Be Xt HE

2. IE'RHPZHMES, MINEMERGAHP 4.
3. LA HEF , F N EM S,

4. fE'EMIEBIRECE 0, K A EME T B
I E .

W T DLk sk o 3R, JF MCEM BEX 0T i T 3l
HEHEIE .

R W LLLE OT Security EM H1 3 i "2 #1 %
B>RGEE K Ui W EF5 00 .

18 F APl 35 &5 Bt %t 1. fE"EHLBNPHE S, N EM [ EHL 4 5L 1P Hb
i

2. TE"APIEE TG HE b, G5 A EM & 1) AP 241 .

3. fE'EMiEBIRL 4, w0 N EMER T I &
H AT .

R AT LBk P B8, JF EM BEX T I T 5)
HEHEIEH .

YR BT LAFE OT Security EM Al i "2 1 ¢
B> RS E kU7 0 E U .

4, A EERE

OT Security <= & 7~ B A5 e 6k 0k 25 19 “EM B X 70 1 -

FER IR RS R v SR UE AR SRR SRR ) s EM HEAE( R AR T A Bt v
He X 5 SR T RE) o

6. (A[ik) W AR BoR N SR E LA
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a. M BARIER.
I I 2 S O O T AR
b. IR ERIfESUR S EMYES 0L F 48 S0 [ .
miili AR
OT Security & #LEUE 15, JF B R4S O SO FF EM #EE" T EM Fic XS 001 -

6. WIHRE B /R FF EMHLHE", WX SEHAE ICPEITERIGE AN, BIHHU T DR
Ak

Rs W H s OT Security EM /R X8 3K , 16 /8 H OT Security EMICP"TT [ H 1 B 3 it
#E ICP e X} 5 R If 6t -

a. fE OT Security EM B £ ] 5 A £ H, 2% £:ICP7,
I I 25 H B ICP LT .
b. H B AR B AF AR E N W RGP EAT b, AT T I EREZ —
o At SEORE I, R JE kR
o TEA LA, A ER AR S
OT Security EM & fit #EFE X, I EIRES Bon N B R

R 6 52 S, OT Security EM 2 xR A 4 :
o £ EMAYERE LB R kA ICP K ¥ .
o {E"ICP"TT 1H] b & 7~ #r B XF /Y ICP.

o TEICP'TL[H 1 s 5 ICP & #%, BU AT U5 1] ICP, d@ ik EM vjj Al (1) ICP S £ 7F i it
HE R ICP #r2% . A RHE 215 5, 152 Tenable OT Security Enterprise Manager
Fi P 6 78 Y HI“ICP”

7E OT Security #, “Enterprise Manager' 71 [f] ¥R S B/ N BEE. Bl A RmE",
&8 EM B XS I # .

W 7T 5 Enterprise Manager [¥] ICP fic %t
AN 7 BRSO I, BT LA EM B ICP K7 FF ICP BE X o
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https://docs.tenable.com/OT-security/enterprise-manager/Content/EnterpriseManager/ICP.htm

O

0 E M OT Security EM F W7 FF ICP EC X7, 3% $4T BA F 84k -

1. 7£ OT Security EM i) £ 5 i #2 oh , i& B"ICP”,
IR B 2 H L ICP T T
2. B BUbR BT 7R ZE MR ) ICP BT TEAT b, $UAT T A AE 2 —
o AR ERE T, R E R
o fUili ICPAT o BLHRAE 2 R Bom 147 I 3 Tl BB 2 4
3. s MR

OT Security EM 2= i 7+ 5 OT Security [ FC Xt .
WME J\ OT Security ' ¥7 FF ICP B xf, & P AT DL F 4k

1. £ OT Security /1, ¥ % "2 #y % B ">" % 4L fic. B ">"Enterprise Manager’.
It 4 H 2 “Enterprise Manager” Tt [f] .
2. fEEM BRI Ry b, Rl AR
I R 2 B EM BiE T AR
3. miidiTGECX.
4. s EE R
OT Security 2 Wi 7+ 5 OT Security EM [ EC X .
VF Ak
A7 7 B T B B Hr A1 UG 4K OT Security ¥F AJ1IE , 15 Bt &R Tenable & ' 4 ¥ , £ & 1) Tenable & J°

S ERFAEE, S DL s E B A VE AT IR . R BE 25 B, 1§ 2 M _OT Security ¥F
Ak SO .

S E

5 W 45 ) 2

=
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" W N 4 B B LS — 4L IP S E( CIDR/F ), T 5 XL OT Security ) W 453 7 .
OT Security £ 2. & it B yu il 2 41 88 7~ .

BRI R, OT Security 2 it & = /N BR A 2 JL 5 H :10.0.0.0/8. 172.16.0.0/12 £ 192.168.0.0/16,
DL % 4% 492 S Hh Y5 [ 169.254.0.0/16 (APIPA).

Monitored Network

The Assets Network is an aggregation of IP ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within tenable.ot’s sensors subnets or any activity
performing device will be classified as an asset.

192.168.0.0/16

172.16.0.0/12

169.254.0.0/16

10.0.0.0/8

DEFAULT IP RANGES

ADDITIONAL IP RANGES

AR AT A BR AT B BN N0 B X 2% 1 L, 1 AT DU BRAE
1. R AMBE SR REE >R RE .
BRI o OB P R R .
2. BilimE
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I N 2 H 352 B A28 1 TR 4% T A

Monitored Network x

IDS engine will only monitor the
first 400 subnet definitions
. (CIDRs).

‘ Default IP ranges:
192.168.0.0/16

172.16.0.0/12
169.254.0.0/16

10.0.0.0/8

Additional IP ranges:
IP RANGES ONE CIDR PER LINE

e.£ 10.10.10.10/8

Cancel
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3. FEFR E B SCAME b s £ BT i BRI 1P S BB RN /s I e 1P Y (AT — S IP T

) o
4. BE R
OT Security 2> & 17 52 M 4% 1) X 4% IiE & .
39

N T ERER T B, RIUAE OT Security i A4S 23X L6 5% 7, B Al ey B A/ X B % 7 . Al DLl
RO g 4 CSV U, SRR R 1% SO AR B AR GUoRk T Bl R X B8 B i N BS B o . fE R
EAEIL P R R G BUA B AT BB . i R R G I B B A [ PR R 4% G A R
7 AR SR A AR R B AT o0 AR B B 1A BT R R A AR IR R . S B A
P EEN, RESIFIER Z B AF W 5 = AT A3 .

O EAET R IP k2T AN RSV .

£ OT Security &l 21 _F A& 1 5 77 2/, H XS F2> 8 0.

WR TR ME 5, OT Security 75 JIl 21X £6 B 7 7 W 2% th R L85 5 4 il 5 2 M1 K =
.

BT AU, BT BN A
L R AMBE SR ERE SR RE
EANETEIN g &= TE
2. T FBE BT, A8 BA = 5 i £ F 8 CSV AR

OT Security = | #{ tot_Assets AR 3£ .

—_

3. 4T HF tot_Assets B hg SCHY o

4. AR S TR I Ul B RS B 2 4B tot_Assets BEAR, A OR B B AR (44 K L SRALEE) A A\ 1
fH .

5. PRAF O 9 B 10 A .
6. ik [al"BE = Bt B B .
7. fEBRAECE b, e AR CSVY, SRR SR B AR CSV SR IR AT IT A
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8. {E"FHHMBE = h, Bl FRRE"

SO & SR — MRS R I CSV ST, 4 RA 2 S RS AR M B R I TE AR AE R
= WA R

i A | ® T | © 0 G| N T | 7 E | L M N

1 Neme Ty Criticality IPx ML Family Model Firmware 05 Purdue Lelocation Dewriplic Result  Ermce

2 |AM P HighCritic 10U 10030, aa:bbcoc:d Siamsens  ST300 231 Lawedl Italy Siemens, Faibune |I91D.!M.b}.llllm llclsl:i[
} |Bon Geredr Madiaml 103001030 Wit Windows Sefver 2013 futiid

4 ofC Swirtch Afcbiood: Catadyst OG0 1r3 Leweld SuDress

5 |DDDD Unknown konsCriticality Linas L lsranl Suncast

&

ERARES

NTAETHEES, BAHFERER 2 DSR2 - DL R T H AR
A IR SRS () L PR H AR B A

W ZBTAE LA L LI TR] 8] B PN AR R R B SRR I F AT

o ESEM 2 E K B A I ) 8] R - i B 3 0F 2 1A) R i KR TR) ) RE o D SRR T b e ), 3
FAEMA R 8 — T

o B—AMBE— A F AR T8 K B A I IR] A R i E T A SR R R Oy SRR I R K
[F1) 5] o A 0 I ] 18] B 2 J5 25 R ) S AR R AN 2 SR 1 — B0

A RS, T AT DU R AR
1R ARMERE, Rk 2 NRERE >SS HRE .
LANEER- NS <3 Wi
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Event Clusters n
(I Configuration Event Clusters -
5 minestes
10 rhinutes

C) SCADA Event Clusters -

& minutes

1 day

O Network Threat Event Clusters _

5 mandtes

1 day

@D Network Event Clusters “

5 manutes

1 day

2. By I IT OC LU F T 5 (1 4 52 280
3. N EEC B BN SO0 1] (] B, 3 R
EANETEIR o=
G AE KT R RN BT BB, AR T o A e 5 I TR LA

l YE B 7 O T [ R 1 £ 0, v o o Kl g

5. PR
PCAP 4% il 2%
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PcAP Player - [ Wowrorre] e
Filg b Filg Sine Upoadiod AL Upilcaded By Lait Plryed & Lan® Played By
e T 1557 MB S 29, 2000 0715504 AM AT Meert Mert
Tl oo AOChange puap 16,48 MB o 29, 2000 071940 AM amin et et

OT Security 3¢ £F _F A& 4L & 10 5% 10 W 2% 75 3 1Y) PCAP( B4 8 4 35 ) 44, JR4E OT Security "%
i TR HPCAP SCAF IS, OT Security 23 W5 4% I 45 30t &, JF 10 3% A SR U 31 16 58 77« WX 4% 3% 3))
ARG ARG R, R E BB Sh—Fe . sbThag vl HFBEH8LH 1, 809 e

OT Security M ¥ 1M 25 2 4 R A TR = Bl W, m T

YE R PCAP 3% il 2% 52 Frix B8 3 £ 28%) : . pcap. .pcapng. .pcap.gz. .pcapng.gz. A LL{# i i
OT Security ) 52 45 B H Al X 48 W5 72 T B s 1 S0k .

b £ PCAP 314
4 2 A% PCAP U, 18 hAT BUR Rk
1. e 2= AR i B >"3A 5 B B >'PCAP #E A
2. Hdi" bBA% PCAP ST
SO AT T X R IR E A
3. WEFEPT G I PCAP g 3%
4. HEAT IR
OT Security ¥ PCAP SCf L A£ %] R 4¢
& 7 PCAP L £
A Z I PCAP SCAF, 18 $hAT BUH Rk
1. e s AR i B >"3A 5 B B >'PCAP #E A
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required. Restart may take a few minutes and during that time
the system will not be available,

Cancel Restart Later Restart Now

12. S SrEE IR UL E B S 5 R G JE S R SAML B B, 50 RS B BB B LUK
N A SAML it B 4E R 2] N IR & G5 37 3 shir o Wi SRSk B0 J5 88 30, OT Security 2
TE BT 8 3l 58 B2 B — BT R bR A

Authentication servers changes are pending a restart

HOF R B0 fE, BB O, 4 I B4R 2 A AT AT P A R DA L B A 3 R AR T R
V5 18] OT Security “F 4 .

%
el L5 A 52 SR e @k, PIE OT Security 5 HAth X 2% % 4=V & [F 2 .
Tenable ;= 54

& mr LUK OT Security 5 Tenable Security Center 1 Tenable Vulnerability Management 4£ A .
OT Security il i iX B 48 Bl 5 HoAth ~F & 3L = 804 o [ 20 )5 i 2l G146 OT I, LA & AN
OT Security & & ) IT 2674 Tenable Nessus 13 4 & Fi (1) % 45 .
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VER : OT Security A~ 2 @ i 4 Bk “BR B % 7= 11 2% % 1% 3 Tenable Security Center i1 Tenable
Vulnerability Management.

WA EBEERF G, OT Security 4 2 A& W38 i ¥ 11 443 5 i) Tenable Security Center #1/8% Tenable
Vulnerability Management. Tenable % i £ 7£ Tenable Security Center #1/8} Tenable Vulnerability
Management b @l & 45 & A 7 LU A OT Security B4 B & .

Tenable Security Center

i 4E i Tenable Security Center, ii% 7E Tenable Security Center 1 61 2438 F R A% B2, LAAF 1%
OT Security ¥ I i F A E 1D FXEZE R, 63 W EH A6 E"

YER : Tenable & /£ Tenable Security Center | 6l &4 & F /', F T 5 OT Security ££ % . H /7 R4 A
2248 B DY /22 A 4y i T B TR 23 A T A 6, O B 40 TE B 58 4 U7 TR AR 4

145 i Tenable Security Center, i #1447 LA T #: 1E

1. H P AR E SR
et BB B LT

2. B BN R
K H I I R AR BT A

3. T BEPRISHES 7y b, i Tenable Security Centers

4. TR —
AL 55 R % 5 B BB s ST A RIS B

5. fE"EHLAZ/IPHE S, % N\ Tenable Security Center (] 3= ML 4 5% IP.

6. 7E"H & HEd, H NIk R D,

7. TEEREHE T, BN T

8. TE"FRMEEE 1D, £ it il H A7 ¥ & 1D,

9. fE'FBMEB N RAE T, & B AP EE

10. i BRAF
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11.

OT Security @ & £ i 78 "4 5" 0 T b 2 7 38 1 48 7
AR AR, SRR R

Tenable Vulnerability Management

HER % B /E Tenable Vulnerability Management 2 #i & o1 42 s — A~ API 35 4( "8 B "> 1 bk
FSAPLEE G SRR « KRG SR — AN TR A — AN EH, 15 E R E £ K L N OT Security

=

BE4E i Tenable Vulnerability Management, i $447 DL K £ 1

1.

B.

7.

R R E SRR

e H IR T

S A b A R AR R AR

o H I 0 4 B AR BT A

e B R E /) v, % Tenable Vulnerability Management.
PR —

AL A O 7 BB ER g ST AR B B

E"Vy I8 B 4 E b, SR ALV ) % 4

TE" B HE T, SR AL A4 .

TE"F B ST HAME o, 3 3 [ 25 B0 1) A 26

Tenable One

¥ 5 Tenable One ££ %, i 4% 5 Tenable One £ i F 15 B # 1E .

Palo Alto Networks: 3 — X By k $%

Al L5 Palo Alto % %t 3 = OT Security & 3 i) % 7223 805 B .

45 B OT Security 5 Palo Alto Networks i —1C B k55 (NGFW) £E i, i #0047 DL R #54F
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C HRA B SRR

s H IR R T

S A b A R AR B AR R

5 H I 0 4 R AR BT A

71 REHR IR 43 f |, 1% $% Palo Alto Networks NGFW.

iR —

7E"EHLL NIPHE F , i N\ Palo Alto NGFW ik 7 ) 3= HL 44 Bk IP ML hik
fE R P A& HEF, SN NGFW ik 7 i 7 44

TE"BRHEH, H N NGFW 1K F [ %% A .

R

OT Security 2% & 47 5 i -

Aruba: ClearPass 5 & & HH #&

Al L5 Aruba £ 48 3L 52 OT Security & ILH & 775 15 B,

47 B % OT Security 5 Aruba ClearPass K J* 5 i, & 047 LL T #:1F

1.

i ) AR M B B> EER

et BB B LT

i B AR ImE R

K H I I R AR BT A

FEBEPR IR 4y o, % % Aruba Networks ClearPass.
B F—.

FE"EHLAL NIPHEF , % A\ Aruba Networks ClearPass ik /' ) 3= L 4% 5k IP st hik .
7E“F P2 4 "HE d | % N\ Aruba Networks ClearPass K /' ] F )7 44 .
5 BB HE %\ Aruba Networks ClearPass K /' [ %5 fi5 .
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8. 7E"& P ¥ ID"HE ', %1 A\ Aruba Networks ClearPass MK /7 [f1 % /7 3 1D.
9. fE"API % P ¥ B4 HE % N Aruba ClearPass K /7 [ API %5 /™ it %5 81
10. HfRAE"

OT Security 23 & £7 5 i -

5 Tenable One %E %

&0 UK OT Security 5 Tenable One £E %, ¥ % 7= Al XU ¥ 43 £ 35 % 1% 3] Tenable Vulnerability
Management. % 5 Tenable OnefE i, #& @4 21 /£ Tenable Vulnerability Management 1 A= i % £2
EEH I 45 OT Security. H LR IFE 2P LUK, Tenable One 2 i3 45 5% 7= 58 240w #1587
46 2 Hif

o HfifR & 7E Tenable Vulnerability Management A= i T B 5. X F L E R, ES W
Tenable Vulnerability Management i /' 45 B ) i OT i 2 2% .

| HE R : Tenable Vulnerability Management 4 4= i 1) 4% $2 2% 43 X g A T 5.4~ OT Security 3 55 .

5 Tenable One £ /i, 15 4T L F #:1E -
1. F AR E SRR
Fe th B8R BRI I
2. A EAK IR BRARR.
F t B n R B AR BRI A
3. fEBBRREL T 7r h, Hili Tenable One.
4. B R —3
Rt DB BR 58 SR )
5. 1E"Z Ui mUHE T, BN 2w vl R4 R

R RS, =il S 4 K 7E Tenable Vulnerability Management (@8 i OT ¥ £
2 O BOR

6. LB ME ST, $24E N Tenable Vulnerability Management 4= % it 5% 42 %5 4 .
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7. B R

OT Security ‘& 7~ £ B D) )78 B o 88 A 58 B Ja , 18 mT DL 7E "8 BT 1) H 25 78 B 422 1) il 1o
fE Tenable One 1, “f& & #%">"OT ZEHE 8% T1 [ 5T 7~ A4 OT Security H i 3l S & 1) W 4% 4
Ko

Rl RN AR, WS R GE B E > B & U 1B & B R

VR R AR RN S B 2 OT Security H 3l 5 4 FK , 4 7T BLF 342 24 Tenable Vulnerability
Management H [ % 8% 35 44 Fx LA UG BC BT 3l o5 22 BR - 50, #& 7T LB B OT Security A1 Tenable
Vulnerability Management b [ £E i, 2R J5 R IR EC X A B 30 58 8 b ri 44 FR 53 24

4 5%~ Tenable One # % Tenable OT Security fl HiEH KX Al M2 BEFHELR, 2
{enable One i E 357 ).

loT % 2 4%
& Bl OT Security, % 0] DL o Bt B loT &3228 51 2 E A 20 ok B R e BN H R 7 IR 55 2% 10 &% 7=,
B T A sz 5 BRI B ) (loT) ¢ 25 i 5+ 21 L 2% B 1 N FH A2 7 il 45 28 | o

CUIP A& Sk ), fml LB B B S5k I AL AIUE 2 & 4t (VMS) iRk 55 45 - #£"0T Security &
U b, SR VMS B R R 5% 4% B AT A TR B S A SR BRI AR IR 55 A EL
HIEEE -3 S

= Otenable o7 security /] 10:26 AM + Monday, May 27,2024 @ & Mr. Admin v
@ Dashboards —_—

R loT Connectors | searcn. 2]
? Policies Name P Connection Method Connector Type Status Assets ;‘

> & Inventory EXacq VMS - Site A Via Remote API Exacq Edge N/A g
7 Network Map Mobotix Camera - Site B Via Remote AP Mobotix Camera N/A

> & Vulnerabilities VMS Agent - Site € Via Agent Agent N/A

> ¥ Active Queries
da Network
> @ Groups
v o Local Settings
Sensors
> System Configuration
> Environment t Configuration
> User Management
Integrations
loT Connectors
> Servers
System Actions

System Log
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VWE BIABAT, M loT i8S NE 0, 0T Security 2 5 AN £ ) 1P H#ihik A1 MAC Hudik . AV S
A MAC Hihl, B # 2" AR E >HBEEE>F=RE", 25255 3RE 1oT FE =K 1P Hb bk "% i .

loT 3% 22 45 9| %
OT Security €11 7] 5 10T/VMS Jit 55 #% S B 1) 10T & #2458 51 2

b 51 B S RE PR RO 4 U7 R Al T AR SRR T AP IR &5 HEAT B 4 e E , BROE G AR B I OB Y
IR P e 55 4% 5 51 B 4L ), OT Security 2 R AT A & B %, ik Bk M RGN K
9 AR

N loT ER: 52
fas ] DAAE iz #2 API AR 45 BiAREE B 1oT 4245 5 OT Security 5 i .
THa6 2 H
o (DUER TE AR B BEAT B EEHR) o () 76 B R 7 IR 55 4% b 22 3% OT Security loT 42 %%
RE . ARELZEE, 162 WL Windows I %% 10T 3% 4% 2 AL,
1 FEAAN S AR, B AR R B> 0T AR
IS £ B 1oT M AT 1
2. ity BN 0T EHSH.
OIS B — A PR

3. LT LTI L —

A
1 EBERBRMED, N EESER.

2. TEIPHE R, B N EEUS NI IE BL A5 1Y 1P Ak
3. R RE.

HE W RE RN IRSS 8 %% 0T Security loT 34 4 38408, 7 88 KW,
Jf H OT Security & /R 1=TH B -
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1. fE R KRR oy, IR BN loT R .
2. B F—3.
BRI 2 BB R AR VRS B 4y
3. FEEEBARME D, MANIEERMW LK.
4o FEMPHRE Y, SN E R AR P bk .

5. {E“¥g O 4HE b, % N\ OT Security 7] 38 & 1% 3w 1 3HE 47 3% 82 10 3 15 o BRA I 1 5
N 22609

6. AP & MES, N T &R EBERNH 4.
7. EEEHES, N ERE SR
8. Hii"fRAE"
A 2 R A AE OT Security W, B IR7E 10T ZEEES UL H L.

loT Connectors

Name
Lab Milestone
Salient Agent

ab Exacq

BEEHED loT EEBHN B

1 B N R P AR 55 A e, G ) DUE A AT O% BT B N F R R 55 A B B A AR 5
LB MR S5 a E BT A 8%, 1 AT DU AR
1 HEERSTE R
BE I 2 BB A B0 T
2. il HI R AR RN 7 IR 55 s .

- 349 -



o @ 0256AM - Wednesday, Aug 14,2024

DESKTOP-BMF3PP8

ial Platform ~ Aug 14,2024 02:54:53AM  Unknown VMware Virtual Platform  Microsoft Windows

Network Assets
loT
¥ Network Map
> & Vulnerabilities

> 'O Active Queries

TR 10T &

I loT &4z 48 5, B AT 4k OT Security J& 75 AT LA U7 1] % 3% #2 2%
. AE"loT B ARER P, AT FABRIEZ —:
o TEZEMAM 10T 3% 38 0 R AT b, A3 B op o O e TR B
PR T 0T EHe 8%, 5 i Bt >R E B

OT Security 2 iz 47 WK PL 3G UF 32 A5 v] DL in) 3% 82 8% -
iR loT BEEER

. TE"loT FEE AR P, AT FHIHRAEZ —:
o TEEYAEIN 10T M 48 X BN AT Ao o R i OF I R AR
o EFFEHEN 10T HE A, RE AT BRIE>RE .
SEi 2 B AR ST R AP S5 loT R S% 1 4
2. MR EBLELE R .
3. R
OT Security 2> R A7 %) loT % £ 48 19 5 5 o

B 10T % 82 88
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1. fE"loT B A& T, AT P I HRFEZ —

o LEEMER A 10T 3 #2248 X B AT v, A7 8 o OF 1k B BR
o GEFEEMBRET 10T M4, AR5 BB AE SRR

OT Security 2> ifl 4 1oT % 25 .

AOHE R 2 R — MR 7 IR 55 4% , 180 A2 3% OT Security loT i H288 {R 3 .

| VER MR 10T E B 8% )5, OT Security 23 M B2 7 IR 55 % E1 4% loT iE L 280 H . Zil i

7E Windows |22 3% |oT & 2 25 /S H

I rEfAf EHR

& Bl OT Security, & 7] DLl o e B 1oT & 82 2% 51 2 [F 20 5k & K5 e N FE 7 IR 55 48 1 %5 7=,
BT S B B X (loT) 15 2% i B 21 2% B 59 N R 7 IR 45 2% b o e ik A B 0% 2 v H
TR IR 55 2% , #0670 22 %5 OT Security loT & 250 H .

B2 4% 0T Security loT 3% as A HL, 15 04T L F #84E :
1. &3 F|"Tenable N # " TUIH -
2. S/ % OT Security 7T 1 .
3. fE' B loT B AR 4, F #"Windows loT E B B8R B 72 /7 1

Advanced loT Visibility

& Windows IoT Connector Agent Tenable loT Connector Agent for Windows Server 190 MB Checksum
202, Server 2016, Server 2019, Server 2022, 7, 8,
10, and 11(64-bit) (v341)

& UbuntuloT Connector Agent Tenable loT Connector Agent for Ubuntu 20.x, 212 MB Checksum
22.x, 24.x(amdB4)(v341)

4, ¥ R # ) "Windows loT % 28 AR B2 40 55 il 3] 22 0k 22 38 (0 N T R IR 55 2% 1.
5. 147 'Tenable loT R 1 5.

B 25 B 4 % W) i B2 AR T ) S I 769046 AL O B, IF B W 0% F Tenable loT
EBEBRERENS T,

- 351 -


https://zh-cn.tenable.com/downloads/ot-security

6. i F—P"
R I 2t 3 T R B 1
7. EFEREZWHU, RE R TP
Bt IlEEE R ERE O .
8. 1RE M T 22 loT R SMAHEM B (S HENE ), RFHadk"T—8"
Tenable loT 3% 4% &3 AU 2 3T 45 .
9. ZHEME, Wi Tenable loT 42 28 A H Ik 2% /2 &5 7] LIE #1817 .
a. fE"IBAT A & I, Hi N"services.msc’.
G IR 98 1 4T T
b. Hii\ OT Security loT 3482 88 AR H H IL7E Y 1T E/EIZ4T AR S % .

2R SE R, T DORE N RE e Bl 55 4% 3 32 B OT Security. A3 ¢ Qi 38 i 1z #2 A B 3 45 31 B
FIRE e e 55 45 K B2 2 45 5, 18 2 b IE L (X I loT 45 48"

ik 55 %

&0 DLFE R 48 b % B SMTP ik 55 2% F11 Syslog Ik 55 2% , LA FH 208 o B M4 & 328 /sl 7E
SIEM Fid sk S F 8 5 . A DLk B FortiGate Bij k1%, LLAR 4 OT Security ¥ 2% 44 1)
FortiGate & i% By -k hi% 5 W& 2 13 .

SMTP Hik 4% 2%

N T RENEIE I R S A A OG5 RGR AR AN, R EAE R G BCE SMTP IR S5 A o W R A
B OSMTP iRk 55 4%, A4 JC 1B AR T I A2 ;e , 28 48 #8 Jo vk & Y F 1 R 3 R o A2 A AR 0 R #R T
CATE R B P & (0 5L B0 8 B 55 LA B P A $ A

FEE SMTP AR 45 25, 18 $u AT DL #1E
1. HR R E SRS AR > SMTP IR &5
2. i g SMTP IR 55 %%
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I 4 HY B "SMTP AR5 2% 1 B & 11 .

SMTP Servers

Tenable Hostnarme £ iP: 10,0.0.0.12 Edm Delete

Server Name *

Hostname /IP *

Sender Emaill Address *

Username {Optional)

3. TR MRS B BFRMES, B N ZEFH T 2 7 R (36 i 1) SMTP il 55 45 1) 46 7K

4. E"ENLZNIPHE A, 4 N SMTP Al 25 2% (1 = WL 4% B 1P St hik .

6. FE"WE 0 HEH, % N SMTP Ik 5% &% 4 78 e b W Wi = 40 1y 3 1 5 ( BRIAME 2 25) .

6. 7E"R M N BT WA Rl ok HE b, N 2 O S A R R N )RR S
7. (Wak) R P AR R b, da R T U5 1) SMTP IR 55 4 1O A R

8. N A3k P R A T S AR LI UE C B 5 K Th , 1 R T R IE R T R, AR N
FIE B 7 S Ik, R AR AU A S SR T T R o i R T AR ORI AR, T
B HE B DL B R R R O BLZ OE .

9. B fREE"
] DLidE ot B 5 R ok 15 B H A SMTP il 55 2% -
Syslog Ak % %%
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AT E AR IR S5 5 E R S A, 6 T A R SR R Syslog R . R A KRR
Syslog %5 % , T % ¢k 1 244 (3 (R 42 78 OT Security *F & L.

B E Syslog Ik %5 # , B PATCL FHRAE
1. AR E >R % 2% >"Syslog IR 5 %%
2. ¥idi"+ %N Syslog AR 5538, i 4> H Pl “Syslog R %588 Hic B & [ .

Syslog Servers

SERVER NAME *

Server Name ‘

HOSTNAME / IP *

Hostname / IP ‘

PORT *

‘514 ‘

TRANSPORT *

Transport -

[ ] send keep alive message every 10m0s

Allow syslog message caching

Cancel

W

CERERBIRMET, WO\ T D5 R G F 110 Syslog i 55 % 1 4K

. TE"EHLLNIPHE F, Hi N\ Syslog IR 45 #% (1) £ ML 4 8¢ 1P ik .

. TE"%E EHE b, AN 22 1) % Syslog IR 5 8% Ik S I IR S5 A B 1S BRI 514
. FEAEER AR b, 0 RS AL f P . 1 A TCP B UDP.

I~

o1

[ep)
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7. WE A B VIR IR B S ), 1 R EWRE R, RE A R R
1B o WA BRI IR, TR B LB R A D TR LB I

8. (AIIE) LM 10 4 OB R IA— IRRFFIESIH Bk WL, Wl M B AG B e R

9. (WIJE) X T TCP R 4E H &, i ¥ ¥ syslog ¥ B GRFF 1L T, I 3% 4% h W I 22 17 &
i, IR ER K E N R B XL H A

&

l 1 & :UDP syslog ¥ S AN B AR FDIRAS AN fe 0, i R EHE D i, REHE R E L.

10. B fRE"
&y DL i B R b A2 ok 1 B H At Syslog il 5528 o
FortiGate [ /K $%
#E % E FortiGate ik 25 2% , 1H AT LN 1k -
. BT AR AS b ¥ B > iR 45 2% > "FortiGate B K 3%
2. 5 AN BE K B
I B 2 7R “Ee N FortiGate B /K 3% “fic B % 1 .

—_

Add FortiGate Firewall

The Teriplsle. of -Fortalane inbegraton sl
thet user 1o end firewall polacy SUggethons
Bated on ithe Tenabie.of retwork svwents, to
ForDaate

SEFVER MAME ©

HErT A

AP Y
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3. ERSBBIRMEF, 4 N B F K FortiGate it 55 2% 1 44 #K .
4, TE"ENLNIPHE S, %1 N\ FortiGate IR 2% 28 1 =ML & 8% 1P Hudik .
5. 7E"API &5 HE ', % A\ M FortiGate 4= il f“API #512",

R K4 FortiGate API ¥R I 1, 5 = LA R 1R
[ : https://registry.terraform.io/providers/fortinetdev/fortios/latest/docs/quides/fgt_token.

6. "B R,

OT Security 2 1] 7 FortiGate B ‘K 55 Al 55 2%

YR 0 TR Rk (DR R IE  ZAE AR B EHLAE A AP BRAE BT i B L), 3 AE ] OT Security

BE P AL

4 OT Security @Y £ & B 01 Bic & SCAF I, o ORAR H DUR 58 E N D7 13 AR

Access Permissions
Access Control Permissions SetAll ~
Security Fabric ® Read & Read/Write
FortiView (ZLLUEl ® Read # Read/Write
User & Device ® Read & Read/Write
Firewall @ None @ Read
Log & Report LR ® Read # Read/Write
Network @ None m # Read/Write
System LR ® Read o Read/Write
Security Profile [ZRNNTN ® Read # Read/Write
VPN [ZJ LU ® Read & Read/Write
WAN Opt & Cache (RN ® Read & Read/Write
WIFi & Switch [ZRGNEN @ Read o Read/Write

£ Custom
& Custom
& Custom
& Custom

© Custom

A2GHE
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System Log a | ‘B
Tima & =

"RAB BB ER RGP RAEMIA RS FE B sEns CIT T 5% Qs . H O
F) MK S H SR RS, B AR AN R G F B h T A d Ik
W2, FHCRIE B3R . b HE AR EA5 R RS K S A R F R T LUK H

EAF Y CSV U2 th o & W LLAC B & 4t LUK R 4t H A& S & 3 Syslog ik 55 4% -

AL S0 A LR VA £

28 ik
b 8] A R A [ B ) A0 H
B FIv Az 25 AP B T R 35 P

F 4 FORFMFRH AR X T B KERFMS, ARMH 4

¥ &R gt H & K% 3 Syslog iR %5 28

R R YU B OV A Syslog Ik 55 A% K IE R G EAF, 1B AT DL B AF
| HEAEMBE>REHE
2. midi A EAIE BOAE LR R IR 55 48 81 K .

I VERE W E AN Syslog Ik 45 %% , 1 2 17 "Syslog Ik 55 %"

3. MEFE T R 554

OT Security % % 4t H & FH A4 K 15 245 %€ ) Syslog Iz 55 4% -

Bt 3% : Microsoft Entra ID [¥) SAML £E Ji&k,
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OT Security 37 £7 4% 18 SAML ¥ 1 5 Microsoft Entra ID £ il . A, 43 i 2 OT Security Y Azure
F P G 1E SSO & 5% OT Security. & 0] LA 45 F 7 75 Azure w4 73 Tic 21 (19 21 47 A 21w 55 7
OT Security # 7 it /1 & .

I 43 8 B £ % OT Security 55 Microsoft Entra ID [ £ Bl ¥ & 5. 55 8 5% (SSO) 1Y 58 B I A2 . fic
B N LU #AE @ 7E Microsoft Entra ID H 61 2 OT Security N 2 7 R #E L E L AN FH
KAl 1) OT Security B 2 7 45 B« ¥ & 4 3R 4L F2 7 09 UE 15 1 A% 2] OT Security SAML 1T
T, DA KK & 4 32 B 72 7 o i) 2H i 55 21 OT Security H1 ) FH P 4H .

R ENE, 72 LVE O I & 4y 5 5k Microsoft Entra ID 1 OT Security.

% 14 . 4F Microsoft Entra ID # 1] 2 Tenable M £ %

# FALF Microsoft Entra ID #1141 & Tenable B FHFE T, i 4T LA T #1E

1. fE£ Microsoft Entra ID H7, %% £ "Microsoft Entra ID">"Enterprise M. FHERF", i+ #HEMNH
& Fp "4 57~ "% % Microsoft Entra ID Gallery’, A 5 i+ Al B EBNHERF".

i i Rt S 7 Rl 8 R N AR N ik A

Create your own application
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2. E'NABFHRZMEMA A2 "FB P, i NN R F 4 FR( 1 W Tenable_OT) Jf %k £ 48
BE R IR B AR AR AR (IEE)( BRIk ), 2R s8I L i b H 2
R o

%0 e B
Jb 25 B R AE Azure 55 R OT Security i I F2 FF 10 9] 04 B B, 4045 4 4 A SAML AL 5 4 47 1R 74
FIEN 5 URL G 2 15 I8, LUE T 5057 2 0F P

l VE R < (LA o B4 R 5 B A T B A P A . B A BT O R R A

FHEMATYIGEACE , EHAT LT AR
1. 7E"Microsoft Entra ID" i3 f i, il B R B3Rk, AR5 e £ SAMLE hy B 58 S 7 v
I 4> B oR BT SAML B 5 5
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Arire A Sagrch resources. seveioes. snd deot [G+]

Hame > Ter

Tenable_OT | SAML-based Sign-on

e O

Frforpa e App

T upload metadats fle 7 Change sngle sigr-on mode B ot bemack?
B overiew
D epleymens Han p Single Sign-0n with SAML
Mlasnige An S50 implemeniation based on federation profocols mpeose secuity, reliabiity, and end user esperienoes and is easier to
implemant. Chooee SRR L gingle shgn-on whenessr poasibie for susiing spphatong. that 3o not use OpeniD Connect of Ohuth. Lisare

N Properes e
- Ounan Read the configuieian guids o far help istegratieg Tenabile OF
B Ralei and) sdmintnatons n
Fep e — Bunic SAMIL Configuration ‘,; bt
a 5"#"'"?" o Ederdifapy {Enbaty 101 Baquired

Bisply URL [Assertion Cormamed Sendos URL)  Bequieed
I Provisicaing Sigm o L O
B appheasion proy Belay Seate {Copticsnal) Dyl [

Lyt Uil {Optional) o
T Seif-serioe

a Abtritaes B Claims
Seowhy T et reguined fiskdt in Step 1
) v (GRETRATE USEE Pt
W Conditiorul Seteii [ — SRR
¥ Permismons emaladadnrg wner.maid
pi AT ST LT R SR N T
0 Token encrptiaa Winagee User identifler ST ST PN
Aty
B sigmn logs n S0 Cortificabes
il Lhage & insighty Todida 1iang Lefulaute 2
1 Racthe

B st logs o N

Thumbpeing Pl 2T TSI GE IO BSOS YA LA SF IS S TR0
a Provisioaing logs [Espanon SAXRFAAT, V10TAT P

Bt ot Fros eyt el com

FC ST, App Fedetation Metedata Uil Wips/ feginmicroschoninecom T s lo-008-—
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Certicate [Faw]

Teoubleshootng » Seppoit
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Basic SAML Configuration 5

7 Gor tesdback?

n Want io keave this: preview of the SAML Configuration expenence! Clidk here io leave the preview. =5

Identifier (Entity ID)* @

The umigue ID that identifies your opplicetion fo Azure Active Directory. Thés volue must be wnigue across ol applicotions in your
Arure Active Direclory temant. The defoud identifier will be the cudience of the SAML respone for \DP-initiated S50

Ao iderdifier

b

Reply URL (Assertion Consumer Service URL)* &

The reply URL i whene the applicotion sxpects 1o meceive Hhw cuthentication holen. This is also refered to as the Assertion

Comsurmer Service” (4TS I SAML

Mk wephy LIEL

Sign on URL (Optional)
Sign on URL & weed if you wowld ik to perform servior provider-niticted single sign-on. This velue i5: the sigm-in pege URL for

your appiication. This farld & unnsorsany &f pou want fo pecform idenfity provider-initiated tangle sigr-on

Enter & sign on URL

Relay State (Optional) &
The Refay Stote instructs e application wheve fo redénect wrers offer outhenticotion & completed, and the volue i hypically o URL

o URL parth that bakes peevs B0 0 specific locotion within the application

Enter & relay state

Legout Ul (Opticnal)
This UARL is wind po send the SAML Jogout resporse back fo e application

Enter & bogout wil 5

. TEPRRFF(S24R ID) 7 Bk, i A\ Tenable b FH 72 7 11

. 7E'[E 5 URL( BT 5 9 25 IR % URL) "7 BE o, N A5 24K URL( 91 1,
https://0T Security) »

55 1D( 9] 1, tenable_ot) «

| FER AR IR AR 52 URL 5 72 1 J5 1 IC B o A2 R 2R B 2

B A L 4 i 6 A 5 5% B A SAML TR B U T A
R A (RE), i TiE $07 K bR UL #) Microsoft Entra ID 5 R 4F .
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o Set up Tenable OT

You'll need to configure the application to link with Azure AD.

Legin URL | https://login.microsoftonline.com/f1 17" §lll ™0 - [
Azure AD Identifier | https://sts.windows.net/fi11 = s = mma,
Logout URL | https://login.microsoftonline.com/f1 1« " D

7. Yl 3] OT Security ¥ &, 2R 5 # 2 "H P R M€ ">"SAML’,
8. M A E VLT s B E SAML M TH B, K & i 1 48 kL I F)“IDP ID 7 B b .
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Configure SAML

Yiou must enter a1 least one group object IDin
order (o procesd

e in ™

nitpsrSAML_Hostoom

o upL *

hitpsyrsamML_host'samil-authresponss
CERTWRCATE DaTa ™

Replace Current Certificate

WSERMANE ATTRIBFUTE *

GROUPS ATTRIBUTE *

GroupsiL
[

DESCRIPTION

ADLINISTRATORS GROUP OBJECT ID

. 1E Azure #% il &5 b, H i bR DL ) B 3 URL.

. IR [9] OT Security $% il & K & i ) {245 I £ “IDP URL"7 Bt

. {E Azure ¥l £ 19 55 3 % 5r( SAMLIEF) 1, Xf TUEFS (Baseb4), H i F & .

. IR 5] OT Security %l &, FEERBEIE T, pdi® Yo", S HE 224030 IFE .

. 1E Azure 4% & 1 EE 2 #40( BRI E ) 1, $ﬁi/$ﬁ%
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4. (B HARFE BT, %&£ IF 5 # 5 {4 user.userprincipalname % i /1] 75 BH 4 #X URL.

Meorosodl Azurne £ Somch ipsow cFs, SR0ic

Home > Temable OT | SAML-based Sign-on > SAML-bassd Sign-on

Attributes & Claims

Bt ee haprraa s oG el D00 500 Ndentty /dlama/gepnname  LEeL RN

@_"\.:'u'rﬂ srribacuipa. ey OO O e ity el iy |l—\-!J st e rpincipalrame

e h e o o e Sy D00 505 idw ey i pormame BT ST

Advvareed setlings [Priview)

= idd new claim t hdd s group cdaim == Colamng & ot feadhack?
Required claim

Chan naimse Walkue

Uinegpues Lisat identaet [Mamss D el e P Al P [Aartiesd - 1oomalamalAd
Additional claims

Chaarn naimae Walkie

iy P e b e oo e 00 S 05, Fecl ey il /i Ll el T

15. 3% [1] Tenable #5414 34 Ik URL K55 2" P & B 7B b .

16. 7£ Azure £ & th, 5o+ B 00 4L A B LA 6 oS v4E P B N T A, A8 S AR 7S B b RLIR (] R
5P RERREA? N, i RE A TR

e oo

Attributes & Claims

e
i
(e

Group Claims

=1

R R AE Microsoft Azure B R Hl 7 AL B, Wk 700 T 45 BT AR O LT A R A A

If B Azure {2 5244 73 Bo 45 N FH A2 7 (10 7 4

7. fE"HAFEE N, =& BRI 6 51 user.groups [AI] ¢ Bk (19 75 B 44 B8 URL.
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Meorosolt Azuine B Smich iiow obd, denac
Homse Te

able O | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims
= hudd new claim t hdd s group caim =S Colamng & Gt fesdback!

Required claim
Claém name Value

Lirsgps Liser idenmder [Mamss D did useiphncpal v [Aemesd loomalama Addeess)]

Additional claims

Claim nama Wabue
hit e bt oy ellasrr /e vrailadd et
et e harreas 3 iy, Lairr, GRERNGME g
G Fuharr 3 A Ay elain -_-B 1%
R R 3 el C:] ST ST AT T ig L
Advancid settings (Prévievs

18. iR [5] Tenable % il & J£ ¥ & 1 i) URL K4 5 220 )@ #% " 7 Bt
19, B E G o T SAML IE B H Ui B, iSRS Boh N

% 320 ¥ Azure HI P R &) 31 Tenable 2H.

TE UL B A, Microsoft Entra ID H F' 2 # 73 BiC 21| OT Security N H 2 77 Wi 7 X vl 82 7 &4 H
FURR A B FR e, iEAEH P BE B Azure 45 T XK OT Security B FH4H( 1 5 SSBE 1
AR — AR ) 2 8] 34T W5 R 4E . OT Security Tl e R P H Ny B H B HBtH . 24
ST, RS S SEBERMEE A REZELR, ES M HS MM A LA
Azure H ' & /0 73 Bt — AN BT &2 OT Security FH P 4L 194 .

ER E SAML B R i BT 7 B O BB ( S ER) T, BRI T A M A B B3R T BUR .
gy BE 2 2 A AL 7 AT RE R 3 T e v (K AL ABLRR .

17 B Azure F SRS 3] OT Security, % #1047 BL T #:1E
1. 7f Microsoft Azure't, S i £ " F P MA T, AR5 ot + BRmAE P 14"
2. TE"BMAE FHRMEFAT, R RIERE
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IR I £ HY B AT ) T AR

H R WIRAE Microsoft Azure H1 i I 1 20 BB I /8 < T & £ 14 Bo 45 N R AR AP B9 4 A 2T
A A", AT BLag o Be 2 T AN 2 AN

3. MWEIF L A P F T, RS i R, R e LAKE L T N R T

iy

Q m—
.1--- e

BRI 2 B P A U
4. Bk P (B4 R R 4G BR AT SR iz H P (L) F G B S
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2 Tenable_OT | Users and groups

Al usessgioeg
B oveniy
o: [ ] aton will appess b mgned user sevl 0 o s

Beplo
g Agsign uaets wod greet 10 agp-eske far pour app o
M eoperme
B cwne

Duaplay Name t Type
& A i =
o @= =)

& e
. Qe

VG v O R RS e S Vv & 2 D QT2
CTESTR DT, R R I E HK WS 2] Tenable 41 1 1E .

i Yo s 0 &) Groups

Eemme | “phsiies
e .
8- -

. IR [8] OT Security 1% ] & FF 15 & il {19 {5 K5 G 21 B 75 09 0 % 1D 7= Be( 5 i, % B 5% 20 %
% 1D) .

R ELB G ) OT Security H A [A) FH 7 4H 1 & A 41 =52 5 28 58 1-7,
o BT R ARUL AR AT 5 A I G PN TR AR
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Configure SAML X

GROUPS ATTRIBUTE ©

]
http://schemas.microsoft.com/ve ™ ™ "sall wm g = w we |

DESCRIPTION

ADMINISTRATORS GROUP OBJECTID

237edll "0 " iTadd " =™
N

\L__

READ-ONLY USERS GROUP OBJECT ID

SECURITY ANALYSTS GROUP OBJECT ID

SECURITY MAMNAGERS GROUP OBJECT ID

SITE OPERATORS GROUP OBJECT ID

SUPERVISORS GROUP OBJECT ID

SAML 5 % K5 2 7n {E OT Security 2] &6, PO FCHEMEE .
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[ SAML

B s * =0
LI

o455 R Azure H T B

A B 5E R Azure THHIEC E , 1 PAT DU T R AE
1. £ OT Security SAML 57 %5 v, Hiifi “SE4& 1D 1) &= il 14 4%

SAML

;
@O sAML single sign on login “

2. V)42 Azure”E 55, SR J5 B 22 3 SR B P ) B R BE LA AT TR T SAML I B L
[T
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3. R 1 (HEA SAMLECE) %Eﬁ”f%%”, R I H S D RS U B AR IR AR (2 4E
ID) "7 Br i, DA 45 22w B N 0 I I 1

bt Basic SAML Configuration
Tenable_OT | SAML-based Sign-on

[ ea—

W il

..........

.......

Toka sigri g o1 cine

4. &[0T Security SAML"5f %% , B ifi "URL" F (1) & 1] Bl #5

5. 7f Azure %] & fl"F A SAML Bt B " 17tk , F & il i URL A4 15 2B B URL( BT = 78
& R4S URL) T 77, DL 3 2 Al S N i1 B URL.

6. i (B (R AR DL {7 77 R B I 5% 1AL 00 T A
Bic & 5¢ i, “Azure Enterprise N R 5 5t %t Bl 2 B B 1E I .
520 BE R A

o EEWOE SAML FE B, T4 200 EE BT JE B OT Security. I 7 0] 57 RV E BT JH 2 R G 8% B J5 &
BR 8.

A EOE S R, E PAT BL S R AE
1. 7E OT Security ¥ il & 1"SAML"Bf %% b, B DOKG "SAML B2 i3 B 3% 4% 1 D) 8 "¥T -
2 BN RAEF BN @M E .
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System Restart .

In order to apply the configuration changes a restart is
required. Restart may take a few minutes and during that time
the system will not be available,

Cancel Restart Later Restart Now

2. B SCENEF B B LLE B S 30 R G L BRI A SAML A E , Bl R R E R 3 LK
N2 SAML Fic B %E 38 21K IR & Gt HOE R s W R Sk SRR 5 R 3, PR AR A =
FEHEFT R B e 2| — H R

Authentication servers changes are pending a restart

§i | SSO & 3%

HHE 30 J5 , OT Security 2 5% & 1 "8 8 N i &S BB — D H @it SSo B i . 4
fic 22 OT Security ] Azure A 7 1] LLfsE A} Azure K /7 5 5% OT Security.

A EAE M SSO Fk, B AT AL T 3R AE
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1. 7 OT Security & 3t 5 % [, #d @i SS0 B F 55 4% .

( Dtenable.ot

L usemame

( Sign in via S50 )

L

B ELUE S Azure, M £ EAEE N OT Security £l &, 7 W £ 5 %€ [ £ Azure & 5% WM .

A Z AWK 6 PR b T 1 & Microsoft' i Bk P, DUE IR R T W ik kAT

ok
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P7 AR 2 OT Security SCRSE T J7 52490 5%

XHEBIT 5

1.0

1.1

1.2

1.3

1.4

1.6

1.6

1.7

1.8

1.9

2.0

2.1

2.2

2.3

2.4

2.5

2.6

2.7

2.8

2.9

H 3

2018 £ 10 H 8 H
20194 1 H 28 H
2019 4 8 H 20 H
2019 4£ 10 H 10 [
201941 H 12 H
2020 4 3 H 24 H
2020 4£ 4 1 6 H
2020 4F 4 H 27 H
20206 H 3 H
20204 8 H 8 H
20204 10 H 11 H
2020412 H 2 H
20214 4 A 6 H
20214 6 H 30 [
2021412 A 12 H
2022 4 3 H 25 H
20224 8 H 22 H
2022 4£ 9 A 25 H
20234 1 H 31 H

2023 7H 26 H

i )

N TR T R, BURCA 2.5

ot B A 2.7 #EAT T S B
YRR A 3.1 84T 7 B

Xt ETSCRF S REEAT T BT

XFRR A 3.3 34T T BB
X RAS 3.4 #E4T T T
SRR A 3.5 BEAT T BT
YIRS R =

XA 3.6 HEAT 7B B
XFRRAS 3.7 #E4T T BB
XA 3.8 #EAT T T
SRR A 3.9 AT TR
XA 3.10 HEAT 1 SR
SRRA 3N #EAT T
TR AR 3.2 34T T
St AR A 313 JEAT T S
XF AR A 3.4 BEAT T R T
ININT SAML £ L (SP1)
XA 3.6 #E4T T BB
SRR A 3.16 BEAT T BT
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3.0

3.1

3.2
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