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<

@ Network

Network Summary

Packet Captures

Version 4.6.33, Expires Apr 2, 2026

Findings

o You can enable automatic cloud updates for the Nessus Plugin Set

Configure Settings X

0 Vulnerabilities & Policy Violations
PLC x| £ ::‘, + AddFilter v
1586 Vulnerability Findings Group By v [E]
Affected Asset P Severity |, Plugin Name Protocol Port
36 ® Critical Rockwell Automation Logix Controllers...  TCP o] .

A10_L81E ® Critical Rockwell Autemation Logix Controllers ... TCP 0
cnet_net ® Critical Rockwell Autemation Logix Controllers...  TCP o]
PLC #80 ® Critical Rockwell Automation Logix Controllers ... TCP 0
L16ER_APA ® Critical Rockwell Autemation Logix Controllers...  TCP o]
L43S_TN ® Critical Rockwell Automation Logix Controllers ... TCP 0
PLC #124 ® Critical Rockwell Automation Logix Controllers ... ~ TCP o]
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Network Summary
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Overview ® @uirso

123 0T Controllers
@ katHigh Risk

What's New

1.2K Assets Discovered

@ Active Queries

19K Assets Updat...

Assets by Type

All Assets v

.\‘ | §1 2063 Endpo...
| €9 313 Enginee.
| = 282 0T Dev...

I =@ ganT carvar

v

> A 2 5 1 I

[LTC S S e S

2 |oT Assets
@ 0atHighRisk

694 0T Vulnerabilities Found

Executive Report Hello Feature flags

28K Network Assets
@ 0at High Risk

1 High-Risk Violations

14K IT Vulnerabilities Fo...

Assets by Criticality
All Assets
|l 123 High

| W 695 Medium

| v 215 Low
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19K Operational Viola...

/5 Snapshots

164.8K Vulnerability Findings
© 626 Critical or High Severity

Last 30 days

Network Traffic

Mar07  Mar14 Mar 28
Highest-Risk Assets @ All Assets
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Comm. Ad... @ Comm... @ Rockwell e 78 il

Comm. Ad... @ Comm... @ Rockwell e 78 al

U

7R VRIS

B AR

2



Findings (¥ Vulnerability e critical Q@ Active O

Rockwell Automation Logix Controllers Insufficiently Protected

o You can enable automatic cloud updates for the Nessus Plugin Set Credemlals (CVE'ZUZ'QZBB“
@ L36 (7 Port O/TCP
Plugin Source Tot Plugin ID 500451 Last Hit 10:45:32 AM - Mar 31, 2026
¥ Vulnerabilities & Palicy Violations
VPR G) CVSSv3 Asset Criticality
Il H
® 74, U 98, @ High
Search... o + Add Filter ~ —
) ~ pesthpuun to verify Logix controllers are communicating with Rockwell...
First Hit  Last 7 days -~ X Status  Active, Resurfaced ~ X
Show More
Plugin Source Tot v X Severity Low, Medium, High+1 ~ X
The following text was originally created by the Cybersecurity and
Remove All Filters Save Filter Infrastructure Security Agency (CISA). The original
Solution can be found at CISA.gov....
Show More
694 Vulnerability Findings Group By v & O
https://us-cert.cisa.gov/ics/advisories/icsa-21-056-03
https: ion. -
Affected Asset IP Severity |, Vi ps:/fvits 3 Lcomjen
Resources us/support/advisory.PN1550.html|
http://www.nessus.org/u?f8402eb8
-L36 ® Critical L | http://www.nessus.org/u?46bc36f8
A10_L81E ® Critical L]
VPR key drivers
cnet_net ® Critical L |
VPR Score — 7.4
PLC #80 ® Critical -

3. ORI R IUE b, d G O A A] T DL S At [ BRI R 2 AH O 3 3t

=3
o

Findings

License expired—Nessus plugin set updates are not available. Update license X
¥ Vulnerabilities &3 Policy Violations
Search... jol + Add Filter ~ Status  Active, Resurfaced ~ X Severity Low, Medium, High+1 ~ X
Remove All Filters Save Filter

13068 Vulnerability Findings Group By v E o

Affected Asset IP Severity | VPR 2 | Plugin Name Protocol
® Critical ammm— 10 Rockwell Automation Stratix 5800 & 52... TCP .
L36 ® Critical a— 74 Rockwell Automation Logix Controllers ...  TCP
A10_L81E ; e Critical - 74 Rockwell Automation Logix Controllers ...  TCP
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86 Overview

@ Inventory

o All event actions are now available in Policy Violation Findings view

Go to Policy Violation Findin

Network Events Search... o G
v B Risks
Status Log ID Time Event Type Se..v¥ T Policy Name Source Asset Source Addres:
Vulnerabilities
Not resol... 9018 12:00:46 PM - Feb 18, 2026 Failed Unsecured... Failed unsecured FTP login ~ Eng. Station #4
Findings Notresol.. 4 11:18:44 AM - Feb 3, 2026 Unauthorized Co... Conversationina Comm...  DESKTOP-JLPTS9P
Compliance Notresol.. 3 11:18:28 AM - Feb 3, 2026 Unauthorized Co... Conversation in a Comm... ~ DESKTOP-JLPTS9P
Not resol... 2 11:18:33 AM - Feb 3, 2026 Unauthorized Co... Conversation in a Comm... DESKTOP-JLPT59P
v O Events
Not resol... 2632 12:19:26 PM - Feb 6, 2026 Failed Unsecured... Failed unsecured FTP login Eng. Station #12
All Events Notresol.. 10273 05:38:52 PM - Feb 19, 2026 Failed Unsecured... Failed unsecured FTP login ~ OT Device #219
Configuration Events [temns: 10445
SCADA Events Event 9018  12:00:46 PM - Feb 18, 2026 Failed Unsecured FTP login Not resolved

Network Threats Details An attempt to log in using FTP has failed
Network Events Source Source Name Eng. Station #4 o
Why is this Suggested
important? Mitigation
> @ Network Destination Source IP Address > g
A failed log-in attempt may be a 1) Track the station and user
> 8 Data Collection Policy Destination Name Server #11 human error, but might also that attempted access and
suggest an attacker who is verify that it wasn't done by a
Version 4.6.23, Expires Apr 2, 2026 Status Destination IP Address implementing brute force to malicious actor.
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Event 9018 12:00:46 PM - Feb 18,2026 Failed Unsecured FTP login Not resolved
Details
Name Eng. Station #4 Asset Criticality Medium
Source . . ;
Type Engineering Station Vendor VMware
Destination Risk Score Purdue Level Level 3
Policy IPs Location Unknown
Status MACs Description Assets with Vendor and Family unknown

3- %A Eﬁ.‘ § ulﬁj é% u>uXTJ_ JLE. uﬁ

v 0 Events

All Events

Configuration Events

SCADA Events

Network Threats

Network Events

v @ Network

Network Summary

Packet Captures

Conversations

Network Map

v

“8 Data Collection

<

& Settings

' System Configuration

I,

Conversations

Start Time

v Completed(10000)

Mar 6, 2026 12:59:59 PM
Mar 6, 2026 12:59:59 PM
Mar 6, 2026 12:59:55 PM
Mar 6, 2026 12:59:55 PM
Mar 6, 2026 12:59:55 PM
Mar 6, 2026 12:59:55 PM
Mar 6, 2026 12:59:55 PM
Mar 6, 2026 12:59:49 PM
Mar 6, 2026 12:59:49 PM
Mar 6, 2026 12:59:48 PM
Mar 6, 2026 12:59:48 PM
Mar 6, 2026 12:59:48 PM
Mar 6, 2026 12:59:47 PM
Mar 6, 2026 12:59:42 PM

Mar 6, 2026 12:59:42 PM

LA R X 2 B 2 ] ) S

Search... el

End Time Duration Bytes Packets
Mar 6, 2026 01:01:28 PM 1 minute 484 13
Mar 6, 2026 01:01:28 PM 1 minute 568 15
Mar 6, 2026 12:59:59 PM 4 seconds 1440 16
Mar 6, 2026 01:00:55 PM 1 minute 1500 30
Mar 6, 2026 01:00:55 PM 1 minute 1500 30
Mar 6, 2026 01:00:55 PM 1 minute 1500 30
Mar 6, 2026 01:00:55 PM 1 minute 1500 30
Mar 6, 2026 12:59:49 PM 1 second 2916 12
Mar 6, 2026 01:00:01 PM 12 seconds 3605 20
Mar 6, 2026 12:59:48 PM 1 second 3888 16
Mar 6, 2026 12:59:48 PM 1 second 2916 12
Mar 6, 2026 12:59:48 PM 1 second 2430 10
Mar 6, 2026 12:59:47 PM 1 second 129 1
Mar 6, 2026 01:00:42 PM 1 minute 1320 24
Mar 6, 2026 01:00:42 PM 1 minute 864 12

HAR R B DL .

(E3

Source Address Destination Ad... Protocol

DNS (53/UDP)

DNS (53/UDP}

NTP (123/UDP)
CINEGRFX-LM (17...
ENCORE (1740/U...
CISCO-NET-MGM...

3COM-NSD (1742...

sBumasa

BROWSER (138/U...
HTTPS (443/TCP)
BROWSER (138/U...
BROWSER (138/U...
BROWSER (138/U...
PANDO-PUB (768...
TRIPE (4070/UDP)

CISCO-SCCP (200...

4. WS, G KOO €56 57 (PCAP) L1 3 BT IR 44 I 5 SO0 DL R B E SEAR « 3 200
56 A LA
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o

[P 2 2 11 25K

WA BB S (BUEE 2) N 2% 42 114 e %2 2% OT Security . Tenable % i % H gigabit 4%
1. VMware OVA & H 3l I & X £e 55z [ . 22 2% 1ISO( Wl Hyper-V) i} 3 1) & 1X L6 52 1

VE R :Tenable N2 N {# F 10 G W+ i) W & 1 SR-IOV 372 #f, tEARIEE FH 10 G W+ )W &
ATt 10 G [ B .

NIC Z 3k
* OT Security ¥ # 2 — > NIC LL ] T EM.
» OT Security 7 % 2 /bW 4> NIC LA T ICP fil 4% & 28
 OT Security 75 2 # 2 IP #uhik LA T ICP/EM/A% Jik 2%

o fRIRAR ICP # A LARC & 5 4% £ 4> SPAN £ 1 .

-74 -



FE

O

: )\ OT Security 4.1 JF 4, M 2% $ 11 BS B SCAF 44 5K R Froas

nicO — £ 4t v 11 1
nicl — &£ 4t v 1 2
nic2 — & %t i 1 3

nic3 — & 4t v 1 4

2 143 7E B A B R 4L 28 85 oh 22 % Tenable Core + OT Security I, nicO 5% £ %t it 1 1(192.168.1.5)
Al nic3 3% & Fi i 1 4 (192.168.3.3) E A & 45 IP Huhk o A 99 2% 432 0 9% 1] 2% (NIC) i i DHCP.

215 /£ VMware L 5 % Tenable Core + OT Security I, nic3 5 & 4t % [ 4 (192.168.3.3) A A i
A 1P hhlk . H Al NIC {# i DHCP. #ii\ Tenable Core + OT Security nic1 5% % 4t i I1 2 MAC
HE 5 VMware 85 49 f 1E B (9 NIC MAC M HEFR 5 . a0 % B, 3% 12 2 VMware it & DLRC %}
14 1) Tenable Core MAC i 1 .

AREZELR, ESH"THHE TS IPHHL", “E P R 4 W% "M “VMware X #47.

1CPU #% 0> 2 % W % 0, B8 18 ) IR 45 %% 2% CPU( Xeon. Opteron) .

U RN

1% ) Tenable Core + OT Security 1% J& &% 5 & 2 2135 £ DL T 2K .

o LK EOR

o i F1EEOR

I P SR

T 0 20 e 807 0] HLBK M A4 2 T %k Tenable Core SCAF IF $0 AT AE 4L 2 3¢ .

B AL R B AL, 358 B #r Tenable Core (19 B BE W 7 1) 22 5k 2 PR 30 55 111 5 .
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/ConfigureIPAddress.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm

O

EE T E i in appliance.cloud.tenable.com 7 G8 i i 78 28 1SO %2 %5 ( I 3k BUAE 28 o 3r)
J: H 4413 ] sensor.cloud.tenable.com A g 3K B+ # /E b .

Tenable Core 1% ‘ .
) BB LR
®
JiE FUL AL VMware .ova X & A 75 7 in) BB ) B AT 8 2B B
¥ 351 Tenable Core.
Microsoft Hyper-V .zip XX
= Amazon Web Services ANIE H 7 25 ) B X A R & Bl B
(AWS) Tenable Core.
=~ Microsoft Azure AN i&E A
i 2 .iso Mg 5 B In) BB I A e 2 2 Bl

Tenable Core.

PROR B 4R L iso %2 3% ¥ ¥ Tenable Core + Tenable OT Security 1% & 2% B, A 75 23 v
HEM. FREZ(EE, &2 W2 L4 ¥ Tenable Core”.

g [ 25K

% Tenable Core I 75 B Ujj In] 45 5 1) oy 11 R Ab BN 3 Al HE 3% & - OT Security 1 75 2 4F & T
AR T I U5 R AR « B R 2 E R, S W PR R F I,

FCVE B LR B8 s AN il 9L &

EE NG E RN E Tenable Core I H P P2 AR & -

=
O
<
il
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https://docs.tenable.com/tenable-core/OT-security/Content/UpdateTenableCoreOffline.htm
https://docs.tenable.com/OT-security/Content/FirewallConsiderations/FirewallConsiderations.htm

TCP 22 N3l SSH % #z .

TCP 443 OT Security £z 1 1 X 3 il 15 o

TCP 8000 ( 2R i\) Tenable Core #% I1 1 N\ 3t HTTPS i# 15 .
TCP 8090 T 36 7 & Nl HTTPS J8 {5

530 EAE IR S5 A5 KN BETEAS .

H o i

JCVE 2 LR B 41 S R HY 3l 970

\

121 v B
iy [ iR

TCP 22 vl SSH % 2, AL 3 1 18 A7 il i 4%

TCP 5 appliance.cloud.tenable.com fll sensor.cloud.tenable.com fIt 5% 25 1) H
443 WiEAE, HTHAT RGEE

UDP 53  OT Security Al Tenable Core ] H! 3 DNS i {5 .

9 2% 11 = 2R T

OT Security ¥ & () B A1 G U) 75 22545 T P 4 3%, XS8R o 1 A s

B PR RN B A )

RAARCEA IP I O, W] DU R 4, DU BTG B B0 4% o BL3E O SOV i 4 U7 I X 2%
B8 77 LARE AT Eah Bl (A, ErTiE) .

B AN B AWM 0 B (PR 0 i )
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R T DAAE g A ok i ST 2 ) 3 g BB AWM . i, XA TE A SIS
IT W28 HIERE, DL LS OT W48 i S i 2, AT 4368 A 32 sh &3k U7 1Al OT 8577 .

NN, HES BB E D, SO TH TR A

HEICP 2 G o VF 25 E#E, Wi ol LUB i B3 &l 1 5 ICP & 57 5 A 1 8 PE 2 0F Se B IR
HIBAT .

58 i OT Security ¥ B, &6 /5 22 30 8 B 3% . 48] DUR Jm BC & 3% 70 I AN 32 30 & 30 32 4%

£ Tenable # L K {F & & &, RS o B33 B A BN E N M (8 B E3h & WA oA
45 4) It OT Security .

EEFEN A ZE DR E IP bk, Tenable & AV 8 & B M 05 B8 D EE B BRI N %,
B B34 um DR, ] DU £ &R e T H MK,

WO

— AN B AN 2 F D R] T B sl 2% I 9 . B I 38 (SPAN) #2 0:
o N B AN EE R & LLIEAT 0 b

o WA 4 B AZ LI BE AR L A2 ML 112 BT 2% (SPAN) BT B2 52 # ML 1120 7 28
(RSPAN) H Fr#z 1.

EELEETRAEODEE R BN R &R OT /£ 24 5 3£ 0z 2 SPAN (ERSPAN) fit
BT U

B K 55 ¥ = 0

7E % B OT Security & gt i, A% B 7 o 11+ 43 |12, X FEHAT LA £r Tenable & 4t 1E #f iz
T PRINH T 7 ZLR B LA OT Security ICP 1 OT Security 1% & 2% 1 F i) i 1, A I8 4T F
3l 1 ] A1 55 Tenable Vulnerability Management #11 Tenable Security Center£E i B 7 1 % [

l TR A R 20 58 VR I I 7 K 55 1 Tenable 9 3l A0 38 1 51 3% 195 B, 15 2 B 000 P S E
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https://community.tenable.com/s/article/Which-Tenable-sites-should-I-whitelist

OT Security Core *F &

LA s R PR JFAT TR S, BAfE 55 OT Security Core - 5 3 15

| T A EM S b 2C5E 5 A2 2%, ICP 4 2B R B8 7 In] i 111 28305 A1 8000 (TCP).

B X R
f£ N TCP 443 OT Security % % If] Web I8 3 ) Va4 15 ) OT Security
S
DN TCP 8000 Tenable Core £] Web 5 18 o 1 % 2% 17 7] Tenable Core
[if]
&N TCP 443 i1 TCP OT 1% ik 2% A5 B 2 By 3 B8 3IE o BC G R B8 Uk A%
28304 EE R
& TCP 443 1 TCP  OT Security EM ICP il EM Ft %t
28305
&N TCP 22 SSH Vi In] % 7% X BEAE R 48 B & AT AT
i 7]
& TCP 443 Tenable Security Center K% T 5 % B
fEH*  TCP 443 cloud.tenable.com RI%E TR R B
xR Tk il PLC/#% ] 2% F B

f&ti*  TCP 25 &Y 587 P 3 A H T SMTP( & H ~ Hl £F | % 7%)
R 55 a5

f&H*  UDP 514 Syslog Ml %% #& R IE TG FH A R A syslog TH
5}
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f&ii*  UDP 53 DNS Jli 55 #% A FR
fi* UDP 123 NTP ik 55 #% I 8] i 5%
feHi*  TCP389H: 636  AD R4 4% AD LDAP & 4 5 iiE
fEH*  TCP 443 SAML #& ft#2 /7 BB SR
f&Hi*  UDP 161 SNMP Jii % %% %} Tenable Core it 17 SNMP 1 %
f&£Hi*  TCP 443 * tenable.com H 3461 SR 7 R R &
X 5
.nessus.org
et TCP10146( %4 loT # %88 ¥ ICP ¥ #: 3) loT i 4 23 /03
i 1)
] 3 Ik 55
*ul LA
OT Security 1% /& 2%

DL S O R AR R 4T FFR 25, B S OT Security 44 & 8238 13 .

B xR
(DN TCP 8000 Web 7 T 1 ) 2%V A B P GUI
&N TCP 22 SSH 1 in) 1% %% SRR £ 40 5% 5% AT 5 AT
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e

e i

et *

e i

e th

e

*“n] 1%k A

L&l

TCP 25

UDP 53
UDP 123

UDP 161

TCP 28303

TCP 28304
(SSH)

TCP 443
(HTTPS)

P O 32 i 1 R W A A 5%

DNS fik %% 2%
NTP Al %% 2%

SNMP Jii 55 &

ICP/OT Security
MAL &A% ik A5, 72 ICP/OT
Security [ #:1k

ICP/OT Security

F T & AR e 6T ) SSH & #2 .
MAL K2} K IX @ E , £ ICP/OT
Security | #2Uk

DL s i 20 PR R 4T AR, B E s AW DI fg .

i 7]

SMTP( 2 # B F HE A4« 4] 2)

A FR A
IS 18] Al 55

%} Tenable Core i3t 17 SNMP I

i

AR 2 5 Ay B0 A MY B A% TR s

&

& AR A ICP 2 1] & 3 B 4y 3
IR /22 42 1 F% 18

7E R :OT Security 3 #7 55 X S P HE47 &, B IF AR A il #0&E F T 1B 3 5. NIR1E &
gh B E H PR 7E OT Security( 8 OT Security £ 8 25 ) 5 B i i) 3z 72 % & 2 18] L 0] B8 2 47 FF Fr 471
(R 3 11 o Db 458 47 T S B0 Y T 1R SR 25 A .
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i A5 X R

ICMP

TCP

TCP/UDP

TCP

TCP

TCP

TCP

UbDP

TCP

UDP

UDP

UDP

TCP

TCP

53

80

102

102

102

111

135

1kE7/

138

161

443

445

i FH 145 A

i F 1% B

DNS iz 55 2%

i F 1% B

Siemens X %

Siemens X %

Siemens X %

Emerson

Ovation ¥ %%

Windows # &

i F 1% B

i FH 1% B

i F 1% B

i FH 145 Ao

Windows % &
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FTP 3 14 4% Ha

I 4 % % (DNS) fift #1 75 1

HTTP #5 80K 7 A1 Web 5t 1 5 7]

il 3 W B HLTE (MMS), 5 1EC 61850

=

=i

& A T A% H1 3k 1 SCADA % % (1 IEC
61850/MMS

EH T Btk & 1 S7/S7T+HIMMS

ik

& A T Ovation i) RPC Al 45 13 W &
o

& T & G0 W 2 FE ) WM i)

& T Windows % 28 & 3L [¥]
NetBIOS # % It %5 (NBNS)

& T Windows SC 4 /4T ER AL 3 = 1
NetBIOS Datagram /i %5 (NBT)

SNMP % 1 F1 & Bk 38 {5
HTTPS 5 80K 5 f1 % 4= Web flt 55

& T R GE H A WMI/SMB 7 )



135 41 %

TCP

UDP

TCP

TCP

TCP/UDP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

502

1069

1911

1962

2001

2001

2222

2404

3389

3500

4000

4444

OT & %%

Cognex #H #l
BMS 1z ffi] &%

Phoenix

Contact % %%

Profinet i% &

Siemens % %

Rockwell ¥ %

SCADA % %

Windows # %%

Bachmann M1

&

Emerson ¥ %%

Schneider
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(IO T A X 135)

5 PLC #03ll &= 1% #) Modbus TCP ji#

=
Cognex Visual £ 4t & 3L 6 iY
Niagara FOX A in % (1) #r i

PC Worx L £ A1 % #1] 8 {5

2 1 2% A1 1/O B 1) Profinet 15 #% il

5

SICAM/PROFINET( [H & £ #1148 3 3k
)

i& Ff] - ControlLogix/PLC i 15 i
PCCC X

& T RTU AR A i {5 i) IEC
60870-5-104

iz 2 4 1 B i (RDP)

Bachmann M1 % #1] 28 38 {5

Emerson ROC 4000 #2 il 7% # 4E /145
il

SmartX % #i #% ( EcoStruxure ¥ 3% iz



UDP

TCP

TCP

TCP

TCP

UDP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

4800

4911

5001

5002

5007

5009

5033

5050

5094

5313

5432

6626

7700

i A5 X R

Electric
Moxa % &
BMS 4% ffi] 45
Bosch % #%

Mitsubishi i %

Mitsubishi 1% £
Mitsubishi % %%

Siemens X %

Saia-Burgess

&

HART-IP

Yokogawa DCS

SEL
(Schweitzer) ¥

%
WAGO ¥ %

Schneider
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Moxa ¥ £ & B #p i
Niagara FOX % 4> (TLS/SSL) 3 i
Bosch 1] % #£ & 4t £ 1 (PSI)

i# i+ TCP 1% %3 f¥) MELSEC PLC MC
X

MELSEC PLC Fff i i 13 i
MELSEC Finder |~ 5 ( 1% %% & 31)

P2 #p i ( H T IH ik Siemens H 3l it
/\éﬁ)

Saia PCD #% fill #5 1 15

Bt TCP 1% % i) HART-IP, H T &

CENTUM DCS T & %

& T A8 IR % 7% i) PostgreSQL %45

JZE 1 1)

WAGO /O i {5 5 4 £
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TCP

TCP

UDP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP/UDP

8000. 8008.
8080. 8443,
8800

9940

12321

18245

18507

18508

20256

20547

24576

34964

59829

44818

Electric

i F 1% B

Yokogawa DCS
Honeywell #% %%

Schneider % %%

Emerson ¥ %%

Emerson ¥ %%

GE & &

Procon

ABB ¥ %

Siemens X %

Emerson ¥ %%

OT & %%
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iH A HTTP/HTTPS £ A b

CENTUM AR 25 H1i2 W
Honeywell FTE UDP & ¥/ &

& B T M340/M580 PLC [7
Schneider SZ It} 3 1¢ (SRTP)

Emerson ROC/iji & 11 & #L ( FACE 1t
W)

Emerson [# 14 7+ 2% Ak 55 (UPGD)

i& ] T Proficy iFIX/CIMPLICITY
SCADA (1] PCOM i

PROCON OS iz 4 & # 7t [

i T A2 e 8 3 {6 K ABB M 45 4%
] (ABB_NC) /3%

PROFINET i% #2 & # (PROFINET
CM)

3£ T Ovation/VME [ 5 1] & 4t

i& M T Rockwell ¢ % A3 A b
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i A5 X R

UDP 47808 BMS % il &% & H T E s B
BACnet/IP i# {5

TCP/UDP 48898 Beckhoff ¥ % & T ) A N R A AE
ADS/TwinCAT i

UDP 48899 Beckhoff 1% £ ADS/AMS & B (TwinCAT/Beckhoff
IPC)

TCP 50000 Siemens ¥ % SIPROTEC 4 1 4k i {5

TCP 51966 Honeywell #% %  Honeywell %45 UL K ™ (FTE) i# 15

TCP 55553 Honeywell % %  Experion PKS 1) 4% il 04T ¥4 15
(CEE) i 13

TCP 55565 Honeywell % % ] 7£ Experion PKS " 52 8L 7T 4% 1) %%

B LK (FTE) & 15

OT Security £ fi¥

PLR S N AR FF 4T IR S, BLE 5 Tenable Vulnerability Management 11 Tenable Security
Center ££ i 15

Ui 7] i EERUES

1% TCP 443  cloud.tenable.com Tenable Vulnerability Management £ %

1% TCP 443  Tenable Security Center Tenable Security Center % i

OT L3
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135 41 %

& H 443 OT Security B Ik5 OT A B AL % .
& H 28306 OT Security 5 OT MR E R iE+H .
loT % Fz 3% A2

& TCP 10146( % 4= %ii 1) loT % 22 ¥ ¥ ICP ZE 2 loT 2 45 /LB
& TCP 10104( A % 4= ¥ 1) loT i #% &% ¥ ICP IEH2: 2 loT 2 42 45 AL B

%% OT Security ICP

H b5 : %3 OT Security ICP 3 1 £ & .
46 2 |

« B S LR

N

4 T B 45 I X 4k 25 1% 22 5 OT Security ICP 3 % 422 51 W 2% -

o 2% OT Security ICP i {4 #% £

7 = : Tenable #2 fiL ) Tenable Core fiff £ 2 il % 4% Tenable Core + OT Security. 41 5 % %
RERIHSRINM&E L, TiEFEHcE. FXELE LR, 155 H7E Tenable 12 4t 1)
fifi £ | $1.47 Tenable Core + Tenable OT Security 4> 5 % 37,

e 2235 OT Security ICP i il ¥ %
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i

s

o ¥ OT Security i 2 21| % 2%

2 %% OT Security ICP i {4 ¥ %
#7] LU OT Security 1 4 22 25 /E L4 b, A] DL B B2 3L /e P i b, 481 o2 1

$27% : Tenable 7 i & 78 5.1 b 52 B % B Tenable Core 1 OT Security 1% & [i] 5 H1 T i (1) % 4 fig
BAE, ARG R 15 B B ML SR B AT A A AR A B .

7

M+
N7z s

=
%tl-

B OT Security W 5 2B R HE(19 <) MLEE b, iEHAT L N 4 -
1. ¥R 55 2% B e 4d A LR F2 06 1 1U 3 s
EE

o HAORPLIE M .
o B DR AR B 2E KT (A7 T 5 AR b ) A AL (T TR L) R A 1 2E

2. (EFIIE ML 223 P MR 22 (R AR , R HLER 2 e S0 BR (D FE 1) ol e 2UHLSR B, DAAE
R B2 3R B HLA B

3. KPR B AT U R R A N TR A R U S D, SRS R A SR A N SR U
~F T
AT 22 3 OT Security % &, 15 #0047 LA T 21
1. W B A& AE T8 H S SR i (o s i) b
HERE:

o B PR ST TIH TR
o B ORI B BE KT (A7 T 5 AR ) A AL (6 T TR L) R A 1 BE
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https://docs.tenable.com/OT-security/3_18/Content/Installation/InstallTenableOTAppliance.htm#Step7

O

c MRAKKEETZAHME TR, HM R T /FEHR L) EHA L%
) 2% 1E), DA IE 8 R R .

2. K S AL A AT i R 2 A N JE T AR R R L S T, PR R RS 3 Sk i N SR F R

AREFENEZHELE, BESHMWBIEEFEI.

J5 5 1

¥ OT Security 3% 22 51| W 2%

7£ Tenable #2 it i % /4: I #4147 Tenable Core + Tenable OT Security 4= ¥ % %

Tenable Core + OT Security & Tenable #i& £t if) & 77 5 {4 1 751 22 & 1 H 6 BRI FH DI BE o 7F 5= 2L 5
T, BT AR e B (AR A EH R

l VE 0 R S Wi R B, U AT DL RS AR

TH 6 2wl

FI 4% AL A B 2wl 5] 5 USB [N A7 9K 5l 45 19 B A AE Fr, 41 40 Rufus.

Hi 4T HL B

H3 47 Ao N FE P, B 0 PUTTY.

KT 8GB 1) USB x5 & .

31 72 %% Tenable Core + OT Security 1ISO 3, i #4047 LL N 8 1F :
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O

1. M Tenable T~ 5l i T &5 B (1 & £k 1SO XA+

Tenable Core + Tenable.ot (OL8)

@ & Tenable-Core-0L8-Tenable.ot- Tenable Core Tenable.ot VMware Image 2.75GB Mar 15, 2024 Checksum
20240315.0va
OVA Specifications:

o CPU: 4

o Memory: 16384 MB

o Disk: 205 GB

o Includes Tenable.ot 3.18.51
@ & Tenable-Core-0L8-Tenable.ot- Tenable Core Tenable.ot Installation 1ISO 958 MB Apr 4, 2024 Checksum
20240404.is0

o Requires aninternet connection

o Installs the latest version of Tenable.ot and

the latest system packages

@ & Tenable-Core-0L8-Tenable.ot-offline- Tenable Core Tenable.ot Self-Contained 3.326GB Apr 4, 2024 Checksum
20240404.is0 Installation ISO

o

Includes Tenable.ot 3.18.51

2. % USB IR 44 A\ PC, SR J5 7£ DD Bis F ¥ 1SO 5 A B 1] 77 YK 5h 53 o .
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https://zh-cn.tenable.com/downloads/tenable-appliance

47 Rufus 4.4.2103 (Portable) -

Drive Properties

Device
NO_LABEL (Disk 1) [16 GB] e

Boot selection
Tenable-Core-OL8-Tenable.ot-offline-20240315.is0 ~ @ SELECT

Persistent partition size
| 0 (No persistence)

Partition scheme Target system
MER v BIOS or UEFI

» Hide advanced drive properties
(L] List USB Hard Drives
[ ] Add fixes for old BIOSes (extra partition, align, etc.)
Use Rufus MER with BIOS 1D 0x80 (Default)

Format Options

Volume label
TenableCore Install 1SO

File system Cluster size

FAT3Z2 (Default) v 8192 bytes (Default)

# Hide advanced format options
Quick format
Create extended label and icon files

(] Check device for bad blocks 1 pass
Status
READY
D O = START CLOSE

“Using image: Tenable-Core-OL8-Tenable.ot-offline-20240315.is0
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ISOHybrid image detected

'@ The image you have selected is an ISOHybrid" image. This means it can be

k. written either in IS0 Image (file copy) mode or DD Image (disk image) mode.
Rufus recommends using I1SO Image mode, so that you always have full access to
the drive after writing it.
However, if you encounter issues during boot, you can try writing this image
again in DD Image mode.

Please select the mode that you want to use to write this image:
() Write in 1SO Image mode (Recommended)

© Write in DD Image mode

. SERE, B USB K 5l 25 4 A\ OT Security ¥ £ 1) USB i 11 .

BT P G AT R B A (fE R R O 115200 bps, 8NTBCE ) , 28 )5 T HLUE
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B8 COMS - PuTTY — O X
i

5. B RE, % <DEL> N XK B R .

6. 1E RSB E Ak B ALE R A
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O

Aptio Setup Utility - Copyright (C) 2024 Bmerican Megatrends, Inc.
ilelelll Save & Exit
i T
= Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot [Enabled] T
¥
Boot Option Priorities Y =
¥ =
v =
Boot Option #2 [UEFI 05 (WD PC SN740 TEEsm s e Y
SDDPNQD-256G) ] ¥»<: Select Screen =
Boot Option #3 [UEFI: SanDisk] ¥: Select Item s
Boot Option #4 [UEFI: SanDisk, YEnter: Select e
Partition 2] ¥+/-: Change Opt. =
Boot Option #5 [WD PC SN740 YFl: General Help =
SDDPNQD-256G] YF2: Previous Values =
F3: Optimized Defaults

4: Save & Exit =
=ESC: Exit

7. WEFECR BRI A1, IR SO R USB X3 4%

EREEHG Wy R R (UEFI) i 5.
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O

EZP COM6 - PuTTY — O X
Aptio Setup Utility - Copyright (C) 2024 American Megatrends, Inc.

jilsle}l Save & Exit

B e o e
Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot

[Enabled]

Boot Option PriSRiiniR{elsi:yE: I
= UEFI 0S5 (WD PC ! 1
oracle Li (WD PC SN7 4” “DDEN%D—;Jr 5)
Boot Option #2 UEFI: SanDis =
UEFI: SanDisk, Partition 2 Screen
Boot Option #3 Ejnls i = plaad =
BOECROEEn—r-.-—————— B
e Opt. =
Boot Cption #5 [WD PC SN740 YFl: General Help
SDDPNQD-256G] ¥YF2: Previous Values
==F3: Optimized Defaults
= Save & Exit =
Exit

(C) 2024 Bmerican Megatrends, Inc.

0 T DA 2 e 370 SR8 S T )

8. FE“RAFIFIB " 0, I RAAESIFEA" .

WAEN B E, AR, A H B AT RS 6 (ttyS0) % 3 TenableCore”, iX AJ
ff LR 22 285 i ) 0 B B & R B AT I B E

‘EJE““ RIE S “”‘EI’J@#FEZF th AL 45 i H (VGA R HDMI) |, J 7T BA 3k 3% “ %2 % TenableCore” it
AERXFE LS, AR 2 B EBERN S L.
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B8 COMS6 - PuTTY — O X
i

for a command prompt.

ﬁ}iﬁr‘i’i%ﬁhk!é%%o%\ GinlRex Z IR EBE 3. IS SRR, B R IR % 3 58 il 1%
Wi, i B R SR e & 1R 2 0 58 R R

EECAEEHNERRERZE, REMW A g2 PUT D &= %2 FE . Tenable 8 W& %5 15
JLor %1, 4R J5 15 )2 3) Tenable Core 223 1] § .

T AN TE 22 35 58 JlE R H USB IR 3 8%

Jr Bk A

¥ OT Security % 3 31| W 4%

‘%% OT Security ICP FE #l #% %%

Z4 Tenable Core + OT Security #5 #& & VMware i #0411, 2t | #, Tenable Core + OT Security
.ova X I H I EAEHIEF L
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O

HE R E iso XA TR E R .ova U
o 1% %1 Tenable Core + OT Security I % 48 % 3K .

o YPIRIEBRKE TIER, 1k F“%3 Tenable Core”. i 2 [ “4: i % 3 Tenable Core
+Tenable OT Security”.

o JE T R LHLAE B & M8 22 38 P S O R R W e B G R . 2 B R 4 E B e
W, MBI EREEILERZAES R H .

VAR A (I
o HHINEIMA B L RESEHI I A&, W ARG ERF ik .
i RNt e QS R el ST e = o 7 WS S S B (v L [ [ S

/% Tenable Core + OT Security #52 N RE AL, & AT L #4E

1. M Tenable T # 71 [fii ~ %k Tenable Core + OT Security .ova X 14 .

2. £ ML T JF VMware B2 U HL

3. ¥ Tenable Core + OT Security VMware .ova M it B L5 A KB .
AXRECEEMIMEZ(E 8, 152 R VMware ST .
4. fERERRT, Bl E R UHL LA & H 2 A7 6 77 SR AR, DL A& OT Security 5 4t %2 5K

HhRIT IA B i SRR SR

5. Ja s 1#& 1) Tenable Core + OT Security 5241 .

ri

2yt 1 v B R 2 BRI 51 Tl AR o 58 51 3 I R R RE R L 20 B R ]

R ANIERRRIZ G, RGBT HRESHAT D E 23T . Tenabled 3 145 5
5 L4 %0, 28 J5 T J8 8) Tenable Core % %% 7] 5 .

PEo < hn SR A 0 A s 1A) DL A 4 43 B B A R OK, TR S B LA

Jr B A
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https://zh-cn.tenable.com/downloads/tenable-appliance
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-17BEDA21-43F6-41F4-8FB2-E01D275FE9B4.html
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/DiskManagement.htm

¥ OT Security 7% 2 £ ¥ 2%

¥ OT Security % 4% 1| W 4%

oT Securityﬁfﬂﬂﬂ“ﬁﬁ?lﬂ?f’% o A2 R0 B0 A o DR T A X 2% ik it At D T i 0 A N T A
HRELZEE, 1S W2 = T

RN 3 B 2 )
B BT N 2% 1 L IE R B B AL L (BB N R UFIRIE R EE 5 ICP & HIER) .
Hff R 7E T % /) OT Security ¥ % # 1 _E 3B i Tenable Core Bt & 1P #h 1k A1 A 3% 55 % & .

I ARGy B B BN B A mﬁ%%ﬁﬁﬁﬁ’]t’l\%D%BEE%%U%%H%El’bd‘ﬁ%
BLIE o N5 L 2 BE 1P bk IR AR 8 75 2810 B A e L4 1, b3 4 01 ) 8 0 04 45 0 2%

AREZER, ESHEH M3 &M 0 8 (I 0 1) .

P 25 thi %

W — B AN 1L E TR 3 W 2 4 0 A B T B W 4% AR e L B I B e B R H
tr (SPAN/RSPAN) 42 [ . 5 04 2 iG B S H B2 A g 1k OT W 45 W WO 45 A 1E 8 1 7T AL
.

TE AT DL OT 4% 2% 28 5l 3 3 i #2 SPAN (ERSPAN) fi 3k BB W& 0 B i
I & .

# 2R OT Security ¥ 8 3E # 21 M 2%, 18 04T BLH #R4F

FERE A W6 |

Tenable #2& it ) Tl £ ¥ & 1] G BE B 25 Fh B s A 288 (RJI45 56 SFP) 119 M 4% 8% 1 . OT Security T
R T NN AEERERNBONE D EESENB, &rT AR 7 258 Uil & .
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O

£ 9E Tenable $2 it F 6 24 |, &2 2% A A Bk 4% 0, 28 5 B F 31 /5 31 OT Security %
et FR . MR ERAON A A AT D

E R UL e 46 |

AR EAEM ova AR E ek, Wiz s ) I TOAC & 1 DY AN W0 48 1% 11 o f8 mT DUAE 338 39 1)
B i S B B I A 19 2% 3 S 4 4% 1

WHRECAER iso 8L . zip (Hyper-V) X35 B & X BB 4%, 15 B T 75 20 10 W 25 #2
.,

MR E M R E R PRI AMEREE RN . AREREMIN LR ENENELFELE, B
VMware X #4 5% Hyper-V X A% .

Ec & OT Security ICP
T v PR LS AT O

%% OT Security ICP J& , 7 Afic & OT Security. it & ¥ & L N2 3%

1. % & Tenable Core : i it CLI B¢/ 7 1 52 % Tenable Core 4] 45 % B -

2. {£ Tenable Core I % %% OT Security: £ OT Security - 5¢ i Tenable Core % %% .

3. i 2edm S i & OT Security W B : fiff FH %2 3% v] S A B OT Security ICP 1) 3£ A #% & .

% B Tenable Core
Tenable Core [ %] 44 it & 7] LLiE i CLI #1 Tenable Core A /' FL1H #E4T -

& 16 2548 ] Tenable Core i )7 5t T 74 fiE 58 R RE 4] 150 #% 05 (U TiC &

l FERCCWURORAE T30 2 Bl A SE AR T T, I EORT R Bh i

-99-


https://docs.vmware.com/
https://learn.microsoft.com/zh-cn/virtualization/

O
i@ i+ Tenable Core H J* #it Ml #E 4T ¥) 46 i B

3538 i+ Tenable Core i /' 51 ( 7] £ https://<mgmt-IP>:8000 | 3k HY) 58 AT WA il B, &5 2R
e 2% 58 LA R Y 2% 3% 2

R AR E S B P bk, W w] DA A B & 1 PC El0E 2 EE B 1 W 2% 7 18] BL R AR — i
i) Tenable Core H /' 51 :

o RS 1 BRINEFRED, AL E IP ik 192.168.1.5/24

s Riun 4 TIER D, MACE IP Hihk 192.168.3.3/24. W5 2 J5 K 8 ok, vl H A Tk
BT .

BE o PC 5% 28 i A B W B 3% 7% $2 3 Tenable Core, 15 #4417 BL T #:1F
1. 13 P LK R B 25 3% 42 PC A OT Security ¥ 45 19 H o — AN T fic & 3 1 .

2. {f Windows & 4+, fit F§ win+R T JF“i2 47", 4 A ncpa.cpl LLFT JF“M 25 i H27

=1 Run X

@ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: ‘ ntpa.cpl| v

E"' This task will be created with administrative privileges.

Cancel Browse...
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L Local Area Conructaon g Winrleit Metwork Connecticn
|

HetworkCrverosd.com
Compact Wincless- G UISE Adapber

3. A7 AL X 4% B 5 (44 O AN L EE 47) I kR AL

I N 2 S R A b R MR

¥ 4 et Pratecsl Veman § (TCR/PVE)
i intemet Protocl Viersion & (TCP/Pwd)

owetes i |
Connect using
| @ IrieR) PRO/100D MT Netwerk Connection
Thes connecton Lees the following fem
T8 Chart for Microsolt Matwodcs
¥ 5 Facieet Scheduler
Filer ancd Printer Shanng flor Microsoft Networkes

i -a- Link-Layer Topology Discovery Mepper 1O Drver
W1 LnkLayer Topology Diecovery Flaspondar

T
Cwgcnphon

Fropemss

SR L

| mu—u'

e . - L e |

4. % £ “Internet Hh WK A< 4 (TC

P/IPv4)”, X J5 B 5 “Ja 1

LB 2 7R “Internet B W A 4 (TCP/IPvA) J& 175 1
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~

oo

Internet Protocol Version 4 (TCP/APwd) Properties o
General

You ¢an get [P settngs ssngned sutomatcaly if your netwark supports
s capabiity. Otherwse, you need to ask your network admanstrator
for the appropriate [P sstengs.

(C)Obtamn an I address automatically
() Use the following TP address:

P address:

Subwiet g

Deefawit gateveay:

Dbk DNG sénver address automatically
{#Use the following DNS server addresses:
Preferred DS server: [
Alternate DNS server:

[ valedate sertngs upon ewt s

I

CRFEE R S IP Ak

L AECIP M REHE b, A ELE B AR O ONGE S ) IP Huhk . 51 4, 192.168.1.10 £ I8 R 4 i
11 (BRI H Bk, B8 192.168.3.10 7~ £ Didii 11 4 11 BR A H Hik .

AT RS HE B, Ay A\ “255.255.255.07,
C R TR E

. 1E Chrome I % 28 4, S /il & https://<mgmt-ip>:8000.
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Tenable Core

User name

Password

Server: tenable-bztwsz8g

Log in with your server user account.

10. WREH AR EETH AH K, , KRR EIAERE, 285 6818 8@ /g H - ik -
EHEX . AREZHEL, WS QY IR EHE ZIK .

O & 2 G K 7 )5, Tenable £ BT & B IP LIk o i SR8 AT 55048 ] “9% 70 o 1 7HC L
EHRE DA AT REHMME. AREZFEL, 52 MBIESHEI".

EECEHEER B E A E IP b, 35 & 3 Tenable Core 3 5 B & B35 W AR |, 4R )5 4 48
W 4% i B . —

L CLI AT W] UG T & (7T i)
P {§i | CLI it & Tenable Core , i #1447 LA N #:1E

1. 40 43 % %% Tenable Core + OT Security W T ik, f# FJ 5 47 % #1] & 7% 42 8] OT Security #%
% o

2. M 4 wizard f1& 1 admin & 3% .
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/CreateAdminAccount.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Login_TC.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm

B T g [ A | [ g [ A [ 1 g [ 1

dylyuyuiy

(Frik) ZHhCEE P bk, ERA y.

VEE I R sk BBl ptob B, 4R 4T LU A sudo nmtud iy 47 A B I
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O

a. WEF ARG (R AR i D ACE, Wik F R S H 3) .
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Ethernet
System portl
System port4
System port3
System port2

<Add>

{Delete>
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b. #%Enter.

R 2 HE I B R
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c. fE“IPVA L & HE R ik TN “<H B >"BUN < T3>




O

FE:

o TEREFUINLANAE Tenable $2 4t B BE £F I, 6 0 1 E T A“H 3 IPv4 it &7
(DHCP).

o 7F Tenable #2111 45 L, im0 1 S & N 192.168.1.5/24 . 1 n] LUA# A it
U AW B HEEE R & L IT I &, 28 5@ CLI # ) Tenable
Core Ul M 2& i 15 £ B¢ sudo nmtui iy 4 347 T 24,

d. &Sk S0, HMCE BT % I 1P Hihik o BRIA M OC DNS il 55 2% o 18 7T DURS )5 38 24
LR A -

e. flH M T Erk, 500 RIBE 5 R 5 I 0k B <Hi E >
DU B £ HY B X 4% 5 PR 285 .
4. EF<iBH>,

I £ ey T 4% 2 TR SO BT 11, R 1 B A B
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.
Ef COMS6 - PuTTY

d to update your IP ¢
command to return to the figuration menu

| | | | | O | | | | T | | | O e [ e | | | | | | O g A 1 | T 1 1 e | I T T I T 1%

Tenable

5. iy IF 4 R~ ) g B ik o . ik S AN AT B T 5 3% Tenable Core( 2% i 4% il £
SSH #l Tenable Core ] /7 5t 1) - v OT Security N FH #2 5 45 F 58 50 1) Bk F
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EF COMS6 - PuTTY

gk ;s I 4% ) & B 4% % $2 ( SSH B Tenable Core #2 I1 (https:/<mgmt-
IP>:8000)) 17 1] 2% iy LA AT 8 454 -
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indegyadming
tenable-

Tenable OT Security has not finished installing. Confirm that the network interface role assignments below are correct before continuins

Active query ens192 ( 0 v
Overview

SPAN / Passive Monitoring ens224 () v

System Log

Management (The OT Security WebUI) ens192 (1 N v
Networking
Storage Install OT Security
Accounts
Services
Diagnostic Reports

Terminal

Remote Storage

Backup/Restore

SNMP

7 K S HL A1 4E Tenable i 14, Tenable Core > OT Security 7T [ _E 4> H 8l % % OT
Security [ #2771

Ja L A

1E Tenable Core | % %% OT Security

7E Tenable Core I % %% OT Security

Tenable #2& {1t A8 4 & #% B BT 79 22 25 1Y) OT Security N 2 FF o 76 H & XCBE 4 5% 62 00 % 4% F &6
& OT Security it} , B HEF I JH 3N <L

= AE T IR %2 % OT Security N 2 7 2 8, 26 A8 0 4 B /A . 5 fR /£ Tenable Core #
B B B2 1 JF o 4% 0 W 4 Rtk 5, LS IERI I B . AR E L2 E R, 155 W W 431 2 5 TR
¥ OT Security % 42 3| N 2% .

THi6 2wl
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https://docs.tenable.com/OT-security/Content/GettingStarted/NetworkConsiderations.htm
https://docs.tenable.com/OT-security/Content/Installation/ConnectOTSecuritytoNetwork.htm

o ORI B A E AR .
o T fR 1&XF Tenable Core Ji #0115 25 F147) B i% 25 1 5 SSH 5 Cockpit U7 7] AR -

TR AR s S B ORI R A A, B DOK P W] R TG VE Vg IR o o SRR K IR A
T R B e, ST DA G R A B sk TR Bk P RIS A TR, an RO ARk
FUEE , ICP AT LUzt F% g B 3% 2 i 4% j% 25, [R5 OT Security Enterprise Manager (EM)
e 53 P2 A B L E B ICP. B ML st TR E 2 E 5, S 0 5R FE X

% : Tenable Core 1 11 “FI| FH iz 2 fift 81 Th g "o

B1F Tenable Core 1 %2 % OT Security, & 047 LA N #:1F
1. 7£ Chrome W % 2% *1 % 5% Tenable Core:https://<mgmt-ip>:8000.
2. S /i % OT Security.

I 4> B OT Security 7 T «

| A TR UALATEE Tenable B 4 1, & 4t 2 $2 /8 5 %2 2% OT Security .
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https://connect.tenable.com/kb/tenable-ot-knowledge-base/leveraging-the-remote-unlock-feature-in-tenable-core/110728

indegyadming

tenable-

Tenable OT Security has not finished installing. Confirm that the network interface role assignments below are correct before continuing.

Active query ens192 (

SPAN / Passive Monitoring ens224 ()

Management (The OT Security WebUI) ens192 (1

Install OT Security

Accounts

rvices

Diagnostic Reports

Terminal

Rem Storage

Update Mar ment

LS Certificates

3. #ii“22 % Tenable OT Security”.

Tenable Core £ )5 8 % 35 3F B 7n — N W & N “0T Security IE7E %2 %% 8%+ 2% JF K 76 8 4F
56 B I B VAT ) o R T
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indegyadmi

tenable-yg6sekl7

Q Search

QOT Security

Overview

System Log
Networking
Storage

Accounts

Services
Diagnostic Reports

Terminal

Remote Storage

Update Management A
SSL/TLS Certificates
Backup/Restore

SNMP

Administrative access @ Help ¥

@OT Security is being installed or upgraded and will be available again when the operation completes

OT Security
OT Security is configured to use ens192 for both active queries and management
URLs:  htipsy// 443
License:  Status Unavailable (not-found) Change split-port settings

Service Status:  Stopped Start | Restart

% Error: OT Security install is not complete enough to determine application

Application
Version:  Version
Role Interface Mac Address
RPM Version: 4240 Active query ens192
SPAN / Passive Monitoring ens224
Management ens192

OF Security installation/upgrade v

Last 24 hours Only emergency ¥ Identifier  tenable.ot-install.sh

Filters Q priority:7 identifier:tenable.ot-install.sh

1:14 P DEBU[23/07/2025 06:14:14.830-04:00] Deploying File from /tmp/dataToDeploy515938476 to /etc/sysconfig/iptables

1:14 Py DEBU[23/07/2025 06:14:14.830-04:00] Executing template /opt/indegy/manufacturing/templates/iptables.t

1:14 pu INFO[23/07/2025 06:14:14.830-04:00] [Deploy] Running SetlpTables
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indegyadmii
tenable-

Q Search

OT Security

Overview

System Log

Networking

Storage

Accounts

Services

Diagnostic Reports

Terminal

Remote Storage

Update Management

SSL/TLS Certificates

Backup/Restore

SNMP

Administrative access

OT Security
OT Security is configured to use ens192 for both active queries and management
URLs:  httpsy//1 1443
License:  Uninitialized Change split-port settings
Service Status:  Rupning  Stop | Restart

4.2.40

Application Version: \ __\\cq. 7/23/2025, 1:14:48 PM

Role Interface

RPM Version:  4.240 Active query ens192
SPAN / Passive Monitoring ens224
Management ens192

OT Security installation/upgrade v

Last 24 hours « Priority Only emergency ¥ \dentifier tenable.ot-install.sh

Filters Q priority:7 identifier:tenable.ot-install.sh

Starting OT Security
DEBU[23/07/2025 06:15:07.843-04:00] Starting service anthology:service

INFO[23/07/2025 06:15:07.827-04:00] [Finalize] Running StartService

4. (WIk) R DA

@ Help ~

Mac Address

c Session ~

Ip Address

FR AT L FE R E BN & BOA R D E im0 18 B+ E) &l o 24

B A%

-116 -




Administrative acc

OT Security

OT Security

OT Security is configured to use nic0 for both active queries and management
URLs:  hitpsy// 443

License:  Active, will expire in 353750 days Change split-port settings

Service Status:  Running Stop  Restart

ystem Log

ORK INTERF/

. . 4324
X Application Version:
Networking
Role Interface  Mac Address Ip Address
RPM Version: 4324
Storage Active query nico
SPAN / Passive Monitoring nic1
Accounts .
Management nicO
Diagnostic Reports
Terminal
a

Remote Storage

a. {E“UF 7 m HAC B A5 B 2, B R o i i B

Ui 2 BJE /25 F OT Security 1 9% 2 i B 7% H o

Active query

nicl (eriooionc B
nict ()
nic2 ()
nic3 (

SPAN / Passive Monitoring

Management (The OT Security WebUI) nicO (°

Update split port configuration and restart OT Security

b. 7£“& ¥ (OT Security Web UI)"HE b, 4 & B 3w 182 2] 53 — AN 0, 6 i 1 3.
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@When configuring OT Security in split-port mode, be sure the selected management interface is configured and reachable before continuing

or this machine may become unreachable.

v Active queries gateway { |

Active query nicO (7 !
nicO (1 h o+
SPAN / Passive Monitori nicT 0
assive Monitoring nic2 (
nic3 ( ) v
Management (The OT Security WebUI) nic2 () b

Update split port configuration and restart OT Security | Close

c. (RIk)E“EB)E WML MES , FEALM K IP Hihik .
d. B 5 HT R 4 o 11 B0 I 5 ¥ A 30 OT Security”s
Tenable Core £ 1R #i 75 22 & 371 J8 sh 5 22 3 .

TE R A BEBr B, V5 20 22 3 A BE R BCE R R B . 5 AR R T RE T BE R B BRI A], 35 20 T I

LR SE R R, AT PLH T URL HE A ) 4% 4% 0Kk & 3¢ OT Security A 7 51 -
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English (English) v

Otenable oT security

Welcome to Tenable OT Security setup

Start Setup Wizard

Ja L A

1 ] 22 %5 7] 5 fid & OT Security %X &

i 22 % 0] S iid & OT Security 5 &
OT Security Z 3 7] ¥ 5] FEE M E R A RF R E NS RE.
I AR mAELE, B EEEER (AP A m) MR E e i E .

B ) 2 A E) 5, A S B 3t OT Security B H B HI 6 . B R WA & X EFHLEH EHE R,
i % ) & 3 OT Security & H 5k &7

a2 m RO E BL M IUH -
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EEFEEEHEM IS E NGO DS

HREERE M S5, OT Security 2 #2 7R & 5 351 5 31 R 4t

% 5% OT Security & ¥ 2 #1 &
31 % 5% OT Security & B % # &
1. WGAT FAIEEZ —:

o A5 LUK ) F 450 R AR o) & AR Sl (9 o PC ORI B 0 AR FL ) B4R E 2 B OT
Security ¥ & 14 I 1,

o R B G A E B B R AL

WA E RS & T/EY S5 OT Security % #% (EP 192.168.1.0/24) J& T [7] — F M 5l 7]
eI Rl O

2. A EWE A P LLIE R OT Security % %, & 47 LL T #:1F
a. B R M LA Internet”> M 25 AL FZrh "> SUE LA W B

I I 2% S 7 ) 2 3 4 e
_—

mvlﬁ- Metwork and Inbemet » Nebwork Connectiers » = | #y || Search Network Commections
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o
| e s Wincows A 2 5.
b. BBl A M5 R

BRI £ 7R A R

Connect using
£ Intel(R) PRO/1000 MT Network Connection

([ Codgure__]
This connection uses the following tems-
v e Chart for Microsoft Networks
W JB005 Packet Scheduer
i 4% File and Printer Sharing for Microsoft Networks
¥ 4 lntemet Protocol Verson & (TCP/IPvE)
¥ i intemat Protocol Version £ (TCP/IPvd)
¥ i Link-Layer Topology Discovery Mapper L/O Driver
W 2 Link-Layer Topology Discovery Responder

) (o) (e

c. & #F“Internet P W A 4 (TCP/IPv4)”, SR J& 55 “J@ 117

I B 43 R “Internet B AR 4% 4 (TCP/IPvA) J& 117 % 1.

-121-



Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtan an 1P address automaticaly

() Use the following IP address:

IP address: L. . . ]
Subnetmos: L. . - |

L

Default gateway: [ . . ; ]

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: I i ; : ]

Alternate DNS server: | . . . J

(L] validate settings upon exit Advanced. ..

PR A1 P ik

. FECIP M hETHE S, H N “192.168.1.107,

. AECT M AL HE 4 A\ “255.255.255.07.

. R E

OT Security <= I F ¥ i% & -

. {E Chrome I % #% 1, 3 M % https://192.168.1.5.

BRI 2 3T I 22 25 7] 3 1) “R3H 37 2
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| VE R 7 B A OB W AS B Chrome 7 B2 5 1R FH P SR T .

Jr B AR
M5 R
M5 B
OT Security % 3% 7] 745 5| FE KA E R A KRG B E N .
| ER AL, G DR A G (M7 ) KR E R A .

EDAREPS!
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Set-up Wizard

English (English) ~

®

User Info Device

USERNAME *

| admin

Otenable ot security

RETYPE USERNAME *

| admin

FULL NAME *

| admin administrator

PASSWORD *

© 2025 Tenable™, Inc. Version 4.2.40 (Dev)

U E B b, HE MK E R

EE AEzRATT, EREREETHE K, ERE. S A e, &0 e KA -
. ARAPKPKEZER, ES WA .

1. A ES, AR TEXRGHNHH 4
P a2 s 124078, AREEE NS 7MY
2. EEBWMAM A, B WA A
3. M EA"H I, WA TR T LR,
l R AR 1R AR SR bR A R 3 H A R
4. FE“EFYHE D, WO TR RG0S AR S
o 124

. A KE R
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s —PMPAEFEH
« — T
o —MRFIR T T
5. £ “H BN TG b, EORT N D
6. ik —B7,
SR I 2 4T TF 22 26 7] 5 1“4 0
Joi SR AT
M &
W
OT Security %3 i 3 5l R E ML BERE ARG K E ML

ER AL, Gl DS B RS G (7 ) KR B R .

Set-up Wizard

English (English) v

® ®

User Info Device

SITE NAME *

The name of the site where the Tenable OT Security ICP
device is installed

Otenable ot Security | sie

(D tnable Usage Statistics

Enable this option to turn on telemetry and to
access the OT Security Resource Center. After
enabling or disabling, refresh your browser for the
change to take effect. Note: When enabled, Tenable
collects anenymous telemetry data from your
account. This information cannot be attributed to a
specific individual; it does not include Personal
Data. We analyze this data in-house and also send it
to third-party partners for analytics and
optimization. We use this data to identify ways of
improving the user experience in future Tenable OT
Security releases. We may also use the data for
other reasonable business purposes in accordance
with the Tenable Master Agreement. You can
disable this option at any time, in order to stop
sharing usage statistics with Tenable.

‘© 2025 Tenable™, Inc. Version 4.2.40 (Dev) < Back Complete and Restart
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O

TE“® &L =, $& 4t F 5% OT Security *F & 115 &

1. 7E“uh S FRHE A, FR AL %2 2% OT Security 1) 3l 1 1) %4 FK o

2. (Wik) s R AR S DL gETE BE U BT Ok, SR VE OT Security Y 42 38

P
3. Hilr"5g OIF E TR B
OT Security = 5 381 3 4 -
Ja B AF

o T B AN 4 A i) i 5 B

e OT Security ¥ 7] ilF #0&

A T B B B A o A

L G PE I U5 e BT

XA TR DB W LR T PRI DRI EshE R O M S EEA G E), B

76 7] LUK OT Security 15 4% 11 5l Bl 2 10 3% $2 31 A0 N 1) 9 25 22 e Ml e
Tenable Core X £ i

AREZER, BES WGB3 E WM O 8 (P om H) .

TUE R B O, W AT BN R
1. 76 OT Security #¢ % b, K LUK s 85 ( L H ) 42 B3 1 3,

2. R o G 4 B ) 2% 5T AL b g

OT Security ¥ W] iF ¥ 75

FT 7% 1) OT Security £ {4 & B 5

- 126 -
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H A c 5 0 VR PR R AR B R S DD e

Tenable nl LUAR 4 & 4 v e — P () B o 57 al ko &34 1P 2t ik 40 75 2208 FH S8 B VF ik

Blan, BIAEA 2 A>3 a5 36 AR (R 0 IP M bk, o B0 34 432 28 [A) — 75 AR 22 A 10 36 P A [R] 9
=/ IP i hik, Tenable 15 2 iR s it — IP (9 B & o S VF vl ik o BB, AR B & B i), S
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https://account.tenable.com/home

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. FEBRARSE A, I R VR AR

e 2 8 7“4 BCE 43R0\ O AR B

License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER 1D

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to o _
A ’ . Enter Activation Code
activate your evaluation period
Cancel

3. AE(1) 2L B UE A R, A OE A

R A RS 5 T AR 5 O IR S i R
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Generate Certificate X

ACTIVATIOMN CERTIFICATE

Ik Copy to clipboard
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https://account.tenable.com/home
https://account.tenable.com/offline-activation/ot-security
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Account / F /

Home Tenable OT Security

&

ACTIVE Code: |
Contacts

Products X
Product Overview

Activation Code Product SKU Customer ID Customer Name
Services 5=l s — TOT 1€ |
|-

& O fif 2

m

Training

Register Date Sites Licensed Site IPs Licensed Expiration Date
Support 2022-10-24 11:66 AM EDT 13 /1,000 4,441 /6,000 5 2026-09-18

)

2 Assigned Contacts

Billing & Subscription

Purchase Date Expiration Date
2022-09-19 2026-09-18

Tenable.com Tenable Connect Documentation Education

d. F ol S IR IR

BRI 2 Bl £ 0
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f.

Tenable OT Securi

ACTIVE Code: |

Product Overview

Activation Code

L

Register Date
2022-10-24 11:66 AM EDT

(3 Billing & Subscriptior,

Sites (12)
Start typing to search...

[T] Columns

ty

Status Label

Active SE30 - HQICS .33

Active HQ Lenovo SE30

Active HQICS 57

] Sites

Product SKU

TOT

Sites Licensed

12 /1,000

ed Contacts

Customer ID

Site IPs Licensed
4,241 / 65,000
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Created Date

2024-10-10

2024-10-10

2024-10-10

Customer Name

Expiration Date
2026-09-18

1to 12 of 12
Expiration Date
58686-09-28
658686-09-28

58686-09-28
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Edit Site Details

1 Update Details

2  Review Seat

Label
Optional label for the site
Warehouse .30
Size
Number of IPs allocated to the site

160

License Certificate

Enter your Tenable OT Security license certificate

() Updating...

g. Wk HEHEENELR .

FE WG UE P 7HE o, kL I 78 M OT Security 1“4 BiAIE -

52 1R AE T
TR = I < T

TP PR 3 2 S5 o A B AR ) S 1 A o 3K S — MR AR R AR D, 0 A0K A I 3
OT Security SZ 4 .

-135-



Edit Site Details

{1 | Update Details Enter this one-time generated activation code in your Tenable OT Security
instance to complete activation.

2 Review Seat Activation QGde

AT

Confirm Activation Code Saved
Please save this activation code. Once you close this form you will no longer be able to access
it.

| confirm | have saved this activation code

josid o L, AR A ST
7. SRl OT Security 5241
8. 1 (2)“f N BOid ARRE " HE A, o B N B AR S

Q. FE“WiE ACHDHE o, G U 75 M “Tenable OT Security K /7 & 38 7 570 & 1] i) — Ui A AR
5.
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Enter Activation Code x

ACTIVATION CODE *

10. 5"
OT Security £ 1 77 % 5 £ e D80S 10§ Y3 L, I EL*VF o 4IE 5T 2 7% 10 7 i B VF
AN

TE B 26 11 T 5 3 v el e

1. T T 5 B AET 4 A A5 T 1 4.

2. fE%(2) T N SOEACHS HE R, BB B R S5 T R %
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period
Cancel

“BS 2 s OT Security” & [ 23 78 37 1 TR H 4T 7.
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Otenable  Account

Tenable OT Security Offline Activation

Activate your Tenable OT Security instance offline. For detailed instructions on
offline activation, visit the do tation page.

Activation Code
Enter your Tenable OT Security activation code

Activation Certificate
Enter your Tenable OT Security activation code.

Accept License Agreement
Please review and accept the Te

| have read and understand the Tenable Software License Agreement

Submit

R BT DATE B M % & B N L URL BL7 A “28 28 300 OT Security” 57
% : https://account.tenable.com/offline-activation/ot-security .

VEE i R K B 5% tenable.com, & AT DAAE R IR 44 M bk R S5 AT R AT B % . U 1 4%
WCVF TR AR RS B BT R ARk P o an SRR B AR, BT LR Rl A (R iR R R R
HEAT #1F) 8L R Tenable % )1 4 3,

3. fE“BOE A HES, B N 20 AN FF HVE AT IEACHD (AT AVE AT IR E S SR )
A, LEOE UE A5 HE R, R U 0 I A5

5. Bk 3k O B i 0 B AR Tenable %4 4 AT HIE ¥ 078 GG HE .
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https://provisioning.tenable.com/activate/offline/tenable-ot

Otenable = Account

Tenable OT Security Offline Activation

Activate your Tenable OT Security instance offline. For detailed instructions on offline
activation, visit the documen 0

Activation Code
Enter your Tenable OT Security activation code.

Activation Certificate
Enter your Tenabl

Accept License Agreem
Please review and accept th Lice

~ |have read and understand the Tenable Software License Agreement

l EE WM EEE VATIE PR, 15 $ i “Tenable 814 VF 7T AE 7 W08 £2 .

6. FFEA

OT Security <= 4= BCHUE AR
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Tenable OT Security Offline Activation

Enter this one-time generated activation code in your Tenable OT Security instance to complete

activation. For detailed instructions on offline activation, visit the documentation page.

Activation Code

Please save this activation code. Once you exit this page you will no longer be able to access it.

7. EAEHIOE RS, sy O A

8. &[5l OT Security H 1 “VF A {E & Wi+, 2R J5 5 5 “Har A\ s AR RS 7,
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period

SR B 4 S B N S AR 0 T AR

9. FE "G ARG HE H R I P AR, R R s
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Enter Activation Code X

ACTIVATION CODE *

] i B 2% 1A B 26 75 OT Security & 5 3 F 7] IF o

EX Rk ek A IS

HHT ) AR AL VR AT IE R N FR G2 I R 2 A VE AT E I 0 B B VR RTE, SRR S AR R S8 3 1A
WO VF AT R SR80 o i 75 2 E T 00 46 A6 VR ATk (BP0 BT I VR RTE) |, 1 A A DL AR
FP o

l VE R VPG BRI I VF AT IE 46 2% B A ME— 59 VF ATIEAGAS

THi6 2
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* Tenable % J* 28 b 250 . AE e 28 48 vf A0UACH VF ATAIE, I 4R B VF P UEACAS (20 A 745 19 5
BEIALT)

o T3 Internet 1117 M BLR . 15 OT Security % £ TG 2 3% 45 3 Internet, % 1] 38 i T /i PC
VE M ATIE

A AR AL VE AT IR, T AT BAR #R A

.5 SR G A

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. FEBRARTSE B, 3ok 3 HOH 9T 46 AL VF TR
BRI 2 B

3. M HE AL

@ Reinitialize License X

Are you sure?

Once you complete the three-step process to reinitialize your license, the current
license will be replaced by the new one. Until the process is completed, your current

license will remain in effect.
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SO & SR “VFANIE S 1, RS = EE vt 5§

License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2993
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to reinitialize your license

o Enter license code Enter license code

2 Generate activation certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to
activate your evaluation period

Cancel

2 O VE AT RE G S o 0 R 6 A R (5 TR 1 25 TR 17) SRS VT
46 AR, HT 4 Y I 5 9 24 0 40 VO
Ja B AR

Ja H OT Security & 4;

J& 3 OT Security

HAr B3 &S0, JFJT 4 % & 48 K35 &2 OT Security 5K .

It & Tenable Core + OT Security /&, Jd F % %t LLJT 464 F§ OT Security.

- 145 -


ot_reinitialize_step1.png
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= Otenable or Security

XD  0645AM - Wednesday Nov 29,2023 8 Mr. Admi
~ @ Dashboards
Risk [ Rk |
(0 O 8 6 O Off (NaN%) None (NaN%)
Events and Policies . W Low (Nanee) I Low (Nanos)
Medium (NaN%) Medium (NaN%)
> M Events B High (NaN%) W High (NaN%)
R Policies
> & Inventory

% Network Map
& Vulnerabilities
> U Active Queries

> &b Network Unresolved Events by Severity (Last 7 days)

i\ Events Status (Last 30 days)
> @ Groups
Total 6 Total 6
> & Loecal Settings
None (0%)
Low (0%)
M Low I ot resolved (100%)
Medium (100%)
W High (0%)
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ActiveQueries.htm
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ActiveQueries.htm#top
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm
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o fLJEK2S U i% #2 3 Tenable Core &, 3f H 4 2 % & T % 5% Core I )7 FLTHI 1 FH J* 44 Al
0, A > fd H Tenable Core F ' FL1i 1) 38 £ 15 2., 15 2 [ Tenable Core + Tenable OT
Security f /7 45 74 -

o ICP =Ml G ML H A THHCRE(E S WIED) -

1 & : Tenable LwXﬁ'JLTHﬂﬁEIEJ\HKEE’JJ’?ﬁH ICP JH 7 R 41 51 4% K g Fo X i 72, LA By 3% 4%
Wiy (15 2 Bl “ VS I AR 3t 77 7) o 8 AT LAES IR 18 2 63 P DL S 2 A AR AR E X

l VE = KN Tenable Core i+ & LN FH B 2k 8 3 1115 &, 1§ S W 2 28 % 31 Tenable Core.

K 3.14 B A (AL IR AR 5 ICP B X, 1 $h AT DL R AE

L AEICPE BRI & (M 7 ) F, SR R E > E" .

Sensors Search... Jo) AUTO-APPROVE SENSOR PAIRING REQUESTS (@) Check for updates B

IP Status Active Que... Active Query Networks Name Last Update ¢

{* Connected Disabled 04:37:54 AM - Oct 29, 2(

2. WRE R H B St R AR BRI SR, 15 B ORORE B e T0ER K B sl 3k HE AR N IR AR RS
XHIE SR R UIHON T I 5 W, B A BE Xt 355 3K #8 7 28 T sh fe vk
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J& %% [ Tenable Core f] J* 71 »

I VE & B A B B BAS [ Chrome A 6217 ] Tenable Core H 7 L1 »
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Introduction_OT.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Introduction_OT.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateTenableCoreOffline.htm
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4. {£ Tenable Core {3 | 3 % 3¢ % I o, Hi A (6 (10 “F " 46 "85 157, 36 vh 0 4 AUAT 55 7 52
{5 Y A TSR AE | R O o

Tenable Core

User name

Password

Server: 1

Log in with your server user account.

H LT A0 R AN R N Ry U 55 R A A, U T i R R Bl A% KA IR 55

5. fE“F MR A, 15 “OT Security 1% B #87.

BE I 2t BLAOT Security 4 i 8 i X 76 1.
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*ICP IP Address: | |

1P Uner:
ICP Pairwornd:
IEP AP Ky

Unsuthenticatsd Pairing

¥ & :“Tenable OT Security & 2 4 Bt % " & H A LE B S0 7L i o 3. ZEAE b2 J5 97 JF
& [, i .17 Tenable Core % fill & “Be % {5 B #8731 G 440

6. TE“ICP IP Huhik"HE o, % N 2 5 A% 28 e 5F 1 ICP |1 IPv4 b dil-

7. 5 EAE R ORE B4y 36 Uk (RN ) BUBCXS , 15 e R 48 B iy B Uk ) HC xR e A O Bk 2 5

84,

TE = A R 4 By 56 TIE B BC X A% AR AN R RE R Sh I L B, T B AN BE B ICP &
H, PR KIE S '

8. i E 5T AT X & iy BAIE, T AT A EREZ —

o {E°ICP Hl PP HE TR f N ICP I 7 44, 4E“ICP % A% 4E F far A ICP % 15
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EE W (I8 S I ) .

| £ 75 - Tenable 2 W 618 & M ICP Jl /7 R £ 5 A& AR BC X, UL DR A2 e b i #2 b A = R 2E
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ERCEHHP 2SR S0 RAE Tk BEAEAS SRR S, X5 APIEH A,
APl 8 iy & & 1 .

9. FLal P X AR AR
10. G EfE M ICP S ik Y UE 45, 15 $hAT LA T 48 4F

a. 7E Tenable Core [ “Tenable ICP ilE +573%8 43 B “HE AR BT, A EBE BN .

Certificate Subject:  Tenable.ot
Certificate lssuer:  Tenableot
Certificate Fingerprint:

Mot Valid Before:  Sun Jul 25 2021 16:46:57 GMT+0300

Mot Valid After:  Tue Jul 25 2023 16:46:57 GMT +0300

val Status:
Appro Pending user aopro-v Delete

Upload Approved Certificate | Choose File | certificate {1).pem

b. s AR DA e AR
c. f£“Hfii\ %32 Tenable OT Security fIik 55 #% iF 1575t & 1 A1, 5o 92 52 e 47

MRS RT3 EARAESS, 5347 BLH 8R4
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a. fE Tenable ICP % | & v, iif #% “/E s HTTPS 1iE 15t Fr ik i1 25 B 4 A

b. 7t Tenable Core 1] “Tenable ICP ik 1575 43, o “ b AL 2 /EME RO UE 157 /Y “ik
£V L

c. FHLRNE LALM Lpem ik 53

1B 32 52 B E B Je , FLAE“OT Security ICP IE 4575 H 1 “fEHER S "4 BoR
NeHHE”,

Cortificute Subject:  Tenabie ot

Cortificate lsseer:  Tenatiect

Mot iulld Baforec  Sun bul 25 2020 16465T GAT #0300

Nt Valld Alber:  Tus Jul 23 3003 BES5EAT GRIT+0000

ipprond | Dwlete

Uplosd Approved Certificate Dw-mflo_kn'h:mr

11. 7£ ICP JH 7 i o, & il 22 A h e B 7> 1% I 387

OT Security 2= £ 3 H 7R B (A& 2%, RS R et ifE”.
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o sovemgeuessepmdnggonl Yevteguests

— 9 . ® ;
= Qtenable OT Security ‘ O 11:49 AM  Tuesday, Nov5,2024 @ = Mr.Admin v

88 Overview

Sensors Search... 0 AUTO-APPROVE SENSOR PAIRING REQUESTS () | Check for updates B
> 0 Events
P Status Active Que... Active Query Networks Name Last Update ¢
3 Policies
{2 Connected Disabled Sensor #90 11:49:22 AM - Nov 5, 2024

> i€ Inventory () Pending approval N/A Sensor #92 11:49:16 AM - Nov 5, 2024

. Network Map
> @ Risks
> @ Active Queries

> @ Network

sumasa

> & Groups
v & Local Settings

Sensors

12, Hdi B IR AT, SR JE Ll R AR (A B R % AT ) IR I B UE
S smorpigreueacpendngapprowl Viwfegues s

— - . ® .
= Otenable OT Security ‘ O 11:50 AM  Tuesday, Nov 5,2024 @ & Mr.Admin v

88 Overview

Sensors Search... 0 AUTO-APPROVE SENSOR PAIRING REQUESTS C) | Check for updates (53
> [ Events Approve
13 Status Active Que... Active Query Networks Name ast Update +
3 Policies Delete
{2 Connected Disabled SeNSor #90 s 1:49:52 AM - Nov 5, 2024

> 2 Inventory () Pending approval N/A Sensor #98 11:49:16 AM - Nov 5, 2024

. Network Map
> @ Risks
> @ Active Queries

> @ Network

sgumasa

> R Groups

v & Local Settings

Sensors

U SRORFE V) O CERR”, 3R O 6 il 2y o Bl Rl RE AR S R4

o« CEBCRZ M) LR T O, (BRI . A5 RS RS RAT B
20 10 2 46

o THEF BB CIEMIER, HEEF.
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R P BN, JE I R A AP ],

o CEER(IEIER R) EX Y, (HIETE Ll 5 A ] B AF o K 2w 1 28304 M A% K 45 2
ICPIE# . ARELZE R, 12 WP kS ST,

2 OT Security 5 2818 B £ 46 1UE (% J& 4% 58 OB XS Jm, S8 mT DUBC B 28 7 Ie A% I 4 B Is AT I
EHEN WS EE L ER

vE R N 58 A S, Tenable 2 i & 4X f8 Fi] ICP T IH 1fi /~ /& Tenable Core F /' % 1H 3k & 2 A% J&
5 o

BEARR

R T DAKs v] BC B AR RS LA AE DIN 38U L, BOR L 2 3 A AR HE 0 19 T~ WL B (18 e e
A EEHE R 2 & 1) o

o B Al C B AR e

1 LR ) G AR R AR 2 A AE DIN 8L B, B2 AR AR AR R ) 19 S~ 2 R HL AR b (i e e
H7idific &3 B 1F) .

DIN 3§ % 3¢

LAE bR AE DIN 50 _E 22 3% OT Security 7] it B 1£ B 4%, 15 AT L T 45 1E -
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A

2. AU A — SRR

o HVHIE ¥ 12-36V E i 6 £ Phoenix Contact 3% 22 2% 4 A 4% 5% 2% 1% 45 (Rl 4, 3f
P 55 2% TO0ER AR 30 A e N MR AT, MK B VR e L BRI By . R 5, B
B R 2R 1 55— i 2 4 ) LI HRL R .

I
o FE==Tk o

*_f

§

o YR HLVE ¥ 12-36V E Ui 6 £ Phoenix Contact % 122 2% 4 A\ AL &K 28 ¥ & 1l id , 3¢
P25 34 3 2 T R0 JES 5 14 4k N ZC BB AT, MU K A2 U o U5 4% 3 2 PG R8s .
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a. N &R 3 AN IRET

b. {5 A TR AT (4R i) 75 L % P 2 e 2 AR H H

2. R 55 # BT s A HLEE R on] F K U R
VER

o HTRHLEE S .
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3. M 22 MR AT (2 PR 4 K 2 Bl € BIHLRMEZE B, MTORE e 46 [ € BUHL2R k.

4. ER LN A — R
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o HALHLE ¥ 12-36V H i 6 £ Phoenix Contact % $22 25 i A\ A% B 25 1% 45 (il id , 7f
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T H YR % 12-36V H i 6 £ Phoenix Contact i% 42 2% 4 A\ A% B 2% ¥ & i i, 3F
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SRJE R AT LR AR (R L) al N B YRR B, JFRE 55 g N SR P IR R
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OT Security £ 2 %5 I T ISt £ W 2% it &2 JF 15 H 7% & 21 OT Security 15 8 o #7 2 AT M 2% I 35, 18
T MG A% T B W 2 S e L B BB AR 1, 1o 1 R B A OC (1) 45 1 38 /PLC.

U PR RS, VR B B B B M 2% o AT DU 5 R T PRAT 48 1 R I 4 AN [ 1 R 2
5% OT Security 7] iC B A% J86 4% 7% £2 21 W 4%, 15 AT LR #81F -

1. 7E OT Security £ &4 L, K LKW B 20 ( 32 4t) i 8 30 1 1.

2. N HL B % 5 B 0 4 S L b B R e

3. FEW A& b, K — AR LUK W A 45 (A it ) 4 3w 1 3.

4. R vl 4 T 2 B R 25 A2 LB B R v

Ui ) A& g as BB ) 3
TH G MR G,
1 AT T AR 2

o A FH DLOK ) HL 450K B AR ) & AR Sl (9] PC A1 2B 0 A HL ) B IE B2 31 OT
Security 1% B 2% 15 H 1.

o R E B G AR B E 5 BN 2 2L

2. MR FLEE G & T E B 5 OT Security 4 /8% %% (B 192.168.1.5) J& T [i] — 7 M, &k i #%
BUEURE,

3. WHUTEFREFS IP(LAIEFS IP, 4 f8iEH 2 OT Security 1£ /5% 23) :

a. ¥R LH Internet”> M 25 FlJL b "> KUE LA B
| B S AT B8 A Windows Rt 4 A 8] 1 B B 22 & o

BRI 25 SR M 28 HE .
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Lecal Area Conractaon g Wirrleit Mietwork Connection
|

HebwpriCrverdoad com
Compact Winsless: G USE Adspter

b. A7 H H o A IR e R R AL

BRI 2 BoR AR E R 1

| & WnelR) PRO/1000 MT Network Connection

Thes connection uses the following tems:

W 0B Chart for Microsolt Networks

¥ BlGoS Packet Scheduler

v M File and Printer Sharing for Microsoft Networks
¥ 4 intemet Protacol Version 6 (TCP/IPVE)

¥ -4 intemet Protocol Viarsion 4 (TCP/Pvd)

¥ i Link-Layer Topology Discovery Mapper L/O Driver
W 2 Link-Layer Topology Discovery Responder

(e ) [ ot

c. ik Internet ¥ WA 4 (TCP/IPv4)”, X J5 B i & 1.

LI 2> 7R “Internet ¥ W AR A 4 (TCP/IPV4) J& £ 1 .
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Internet Protocol Version 4 (TCP/IPv4) Properties bt
General

You can get IP settings assgned automatically if your network supports
this capabiity. Otherwse, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtan an 1P address automatically
(@) Use the following IP address:
IP address:

Subnet mask:

Default gateway:

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

(] vaidate settings upon exit el

d. AT 5 IP ks
e. {E“IP Hitik"HE o, % A “192.168.1.10",
f. f£“7 RIS 7HE %4 A\ “255.255.255.0
g. i mhE”
OT Security <= I F ¥ i% & -

4. 7£ Chrome ¥ Y% 28 &, S /M £ https://192.168.1.5:8000.
l EE A BRI Chrome 1 Y 2% U5 7] Ul 15 1 & 87 i A< 1 Chrome.

5. KefE AR .

B G ERMAG R E
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I 3 R A 48 o] K AR b B AT 45 ) & 0 42 31 OT Security & % (ICP AL & 25) o A F i 42 07 %
BEAT IG5 1P G E L I 2%l B R B mAE B IP TS VA U R IR R U I AR

TG Z Hi
fiff DR 18 22 38 DU B A0 R A
BAt
o Ui {jj H %% :PuTTY. Tera Term. Serial ok Minicom % 5t fi T. H. .
o UXFNFEFF IR J9 s E USB HL 45 B IC 2 22 3¢ K B 2 Fe (4] 1 FTDI 2 PL2303) .
TR A8 1 B, 2 3 % T
Ty 7 15 1R 1 2% 287 DA ade 9% 1E 1 1O R 0 R T 0
» Tenable OT Security 2 Tenable ICP( Industrial Core *F- &) =l &
o U I ZRM  RI45 I & .
o HEFEM HL 40 1 USB % RJ45 1l 5 HL 45

T B B P I < BE M & Clisco BUAE I 6 M85 X — MR RS (BE M KA N
103€7T) , 5 T W 48 52 # L

e Tenable /& R 28 : £ K 28 75 4 Fh A 2F BiOAS o 36 40F B8 4% b /94 3 1
o RJ-45 I & 3 1 A# ] USB %% RJ45 4% il & H1L 45 .
o DBO( # 47) ¥ I - ] USB #% DB9 H: 17 Hi. 4% .

LR : Tenable 2 i3 & f F — 1A 20 USB % DBO B R Sk i 2k (AR &) M A 2 2 B E I &%, L
B N2 B k2D % 2 ) R

B A7 % (IH & BT 4%)

1 S P ) USB E TS T A2 — (X USB 6 J3 o) £ e 25, 16 08 27 B o Y 2
A A 5 0 5 M

- 163 -



O

PR V2 B R WO JR BRI AE T, A2 B A5 AR 28 A B0 T, AR v A AT 8 T A% o VR IE R T
A% i B A U S1 AD
V) B % %
1. ¥ 451 USB i 7% 32 B TAE .
2. ¥ % — it ( RJ-45 B¢ DB9) % 4% ) % %% .
o AR AR I 4R B A 1 & AR 2 BT A I 1% 48 5010101 £ 5 1 I .
o JCHRAE ) u a0 R v A AR AF, W% B2 & USB I H A ) E A RJ-45 i

3. B Ok L 45 [ E B .

fifi & COM 3 I (Windows)
fa5 00 8 5 Windows 9 4 () H 45 40 E (038 £ 3 11 (COM).
. £ Windows i+ 5 HL b, 48 R E I 67, S8 5 m B0 & BAR .
I 2 H I B &% B B H 1.
2. J& T4 11(COM F1 LPT)”.

3. AR BL & (140 USB & 473 ) FFid F 45 (%1 n COM3) .

AL 203 (PUTTY)
JA 3 % 0 A B A% (B an PUTTY) 348 FH BL R Tenable TTY 1% & it & 2 1 -

£ PUTTY iy, Be &SR 117, ARG BCE L F i &

wE {1
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AT 2k & 1) COM i H (51 tn COM3)
T JEE (A% o R ) 115200

B4 or 8

E A 1

ERCLE Vs

17 il "

l TE T B ORI 42 i 7R B B Y XON/XOFF
PEan AR IR b, KX £ E 5 47 09 “Tenable OT Console” L At 4 Sk A ]

T B
1. Bl T B B 2 1
2. UL S B I, 4 UK Enter i A 15 6] £3

3. WL M HIM T

HHHH A R

This system is restricted to authorized users only. Individuals attempting
unauthorized access will be prosecuted. Continued access indicates
your acceptance of this notice.

B L L L R Ly L L L L L L R R L B R I R I R R I RIS R e A
[ —
4. MR8 K

146 W 25 e &
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BB R 2 B A IP. AN SCFF DHCP.

1. BT M4 E B3 T A
sudo nmtui

2. RGN EER
3. b FE AL I (CEF N O, B0 nicO 5 ethO) .

TR AERES - ANEOCGER R nicl) . X2 H T8 liEn SPAN sE G5 0, AF
B G P Hu k.

4. ¥ IPv4 L B W B N <TF3>7

5. MRS AL A
o bk 4 0 EE A IP sk CIDR( 1101, 192.168.1.50/24)
o WK BRI OC IP Mk .
* DNS fIit %% %% : #& ¥ DNS IP #h 3

6. T B I B I Ak £ < E >" LR AT

7. LR H.

N EDAR ]
M & IP J5, 3 thAT BA T 454
1. K W e DA B a1 4 3] ) 28 2 e pL
2. F7JF 0 B 8% i@ ik 8000 i 1y i) IP Hudik s https://<YOUR_STATIC_IP>:8000

LB 2 H B OT Security & 5% U o 28 B 78 7] DLk 2248 B 22 3E ) S i AT 84 . tE S [l
Fi 22 %5 7 5 id & OT Security & &7,
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%2 3] OT Security 15 8 28 B 5 ] & H 28

E &8 3 OT Security & K23 K & &l & H 5%

&R DLAE I DR 45 28 10 A HL I % % 2] OT Security % 18 4% -

il
2
(USB
%
RJ45)

CONSOLE CONNECTION DIAGRAM

CONSOLE CABLE
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AT
25 (USB
# DB9
1t 2k)

CONSOLE CONNECTION DIAGRAM (SENSOR)

SERIAL CABLE
(USB-to-DB9 Female)

&

25 1 i)
fidt 1 25

i 4 fgﬁi \\\

CONSOLE CONNECTION DIAGRAM (SENSOR - ADAPTER METHOD)

USB-to-Serial
Adapter

Null Modem

DBY Female

f FH CLI & B & 4

fas v DU{#E ] CLI 53 i Tenable Core it 1fii 5K it J5i OT Security. 4 < i i Tenable Core ] /7 7
I8 JR & 43 (5 £ {5 B, i5 2 % Tenable Core + Tenable OT Security F /7 15 Fg )b 1“8 J2 %

fy7. B A CLIHEATIE I8, 04T DA F 2 28
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Backup_Restore.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Backup_Restore.htm

O

R HBe ik Ji ff H Tenable Core £ 1 52 H T B 347 B9 & 1 - AN 3 2% OT Security 3.18 2 if iz A<
AT IR 5L 4 4 o T 5 1A AR 22 30 3E JR. OT Security 3.18 2 B ¢ 10 B AS 4 35 10 & 47, 5 Bk & S #F
AR QAR R E 1T

THa6 Z W
o MR EAEIERR %A tar X

R T LA Tenable Core H 1 “& 4y /148 Ji " 0T T # OT Security 7% 17 SCf . A K E £
% 5., 152 % Tenable Core + Tenable OT Security 1 /7 1§ g ) 1 i 38 J5 % 137
OT Security % 7 3 £ 75 ] : tenable-ot-tenable-s2cc78kg-2024-03-21T135648. tar.
B¢ [ CLIIE J5 45 i) OT Security % 13, 1% 047 LT #:1F
1. PATUL T #AEZ —, AU7 A ICP &4t :
e % 5% Tenable Core 3f i [i] 2 ¥fi o
o ffif] SSH &%,
2. fE&umhisiT L4

sudo systemctl start tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-backup.tar)

Horp:

e /home/admin/my-tc-ot-backup.tar J& & ¥ S Fr 72 A7 & .

VE R MR 7 BRI B A RE T K, RN B e AR i S R AT IE R 4 o ST Ll PR T
NEFE R
£ Tenable Core i J* 5 Il 1 B i “& 43 /3 Ji "> 43 34 JR H 5 7>"10 i H 387832 47 BT iy 2

journalctl -xf tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-
backup.tar)

H. 1 : /home/admin/my-tc-ot-backup.tar & & ST I AL B .

OT Security 5 i Ji , & v CLIF 46 Vi 17 1% B2 #2 7 » Z238E OT Security & 75 IE 7R 1817, & il
FH 0] 5, 8% 38 1 i 11 443 (HTTPS) & s OT Security [/ %10 .

-169 -


https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Backup_Restore.htm
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BHEERSHPAETR

EIEH G M S A B T B AL U5 0 OT Security & L1 5 9% 7= & B L X 48 3% 2l 1 22 4> A
FH ORI B 2 HHE o fa R DURR 3t 5 2443 1Y A 7 5 i B & OT Security 1 5 TI fiE

FEMAPAELR

= tenable o1 securit 09:37 AM * Monday, May 18,2026 () 5 Mr.Admin v

1 There are sensors in “Paused” status. To start using them to collect data, you need to mamﬂsume it. Sﬂuscrs page E S
88 overview .

€ Inventory Uve ereW =] @ﬂ)ﬂuwﬁ‘ak ® @ Executive Report

> ) Risks
) 0 Evens T13 0T Controllers TloT Assets 363 Network Assets 2K Vulnerability Findings
b @ Network 0 at High Risk & 0 at High Risk © 0 at High Risk @ 364 Critical or High Severity

“8 Data Collection

What's New -
Policies Last7 days

Active Queries

atas &T7 Assets Discovered 786 OT Vulnerabilities Found 5 High-Risk Violations Network Traffic 350 Hosts Involved
ata Sources
@ Settings } X - - . o == _—
KT7 Assets Updated @ Active Queries 1.2K IT Vulnerabilities Found & Nessus 145 Operational Violations &2 Snapshots MoyT? MayT  Mayls  Moyis  Mayis
> System Configuration
> Environment Settings
Assets by Type Assets by Criticality Highest-Risk Assets © All Assets
> User Management
All Assets d All Assets hd
> Groups AssetName  AssetType Vendor Risk Score . Criticality
A/ | § 249 Endpoint |l 13 High
Integrations 8\ ! Comm.Ad.. [l Communicat.. @ Rockwell 69 il High l
| @ s7rc | W 85 Medium
. High
> Servers | @ 30 Communica.. |y 270 Low Comm.Ad..  [@ Communicat. @ Rockwell 69 al Higl
VErsion 46,3 [Dev), Expires Dec 26, '. e L1435 TN @ PLC @ Rockwell 68 il High
2003 v

TRAA T EEBAH S FHTER.

SRR PIE-

1 ¥ G FRM . T = BB SR/ S e
2 B R/E EBER K oR B T %8 o B A A Rk

3 = HI H YA [A] BRGNS
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BoE OT Security 5, & AR R TR &R
Tenable % /' ID. Bk & £ KR 5 #F 8¢ Customer Success
[ BA B 75 BB AR L& P ID.

.7~ OT Security 3 hig AV AT HIE 21 385 H B .

BN EAE E MR LR bR .

G nr R R TR A 2 O S A BT AT i e A B T R A T R

LA H B AR A TR R 5
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OT Security K it ik ¥ & 5. H 21 it 5 BF %5 -
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1, RS, B A8 B

OT Security £ &7~ I 7 32 5,

About

Logout

2. ,I{—ii':_]:“?%a: ”o

OT Security <= & 7~ 24 8 A A

Otenable ot Security

Version 4.0.4 (Dev)

Updated

License Type

Oct 25, 2024

Perpetual

Maintenance Expires Dec 29, 2993

Licensed Assets

License Code

Computer ID

Customer ID

Unlimited

dummyActivationCode

dummyUniqueld
0

© 2024 Tenable™, Inc. Version 4.0.4 (Dev)
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JEF R, B4 P2 5 A 15 Tenable 18 5 F0 FH P 48 B SR .
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VE Y7 R B IR o T R B R 0@ BRI ADIRS o R R L7, R E R
B> ARG RCE > &7, R JE Bl DUR R A LS B U EOT Ok

@D tnable Usage Statistics

Enable this option to turn on telemetry and to access the OT Security Resource
Center. After enabling or disabling, refresh your browser for the change to take
effect.

Note: When enabled, Tenable collects anonymous telemetry data from your
account. This information cannot be attributed to a specific individual; it does not
include Personal Data. We analyze this data in-house and alse send it to third-
party partners for analytics and optimization. We use this data to identify ways of
improving the user experience in future Tenable OT Security releases. We may alsc
use the data for other reasonable business purposes in accordance with the
Tenable Master Agreement. You can disable this option at any time, in order to
stop sharing usage statistics with Tenable.

B ) TR A G, 1 AT DL #RAE
1 miEA EAr @ 4.
BE A 2 HY BB 5 A0 S
2. M REEZETSEMEZEIE. el L &6 :
o 12 OT Security &1 - &

o T BT REE W

M % OT Security

VI NP NS S T T TRl TN e o 1

o N TR T B W 48 0 BRRT 22 AR AR SR AL B RGN A . e O B R 4 R B
T8 B0« 3 e IR A0 ™ B 22 A A B AS i AK BRI . 3 2 9 “OT Security i %7
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A M KRI A PrA BN SR B (5 A A R B | I 4% B2 A 1oT) S B Al
(¥ 5F % o 115 2 B “TE 7

UK - 87 OT Security 162 I 21 1 i A 99 28 B (B2 45 CVE. 5 S B i W30 5 52 Mo
(R T s 1 5% ) LR W R 25 3R 38 2 1 IR T

FAF Rl SRS R I AR ) BT A S BT A SO T D R R R E R SRR B
BRI BE o 9] G PG B S F - SCADA FE AT L R 4 b B 2% A o 3 2 B A

Hes e < AR o B 5 DA i B T
o SR BB RN PR B AR P I . R e RIS R G B SRS . 1E S B R R

s FHENEH AW EREMNEHEEN. FSHEHEENER".

o HrdE VR CiC B AR G L AR loT 42 4% . T30 B AZ 557 . SCD 3 . Rockwell i H
SCAF AT PCAP 3L o 1 2 B "Bl I8

TFHERNEE  RTEREMEHED BN SN EHETEER",

P4 28 <38 T X s 90 24 v % T BT 7 2 () B I TA] 9 AR R AR 0 6 18 B A SR B, 4R i I 2% R
(1 4 TH PR P o T8 2 ] PR 27

OT Security £ =A™ 0 1) & 1 o B s 2515 B
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OT Security U T DL 46 4% 308 75 B8 LSRR I H 0 511 3R o 1X S8 3R A% B b viEAL 1) B 5 L)
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e HE 7RI R o X SR IRAE SR AE AR A (108 4.0 KR A2 IR 4 H o 9 40 < 7E OT Security 4.0 12 5
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iy e o B ol st B >R R AR B OV BRI BEE R IK B OB SR B . X T OT Security 4.0 A1
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(Otenable.ot

v & Dashboards

Meens oo @
Risk =

Inventory S..Y ¢ Log ID Time Event Type Severity Policy Name Table Settings X
&
Events and Policies O Notresol... 1 04:22:14 PM - Oct 29, 2021 Snapshot mismat...  High Snapshot Mismatch ;0' Columns
v & Events O Not resol... 1 01:52:27 PM - Nov 3, 2021 Change in Key Sw...  High Change in controller key state
All Events Notresol.. 14 04:39:34 PM - Nov 3, 2021 Snapshot mismat...  High Snapshot Mismatch LogID
Configuration Events Time
Not resol... 23 03:14:33 PM - Nov 10, 2021 Snapshot mismat...  High Snapshot Mismatch Event Type
SCADAEvents Not resol... 79 09:57:43 AM - Dec 30, 2021 Snapshot mismat...  High Snapshot Mismatch Severity
Policy Name
Network Threats Not resol... 107 11:28:06 AM - Jan 17, 2022 Snapshot mismat...  High Snapshot Mismatch
Source Asset
Network Events O Not resol... 108 11:28:33 AM - Jan 17, 2022 Snapshot mismat...  High Snapshot Mismatch Source Address
. . Ed Destination Asset
@ Policies Not resol... 113 05:29:09 AM - Jan 19, 2022 Snapshot mismat...  High Snapshot Mismatch B2 Destination Asse
Destination Address
> & Inventory Not resol... 240 09:33:21 AM - Mar 7, 2022 Rockwell Code U.. Low Rockwell Code Upload Protocol
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Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560
rirware
20,055
Details
Overview Backplane View
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Backplane #4
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Details

Code Revision
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Overview
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VENDOR

MODEL NAME

LAST SEEN

FIRST SEEN

LAST UPDATE

SOURCES

NETWORK SEGMENTS
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Backplane View
Rouge
Backplane #4
Level 1
) 1 2 3 4 5 6 7 8 9
Unknown
D ¥ O @B 66 8 B O
Iz3) Izx} Izt
ControlLogix 5560 2 @ - Q 2
g i § g i 0§ i
T T 5} T T T
Rockwell E 5 = =4 =4 4
5 5 e T T T
= = = = = =
1756-L61/B LOGIX5561 < < < < < <
£ £ £ = g £ £ £
06:52:31 AM - Nov 27, 2024 £ £ é E = a % % E
S ¥ S = < & o o v}

09:53:34 AM - Oct 30, 2024

06:51:44 AM - Nov 27, 2024

No card selected...

nict (Local),nicO (Local)
Controller /10.100.101.X | Controller / 10.101.101.X
High

Rouge

D7D63D

 IEE AR, %

Nessus 115 & A B T4

g 30k

T AR O VR Al A AR DAL Y B

e 75 RN A LB 5 B Y H A

4 o

<

AHREEMEEELE R, Kb

AT 145 U VR R T ) Bt A S ), FT LA IZ AT Windows . Linux [ 1T 267 £

AT IR T D AS F 9 o 3398 (TE R AT TE IR AN) A BT VA 4 2 M i A W%B%MI\%IK%EE
A2 5

i A % Nessus I K E £ 5 5, 15

“CEAIE BT I i) “Nessus 1 i 15 573

% %) “fI] & Nessus i 14F 1 5.

-220 -

o SR LR FEANAE B



BRI A
N R/ 2= g A N = i
i

VEEEIUINRS

= {Otenable ot security ‘

~ @ Inventory

Tenable ICP #25

All Assets Tenable ICP
Controllers and Modules IP MAC Vendor  LastSeen State 05
(Direct) (Direct)y Tenable Jan 6, 202508:40:33PM  Unknown Tenable Core
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> £ Risks Attack Vectors STATE Unknown
v [ Active Queries Open Ports DIRECTIP
DIRECT MAC
Queries Management ~ Vulnerabilities
VENDOR Tenable
Credentials Active (73) 0s Tenable Core
> Network Fixed (0) LAST SEEN 08:40:33 PM - Jan 6, 2025
FIRST SEEN 07:38:18 PM - Jan 2, 2025
> & Groups Events
LAST UPDATE 03:16:18 PM - Jan 6, 2025
v & Local Settings Network Map SOURCES nic1 (Local),nicO (Local),Nessus (Nessus), Active-Ot (ActiveOt)
S ETEONE Related Assets NETWORK SEGMENTS Security Appliance
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Details NAME IED #3
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¥ Vulnerabilities VENDOR ABB
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PLC @ Finished taking snapshot successfully X

IP MAC Vendor Model

\ \ | | C |C Rockwell ~ 1756-L61/B LOGIX5561
Last Seen State Family Firmware

Nov 11, 2024 06:53:52 AM  Unknown  ControlLogix 5560  20.055

Details
Version 1
- 06:55:07 AM - Nov 11, 2024 Version 1 Search... 0o
Code Revision
IP Trail Compareto  Previous Version - Set Version as Baseline Take Snapshot
Attack Vectors
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0 AM - Nov 10, 2021
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Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:41:46 AM  Unknown  ControlLogix 5560
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Details
Search...
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IP Trail
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R I8 AR

BN R A AR B 77 T Bl AR R i AR . T AR XS BT H b B R 38 AR TR 58 K
Jktbéﬁf A BT @ AR I VA PR

 H 3l :OT Security P fili fir 47 78 75 Yo v 3 42 57 Rl e & 52 B B0l 9@ 12

o TN ARER IR T )5, OT Security 2 &7~ o T 057 17 H br 55 7 RIIE £ B AR (W1A) .
A EERCH S B IR AR, 18 AT DU R AR

CRALE PR B AR B RS RS B U, AR R U g AR i R
2. BT, SRR N B8R L E B ik R

Details
.

Code Revision Select Source Automatically

IP Trail Select Source Manually

Attack Vectors

BRI Bk 38 42 2 B 3 AR O s AR Bl IR AR I TR
BT A Bk g Ae, W AT B R AE
LR PR B AR BB VRS B0, R R R R s AR T TR
2. B E R, SR T LA 3R R T i YR

R 2 b 3k BT 1
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Select Source

Search... 0
1757 Assets

Name Risk Score Type

Endpoint #1721 0 i1 Endpoint
Endpoint #1526 0 11 Endpoint
Endpoint #875 0 i1 Endpoint
Endpoint #286 0 11 Endpoint
Endpoint #258 0 i1 Endpoint
Endpoint #1458 0 11 Endpoint
Endpoint #1711 0 i1 Endpoint
Endpoint #95 0 11 Endpoint
Endpoint #1543 0 i1 Endpoint
Endpoint #1204 0 11 Endpoint
Endpoint #910 0 i1 Endpoint
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O

R BTG OL S, U5 B 4 XU PR HE R o AT DL B I T R R s B BN AT 9
%‘?0

3. FEPTH IR BE
4. BB

U I By i A o T 30 AR O B R A Bl AR I R

e Rl g pE

Details
Attack Vector generated on 07:02:02 AM - Nov 11, 2024 ‘ Export Generate o]

Code Revision

IP Trail
Attack Vectors

Open Ports

v Vulnerabilities U

(1] (2]
Active (3) S

I AN,
NetBIOS (137/UDP) NetBIOS (137/UDP, < )
Camm. Adanter #60 OT Device #59 v

Fixed (0)
Events Rouge +

Network Map

W B AR IR R T B A X AR E H b B AR K I g AR R R o A L 55 1 U AR
BoR T R Bt i@ A2 0 AR B H AT ) B ih i A R AR DL R U R

o XTI AR TS KRR T, R G0 o KU AN 1P ik o B8R e s B AT
R AT O H U AR I B 2 TR AE

o RGN R EEE R I8 AE .

o LRI BT 8 DL ] B

R BT SR IR TR A b A RS B L, B AT SR B i A2 T BE Y U B .
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T i 1

“TE R G 3% TR R O B B TR O B 3R . &R e A A OC T AN IR G DR TS R
0,458 FLAE R P . JE T RE UGB b vk R R B 1 AR B[] DL R 3R BH s 1 AT 1S B R
P5( EFNE WL 8 D WS %15 . Tenable Network Monitor 57, Tenable Nessus 19 4) . It 4, &%
22 7R Z BT I REAS BT IP B SR O T 11 2 3R (B A E S = T AR U 1) B ) o Bl IP
55 18 Sk vl T AR, DL R HF i s

@ |Rovee oD
PLC

P MAC vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 27, 2024 08:46:41 AM  Unknown  ControlLogix 5560
Hrmware
20.055
Details
Search... o Actions v Update Open Ports
Code Revision
ﬂ Port mapping is turned off Configure Queries  *
IP Trail
Attack Vectors Port Protocol Source Description Last update
Open Ports v | 1756-L81E/B | Slot 3(2)
20 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 27, 2024 08:42:58 AM
v Vulnerabilities
44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:23 AM
Active(3) | 1756-EN2T/D | Slot 1(2)
Fixed (0) 80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 27, 2024 08:42:58 AM
443818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:46 AM
Events
| 1756-ENBT/A | Slot 8(2)
Network Map 80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 16, 2024 04:13:17 PM
Related Assets 44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 16, 2024 04:17:50 PM
| 1756-EN2TR/C | Slot 6(1)
Sources

44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:43:37 AM

ARG ENE T I H AR AR £ 5, a0 R EA B8t — 2D R W iz D AL T
TIPSR 77, JFT80m 1 50 RA B 3l B3R A I B o BRAA IR Dy iy e o 22 B I il i 1 )
i F R H I K, 5 2 0 B .

A DLAE 2 20 A9 G BT S R 3 S 0 G T DU X ik BE 7 Is AT T A, BUEFTOT
T ) B 3%

SR I i 1

]

T it 89 OT Security Fl 7' M (8 8 L L B8 L ZRG B L0 i ulh fid/E R
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ActiveQueries.htm

O

A BT 3 RO 0 8 3%, T IRAT BN #R A
1. A B> ) 4% I 4 BB A B TR B .
BN 25 8 R B VRS 25
2. BT i R IR
3. AEIT I 17 A% 8 A B SR O I 17

AT T, T e 9 % 0 HOR 1

“TF I S 1738 T R At 5 AR
A BLAE BE AN 5 T8 B BT T8 o 173 R o, R S T T 1SR B BL R BE— 2D R A
o A IE AT P ik T A
o A E V5 A B Web S, s oA g B VE4RAE B AS T
AT
A BAERE E S 1 Bis AT A, 1 AT DU AR
1. T8 B> P ) 4% I 2% B 7B L, IR P AR I B
I 2% SR B VR A AE BB R
2. Bl IF I I R
3. MeFE—ANHFE I .
4. Bl ERAETR
5. M iz s B e e T
OT Security X BT i ¥ 1132 47 H9 4 -

o= oua TN VARU b
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HEBERGERIIT MG, 1 HRAT LT AR
l VE R ¢ 3k AN AR 3 10 80( AT Web 5 1)) J& T st 11 2 — B AT A

1. FEF B> 45 0 48 5277 4 B TR I B .
BRI 2 7R B 7 VR S BB R

2. Bl i T IR

3. MFE— N E I

4. R AR

5. MM ik EE".

BRI G T IF — A B i 30 8% e T, Ros iz B B I .

I 1]

“J I 71 TR 2= o OT Security i 11 62 9 21 (¥ 52 Wi 48 %€ 5277 M BT A3 IR T 1 91 3K o & Gt = IR
I, B s R Windows #F & St A3 H 5y 52 B0y 1 9 BORT 2 R0 X A e SRA i A A XU B
AR 0o 75 0 T B AR S o IR 2y A BUR PSR R RO CAE B RS SIS AR s TR 1
Jot f Fo v R R VEARAE 2 o Bk TR R R s 1 AE RS KU > I R O T R o A R A
7], R 5% € 8577 A 5 B R B 4 o A RIRTRAE B3, 3 2 0 Il
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@ Rowe a
PLC
P MAC Vendor Model Last Seen State Family
1} Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:55:33 AM  Unknown  ControlLogix 5560
20.055
Details
Search... 0o 202411200946 Actions Update plugins S
Code Revision
o You can enable automatic cloud updates for the Nessus Plugin Set Configure Seftings %
IP Trail
Attack Vectors Name Severity + VPR Plugin family Plugin ID Source owner Comment
Open Ports Rockwell Automation Logix5000 Progra... Critical 6.5 Tenable.ot 500002 Tot IU%
]
Rockwell Automation Logix Contraollers|... Critical 5.9 Tenable.ot 500451 Tot “
~ Vulnerabilities
tems: 3
Active (3)
Rockwell Automation Logix5000 Programmable Automation Controller Buffer Overflow (CVE-2016-9343) Critical 6.5 Tenable.ot 500092
Fixed (0 .
xed(0) Plugin Output
Events
Port: 0/ tcp Source: Tot Last Hit date: 11:20:26 AM - Nov 25, 2024 Copy to clipboard
Network Map

Vendor : Rockwell
Related Assets Family : ControlLogix 5560
Model : 1756-L61/B LOGIXS5561

version : 20.055
Sources

FAF

i R o OT Security i £ K 1 51 i) 0] 25 i85 2 ¥t 77 1 38 2R £ 4 40 91 4 o T LIS i i
B TR (051 A % 1 B R 1 s SO OR BB . AT ARAE AR R 650 o |

JE SR 44 BK) Xk SR AT o0 A o 3R] DA S A R BEAT HE AN I, R DA R SOAR A OR
HE XIBEMI Y, 15 2 8 B 6 A 5 oo s
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Rouge - - -
74 Actions v Resyne v~
PLC

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 09:06:39 AM  Unknown  ControlLogix 5560
Fiwdl e
20.055
Details

Searct

o]

Actions ~ O

Code Revision

Status LogID Time 4 Event Type Severity Policy Name Source Asset Source Address Destination Asset Destin
IP Trail L.
Not resol... 119430 09:05:36 AM - Nov 27, 2024 Rockwell Code U... Rockwell Code Upload box20.5.indegy.loce A10| Comm.Ada; 10.1
Attack Vectors Not resal... 119414 08:51:24 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C
Open Ports Not resal... 119412 08:50:28 AM - Nov 27, 2024 Rockwell Code U... Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C §
Not resal... 119409 08:50:06 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce Rouge 10.1C
v Vulnerabilities
Not resol... 119384 08:41:20 AM - Nov 27, 2024 Rockwell Code U... Rockwell Code Upload Eng. Station #157 A10 | Comm.Ada; 10.1C
Active (3) Not resol... 119364 08:37:27 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10 | Comm.Ada; 10.1C
Fixed(0)
Errt: Event 119430 09:05:36 AM - Nov 27, 2024  Rockwell Code Upload Low Notresolved
vents
Network Map Details Code was uploaded from a controller to an engineering station
Code e | o e
Related Assets Why is this important? Suggested Mitigation
Source
Sources A10 | Comm.Adapter #48 | Yuval | Comm. The system has detected an upload of 1) Check whether the upload was done
Adapter #45 | Comm. Adapter #43 | Comm. the controller code that was done via as part of scheduled maintenance work
> Destination Adapter #47 | Rouge | Comm. Adapter #46 | the network. and verify that the source of the
Comm. Adapter #44 . When not part of regular operations, a operation is approved to perform this
Polic code upload can be used to gather operation.
v information on the controller behavior
as part of reconnaissance activity. 2) If this was not part of a planned
Status . - 4 operation, check the source asset of the

event to determine if it has been

B A s A R I FHA M MG R, IF N ADEIR . RGN SRS it A4 0 HE A
KRB RHIEIAR . ARFMFNEZFL, HS W HLE

TR T A — AN B AR, 12 % HLAE T 0 B ik AR AT DL R
o GRS AR I N AR R
B SR R B SR R PCAP S
MR FR HE B O ISR A B SR R B T
ARIXERFENFENEL, FSHELL 5.
RN TE A FEFIRESNE L

& AGUE M T 2% F /1 D,
ID
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F AR R RN H A 1

AR 0355 0 A R 0 R
VLU, T 5 B

BN F A E AR BN DR 2 R RE AR U
o i kRIE
o (S OTILRISCHE  NTE J7 {8 B A
s BE CRAEBEBEIES, FiEERE BAAETTEN T LA,
s HICKAWAEB/FIEGS, TEERIE ML R,

A A T SRS ) 44 B o 2 44 B A2 T8 1) SRS 21 % 1Y) 4% .

KRR EEAE IR B 77 ) 44 B o b BUR TR 1) BE S N BE R .

KRS HAF IR B 1 1P B MAC.

K S A IR B 7 Y IP B MAC.

X AT R ) BT R A4 PR B BUR AR TR BE TR BN BE %

5 HEE R ) 527 1) IP B MAC

P2 A A 5 I 3 7 T A R o P 0 1 P
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7~ 16 € KA A

PLTR 2 4 S0 ] 2 0 B (46 5% BE 00 T 48 1 U B, 1 2 B SR SR AN 1 3R

Ay

o B E FEAF XMW T 2R
o J2 ) 2% 3 UE S I S A U R0 4 o f 9 1 8 O AR AR T

o JE il 4% 35 BN B U B SRS 5 X 2% rR s AR i Bl (RITEE [ 2% R IR BT 2 T
S it FR) i ) A K

* SCADA 21 o R il fil 2 Hais 1 1 22 58 110 SRS

o WX 2% B b SR A X R SR TR R TR N AR B Y 1Y 25 R

o W28 B A X B SRIK 2% TR B DL KB 2 T B AR A K .
WoRHEAF RS OIS IC N E R

Xt O R A, B Rz AL O SR R
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@ Roue a
PLC

IP Trail

Attack Vectors

Open Ports

Active(3)

Fixed(0)

Network Map

Related Assets

SSSSSSS

I 32k TR o R BB B R 4 B R R B AE B SR, EAR T A e R E T 0
o BN, BB RN 5 RAGEHER, AR OR 5 WG W B AR P T s 1B A Y IE
o A RMIET R PR E BRI UE, 1 2 R A

A A I A BT 2 RS, T A I T S B o BRI, X 2 Il SR B AR TEOR
IR R BB, IR RoR H 5 AR B A N E R .

SR WS b AT T B B R P T R A% R PR I VRIS AL, B R R 4R fP I B 2 AT R AR T ik
VPR TS B
B £ i

“ S R IR R M2 A L, O LA S R N 2% AL e HL v 1 R TR 4 4E S . OT Security
i 30 22 4 L AT SNMP & i R Y 8 e B4l - &R Gt = o B A o 1 BT R4S S - MAC
fb L A RR S EBOIRA (R s )« RilAL AT B .
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MAC Name Status Admin Status Alias
P1.11 Down up
P0.2 NotPresent up
| P1.15 Down Up
P21 NotPresent Up
P11 Up Up
P1.3 Down Up
P1.7 Down Up
P1.E up up
P2.3 NotPresent up
P2.5 NotPresent up
B T P2.6 NotPresent up
P1.4 Up Up
P16 Down Up
vlan1 uUp uUp vian1
P1.16 Down Up
P1.2 Down Up

B AR T G B T RE B R RN B TR o BEGE BT RE

2R B 7

B R SR BT

1

A L AR SR BT, 3 AT BN R

FESH ST R R, o I

2. {EFE M SR R, Tt
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Description

Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...

Siemens, SIMATIC NE...

FEME R

Type
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
L3ipvian
EthernetCsmacd

EthernetCsmacd

% Tenable % #F .

Uiie

Time of Query

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...

May 28...



S I 2% HE I CRE 5% BE I

— |Rouge
ol 5
PLC
IP MAC
\ \ 5]
Last Seen State Family Firmware
Nov 11, 2024 07:06:07 AM  Unknown  ControlLogix 5560  20.055

Partner Asset T Family
IP Trail

Comm. Adapter #89 ControlLogix
Attack Vectors Comm. Adapter #90 ControlLogix
Open Ports

~ Vulnerabilities

Active (3)

Fixed (0)

Events

Network Map

Related Assets

Relationship T...

Nesting

Nesting

Vendor Model
| ! Rockwell  1756-L61/B LOGIX5561
Access Direction Details First Seen

From Partner Type: ControlNet | Address: 1 09:55:37 AM - Oct 30, 2024

From Partner Type: Ethernet | IP: 10.101.101.1... 09:55:37 AM - Oct 30, 2024

sguma

Sources

RS BE UL o BURN EGRAE S

gl ik

21 e B2 7

% R K

HH 9% B 77 1 44 R

SRR R R RE

i 1) 77 ] B e fo Fo AR Ak A 22 18] B U5 18] 7 1) .

h)

A {E B B 77 2K

TR IR I T

Moy @ BN ol ing

kB B VRIS B
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O

R B e R IE KA ] g f2 12
(ICS) fit e o 1k e 2 KA+ % 3% 4% 3 18
FEAR(E S, 1B AR A K 3R

% .

Comm. Adapter #89

IP MAC

Details

IP Trail

Attack Vectors

Open Ports

~ Vulnerabilities
Active (0)
Fixed (0)

Events

Network Map

Related Assets

Sources

Ik B

5

*E ll/—‘

IEC 61850

BAE 7

Communication Module

Vendor

Rockwell

Overview

NAME

PURDUE LEVEL

STATE

ADDITIONAL IP

ADDITIONAL MAC

FAMILY

JRCES
IETWORK SEGMENT
"HEYE R

fili ik

BRI ENE S, Pl iR, &

}_L’,J\ ELEF—[‘!:—E‘H‘/\

7 PR RRCAS

iz & (PLC)

Model Last Seen

1756-CNB/E 11.004  Nov 11, 2024 07:19:08 AM

Comm. Adapter #89
Level 1

Unknown

ControlLogix

Rockwell

1756-CNB/E 11.004
07:19:08 AM - Nov 11, 2024
09:54:34 AM - Oct 30, 2024
06:38:10 AM - Nov 11, 2024
nic1 (Local)

Controller /

U 2 s LR PR S

S ESTN

BLAE T R A E AL . Bl AR B R B AR

I 46" T
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PR IRES

State Family Firmware
Unknown ControlLogix 11.004
Backplane View
Backplane #187
0 1
@ 0D
iy
2 32
k=] |
< ~
£ o
[o]
E 3
o >

Communication Module Details

Sith

T H B B A% 5 T PLC B Ath Tk #5 1 R 4t
15 1& IO 25 11 A2 45 0K 2 2% (VD)o #7
%t P 4% 2 . OT Security {i F ¢

S S Tl
B K

w

4 comm. Adapt...} =]

Communication Module Details

A AR 1P,

PL R 78

Nested Devices (9)

Comm. Adapter #89

YPE Communication Module

TR G 5 AT A g S SR RS S

A RS R



O
AR 5 1 (1) 4% H 3 PG B A (SCD) S, OT Security 23 45 f 4tk A& e 38 8 7 2 ) 388 455 1) o
i BHE (MMS) 4] 55 411 % . 4 OT Security £ Il £ SCD 3¢ 4 i B Hh A7 £ K 4 #52 A1 i 1]
I, 22 R — SR TE S . Ok BAE SCD XU E 245 B, 1 2 7 “SCD A

4 35 0] “IEC 618507 L [ , 115 AT BL K # 1 -
B F RS A BT
B I 2> H BT A U
2. MRIFEFEAEEH IEC 61850 it B [ ¥t 7= 5 48 H vl .
U I 2 LR B BE 7 R 4 AE R DT .
3. LM FHLAH, 1% £ IEC 618507,

BRI 2t BLUIEC 61850700 11, H A A& LU H (S & .

i FN1007E+ IED_Indeg)

ED

P MAC Vendor Last Seen State

) SIEMENSPTDPA  Jan 27,2025 09:44:33 AM  Unknown

Details

106 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file. Download Details
Code Revision

IP Trail
Add Filter v )
Attack Vectors o
Open Ports
P 108 MMS Reports ~ Group By o [I]
¥ Vulnerabilities ReportID Report Name Dataset Name Client Name Substation Project
Active (13) IED_Indegy2PROT/LLNOSRPSuUrcbZ01 urebA TEST HMI_M Substation Station Indegy ]
Fixed (0) IED_Indegy2PROT/LLNOSRP$urcbCO1 urebC TEST Client Substation Station Indegy
Events IED_Indegy2MEAS/LLNOSRP$urcbJO1 urchJ Not defined Substation Station Indegy
Network Map IED_Indegy2PROT/PDIF2$RPSurcbB0O1 urchbB Not defined Substation Station Indegy
IED_Indegy2CTRL/LLNO$RPS$urcbBO1 rcbB Not defined Substation Station Inde
Related Assets B a $RPSU Y " E ! loninaegy
IED_Indegy2CTRL/LLNO$RP$urcbA01 urcbA Not defined Substation Station Indegy
|IEC 81850
IED_Indegy2MEAS/M3_MSQI1$RP$urcbB0O1 urcbB Not defined Substation Station Indegy
Sources
IED_Indegy2CTRL/QOCSWITSRP$urcbBO1 urchbB Not defined Substation Station Indegy
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& 1D FIAE A 5 ME— 5 IR £ ) MMS 3 15 ID.
Ea= R FIAE A 5 ME— bR R 75 /) MMS 3 1D

AEITE T 5 MMS i 75 5 B B B0 5 44 B, 4l i g ST B A AR T g B
N M.

& b 4 T B8 I Wi o 1R B S L R B AR K A4 R

i
AR H v A e MMS $i% 5 [(¥) IED( B RE 1~ 507 ) T £ (1 22 L i o
i H et S FL oG B AL BT s Y SR TEC 61850 1 H B R 4 i & .

4. WEEF OT Security #ll 21 (K1 45 R M FEANAE B, 38 AT LU 38 AF - A8 0T 1 T00 30 10 5 R T
o, N HEE R

OT Security 2z L CSV #% 30N #1E 4115 & .

EE RS K MMS il BCEE M TR B, N B CSV XF RS T A B
PP VELELE R .

90 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant Download
configurations from the SCD file. Details

KR

B I RIS B IR AR S BT A A5 S, Bl L SR DL R ORI B R TR A
B ] DAAE T B> BT AT B LT b K R R AR B YR

5 [ PRI, U BT BN R A
1. FEF B> B R, Bl — B P DUET O B RS S I

BRI 2 BB RS S U .
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2. LM FRUE R, B,

I I 2 HE B YR T

@ Fouee

MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 26, 2024 12:07:45 PM  Unknown  ControlLogix 5560
Firmware
20.055
Details

Code Revision

Name Type Reported IPs Reported MACs Last Reported First Reported
IP Trail

nicl Local 5 aq Nov 26, 2024 12:08:08 PM Oct 30, 2024 09:53:29 AM
Attack Vectors nico Local Nov 11, 2024 08:32:56 AM Nov 11, 2024 06:55:07 AM
Open Ports

v Vulnerabilities

Active (3)

Fixed (0)

Events

Network Map

Related Assets

Sources

A K TR A FR, 190 40 A5 H YR B9 nic 1 B8R nic 2 Bl AE 8RS 44 PR (1 R 2 AR IR

KA J5 A AR ICP Ei AL K 25

WER EAEIEE R P ik
IP % &

" a=t0] 5 H R B 7K Mac H ik o o A% RS PR 5 R DA &2 % 77, OT Security 1] 25 i 15
MAC %  Mac Hihik o G SR A% 285 B0 & 55 77 B0, (H R I E AT 2 1) X} i, OT Security N
& s R IR 1P s hE

FRIR b R AR A5 VR P B TR .
25 1 [A]
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EIRR IR TR S AR TE
A5 It 1]

MERTEHARER

Fit % (¥) OT Security FI /" f €4 & #E 2. F 8 L Wl AUHRIE A

OT Security 2 R # H: PN B £l A A 9 2% o (1935 3l B 2R Bl 58 7= KA A2 FK . Wi ) R 48 ik
W R IE A5 B, BCE A8 B SR AN HE R, U T DB R GE A Ul B AR CSV S A oK g 41X 4k
SR 3R] LN IR — A B i 1 R 2 A T
W Ul g 4 B VF 4l 45 2
ARG R B B S B, 18 AT LR AR

1. FESTE BN, B o R A A R 4 B

2. EFEPTHRGET .

3. fEAREA A, B R AR LA .

4. MT B BRI R R

BRI 2 4T 1“9 #8555 7 PRARAS 278 K o

5. fESRAIME M 1L 4 3% e B 7 RAY

6. 7E“%RHEH, Hi N 7E OT Security Ul H1 iR 5l 1) 5% 7= ¥ 44 K .

7. FECEHEMEHES, WA R X RS E R

8. fEEIEIEMEF, AR B R AN I Z
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9. FE“TBOHE (& 92 4% )/, i N 238 B K AR A4 K

10. FEGL EHE , Fay N B AL B U o b BON B I B A SR B B AE B R R
Je G BT IR 8 7V A AE B BE

1. AU IHE BN B2 Ul B o I BON G IR B A SQ B s R B B AR A
L

12, e e,
OT Security £ {5 15 4 4 /5 1) 40 5 2.«
OGS VP (AL ) AT DA R R
AT R 2 4
2. AR T AR % I SR A
3. SRR (S, R T L R
eI 2 T, 3 o D AR 4 B

4. g BB RN SRS L SN (KA, CE R R MBS R E A
7).

R HEE g R B, e IR R IE R, R R B EMERBNE . RG24
P sk () 5% 7 AN B35 fE W BEIO L R 2 4 3R AR b S L R T 3h AR B A 37
5. R EEENSH.

VE R AR R AR BO RN (S BR 7 B0 E R AR A T A Rk R S 5
(¥ 52 38 A 1R OR g N S IO, U 3% 2 B 1) 24 IR RE B B

6. HLii“fRAF"

OT Security ¥ 5 7~ 5 ¥ L & — R AF .

W AL CSV % i 51 = VE A5 B

- 247 -



O

X g BB A AE BRI TR SRR I CSV X i R E B, B AL Ul T i . W]

DA e 5 g B T B A R R R R R L

T B

FIE S il

i CSV % #8517~ HEA (5, 35 AT

PLF #4E :

S AESE RN, BT BRI A R R ) 2% 1

2. Bl AL

Controllers and Modules

+ AddFilter v

R B

Search... jol
T4 Assets Grouped By: Backplane ~ Expand All Collapse All 1Selected [:D
Name Type Risk Score |- Criticality IP Vendor
~ Backplane #101
140-NOE-771-01 Module @ Communication Module e 57 il High 10.100:105.27 (Direct) & Schneide
PLC #44 @ PLC - 45 il High 10.100.105.27 & Schneider
v Backplane #103
~ Backplane #104
v Backplane #106
~ Backplane #112
~ Backplane #115
v Backplane #137
SRS N
T #HIE B CSV .
T i £ B SO IR FLAT T
3. FALRINI T # K R HATIT .
4 & B € <] [ 4 L} ] H I ] L] [§ L L] 4] L E -
1 [] ot Fame  Type ok Cribcaldy AddrewursVendor Farmdly  Model  Fomesrs Sy Puder L %een locsiion  Raschplane Decriphion
2 o g o ™ b o ¥ P - L AT paghlrici 11 [0 6 Beckhoff Clpsar 201 35 Urkncwn Lewell  SeRasaeE
¥ T A A SAATHE L A3 HaghCrteri B3 180 1 Sewenrn. SEA00  OPUAIZSEGE  Fah Lewsil  SSwssmes Leprrarin, SOAATHC 53
i TR TR ST Tty o 0 WG] B3 DB 18 et hetins Rl TLi B LV Uningwn Level]l  Sonmims R i 2
bl RS b ELE atrodes B0 Magh ko B3 LA LL T Instrnomenty Urdngmarn Liwel]  aSReiSed
L] R A el A NCKC Comeminis 3 MighCritic: 50 LB Schrspicier Micdioon P ID] NOC 1% Uningwn Lewel]l  ESSRSESS Lb Schaaicher Qlectric M
T LV L e VAL iy .4 il HighCritics 50 LI 1 Smern. WPROTHC TREY Urincwn Lrwel]l  SSsassss
L] O S ML RLE 81 HighCritiei 1) L0 10 Restiowell Wmrodogi 1PBELINE  1ODS Unindwn Lewell  Sowsams AR Brafiry 1L
L ] Oy T AR T (i [+ TY Haghlrber; PIAG 1D Emavion S5eres 10 M BE N Unhiea® Liwel]  OERRRESS Agins Teaas Baa - 50 Pl S0l
L] Ty TR F AT 5T BT T3 Commne &1 Haghlrt 33 1B0 18 fpwmpr. §T-B00  OF MBRLDEE Urknceam Lewel]  aiEnissd Temerana WAAATH b
i1} TR TEAr S Wl DCL M DS W Haghrbar: 53 LBOLIS Tenstle Urincewn Lewel]l  BFReigel
LF] 0 N T A D weal], PUT N W UL M ighCriiel B0 L0 K Severa  WPROTIC PUTEEALY G4 ET.00 Unknown Leweil WPROTOCA [NLOD_E
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4. BT HE LR IUH A A KRB RS RTINS B RE R, BRI
BT R E S A B E ST B

EE G AUN T B LT S (Bl kA R W R) N A R .
YU, A L R BE 7 R TG i BT

5. R 3TAF T A7 8 CSV TR RAY

ERRABUNBET A ERGETEH. RETE CSV R ™ AREBHIITER
25 vhoRE PR 4 AN AR o T8I A8 G 77 R I B B

6. B E"N, R UBRE>PILE L.

SR I 25t I 2% 5 SO

Network Definitions

Monitored Network

The Assets Network is an aggregation of [P ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within Tenable OT Security sensors’ subnets or any
activity-performing device will be classified as an asset.

192.168.0.0/16
172.16.0.0/12
DEFAULT IP RANGES 169.254.0.0/...

Show More

ADDITIONAL IP RANGES

(I Passive Monitoring

Passive Monitoring captures network traffic to fingerprint assets and detect
activities or threats on the network.

Before enabling Passive Monitoring, it's recommended to follow these steps:
1. Set Monitored Netwark (Above this section)

o 2. Enable Active Queries and run Initial asset enrichment queries
3. Tune your Policies

7. FE“E ] CSV B M Bt EARAE B e b, Bl b AgT

o

8. %M B % 1 T AL 48 ax B A% MR fR A7 () CSV A .

BRI 22t B — A U L, W) O AT
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CL 58T M ] CSV B3 Bt 7 E il 45 S5 78T 20 oh i i il b A% HBIAE .

9. HTMAREAALERNWEZER, WEAEN CSV B 5 7 W45 278 0 b i T #

W

OT Security 2 N #— 1> CSV 3L, H 1 31) 55 it Dy A B8 7 2K O i) B 7 1D

B B 7

AT LA R 7 i R e ) TR TR . ) B

T B o R4S 2 58 7 B eR B 7 1) 2 1 R IR 45 30 B0

Az

R AEE BT, IF Ha W

NN

T R] DL B> A 85 T B >R R 110 B O T JA R I B 7

et B — T B 22 T B

1.

2.

FE“TH BN, By s o] 38 ElD 46 B R

G o 4 A B B 1) — TR 2 TR 7 5 A I SR AE
FERR AR o, B R AR

A I B

6 R ik BE

“I 5 BT T

(TG ) AR RE VNI O B I SCAR TR

I TR X S R B s AR U B> M 8 > e Y B
LTI

OT Security F& 5 “J5 5.7F1“4H 70T 1 b 1) 5577

T S W
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AT DL IR R BT B P A RIS W R 12 R 2 B R R ST AT A e L AT DA
5 Tenable 7 % 3t =2 MR 5 DUHEAT VE4H 20 Bt o KR 48 10 75 oR , 148 T DL B 438 AR 7 3 A b 3
£ W, 538 i Tenable Core & P FL i #2 U2 7 .
FH B IZ Wk S
B G WkE U AT DU AR
1. fE M AU, e 25 > B
BE i 2 BT B I
2. TR B R, R EAA WS R — I R .
3. AT FAIHRAEZ —:
o XFTERAG T AR A B R RAES S 2 W
o X F AT AL B AR R RS RIS,

OT Security 2= N # ik % 77 12 Wik & « 2 Wik & & — A tar.gz XF, G5 json STF %
B VRS S

2 W ik 55 4 PR EE B & KL B B AT OT Security fiRAS o 7= 1)
X} F BN B 77 1 TOTS_Rouge_3.19.15_2024-06-03T07_05_27.tar.gz
X} £ AN ¥ 77 i TOTS_AssetsReport_3.19.15_2024-06-03T07_17_54.tar.gz

4. JRELZ Wik 5 JF 5 Tenable 32 #5 3 = LABEAT #E — 2B 70 Hr .

$ H Tenable OT Security i2 Wi i &5 (Tenable Core)
{7 LA M Tenable Core 4= 5l 15 1 45 52 T Tenable OT Security )12 i 41 15 DLk 47 b FEBR .

AR il
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o WRIE R A E AR .
B RS WAl i, 35 AT BUTR B AE
1. % 3 Tenable Core.
2. fEAM S fiAs s, 8 Tenable OT Security .
I £ H Bl Tenable OT Security 51 i «
3. {E“OT 2 Wi # 4y, i ‘Ui 1) OT Security 12 17 . 75 .

ARG RS Wik b .

Tenable OT Security

Available Diagnostics

File Size

x
Stats1478722762026-02-09T11_43_00.tar.gz 104 MB
Stats38633062352026-02-09T11_48_16.tar.gz 104 MB

Collect New OT Security diagnostic report

[Tenable OT diagnostic report collection V]

4. By R 55 IR B

Tenable Core 2 ¥ 4R &5 N # 3  H R 4 . Tenable Core 4= % H & 5, %4k ]
DA S ERAERIRHE P

FHE™

-252 -

3:12 pM [36mINFO  [Om[09/02/2026 11:42:13.033+02:00] Getting container logs  [36m@fTag [Om=DiagnoseContainerLog [36mcontainer [Om="[/r...

PN
A

Last24 hours + Priority Only emergency + Identifier  diagnoster o -
Filters Q priority:7 identifier:diagnoster x - > Pause
February 9, 2026
3:12 pm Diagnostics file was written to 126-02-09T11_43_00.tar.gz diagnoster

3:12 P [36mINFO  [Om[09/02/2026 11:43:00.844+02:00] Diagnostics file created [36m@fTag [Om=Diagnose [36merror [Om=nil [36mflow [Om.. diagnoster

diagnoster
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=

=
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Fir 75 1 OT Security HH P At BB . EE . Wi #gER

HY - B Bl U U 8% L G B BBE  EANAE B A 2, W R R B R REAE OT Security H1 R 7R
NP BE 2 B B, X S ECRVAE N B S5 R B .

Blhn, AR AR 55 4% B 4% 58 2 0 ik & I8 B 24 IP bk, DU A 2R R 25 i
15« B, B IS ARSI L i o 2 BB KO8R b8 R AU R 28 4 1 o R IR R % SR ) B
2 UL I KR SR, ELREAS Ve 8 AT REE M 9 AN [E I B

FEIXFPAE BN, 48 AT BUE TG I 5877 "k THORE P9 A4S 5577 & IR AE i ORI B AR . SR DA
“?%i”ﬁﬁ@iﬁ‘i’l‘ﬁﬁﬁéﬂﬂ%,D\J\ﬁtﬁllﬂlﬂzﬁiﬁﬁa

l TR e BRAEAT T,
BE IR o™, WEPAT BA TN AR
1. 782 sy, B B8 B> A 5t
BRI 2 BT A B T
2. U FTA R, AT T HIEREZ
o EFEEEIFHH bR B
o L BE 7 BE $E DAIT T B VR A4S S LI .
OT Security 2 J&i F “B1E”.

3. BB IET AN A
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Inventory =

All Assets Controllers & Modules Network Assets loT Assets

Search... 0 + Add Filter v

880 Assets Group By v &

Name View ype Risk Score Criticality P Subnets

testigy it @ PLC 62 il High I
pLC #?ql Merge with Anotherlm ol 50 4l High
Hide

RTU #1 @ RTU 59 il High

Export Diagnostics

@ PLC 59 il High

CPU A2 .

testgy <

PLC
Edit
P MAC Vendor Model Last Seen State Family Firmware
Schneider BMX P34 2020 Aug 28, 2025 09:28:24 AM  Unknown Modicon M340  3.51
Export Diagnostics
Details
Overview Backplane View
Code Revision
NAME testi
& Backplane #7 |:|
P Trail DESCRIPTION CPU 0 L 2
Attack Vectors PURDUE LEVEL Level 1 () ) @ ©
3 _
Open Ports STATE Unknown o2 g
2 g
v Vulnerabilties ADDITIONAL IP 8 E 5 Z
E) 8 g 2
Active (30) ADDITIONAL MAC
Fixed(0) FAMILY Madicon M340 No card selected...
VENDOR Schneider
Events
MODEL NAME BMX P34 2020
Network Map
LAST SEEN 09:28:24 AM - Aug 28, 2025
Related Assets
FIRST SEEN 03:03:32 PM - Aug 27, 2025

BT 25 HY B4 36 B 77 | 2 HE R B TG
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Merge Asset | Select Source Asset X

Target Asset: OT Server #11

Note: the source asset that is selected here will be deleted from the
inventory, after its attributes and findings are merged into the target asset
OT Server #11. Any case of conflict will be resolved by the system to keep
the merged asset’s data as full, accurate, and up to date as possible, based
on the data of both assets. This action is irreversible.

Read more about asset merging_in our user guide (4]

Force merge even if attributes conflict

Search... 0 + Add Filter ~

199 Assets Group By v 1l

Name Type Risk Score

OT Device #25 OT Device 0
Endpoint #135 i@ Endpoint 0
Endpoint #1171 i@ Endpoint 0
Endpoint #112 i@ Endpoint 0
Endpoint #123 i@ Endpoint 0

Cancel Merge and Delete

4. T ik B R
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5. i 5 E BV 4 OF R
6. (A ) i B R 7 A TS, 4 B B O S EE , LSt ik
7. M IE AR

OT Security 2 M B I8 5 7, I8 Ho @ P A R BLEE R & JF 2 H AR 57 s

B R AT A

GG IR, A B A IR O A AR, RN S AR gt 0 K e B LIRS

op
S
=

B
N
op

BEERAR W R LT S BL

s BrFRMEEIF R E IR, R MR S IR B AR B W SR PR B R R AR R, E
ME AN, 2 G052 2L ok b Or B OB AN ME o b o 72 ] 1 Ok 5 O ) 1R B8 7 IR B
H By BT IR 15 K

o BHARE ZHE AR - B M IERIAESSI I ER R B
o AR I H R IEER
o TR AL T A R Y 0 4R

o Mg TS, QG IP AT MAC bt o & 48 vl i DR OR B BT 3 o S L B4 U2, 1) A )
FREREXH.

o RIVGERAIE RGN P KDL IR 22 A S0 BT 0 R BLGE R UR I A
AR, T (R B e B 1 2 4 SR %
A I PR b ] A F
LLR B8 7 TRk A
o REBRVE, 140 ICP. i B A

o ARFBR A BB (AR F DA ER) -
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o FLA A (RS R IR BT (A0 R A B A A SR, U SR 6 A TR
o BHAFFIS I HE .

s 5 I - ik b s & R R R & eI R U AR SRR A b R A A . AR IR T
5 PRAIE I S OF B R 5 B AT RE A 2 B AR ERRAE , B R G2 & JF R AE AT AE 1 BB 1L 2
HI 4k 2 14T & 9T

an ] B8 AR =Ah A O

WARERIAT T 57 G OF, BOE B R E WA IR E R G IR, MR B
T B2 7 J, AR 48 AT LU R 1% B R B A R AT IIRES o B S W] AL OT Security H M B 2
NBE P E - H B RIE R, S R AR R .

AT 2 T E = 19 Tenable Nessus 9 #

Tenable Nessus 72 — K °] DL $ 1T & BURS I I 3 1) T2 H . OT Security S FF£FXF OT W 2% 4
K5 5E IT ¥ 7742 17 Tenable Nessus Basic Network Scan. iX & —# T3 52 8 2 g 4, A LA
WCHE A O R 55 % A I 4% 158 4% R R 1 B 215 8. o b A WML AT SNMP SE 88 (i SR ) o it
BRAEAE T8 A 56 PC By oE B AL o B8 mT LA YR VR "0 T U5 1) 43 4 45 2R . GE mT BLA i 3 e
XA, DAAEFE 5E I W 2% B 7= 4 B 12 AT — R P % E 1) Tenable Nessus #fi {1, 7 1% 16 Z 7
“Tenable Nessusifi £ 114"

OT Security 7 [ Nessus 7 #i /# | 55 Tenable Nessus. Tenable Security Center 1 Tenable
Vulnerability Management H ] 5 4% [ 2% 459 $ifi A1 [F] 1) 56 0% ¢ & . ME— 1 22 )72 OT Security H 1
PERELE U . BL R 72 OT Security H F T- Nessus 1 4 [t 14 £ 126 T o 1X £ 16 T & A T AN 8h &
W # U _E S B 1) “Nessus #1137

o 5 T A e 1 L (B %)
o 56 LU T 2 KR (5 %)

o 15 70 I’ 2% 13 B I
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https://connect.tenable.com/kb/tenable-ot-knowledge-base/how-to-remove-assets-from-the-ot-security-inventory/110668

O

7£ = : Tenable Nessus /& 5 i& & 75 IT ¥ 58 48 FH 1912 A =0 T A . Tenable & W& A E1E OT %
SEHHAETHR, IAETRESTMZERSIERiBE.

¥ B E % 7 18 47 Tenable Nessus #1111, i $h47 LA T #R1F
1. % 55 B> 4 R
i e - A i TN T
2. 3% RS B G ) — TR 2 BT 7 55 AU ) IR HE .
3. miii A LA W B AE">"Nessus #9447,

I BF 2> B <tk v Nessus 49 3 760 15 AE .

Approve Nessus Scan :

The nessus scan for vulnerabilities in assets is not intended for OT devices
of any sort. S5canning controllers, field devices and other industrial-specific
deicet and SeErvers I1'|Ig|'ll_|!:ﬂpq}rl:|b|!\¢ hgdr JUJI|JtJI|I1:.'. Please make Lure
that this asset is not one of the above before proceeding with the scan.

c ! “LCI m

4. gk s

OT Security iz 17 Nessus #1 4

PATEF R

FT % 8 OT Security Fl 7 M (4 D E HL B3 B8 . G B 20l ol fid{E R

EH [ 20 pR Ok W 2 MR A A Ak — A e A A, B BRI B I R 5 2 . T BLIis AT B
A AW, B8R E AW

PATR 2 ] 321 7 R 20 i
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B AR R B AR R R e R LA
DNS #9## : 8 2 W 2% %% 7= 1) DNS 44 #% «

VR A0 S TR <A R A ) A AR A R [ A A TR A U o G R o R A B > R A A AT
A L T ) “J] R B

WOIE I A 2 R B LR B

NetBIOS & if] : /& i% NetBIOS % H 5 1, 1Z Fu s @ o7 H T 4 S50 46 I (X 2% v 1)
Windows i1 & #1 .

SNMP 2 i (& T8 J 7 SNMP (5 7) (ke R 5 T SNMP (1 5% 7 [ e B 7 4015 2
R AT B 1 Z AR S (81T A 1k R R RATIR) .

ARP: £ 2 7E 9 2% b I 21 18T 1P 5 MAC ik o 25 35 R 78 “VE 4045 B 7>“NE W50 25 .

FERFEEOL T, “HHT R D R v BE s AR . AT RE R R R LA

L
B

1.

B & AN B U i) SR> A H A

“F= 3 AR I B AR AT A o PR AR B K AR R E A
OT Security # & * K Jo H & i) .

‘LR EM>FEE TR A E RS CEN.

B D A AW A P ik

B AT B A D 5 s, 0 AT BA Rk

EEENPI il TR il = 211N S A1 s v S wly s = T TP 2

BRI 2 LA A R L8R
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Resync

Run All Queries
Ping Query

SNMP Query
Identification Query
Details Query
NetBIOS Query
DNS Lookup

Backplane Mapping

State Query
ARP Query
2. Pl EIEAT AW, BUR S AT A AL AT A T A
BEANE RIS AT, AR I @ 0, s AR .
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X TR B 58 UK A #D, OT Security 43 AR 418 B 208 5 9712 55 7 10 R G s .

R

@ Ping Query completed successfully X

The query failed due to a network error. This may be due

X to temporary network issues or firewall restrictions. Please X
check your network connectivity and retry the query.
Protocol: NBNS; Operation: NbstatQueryType; Ip:

State Family Firmware
@ SNMP Query completed successfully X
@ DNS Lookup completed successfully X

@ State Query completed successfully X
sLoppea
@ Details Query completed successfully X

OT Security I 1R 715 Wil [ 2% 5% 7 (1 25 b B - 8 28 98 5 DB I T 15 J2 0 1 2 5 A 21— I 3%

WK}, Tenable B 78 N 51 = & 11 #2 J37 5K 3 ¥F Tenable Nessus X i i it 47 5 910
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XU R P 4 N FEE, DL Tenable Nessus % A I A E 5 % 5 , 4 N4 Tenable Nessus 2 i il A 15
= (NASL). IX S84 18 2 46 I 9 2% 1 () CVE, PL & HoAth /] 68 52 W ¥ 77 16 J8% i (5] 2 3 1sf £6) 48 4
ARG 5Bk 0 o WA B 52 B I T R 1) .

ARSI — RS8R, DU T 60% 15 47 72 % 4 e ) 0% .

AREFHEMHENGEE, HSH B RE".

& F i

Pt % i1 OT Security F] P A 0 D8 B O L £ ZAK P 40 i, ub s E i A R R
i

“J I " UL T Y 7 Tenable 38 1 6 I 21 (14 52 w0 ]9 2 A0 557 10 BT A3 IR TR 1) 810 3K

A DL R B B ROk 1 81 LA R 5 AL EOR B E SRR B TR B E XTI, 1§ 2
) “ B 5 A 5 FH ™ B I T A

(D03E ) ARCAS 3.19) 5 ml 78 7 I S LA Hh 1“5 48 B2 0 RPN A8 B0 TR "I I b 20 i B R
figé TR AT E B IR I

l V5 OT Security 21 O848 (0 AR B — 45 . — R J5, 10 Kt 11,
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88 Overview

> £ Events

& Policies

v

i= Inventory

¥. Network Map

<

Risks

Vulnerabilities

Findings

Compliance

v

© Active Queries

v

Network

v

2, Groups

v

@ Local Settings

= Otenable ot security | 06:22AM  Monday, Nov 11,2024 @ =

Vulnerabilities Search... p ) Pugnset b
License outdated—Nessus plugin set cloud updates are not available. Update license  x
Name Severity + VPR Active Ass... Fixed Asse... Plugin family Plugin ID Sou

~ Tot(304) l
Schneider Electric Modicon Improper Au...  Critical 6.7 1 o] Tenable.ot 500033 Tol
Schneider Electric Modicon Quantum Im... Critical 52 1 0 Tenable.ot 500069 Tot
Schneider Electric Modicon Missing Auth...  Critical 6.7 1 0 Tenable.ot 500071 Tol
Rockwell Micrologix Privilege escalation ... Critical 52 2 0 Tenable.ot 500076 Tol
Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 o] Tenable.ot 500084 Tol «

®

Rockwell Automation Logix5000 Progra. .. Critical 6.5 2 0 Tenable.ot 500092 Tot 34
Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 0 Tenable.ot 500110 Tol ’
Schneider Electric Modicon Authenticati... Critical 6.7 1 0 Tenable.ot 500122 Tot
Schneider Electric Modicon Exposure of ... Critical 6.7 1 o] Tenable.ot 500125 Tol
Rockwell Micrologix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500134 Tot
Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500167 Tol
Schneider Electric Modicon Weak Passw... Critical 6.7 3 0 Tenable.ot 500170 Tot
Rockwell Automation CompactLogix 537, Critical 59 3 0 Tenable.ot 500201 Tol

“J R U S s PR PR AE R

i1+ 1D

i Bl Bt

iz

I TR ) 44 B o “44 R B 7 52 B8 T TR 41 31 B 9% .

B 93 R 0 1 G 07 SR R R o L RS o
fis". i P

I AR 58 2 VF S (VPR) =& 7™ B8 72 FE R B Bh A& Fa b, 2 MR 98 U VA 1 24 0 R A I
A Wt 5238 AF N Tenable T A8 5 2% 70 #r i) %t , 4B B Tenable £, H +
TE AL IR R BT 2 B A 5 R R mi A0 g B o VPR B B0 Y8 Bl 9 0.1-10.0, 11 %5 i 3 s ik
FI AT B B A

F A 0 — AR IR AT .

W 28 =4 i 52 0 IR R 52 ) BRI R .
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TR AL 0 9% - Be A 5 1 B i SCAS VR

1 1R T 4145 12
WA GG R, AT LT A
1. 1538 6 1% I VE AN A5 IR TR 4T o, Rl R TR 7
BE IR 2 o LR RV £ R
IR IR PE IS BRI R BRI A

o BRAUEE D EORA RIEE IR KR AR S S o N R AR B e B R RS R, LG iR
T VEAE D . 5 2 0 G 4R I TR 45 27

o VRIS B IR - s IR T 0 52 B U W 5 5 I AR O BEUR RO HE %
o “SZRC R BT IR R s A2 A8 08 T S W K BT AT B I A1 R . RS SR AR S A R
BRI VEAE S, U T B R IZ BB S B R
2w B U R TR A S

BT i) OT Security FH " 8 B HL G L F8 R & E | A5
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A R G AR TN TR RS S, I8 AT LU R AR
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3. FEEREHE b e N\ A O U I AT RE
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5. HfRAF"

A I

B ) A A B BRI BN SCERE R, DA O AT R o B R e A A

A I R TR A A
A L N VR O T A R e PR AE R 3 AT DL 3R AR
1. BRI,
BRI 2 b B R T
2. fEIRIAAI R, RFERRRTWMAIEGEMEE, REHRAT TAEIEZ
o gl IR BE R
o fit AR EE AR
o WHRAE N fE R AE"
BRI 2 B TR P 4045 2, A R A A e TR AR, JF s BURE R
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1. B ENE B> AT B
BRI 2 B B0
2. EBRFHIRST, EBFEEAERTWAE MG LS, RJEIAT T I HFREZ !
o BRI
s A A HTIFEFEE"
o BB TSI IR, IRIE NERAETN AR IR R R
BRI 2 BB 7 i A S U .
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FE R IR AR B A A 5 O A R

Tenable Nessus i 14 1 1 14 % H 7~ %1

MS10-031: Vulnerability in Microsoft Visual Basic for Applications Could Allow Remote Code Execution (978213)

Critical 89 1 Windows : Microsoft Bulletins 46313

Details

Last Hit Date Type Risk Score Criticality Category
Affected Assets

Jul 10, 2023 09:52:26 PM Engineering S... - Medium (Direct) <. Network Assets

Items: 1
WIN-180FIPB12HM (Direct) Engineering Station - Jul 18, 2023 02:50:54 PM

Plugin Output

Port: 445 / tcp / cifs Source: Nessus Hit date: 09:52:26 PM - Jul 10, 2023

- C:\Program Files (x86)\Common Files\Microsoft Shared\WVBA\VBAG\Vbe6.dll has not been patched.
Remote version : 6.0.87.14
Should be : 6.5.10.53

OT Security 4 14 1) 4 14 i 7= 1
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Rockwell Automation ControlLogix Communications Modules Remote Code Execution (CVE-2023-3595) -

Critical 67 3 Tenable.ot 501226
Details
Name Last Hit Date + Type Risk Score Criticality Category ‘Vendor
Affected Assets
Jul 18, 2023 07:05:36 PM Communicati... [l High Controllers Rockwell
Jul 18, 2023 07:05:36 PM communicati.. (ISl High Controllers Rockwell

Jul 18, 2023 07:05:35 PM Communicati.. [[EEl High S Controllers Rockwell

Comm. Adapter #50 10.100.101.152 (Direct) Communication Module - Jul 18,2023 07:10:14 PM

Plugin Output

Port: 0/ tcp Source: Tot Hit date: 07:05:36 PM - Jul 18, 2023

Vendor : Rockwell
Family : ControlLogix
Model : 1756-EN2T/D
Version : 10.007

RIGR

i P R B RO, 4% B3 A A R 0 B R A A TR TR S B IR A R AR R LA R T R,
A PASAAT B A

o B IR R UCRS € TR IR o o T AR 3

o FLIEHE L SR B R g SEB (B AR A B ) 1 e E X R R T AR R A
o Ui 0 e 1R 41 3% .

T 9 S R R BLAE R A2, By e EAB R I R
IR YT 1) I A R UL, 38 R AT LR AR
AL S R, B R > R B A R

RS R UL 2 BLR A A% 2 R TR
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Findings

o You can enable automatic cloud updates for the Nessus Plugin Set

Configure Settings x

@ Vulnerabilities 4O Policy Violations
Search... o) Status  Active, Resurfaced v~ X Severity Low, Medium, High+1 ~ X + AddFilter ¥ Remove All Filters
1080 Vulnerability Findings Group By v & m
Affected Asset IP Severity 1 Plugin Name Protocol Port
RTU #1 ® Critical Siemens SCALANCE, RUGGEDCOM, SI... TCP 0 '
CP-420FAB ® Critical Beckhoff ADS protocol Authentication ... TCP 0
testigy ® Critical Schneider Electric Modicon Weak Pass... ~ TCP 0
ML1100 o Critical Rockwell Automation Micrologix Improp...  TCP 0
testigy ® Critical Schneider Electric Modicon Weak Pass... TCP 0
Comm. Adapter #30 ® Critical Rockwell Automation Select Communic...  TCP 0
Comm. Adapter #30 ® Critical Rockwell Automation products using G... TCP 0
Findings
o You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings X
¥ Vulnerabilities £ Policy Violations
N] Search... 0 Status  Active, Resurfaced v = x Severity Low, Medium, High+1 v x
+ AddFilter ¥ Remove AllFilters  Save Filter
40989 Vulnerability Findings Group By v & O
Affected Asset P Severity 1 Plugin Name Protocol Port
 Critical A TCP 0
 Critical 3. TCP 0
® Critical ). TCP 0
® Critical 3. TCP 0
RTU #2 » Critical TCcP 0
RTU #1 # Critical TCP 0

RBLEE RO LU G R
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Findings

o You can enable automatic cloud updates for the Nessus Plugin Set

Search... o] Status  Active, Resurfac

Severity Low, Medium, High+1 ~ X + AddFilter v Remove All Filt

13 Vulnerability Findings GroupBy ~

Affected Asset P Severity 1

Medium
Medium
Medium
Medium
Medium

e e i
BT LLE A LN T FE4IME B

o EHEE

o RS [

o A PRI

{3 Vulnerability Medium (D) Active

Recursive DNS Server Detection

2 [/ Port 53/UDP

Plugin Source NNM  Plugin ID 3703 Last Hit 02:42:57 PM - Jun 10, 2025

Plugin Uutpul Copy to clipboard (O

02:42:57 PM - Jun 10, 2025

Vulnerability Details

Overview

SEVERITY Medium
AFFECTED ASSETS 1

Plugin details

PLUGIN SOURCE NNM
PLUGIN ID 0
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Findings

o You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings

O Vulnerabilities O Policy Violations
FullEvent Log (4
Search... 0 status  Active, Resurfaced v = X + AddFilter ¥ Remove All Filters
58 Policy Violation Findings Actions v GroupBy v [
Status Sev.. 1 Violation Type Source Asset Source IP Destination Asset Destination IP
Active ® Medium Unauthorized Conversati...  Eng. Station #1
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium ARP Scan Endpoint #5
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium Intrusion Detection Endpoint #101
Active & Madinm Unauthorized Conversati____Fna Station #1

Findings

o You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings X

¥ Vulnerabilities £ Policy Violations
Search... jol Status ~ Active, Resurfaced v X + Add Filter ~ Remove All Filters Save Filter
4029 Policy Violation Findings Group By v [E31i] Full EventLog (£
Status Sev.. 1 Violation Type Source Asset Source IP Destination Asset Destination IP
Active ® High Change in Firmware Ver... '
Active ® High Rockwell PLC Stop
Active ® High Rockwell PLC Stop
Active ® High Change in Firmware Ver...
Active ® High Intrusion Detection
Active ® High Change in Firmware Ver...
Active ® Medium Failed Unsecured FTP lo...

“SR I R IR R S LR FEARAE S
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Compliance

Security Framework Preferences

General Info
TOTAL ASSETS IN SCOPE 841
FRAMEWQORKS IN SCOPE Not Defined (Default)

Incident Handling

Assets with abnormal unresolved events

Event Category Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
Network Events 93 16 g
Network Threats 91 38 19

Show Asset List

Vulnerability Handling

Active vulnerabilities by asset type category

BEE G MEACGRE, B AT LT 8 A4E
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= Otenable o1 security

®
08:25AM  Monday, Nov 11,2024 @ =
88 Overview
All Events Search... Resolve All B QO
~ [ Events
Status LogID Time ¢ Event Type Severity Policy Name Source Asset Source Address
All Events |
Not resal... 63026 08:22:08 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Configuration Events Notresol.. 63025 08:21:50 AM - Nov 11, 2024 Rockwell Code U...  Low Rockwell Code Upload .
Py
Notresol.. 63024 08:21:50 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload %
SCADA Events 5
aa
Notresol... 63021 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload v
Network Threats
Not resol... 63020 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Network Events Notresol... 63019 08:20:29 AM - Nov 11, 2024 Modicon Code U...  Low Modicon Code Upload
@ Policies tems: 63026
= Event 63026 08:22:08 AM - Nov 11, 2024  Rockwell Code Upload Low Not resolved
v i£ Inventory
All Assets Details Code was uploaded from a controller to an engineering station
Controll d Modul Code SOURCE NAME
RS e MES Why s this Suggested
SOURCE IP ADDRESS important? Mitigation
Source
Network Assets
DESTINATION NAME The system has detected an 1) Check whether the upload
Destination upload of the controller code was done as part of scheduled
loT p! part of schedule
DESTINATION 12 ADDRESS that was done via the network. maintenance work and verify
" When not part of regular that the source of the
¥. Network Map Policy DESTINATION MAC ADDRESS operations, a code upload can operation is approved to
PROTOCOL P (TcP) be used to gather |nf0rrpat|0n perform this operation.
Status on the controller behavior as

> @ Risks

part of reconnaissance activity.

2) If this was not part of a
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All Events Search... Jol Resolve All B O

Status Log ID Time ¢ Event Type Severity Policy Name Source Asset Source Address
Not resol... 62947 07:48:59 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi...

o Not resol... 62952 07:48:59 AM - Nov 11, 2024 ARP Scan ARP Scan Detection |
Notresol... 62944 07:48:57 AM - Nov 11, 2024 SIMATIC Hardwar ... Low SIMATIC Hardware Confi... o

P

Not resol... 62949 07:48:55 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi... %
Not resol... 62943 07:48:53 AM - Nov 11, 2024 Modicon Code U... Low Modicon Code Upload MUALU.DILINSEYIULE 10 102000 k&
Not resol... 62948 07:48:52 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi... ., L,
Notresol... 62942 07:48:51 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload —
Not resol... 62941 07:48:37 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload -

tems: 63027 Selected Items: 1 Deselect all

Event 62952 07:48:59 AM: Nov 11, 2024 ARP Scan

Details

Affected Assets

Policy

Scanned Addresses

Status

SOURCE NAME

SOURCE MAC ADDRESS

PROTOCOL

1 322 SR W R B TR

Not resolved

ARP scans are used to map devices in a local network

OT Server #5

ARP

Jit 75 i) OT Security [ /7 £ (0 & 7 A

N IE_’\

Paran

G M

Why is this
important?

ARP scans can be used for
network mapping. It is
important to know what assets
are mapping the network and
to verify that such mapping is

Suggested
Mitigation

Check the source asset to
determine whether it is
expected to be generating ARP
scans for monitoring purposes.
If not, contact the source asset
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Start Time
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Nov 11, 2024 09:02:58 AM
Nov 11, 2024 09:02:57 AM
Nov 11, 2024 09:02:57 AM
Nov 11, 2024 09:02:55 AM
Nov 11, 2024 09:02:53 AM
Nov 11, 2024 09:02:53 AM
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Nov 11, 2024 09:02:47 AM 1 second 54
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Create Policy X
®
Event Type Policy Definition Policy Actions
Search... jo;

> Configuration Events(130)
> Netwaork Events(17)
> Network Threats(3)

> SCADA Events(38)

188

[ems:

Cancel Next >
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Create Policy X
®
Event Type Policy Definition Policy Actions
Search... @,

~ Configuration Events(130)
> Controller Activities(124)

+ Controller Validation (6)

Change in Key Switch
The state of the write lock key on the controller has
changed

Change in State
A change in the asset running state has been
detected

3. kP MR,
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O ®

Event Type Policy Definition Policy Actions

Change in Firmware Version

POLICY NAME *

AFFECTED ASSETS *

‘ In ~ H Select v Or

And

SCHEDULE *

‘ In v ‘ ‘ Select v

< Back Cancel Next >
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® ®
Event Type Policy Definition Policy Actions
Change in Firmware Version
POLICY NAME *
AFFECTED ASSETS *
‘In v “ Select v ‘ or
And ‘ Search... ‘
. I
scHepuLe ¥ Private IP ranges
In~ OT Servers v
Tablets
Medical Devices
Domain Controllers
Security Appliances
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® - ®
Event Type Policy Definition Policy Actions

Change in Firmware Version

SEVERITY *

High Low

SYSLOG
Syslog servers are not configured

EMAIL
SMTP servers are not configured

< Back Cancel Create
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% Overview Active Queries Management AcTive queries encine enasteo (I
@ Inventory
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> & Settings
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OT Security 2 Il 3 fir i £ 4

WMI K f

%7 % 3 A OT Security P14 1T7 Windows Management Instrumentation (WMI) 2 ), & 7] DL % &
WMI ik J7 . OT Security {& #t WMI £ ) 5K 3k BUH < Windows R4 B 25 B .

HAT WMI £ i, OT Security &k #i 55 Tenable Nessus Afl [A] () WMI J7 3% . %2 8 & WM K /= 33
TH#, %2 8 Tenable Nessus il /1 7 ) o1 1“3 F Windows %5 3¢ Lk 47 A< Jth A1 i 15 o %7

il

Bl 2 Nessus #6141
Fir 7% 1) OT Security i 7 /i to & B 0L R 8

Nessus 7 11 47 i 23 R 48 F 7 5€ SO 4 A 51 2 % CIDR A1 1P s ik 51 32 o 48 € 1 5% 77 5 3)) i 4%

Nessus 9 »

OT Security £ X%} & & CIDR P [y i 5 30 % 7= AT H o B2, 8 TR &N OT & 4, OT
Security R 245 € i [ 4 (I PLC) T8 A 1 I 4% 55 7= . OT Security 2 M 41 $ 0 HE By v

R B
M OT Security 4.1 iR JT 46, 7T LA F DL 348 200 61 4 38 1) 91 41 -

o AT 2 I I T AT VR Nessus $h AT VEAA A48, H b B & AT REIE NS Hi I K H A
Bl R DR N A (B JAR ST R 2 22 3 ) Python J2 ) (14 1
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AP 45 B i e . % T0E ft VR Attack Path Analysis ) i Nessus 49 1 3% £ 50

W 2 e IS (0) - Nessus 78 A T2 LA 21 i B 22 1517 0 250 55 455 R 85 1 IS 1] o 2 SR 7 T 12 1
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BEAS LR 55 K (R I A6 A 20 - Nessus B 5xF 1 HL s ZiAAT I e KA B8R . BN & 4K
BAH 2.
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= Otenable o1 security 03:57 PM - Wednesday, Feb 5,2025 @ = Mr. Admin

8 Overview . = WIN-UEUPT5DGAOH « w

OT Server
> O Events
P MAC Vendor Model Last Seen State Family Firmware 0OS
@ Policies (Direct) (Direct) Rockwell RSLinx Server Feb5,202503:53:39PM  Unknown  RSLinx Server 1.001 Windows Server 2012 R2
v & Inventory Details —_—
All Assets P Trail NAME WIN-UEUPTSDGAOH
Controllers and Modules Attack Vectors PLRDUE LEVEL Level 2
STATE Unknown
Network Assets Open Ports N
By “ Vulnerabilities ~ DIRECT MAC
¥ Network Map Active (123) FAMILY RSLinx Server
VENDOR Rockwell
7 Risks Fixed (677) MODEL NAME RSLinx Server
> @ Active Queries Events os Windows Server 2012 R2
> @ Network Network Map LAST SEEN 03:53:39 PM - Feb 5, 2025
FIRST SEEN 11:48:54 PM - Jan 30, 2025
7 e Related Assets LAST UPDATE 02:01:15 AM - Feb 5, 2025
> & Local Settings Sources SOURCES nict (Local),Nessus (Nessus),nicO (Local)
NETWORK SEGMENTS oT server /1 21X
CRITICALITY Medium
RISK SCORE
General
FIRMWARE VERSION 1.001
DEVICE TYPE Generic Device
COMMAND 1
SERVER TYPE 36871

Nessus Scan Information

LAST SUCCESSFUL SCAN 03:19:41 PM - Feb 4, 2025
LAST SCAN DURATION 15 minutes
Is_réiLSUCCESSFUL AUTHENTICATED 04:41:25 PM - Feb 3, 2025

Nessus #1855 F B T &
o T i COVEAN AN R R A BT
o TRIBRITE TR MO B AE TS B B b

o AT H R TR B B 5 T ) A A SR 1 X IZ 4T Windows . Linux (1 1T 287 8 77 $hAT
T R VE AL 9 . T (TE R A TR A B PR A AL SUR0 Bk i AR Y R A R 2R R A 2
1o

B

OT Security # ] Nessus $ ##i 1 1 &5 Tenable Nessus. Tenable Security Center 1 Tenable
Vulnerability Management H1 [ 55 2 () 2% 45 5 A1 [7] (1) 57 B ¥ & o M — 11 22 )2 OT Security H [
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7E 7 : Tenable Nessus & & i& & 76 1T 55 o0 48 FH 112 A0 L H . Tenable % W A 7E OT &% &
1§ F Tenable Nessus, Kl N'E Al it & T 1% &5 W & EH a1k,

B AT AT — T Fe AR ) Nessus 14, 15 2 [ “PAT R € T % 7~ 1) Tenable Nessus

e

1) 7 Nessus i 14 471 #
* B0 & Nessus i fF 45 1, 5 AT BL T R4
1. B R F A&l > A
A A B s R 7 K= E R
2. HEPIIE> L EM.
SR 2 B B A i B .
3. Huili “Nessus #9471 1 F .
UE B 2> H B “Nessus 165 0TI
4. Bl B AR T,
b 25 R “B1) 2 Nessus #fi 11 51) 2 43 4 "1 152
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Create Nessus Plugin List Scan

®

IP Ranges Plugins

Nessus plugin list scan runs a user-defined list of plugins
o only on network assets within the specified IP ranges
(CIDRs).

MAME *

IP RANGES ¥

CREDENTIALS
Mate: if many credentials are defined in this site, the first
option isn't recommended, as it might prolong the scan or
cause other issues
© Try All Available Credentials.
Do Not Use Credentials

Use Only Specific Credentials

() FERFORM THORDUGHTESTS (D

(P HiGH VEREDSITY PROCESSING (1)

NETWORK TIMEOUT {IM SECONDS) *3

|_ 15

* 0
MAX SIMULTANEDUS CHECKS PER HOST

|'2

MAX SIMULTANEDUS HOSTS PER SCAN * ®

|1o

Cancel
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5. fE“4FEH, N Nessus H i % N — A 4 FR
6. 7E“IP L [E"E F, 4y IP = CIDR iy A\t [H
7. WP — AR WUR Y Nessus 9 75 it 58 4
o AAEREYE i RIS EIEAT R A G 0 50 UE B B, O I Bk T

s MR E 72 A EE, BTk T, P Dy 2k 3 i 0k TUR] BE 4 AT K 49 i i
[A] o

o ST A SRR W RS A B P A R R A O B ik 0
o DA H RS E A

a. W R R R R, TE N ICP g U BT R R A1) 3K Hh ik 5 i 7
o

8. (Arak) oA I ) O ok, PUBE A fE

R A T I K T B T R 2 1Y 0 A e K A AR, (BRI I0F B T Nessus 3
R IUERN S, 140 JAR ST B 2 % 35 ) Python J% .

9. (Wyadke) B oy B v VE A AE U HOT %, AR A OF SRS T R A AN TR AR S

FEEEHEREMES LA RAEE RIFHAMSS ARG R, A T HER S
B b ) ) R . I B A 0 14 Attack Path Analysis 1) ] Nessus 71 3 % 3 ¥4 .

10. FE“PI 28 I (A) "HEH, i A\ Nessus 78 M\ 32 AL A 2] o B 2 R/ 2 25 55 155 1 B 1< I 18] o 2 2R
FE R P08 1) £ AL BEAT 36, 0 AT DL I AD B BROAE I E D 15 7.

1. 743425 B0 BA LI B 2540, 40X Nessus 6% 3 L U817 10 5 KA 15 00
B f 7R 2,
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. G 75 S8BT VF TR, 1 2 R BE R VE ATE .

14, fESE T RPN, SRS APPSR A5, R YE S
B B A 96 1 1 BRI AE

¥ & :H KX Tenable Nessus i {4 R 5| (] ¥ £ {5 &, i Z [ https://zh-
cn.tenable.com/plugins/nessus/families.

15, Hdi R A7

BT Nessus 9 1t 2= 7 “Nessus 49 $ 7T [ 7 &7 o

| TR 2 g 58 B R B AT ) Tenable Nessus 434, 4 57 B /% B9 46 47 F 06 29w 48

T Nessus i 14 39 i
5 B212 1T Nessus Jdi /4 19 , 15 AT L F #4E -

1. 7E“Nessus A" [ b, $47 N A #RIEZ —:
o G BE T P AR I ORGSR SL BB AT
o EPRBEAT MR, R)E SEERAET > LR AT .
h B 2> Bk E Nessus 3713756 15 4E
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FIT 7 1) OT Security 1 o & H 51

& mr LLA# H OT Discovery (OTD) H{fim] S ke X —HH FELHHE K H#IES . OTD HE
B LR AT 7 20, ARG HE L T R B
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2 OT AUHE BEAT 9 481 A5

AL S A @ OTD 94, W 47 LR #1E
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HE I 25 LG & OTD [X 8" A% .

- 365 -



N

(9]

@

~

Create OTD Scan

NAME

‘ scan2_floorz

DESCRIPTION

Floor 2 scan

Credentials

SNMP V1+V2 x

Monitored Networks

192168.0016 x
* Network Areas

OTAgent #1 (Agent) =

@ cnaBLESCHEDULE

REPEATS EVERY *

" 4 | Weeks

Sensor #1 (Sensor) ® floor3

=

Cancel

Save

L AERFRHE T, v A AR

R HE R, f NS BN SCEE RS S

FEEYE" N BLAE R, MBI SRk 5 BT i SR

C(ATR) B A B A RSN BR A DA 4 N R S TRV, T R S PR 7.
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RG] DAAE R 4 [X 38T b TR TR X 4% DX sk, T DAL A I B e N B A PRk
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10. X+ S A, E 3G
a. il E MR RO % .
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c. {E“H WI"EE 7>, 1k 3 AR o g L RIS AT 4
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Jo 2L A

fir A 445 50 OT 4R 38 Bk 47 9 4l

B4 R
OT Security H {19 “E 4 ¥ 730 70 £ 45 LA T Bl & 0T 1 -

o ALK DR NVE BEAT A L SHEE SO BR A8 N R A% SRS OO OR L BC BRI AT R
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o loTE## — AT EIEE MWELN (1oT) ¥ & WL 2] 3 % 8 198 H R 7 iRk 4 . 1550
T loT R

o PCAP i #5 - 8 7] DL A% A 30 36 10 W 2% 75 3l 1) PCAP U A, If-7E OT Security | “4%
i, T BE n# B R & . 16 S i “PCAP & i 2%

o Fo) kAL

o fE ] CSV B W B 7 VEAHAE B A ] CSV B BE B 85 1 A A S . 5 2 B
CSV H #r 5~ Vi {5 2.7

o FENUSINGE ™ A ) CSV B ARCKE B 58 77 U I 21 B2 77 51 3R o 1% 2 B “ T sh s 0 B

e SCD /4 — ¥ 4% B 3 it & i iR (SCD) 3 #F L 4% 3] OT Security, LA T R & 1) %77 .
IEC 61850 it & LA f ok T 3R 55 19 22 4= DLk . 15 2 [ “SCD T

* Rockwell 5i{ H 3C f: F 4% Rockwell .L5X 3L, DLAIEE 557~ . %%{ﬁﬁﬁ%%%,
O A5 40 B o 128 BT DL B2 PR (1 A 58 o A S B 2 TR IR 9K &R . 3 2 [ Rockwell 35 H

A

el 4%

f& H] Tenable Core ] J* J i s A% J8 2% BC XS Jm , 85 m) 45 FH 35 A 732 B0 o 1“2 387 87 452 A0 “IH B
T e b AE B B Xt . A A BAR RS o St n] DLk 3 08 A B Bl 3 A SRS R SR D) O
KN AR KA B E R A B stk .

EE ART AR 2214 LRGSR S5 A N ILE ICP ALK& T . (HE2, ENTERE S
173 6 UIE A8 5K A 1 A

F & AT L@ ICP LA TG PR 2 AR AR (H R RS WA 19 SPAN( AZ i i 1143 A1 28 ) il &
'f'ﬂlﬁ’—fi:ﬁﬁ Bl an, AT LU A 10 A5 B2, &A1 B 28 1 A& B 3 K 08 10 Mbps 3] 20
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T B R GE A EF AT E R,

&R AR IR A%

- 368 -


https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/SystemRequirements_OT.htm#-ICP-System-Requirement-Guidelines-(Virtual-or-Tenable-Core)

O

i i) OT Security i P At BB G B8 ZEQH . 22 Wrh. o g 8/E i A R ERUR
i1 H P

PR AR W R R I 2.214 [ 5 R [0 A% I A% 110 21 3% o A7 Ok T s ) R 145 S, i
Z g B & M 5 e A

There are sensors in “Paused” status. To start using them to collect data, you need to manually resume it. Go to sensors page

= Otenable or security ) 12:16 PM - Thursday, Jul 17, 2025 2 Mr. Agmin v

8 overview Data Sources

€ Inventory

Sensors Agents loT Connectors PCAP Player Manual Uploads
> B Risks
AUTO-APPROVE SENSOR PAIRING REQUESTS @D Check for updates
> O Events
> @ Network search Ie] + AddFiter ¥
v “8 Data Collection
18 Group By & @
Policies
P Status Active Querles Active Query Networks Name Last Update Verslon Platforms
Active Queries
Paused Disabled Sensor #1 12:15:58 PM - Jul 17, 2025 4353 Oracle Linux 8

Data Sources

> @ Settings

PR AR R AT LN LS R

ZH fili i&

IP & AR 1) IPv4 Ml .

R e BB (RS 0% s DI B DB (R S W) b . 007 IF 3 4 o
BRI
&R T SRR, A R BR A & RN D .

o L B B A B0 IE AR RS IR, I AT BT R AR
£ OT Security 1, 47 sl i A% 88, KOIRS NS & " don o
7, R HBOE .
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Sensor pairing requests are pending approval View Requests

= Otenable 0T security | 11:50AM  Tuesday, Nov5,2024 @ & Mr.Admin v

88 Overview

Sensors Search... el AUTO-APPROVE SENSOR PAIRING REQUESTs (Il Check for updates 53
> {) Events
Approve
P Status Active Que..  Active Query Networks Name L2 \ast Update L
33 Policies Delete
{2¥ Connected Disabled Sensor #90 «1:49:52 AM - Nov 5, 2024

> i2 Inventory Pending approval N/A Sensor #98 11:49:16 AM - Nov 5, 2024

. Network Map
> @ Risks
> @ Active Queries
> @ Network &

8

> & Groy| 3

2 ps Q
v & Local Settings

Sensors

EE RAT A, T S ERAE TSN BR Y, BOA B B O i B B R o S B P A

v

TE 0 R M B AR IR, > R, 8% % ¥ K i

5
Z4 N o

il & 33 &

FIT 7 1) OT Security ff o : 5 H 51
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A AR A E A P B
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-371 -



O
- A O SRS M PR T R, B RS T TR

BRI 2 B S LI
R PRE N ERAT .
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VRIS 2 S 7 G A SRS T A

Edit Sensor X

HAKL

Test3

Acthve Query Metworks
ONE CIDR PER LINE

D Sensor active queres

:dl .

- QB E Ay A AR KRS, T G AL ROHE R SO

CAEC LB A Mg HE R, JE A CIDR AF 5 JF £E A 14T BN RE S 5 4%, AT RN
Bl G 4 A U A e ) L O 2 0 A 1 A % R B

A R AR AL B TR S R 4% I 4% 5 B N 1) CIDR $AT 75 ) o B ORI I mT 3@ i e A% R A% U
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He o
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o A7 kR BT AR AR RS R R IR FEE R
o R P R AR AR 55 T I AR ME , SRR 4R 1S R R L R
ER MRS
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OT Security 2 5 3 Jr i 1) 1% & 4%

l EE R A, RS TTREATT .

OT /R

OT AUEE A& & ) K L 22 3% 45 12 2 Windows TH 5L _E R BPE 4L, U £ G 1% moxfE DL 22 e A% Jak
o (1A 5 3 & ) Ak B OT Security 577 o OT AU AE A 3= 2 & ) Rk 471 152 I 4% P 287 1

B H IR AR 3 B A U 4% o IX A 45 £E 25 T Windows (1) 9 56 . TR AR s AALEE H (HMI)
AT RAR B BE A 45 L i O< 8 OT/loT Ak A 20 45 .
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IME AR ML, 16 H e 2P E OT B . DL R /vl 7 anfe 4 J OT AU EE 22 4% fic B AN
BAT S .

1. T3 OT 4K

2. ‘% OT AU

3. B & OT L

4. BATHM
#AE OT A
“OT AE U 78 2 D AX A, w] X 0 1t 4% W9 4% 1y #4828 X AR B BEAT M i AN &
FEU A “OT ACER U, 1 P AT LA #4F
1. A8 72 M = B, B ol O Wi SR > A DR
R 2 B AR 0T
2. Rl REE TR

U N 2 B AR T, O RoR CEEE 1) OT ARBE M 31 36

Data Sources e

Sensors Agents loT Connectors PCAP Player Manual Uploads
Search... o + Add Filter v
3 Agents oy~ (3 [ AUTO-ARPROVE AGENT PAIRING REQUESTS (D) Auto-uppates () Generste Pairing key
IP/Host Status Last Scan Result Active Query Networks Agent Name Host Asset Scan Schedule Last Scan
@ Connect ted Completed 192.168.0.0/16 OTAgent #1 AgentHost Every 2 days at 01:09 PM Feb 16, 202
) Scannin g Completed 10.0.0.0/8 OTAgent #2 Every 2 days at 01:09 PM  Feb 13, 202
) Scannin g Completed 10.0.0.0/8 OTAgent #3 Every 2 days at 01:09 PM  Jan 1, 2001

R L € 7 LR VA B
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ICP Pairing Configuration X

© Pair Using Pairing Key
O Pair Using Username And Password

Pair Using API Secret

PAIRING KEY

The pairing key can be generated in the ICP under Data Collection
> Data Sources > Agents

Cancel
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Data Sources
Sensors Agents loT Connectors PCAP Player Manual Uploads
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IP/Host Status Last Scan Result Active Query Networks Agent Name Host Asset
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ﬂ IP/Host Status Last Scan Result Active Query Networks Agent Name Host Asset
© Connected OTAgent #2
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VAR s ]
* M Tenable F#i 1 F#; OTAREE 22 ¢ .
BE o A6 2 A e Bk OTARE, 54T L M2

msiexec.exe /i "<OtAgentInstaller.msi>" /gqn PAIRING_KEY="<PairingKey>"

Hor:
e OtAgentInstaller.msi +& % %% 1.
* PairingKey s &8 it OT Security 5 1“5 #i5 i 28 "> 40 Y > 2 7k T = A8 Bl %5 4H

P

msiexec.exe /i "OtAgentInstaller.msi" /gqn PAIRING_
KEY="XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXOXXXXXXXXXXXX"
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msiexec.exe /i "<OtAgentInstaller.msi>" /qn ICP_ADDRESS="<IpAddress>" ICP_USERNAME="<Username>" ICP_
PASSWORD="<Password>" ICP_FINGERPRINT="<CertFingerprint>"

Hordr

OtAgentInstaller.msi /& % % 1.

IpAddress s& ICP [ IP Hb i .

Username & H T & X ICPHIH 4

Password & ICP %15

CertFingerprint & %7 OT Security H 4= i fIE 15 .

7~

msiexec.exe /i "OtAgentInstaller.msi" /gqn ICP_ADDRESS="XX.XXX.XX.XX" ICP_USERNAME="admin" ICP_
PASSWORD="xxxxxxx" ICP_FINGERPRINT="XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX"

ot APl % 223 s T L a4

msiexec.exe /i "<OtAgentInstaller.msi>" /gqn ICP_ADDRESS="<IpAddress>" ICP_APIKEY="<APIKey>" ICP_
FINGERPRINT="<CertFingerprint>"

( 7] 3% 2 ) INSTALLBASE=""<FullDirPath>""
Horp:

e OtAgentInstaller.msi +& % %% 1.

* IpAddress /& ICP ] IP Hidif: .

e APIKey J& M ICP 2 1% [¥) APl %551 .
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e CertFingerprint /& M ICP 4 & HIAE 15 .
* FullDirPath &% %% H X WM& 1% .

N

msiexec.exe /i "OtAgentInstaller.msi" /gn ICP_ADDRESS="XX.XXX.XX.XX" ICP_APIKEY="KXXXXXXXXXXXXXXXXX_
XXXXXXXX=""ICP_FINGERPRINT="XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX

s~ 2: 4% Fl INSTALLBASE 2 % :

msiexec.exe /i "OtAgentInstaller.msi" /qn ICP_ADDRESS="xX.XxXX.XX.XX" ICP_APIKEY=""XXXXXXXXXXXXXXX_
XXXXXXXXXXX=""TCP_FINGERPRINT="XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX: XX XX:XX:XX"
INSTALLBASE=""C:\Program Files\AAA"'
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msiexec.exe /x "<OtAgentInstaller.msi>" /gn
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(+) Agent Status: Idle

Control Panel
Scans
Executions
System Log
Settings

Version: 4.7.44
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= Otenable or security Managed by:

88 control Panel CO ntr0| Pa n el
@ Scans
Agent Status Active
© Executions @ Since Jun 26, 2026 09:53:32 AM
i= SystemLog

Next Scan Undefined

& Settings

Available Scans for new area

Scan Name Networks

Scan Duration a minute
@ Completed: Jun 26, 2026 09:53:33 AM

1 Discovered Assets
@ 0Controllers

Generated By

05:49 AM - Friday, Jun 26,2026 [] We arein: new area -

oo Displayed Results: test control panel (Jun 26, 2026 09:52:04 AM) v

Assets by Type

o | @ 1Endpoint

Status Recurrence

Assets by Criticality

O | v 1Low

See All Scans

Credentials

test control panel

admin

@ Active

AR A 2 IR B Bl DX IR 3T — IR A R 5 R o 2 X R PR I TR R

DR SR A, R T AR O T 2 S A 4 4 SO B ICP B Y a0

Control Panel

Welcome to Tenable OT Agent!
How would you like to proceed?

Is it a portable agent for covering remote network areas?

2. Upload Scan Files

Is this agent stationed in a network for online use?

2 8] T AR DT TAT 2 s BUR AN A

OR

@ Online Pair with ICP
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06:14 AM - Friday, Jun 26,2026 | [] We are in: new area v

oo Displayed Results: test control panel (Jun 26, 2026 09:52:04 AM) v

y Type Assets by Criticality

| 2 1Endpoint | v 1Low

1 3

3t DI 2 81 X6 =4 8l P ade (X S AC B R B A 3 9t o 4] DAAE 39 9 0T 1 B A% ICP A R 4 4
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= @tenable OT Security Managed by: m 06:16 AM - Friday, Jun 26, 2026 [1 We are in: new area v
tpane Scans
o =
© Executions Search + AddFilter v
@ Settings Scan Name Network: Genera ted By Status Recurrence Credentials
test control panel admin © Active SNMP V1+V2 (Sn...
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= Otenable ot security Managed by . - () 06:53AM - Friday, Jun 26,2026 [ We arein: new area

.

& controlpane Executions

@ Scans

+ AddFilter ~
© Executions
System Log 4 Execut Group By v (3|

@ Setting Time QOutcome Trigger Subnets Network Area Duration Downloads
2026-06-26T02:14'5... Success Manual new area m36s 2
2026-06-26T06:47:2... Success Manual new area m46s 0
2026-06-26T02:52:0... Success Manual new area m29s 0
2026-06-26T06:12:0... Success Manual new area m28s 0
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PE 2 BB A 4 H A8 i .

88 Control Panel System Loq
@ scans
0 + Add Filter v

@ Executions

i= systemLog 20 System Log Group By v [ER 1]

@ Settings Time Event EntryID
02:10:24 PM - Jun 26, 20... Scan results downloaded — 1 execution(s), file: otd_scan_result_CB_a. System
01:49:09 PM - Jun 26, 20... Scan 'test control panel' completed (Tm46s) System
01:47:23 PM - Jun 26, 20... Manual scan 'test control panel' started — networks: System
01:13:36 PM - Jun 26, 20... Scan 'test control panel* completed (1Tm28s) System
01:12:09 PM - Jun 26, 20... Manual scan 'test control panel' started — networks: System
12:49:41PM - Jun 26, 20... Network area switched from 'Global' to 'new area’ — 1scan(s) in scope System

el

A H SR LN EAE)

gl i 18

= ARG R T AEREH . Bl + BNk ds, 85 T R8I R F
e % 9 5 i 16 4%

o> H AR A Bl o 2H AR BIRT 4% 4 G e PR () a0 2% HID B R SR ) BB B AR H

4

{65 WS IE . Bl a0, e TR R . © T 83 A5 R B 2% X
AL

% H ID A R
B il B $2 ] BRI AR 39 1 E e 3 Oy CSV % 2

5 1 5 s it [0 4% 401 B T £ 485 26 s o 6 2 s 12 91

wE

1 15 & T T A & Tenable OT AX B ) 45 R uk p5 .« ICP & 22 A1 A Hb 4k 1 3%
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B L A
R AL 2 {0 0 A . BT R SO AR R BT B OE T BT . o SR AR
AREE AR 4% X FE 5, 15 75 12 47 33 41 A1 % B0 48 2 m 45 A ol AT

Ll U e B S DL SO B o A T N O O 0 s B D B

ICP 7E £& fic %
7t Tenable OT AR E A ICP 2 [a] #d S R 28 7 EFe . AR ECXT J5 , ICP & & HAC T M35 2l «

HL ICP BCXT, JA B A2 2 BE X I RE o AR FE T A B A AR A AREE, A K L 5 ICP I T I 4%

Settings

) Switch Managing Site v

Managing Site:

If you are using this agent p n ble scanner, select the site yi enlly
workin g nder Al scan fles, and execution data a pply Iyl othe mently
selected site. You can switc! h|h e managing site at any time from h

ICP Online Pairing

Setuj nnection with the ICP. Wh g nl is paired online, its activity is

mang dbylh ICPT regain control over it and fﬂn,ll rqulredm

discs

Localization Edit

Language English (English)

A Y BC O # B AT O, 3R AT BN A
1. B ICP R
IR AT I 1CP e X e B 1 ATE

2. e FEAE T BN B AT FC X
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ICP Pairing Configuration X

© Pair Using Pairing Key
O Pair Using Username And Password

Pair Using API Secret

PAIRING KEY

The pairing key can be generated in the ICP under Data Collection
> Data Sources > Agents

Cancel

3. fEICP , ¥ B4 die e > Hda I > ACH, Az e x5 4
4. R TG OXH B R Ut 28 G X B AE

5. il R

- 405 -



O

TR A4 R A HEAT O XS, E AT BN $R A
1. Hdi ICP AL XS .
B IR AT I 1CP e X e R 435 AE

2. PRI P 4 MU Y 2R AT B X .
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ICP Pairing Configuration X

Pair Using Pairing Key
© Pair Using Username And Password

Pair Using API Secret

HOSTNAME/IP OF THE ICP *

| |

USERNAME *

PASSWORD *

| Leave empty to keep existing password @ |

ICP CERTIFICATE FINGERPRINT

The fingerprint can be found in the ICP under Seftings > System
Configuration > Certificates

Cancel

3. £ ICP LA /NPHES, F N ICP () £ HL 44 5L IP Hihk .
4. fER P AHES, SRR ICP T 44

5. M AHE T, RO M ICP % 1Y . R W BLA CARAF 108D, 35 K B 7 Be i =2
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6. £ ICPE-BHELE T, 4t ICP fOIE 5 LL.
J T 7E ICP (K8 BL > RALRL BL > i 45 T 4R 51
7. Bk,
T AP SRR, AT DL R4
1. H.5ff ICP ECXT .
e I 44T IF ICP B I T AT 3 4

2. W HEAE FH API 25 5 B % .
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https://docs.tenable.com/OT-security/Content/Settings/Certificates.htm

ICP Pairing Configuration X

Pair Using Pairing Key
Pair Using Username And Password

© Pair Using API Secret

HOSTNAME/IP OF THE ICP *

API SECRET *

The API key can be generated in the ICP under Settings > System
Configuration > APl Keys

Leave empty to keep existing APl key @

ICP CERTIFICATE FINGERPRINT

The fingerprint can be found in the ICP under Settings > System
Configuration = Certificates

Cancel

3. f£ ICP LEHLA/NPHE S, $2 4L ICP [y LML 44 8 IP $h kit

4. 1E APIEZ YIHE, fm N AP ] EAR B BLA SR A7 19 APLE B, 1 # L 7 B i =5
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ETAE ICP I E > RGIACE > AP 91 F A B APLE . TR 1% 18 2 B £ B APLE 9

5. f£ ICP L4 QHEH , far A\ ICP AL Fi 45 4L

BHAEICPIRE > ZGE > IEH FIREURL . FHERHIES MIEL.

6. ki
b 1t
7R T 240V L B B
T O R, AT B R R
ARG S) , iti  R
2. HEH 0 F I

3. HfRAE"

BT |oT % g8
Fir 7% 1) OT Security i 7 /i to & B 0L R 8

& Bh OT Security, & 7] LLIE i it B 10T % £ 4% 51 235 7 25 o5k A R e v H 2 7P IR 55 28 10 3% 77,
BT A 2 B BE I (1oT) $¢ 4% i 5 21 L &% 3 i N TR 7 IR 45 2% k.

LUIP 15 Sk ], 1 v LA A B Bz Bk R LAUE B & 48 (VMS) ik 55 45 - 7£“OT Security
JE U B, S AR VMS B RE 5 ik 55 & B R] AR B> A SR B I B R R S A E
BT Bk .

WA ERINE LT, M loT E# 2 5 N 77, OT Security 25 5 A\ ¥ 4% (1) IP # 5k 71 MAC Hb ik .
AL SN MAC itk , 157 2 W B > U B> = B, 25 58 FIREL 1oT % 7= 1 1P Hhhik”
iﬁlﬁo

loT ¥ 45 #% AU HL [ 23R
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https://docs.tenable.com/OT-security/Content/Settings/GenerateAPIKeysOT.htm
https://docs.tenable.com/OT-security/Content/Settings/Certificates.htm

TR RAREK

BAE & e Windows XP. 7. 10 5 11; Windows Server 2003, 2008. 2012, 2016. 2019
4t 8y 2022

e Ubuntu 20.x B¢ 22.x

W A7 1GB

fh 4% =% 1GB

[]

CPU Z£/0F 10% L& H CPU & & ) 4F fa] i 44 .
loT & 4% 2% 5| %

OT Security . % 1] 5 10T/VMS iR 55 25 22 1% 1) 1oT & #5225 5 %

It 5] 2 xhﬁﬁﬁé?ﬁ?ﬂi fii Gz #E N R 7 AP AR 45 34T & 4 368, Bl kAR E & B L B N
R R4 28 551 4 % 5, OT Security 2 S NFTHE & W 4%, 4 k. NZER g M
KRR TR S

0] PLEE X 1oT & #2 28 $AT L R AL 55

N loT 3% 4% 2%
1. A2 B IS A > B s VR DT, E loT R AR IR IR .
b 2 H B “loT Bz 487 UL T
2. Bk EAMSIN loT &8 &,
G 2 B — A N RLE

3. WHIEHFEL F®IZ —:
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AEERR G A FOHE T BN A 1 A PR

- FER S5 A% 1P HUBERE R, A N BN NI 1 A8 A IP Sk
 ELERE P HE P AR E I VMS, 15 Ll BLE A VMS SRR R
OT Security 23 J& Jl VMS £ 45 fir 7 #4855 7 Bt

- ECEHE I IP AR THE R, S INFE R VMS [ il 1P Ak .

- R B P i HE AR, S I I R 55 A 1 e S

CAECH P ACHE R B N B B A

AECE SRR, R N Bl IR

- HERAE

ER W RIE RN R RS 2% 2% OT Security loT 3 2 25 CH , E#¥
g, 3F H OT Security = &R 4 1% 1 B .

i i 7 #E AP

R AR A Oy, MR FE BN loT ERE AR .
T

BRI 2 D09 B2 4% TE AR A 2R )
R AR BARHE T, BN E AR I AR
 AECIPPHE R, N GERR AR IP Mk

. fE“u HPAE R, O\ OT Security 7] 38 o 1% uify 1 3E 47 3% #2 10 i 5 o BRI o 1
5N 22609.
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6. M AET, AN T ERERBSNH 4.
FE A HE b, N T 2 4 1 A
8. HLii“fRAF".

A & R A7 AE OT Security 1, 3 . /x fE“loT iE #4801 I o

Actions ‘ Add loT Connector v [

loT Connectors
Name t Connection Method Connector Type Status | Assets
Lab Milestone Via Remote API Milestone %) Connected

salient Agent Via Agent Agent Discannected

Lab Exacq Via Remote AP| Exacq Edge 2 Connected

AR loT EH B HE
V4 B NPT RE PR I 55 88 U, 16 (T LAY 5 A 0% B8 72 0% I P R IR 45 4 4 B A IR 45
EEEMRSHEHOITE RS, EHRATUL T #AE:
B = H ST R
B 25 BT A B AT
2. A R OHE A N AR I 55 A
FIv 1% N FH A% e IR 55 4% DO R o tH L, b A S B B I & B 3R .

24 @ = Mr.Admin V]

DESKTOP-BMF3PP8 ﬂ Actions v Resync v

(Direct) (Directy VMware VMware Virtual Platform  Aug 14, 2024 02:54:53 AM  Unknown  VMware Virtual Platform  Microsoft Windows

Detalls
Q (3
1P Trail

Attack Vectors Partner Asset Family Relationship Type Access Direction Details First Seen Last Updated

Open Ports nt Single Camer singleCam loTConnectors To Partner 01:43:36 PM - Jun 17, 2024 02:56:17 AM - Aug
el e fanwha Vision QNV-8080R ( Hanwha Vision QNV-8080R loTConnectors To Partner 01:43:02 PM - Jun 17, 2024 02:55:14 AM - Auy
Active (3) KiS-acCeRe ’ M3046-V loTConnectors To Partner 01:43:03 PM - Jun 17, 2024 02:55:15 AM - Auy
Fixed (0)
Events
Network Map

Related Assets
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M 10T 2 %
N loT 82 2% J5 , BI AT OT Security /& 75 7] LL U n] 1% 3% 22 8% .
1. fEloT ERZ & LT, AT P I HREZ —
o FEEIGRHY 10T 245 8% X BB AT o, A B AR o O 0k 0 0 12
o WEFEEDMAAT 10T B3 A, AR5 5l AR > g 4

OT Security 23z A7 I 120 DA 36 I e 2 75 7T PAT 1) 3% #2245

O’ loT IEHZ A%
1. fEloT ERZ &L T, AT FIFREZ —
o FEEL G 1oT B 4% 8% X N AT, Ao B R o O L R AR
o WEPEE SR 10T LA, R Rl AR > .
S I 2 I AR A AR AP g i 1o 3 4 4% VI AR .
2. R EBLEMNE L
3. Hdi“RAE

OT Security £ R 47 X} 10T % 2 48 1 5 37 .

I B3 10T 3% 42 48
1. f£"loT % &£ H, AT T I FRMEZ —:
o FEZIM BRI 10T He 45 4% X B2 (AT H , A o B o I 0 % B
o WeFEEMMBR A 10T L&, AR5 Bl B AF >R

OT Security £ il & loT & 4% .
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R CEEMER loT & 43 J5 , OT Security 2 )\ N 2 7 ARk 55 #% 5 21 loT & # a0 . &
BEREEEZR —NHEF RS S, 00143 OT Security loT 3% 2 #4338 .

7f Windows I %2 %% 10T % #z 25 1

Pl A B R

5 B OT Security, & 7] DLiE oL fic B 10T & £ 2% 5] 9 [7 5 ok B 55 e b H R 7 IRk 55 85 1 %,
HF)T’%”*MEEEI’J%H%H (10T) ¥ 2% Bl 5 21 L % 3 1 N R2 7 iR 45 2% b o 08 o AR B B2 N
T2 7 R 4% %, #8062 22 %5 OT Security loT 3% 42 28 /L H

4% OT Security loT E#Z a5 A H, 15 AT DL N AE

1. & 33| “Tenable T #%”71 [f .

2. S % OT Security 71 [fi .

3. Y loT /] WAEE 2 b, F 3 “Windows loT i 4 25 /S 3R AL .

Advanced loT Visibility
& Windows loT Connector Agent Tenable loT Connector Agent for Windows Server 190 MB Checksum
2012, Server 2016, Server 2018, Server 2022, 7, 8,
10, and 11 (64-bit) {v341)
& Ubuntu loT Connector Agent Tenable loT Connector Agent for Ubuntu 20.x, 212 MB Checksum

22.x, 24.x(amdB4)(v341)

4. % N1 “Windows loT 3% 4% 254X H 7 i 0, &2 1) 31) 22 4 22 288 1 N R AR 55 o b .
5. iz {T“Tenable loT % 32 25 AR 3 17 & .

JH:HﬂLAu%fJ” FARWER S A 3 LAY RHE S, IF B £ A Tenable loT
EE A ER - LIRS Al

6. Wt T .

B £ BV AT E B B
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7. HEBEREZ U, RE TR — 57
Ub iy 2 Lk H b B X H .
8. e H T %245 1oT B H 2 AR 1 H sk (BAE A BRIN H %), AR JE iR — 287
Tenable loT % % # X B 22 38 T 45
9. RILSERLJE , W UE Tenable loT i 4% 25 AR B I 55 & 5 7 LA IE W 18 47
a. L9817 M4 W I H, i N“services.msc”.
B Ik 2578 H AT T
b. ik OT Security loT i 2 25 1 H H B AE 24 71 IEAE B 4T I IR 55 51 3%

22 S8 UG, AT DL R R 1 R 5% 4% 2 42 31 OT Security. A 5% i A7 38 i 178 742 4 3 5% 2 31
IR P R 55 45 I BE 245 2, 5 2 b il L AC B A5 0 loT i 487

PCAP & i 7%
fir 7% 1) OT Security F F /i o & B 51 R

OT Security X £F A& A 590 5% 10 W 25 35 2 1) PCAP( £ 4 B4 3%) S 44, £ 7E OT Security [ “#
7o 7 B T PCAP SCHE IS, OT Security 23 W5 4% W 4% i &, FF 10 S 88 W 2 1 %5 77 L W 4% 3%
AR A S, W F R E IR M R — R sk ae el A T AL E 1, 8 i e
OT Security #5128 2 b K A i & . il , @i T .

PCAP layer - o e
Filg Haereg File Sie Upioacied AL Uploaded By Linit Played o Lin® Played By
Lkl P g 1557 B Sap 2% 2000 07 108 A F -] Py Beerr

Tul-gowrilodd e hangr pLaf 1648 MA ap 2%, 2020071940 AM ST Pt Tt

VE R PCAP % il 28 57 FFix B8 r #F 287« . pcap. .pcapng. .pcap.gz. .pcapng.gz. i] LAff I i
OT Security 1 52 41 55 Al WX 28 W5 #2212 id 5% 19 S«

- 416 -



4% PCAP 3L 14
A 5 E A% PCAP ST, 15 P47 BA R #2145
1. A S s > Ho s P v, il “PCAP B T8 &8 "8 IR .
I £ H BL“PCAP 1% i 2% " DU T .
2. B b A% PCAP L7,
I 25 4T JF SO BT YR B AR
3. WP M PCAP it 3% .
4. AT IR,
OT Security ¥ PCAP X4 FA£ 3 & 4; .
& L PCAP 3 14
i BRI PCAP U, 35 $hAT LR # 45
1. 7 S ys > Ho s Y5 i, il “PCAP 6 T8 &8 "8 IR .
B 2> H BL“PCAP i 2% " T I .
2. PRI PCAP & %
3. P AR>S
BRI £ Y B4 i PCAP ] % .
A, FE“REBOE 2R R AE 0k R A B R G R S R
IR X7, “2X7, “4XT “8X7EL 16X,
l VE R R PCAP SCHF £ Hudim i N B R G, b4 AE 78 AT J5 TG VR S0 5L 1

5. Lk
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ARG PCAP LA - PCAP SUAF A1 1 i A W 2% 1% 3h # & 42 R Ge i, JF H & 48R
(R0 B8 77 2= VNN 2 B 7S B

l@%u%%&y#m@%mw,m%%m%—¢puwy#o

F 3 b A%
FT 7% 1) OT Security F /7 /6 & HE 610 18 . ol S 1E R
“FE) AR RBESLTRE:

o {1 CSV B Bt~ HEAH {5 B

o FEI N5

» SCD %

» Rockwell 1 H 3 {f

fili FH CSV 37 53 7 A A5 B

AT DL P B R K CSV S I HEAT G, AR JE R L AR o W g IR T B A R A
PR CE BT CGEE LA UM TR B2 T B

(2455 35 U B M DI, S R 6 P CSV S P ST B S VE I B O B AR B0 P P T A
I 5 5 b A b CSV S B U e 2 98 S0 AR, AR RSO 4 BT B 7

TR AR R PGS B CSV S, 1 AT BT R AE
1. £ Bl e B> Bodl Y 0, R T sl B AR IR TR
2. fE“MEH] CSV AL Bt = VR 4HfE B E 7 b, Bl B AEYS

3. WY CSV A I PR A7 AL B IR R e E A% .

F It
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N T ERERIS B, RE OT Security [ AR K ) 21— L8 H Al 55 7, ] gE A B BB XL 0™ . Al
LLid i T 8T g CSV SUA, S8 5 4% SC I AL B 2 48k T3 R 1 28 55 7 s n B b 1K
HRE b A% e IP R4 g8 b BUAT B2 7 1K 5877 o 2R AR e e I 21 B AT AR (R 1P 10 190 2% 3 45
B, AR SRR A R B A 0% oAl B B 105 BT B A B AR RS S . Se I B A
P 2%t B A5 I, RS TR 1% BT AT 9w A B 7 AT b B

O BTN IP sk i N RG] .

7t OT Security £ Wl 2] b A% (1) 8 7= 2 7, H X PE 2 8 0.

EE TR )5, OT Security £ s Il 213X 28 55 7 £8 W 45 mh  A£ 3l A5 5 4 2l 5 2 fH %
HIFH A1

o T HINGE ™, B AT LR 5 1E
1. B 2 B s AR > i R
SE B 2 A R T
2. T3 BAEETR A, T2 T B B )
3. fE“BRAE"SEE g, T # CSV AR,
OT Security 2> K #% tot_Assets B bt 14 .
4. $TJT tot Assets BEH kY .

5. MRAE SO A Ul WS B G 4B tot_Assets BB, (N OR B 51 b (0 44 BRORT S ) AN A R it
I1E .

6. TRAF C %48 1 S0
7. R (A B U
8. fEHRAF" A, k- EAE CSV, SR )5 S E # L AL CSV A IF4T IF 30 A

9. fE“FalsmE =", Bd R Ik ES
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BRI & SR — DN IR I CSV A, “25 R F 2 S T AT R M B R I TEARAE R
SRR AR R H .

4 A | ® | € | B | E | F G | H [ E | L ™ ]
1 | Neme Type Crticaligy 1Pz WAL Family Model  Firmware OF Pundue Lelocation Desriptic Result  Enmoe
2 |aaa P HighCritic 10100.30. sa:bicocd Siemens. §7300 231 Lewedl  Italy Sigmens, Failure  [§P 10.100.20.21 already exists |
¥ BaD Sired  ediamd 10.300.30. 50 Widwine Windowi Sarver 212 Sttt
4 oo Switch Aa:bbood: Catabyst  C2960 123 Lewedd Sutcess
5 DODD  Unknown MoneCriticality Linis Level lsrael SUOCESS
SCD 1

A2 L v e B Al 18 (SCD) SCA 0 75 22 WLl 1) i A 38 A5 A R PR A 2 . (8 BLAE T K SCD 3 E
% #| OT Security, F 315 5¢ T & (1 %5 7 | IEC 61850 At & LA K ¥ 55 2 4= L f 1 v] L 4%

R SCD A5 2, OT Security 2 #5548 HL 34 B U T B AR < 1Y A BLEE R, 4
o REFEPUINE ) 3w Uy 17 il & 31 B (MMS) 4l 7% .
o RPN i (R AE SCD XA H g f2) 22111 [ MMS 7 .

7 & : OT Security 1 52 £F SCD T4 1 LA T #% =X

o AFH ¥t B 15 5 (SCL) it A< 1.0 1 2.0,
o N E—/NAEH ) SCD A4

I # AL SCD A, W5 HAAT LT #4E
1. B &2 Hs s > o IR
R 2 AR U O
2. £ FH) BAR IR, 3 AT E“SCD XA T

3. fE“SCD S &7y, Hidi L A&7,
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SCD Files @

1285 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file. Download Details

Upload SCD files to import each of fy bstations' configuration and define IED
device communicati tings rd ng to the IEC 61850 Stal d rd

Note: only one SCD file is allowed per substation. The most recently uploaded file
containing the same sabstation name il wemde previous ones.

Project SCD File Name Substation Last Updated

Station Indegy Station Indegy (1).scd Substation 03:59:12 PM - Jan 20
huh SBUSServer.scd 02:16:48 PM - Jan 2€
S/S 8860 SBUSServer.scd §/5 8610 02:50:54 PM - Jan 2¢

NIC STATION NIC STATION.scd 03:08:44 PM - Jan 21

EE RGN B AL —A SCD XX . R il b A% 19 SR L S AR [R] A0 A2 B it 44
PR, Z BB SO = 5 i

>

4. PN R AR B S

OT Security |- f SCD SCAFJ& , 5 A LLYE “75 27>V 4145 S "1 “IEC 6185073k i | v 5 &
BrEVEANAE S . SCD SCHF H AT i) 45 i it & 4R & fi k — AN 4F, JF B gifE BRI “IEC
61850” U [ [ T35 2 W7s — 2 R &R BT M 4 R VE & .

5. (Wak) E T EAIE RIFEME R, 3 B REE PR EREEE R

OT Security 2> L CSV k& X T #4115 =

Rockwell il H X 4

& n] LA _E A% Rockwell . L5X SCAF, PAGIEE B 7 L 56 35 B3 7 PEARME 2, JF 424 B IR 2 sl ml WL A% 32
IR P A 85 Fp A S B 7 2 TR ) R &R o T H SO R R KR/ D 50 MiB.

Y BRSO T, ProjectFilePopulatePrimarylLayerAssetIPs ¥ & N True H.
ProjectFilePopulateNonPrimarylLayerAssetIPs % & N False. 4%l H A 41 FH IP H#bhk i
BRI 2 AT H SCERE, ¥ ProjectFilePopulateNonPrimarylLayerAssetIPs it B 8% & N
True [ fRIRE B E =R M. XHFE—K, RETUERFEFEZE R EZN IP L, PDEH A
B P HhE B % P2 T N AT, B EEER SR L EENRE, A
Tenable 3 #¢ & 17.

2 % Rockwell S, 15 $AT DL T #4E -
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1. B &2 A s > o IR
IR I 2 b LA U T
2. T8 AR R IR, 3T 2 “Rockwell 3 H 3CA4"H8 75

Rockwell Project Files

Upload a single project file (.L5X) to extract controller configuration and enrich
your asset inventory with details like controller type, IP address, and backplane
structure.

3. Hii“EAE7,
4. PN e EE AR S

OT Security 1% Rockwell 1 H SC {5, #7] LUAE G 57> “VE4HAE Bk IR v & F 577 7

éEH ,f% lgl_» o
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OT Security H (1) “¥% & "3 4> 1 & OT Security [ K 2 i & 711

TRy EW S E R DRE R B R MR E . I EE LA A,

IR A% B RV B A% s | L HE BOM Bk A2 N IR AR RS B 35 3R L G B AR IR AT I 3 &

.

Z b “fL iR A%

RAME

“BAE T BEE MR S TEAE R KNSR B, RERE . B 3hES (R AE 3
) .

7ER & 7] LLTE Tenable Core 1L & DNS k%5 %5 . A KX £ {5 &, 15 S @ Tenable Core +
Tenable OT Security H F' 8 B ) 1 “F- s L & 5 & 1P Hhhk”.

A RCE ER WA E RS L H. AR DEEENEZHEL, 5 BE,

BB i a7 v B £ U5 s 4 R 2 AT A 3l BT 3 SR

UE A5 i R AR R G0 P AR BOCH 0 HTTPS IE H s A% B CAESS, &F A < HTTPSIE - i
BREIFMRERZE. B RGRE".

API % 41276 Bl AP 3 41, DUE 55 = J7 IS T % T Rk %38 i API )7 ] OT Security. JiT A i
¥ T 01 APL % 4H o AP 81 5 01 B B 1 T A R TR BCORURR , EL R s A € T S
AP B TE 55— UK R T R % — YR 1 0 UK AR A7 1E 2 4 1 Br B DA LIS {1 . 1
2 1“5 A AP 354

VT 5 o SR AT Y AT 5 2 YR A

#5554
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ActiveQueries.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/ConfigureIPAddress.htm

O

o Mg
o W Bh A% 8 FH g Bh 4% B fe Vi OT Security & L5 7™ o 16 2 Bl “B 2 i 457

o ¥ CSV BB ¥ r= 4045 B F CSV LM S 3 B 7= 10 W 4145 B . 1 5 Il “fd
CSV H i %t/ VAN {5 27

o FENININGE T A CSV B ARCKS B 5% 77 U I B B2 77 51 3K . 15 2 B T sh s 0 B

vE & 0] K% 3] Tenable Network Monitor ) 1P 35 [l /) & K $ &~ 128, [H it Tenable 2 X
AN B BRI . BR TR E B 1P JE Bl 22 4h, 2T OT Security 7> & T W I FAE ] 32 1 5 AF 4]
PAT 18 B 1 15 2% #% RI o R B

5% MR RN 4 R R B AR SR B AT 0 R IP VR HI R . S R IS R I A

I FR) B3 7 - A 2R G P AR R R B 7 9 3R o X B TR 7 AT 7 A R N R B S, VR
52 b T 57 8] DL 0T s Ji R e ) B

HE X7 B B E 7 BLUE A R A5 BARic 877 . HE BT LR 40k,
A LA A B IR A B

AT AR SR AT LR Fi 58 I TRV A R R 2 A RN A R AR A ke, DU R AT I
. H S EE AR

PCAP 3 it % - 80l DL b A& A0 5 d 5% (1) WX 45 75 2 1) PCAP A4, 78 OT Security | “%
i, T B s n#R B R G b . 16 i PCAP 3% i 2% .

R At &G WA S S A K RIS

o FIPTRE A RGBT R RGO G B (% AR ETD) , FE
P o S (L FVE L s VR S

o LA B GO P R BLOYRE € P G0 A S P K T I Ak e o Bl AR, TE
118 2 R HL

s P HEBER AT AR SR MMM H ESHHSE.
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o By OIS E AR 2% A% o AT LLIE B H LDAP iR %5 2% (#5140 Active Directory) 43 it H F 4%
P o 763X A5 ML, BT LLLE Active Directory H & FFH F 4% B, 15 2 5 < S A L

o R HART & B4 K . OT Security 24 /i 3 ¥ 5 Palo Alto Networks #7 — X [ij /k 5%
(NGFW) #1 Aruba ClearPass UL & }: 1. Tenable = /i ( Tenable Security Center 1 Tenable
Vulnerability Management) 4 i . i 2 [ “4E i

o R ER.QIEMEE RA T HE MRS A M0 CL R AR5 48 R 5l i) B %
o SMTP Iz %5 2% : SMTP Il 5% %% 1 38 i | 7 WB 4 k3% S 1F 3 4 .
* Syslog il % #% : Syslog Ak 55 #% I 5 4F H &0 3 78 46 SIEM |,

* FortiGate [Jj Jk 1% : OT Security 5 FortiGate £ & 5 , Fi 7 7] LR 4 OT Security /| 4%
HH A% 1) FortiGate Bij K $i5 Jx 32 By K 1 5 & 2233

s RAGHAF BARARGIENN TR TRAME NIk

s MEW) WE K AREKE N BONBE. A H Qg a2 8 n] YT
WA B E#AE

l ERCIEELERE, RET A BE R E K
Tenable Core T HL£E v] FH I ZE 40 | :

e RYGi%Ar — [ 3.18 48, % Al {#i F§ Tenable Core T [t “£& 4 /38 J5 7T T % OT
Security #EAT & AIE JH . R FE 25 B, iEF 2 N H R BUE % 0 A
JE”, FEAEH CLIBEAT IR R, & 14 f ] CLIE JH &4 .

e SHKE ¥ OT Security ‘F St B R BN .ndg AT H B ARHIFFENL . I
A FAE & 48 B B & 4 8 T 5 N1 OT Security 7 & .

s FARE AN .ndg XA K] OT Security 7 & L & % B 3 AN A HTHE ML
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o T EGZ W B AE OT Security ~F & & 61 @ 5 2 Wr B4l 169 ORI K H A7 i
FEAR ML L

o HHTE BB S 3h OT Security 1 & o X 72 s & L 0 & 5 Ui 44 75 1 3
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o 2R RS W] LLBE I E R EOE AR S .
* KM KM OT Security 1 & - % Z I HL, 17 4% OT Security B¢ % £ 1 B % 41

s RGAHE BaRRGTRENTA RGHEM N HE G, SITIF R A 5 8 10 SR
AR e S o AT UK 2 H EAE Dy CSV S 3t 8k ek 1% 3] Syslog Ik 55 4% . i &
&G H &

RGRE

OT Security” £ 4t fic & " U1 I o VF B 20 Bd B AT 3h $h AT i 05 5807, DAL BB A S 5 e 4%
HTTPS ilE 15 - AP % 5 AL YF T 3E A0 56 I 445 2 .

W&
Fr @ 1 OT Security HH P Mt i &2 L L £

“V UL S s A O OT Security it B HEAE S . AT AR T EAE IR B ACE .
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Device

Site Mame

The name of the site where the Tenable OT Security ICP device is installed

Site Name

Device URLs

Dievice LIRLs alkows you to set multiple URLs from which the system can be
acceszed (FQDNAP) in addition to the locally configured IF addresses. (Change
requires restart.

Maximum Log-in 5ession Time-out

Dretermines the session period after which logged in users will be logeed out
automatically and required to log in again. (Requires kog-out)

Lag aut Afler 2 Wigaks

Maximum Inactivity Time-out

Dietermines the inactivity period after which logged-in users will be logged o
auromatically and required to log in again. (Requires kog-out)

Lag aut Afler 1 Hour

Open Parts Age-out Period

Discovered open ports will dizappear from the list after a certain period of time.

Period 2 weeks

(O Packet Capture

Turning on the full packet capture capability will cause Tenable OT Security to
record all traffic from all its sensors in a continuous process to files, aswell as to
delete older files upon reaching maximum storage capacity limit.

@D Auto-Approve Sensor Pairing Requests
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OT Security 1 £ 17 ME —Fr L 5F o

% £ URL

ARV BEE AT H T U RS0 # 4 URL (FQDN).

B g URL 2 — U 2 0. B ) FQDN A2 B IR R« W R A BEHERA 1L 3k 7 45 5,
FI P TR To ¥ V5 18] o 1 55 46 B - 4 eR AR AT, SRS Ak 4k

o S 8 L

ST B, BT ) B J5 , 68 S T 20V A9 7 L . 9 B O R
1), 8 5 a4 T 0B B LR 12 L 30 0B 1N L 4B L 12 1B 1R
JE A2 JH .

B K T ¥ 3 R T 1)

R T B, LT R B 5, CL68 TR TS0V B 9 A . 9 S BOR SR AN 1, i
ol

TF s 11 2 46 31

W T B, B TR, o RO 2 3 10 4 T BOR & 03— 2 9, T i
S 1P A0 22 W A 7 VA R B AR EL NI R S B, 5

.

H R £ 48 3

1T 58 & B0 P56 3 3K T B8 AT S0 2 4k ﬁiﬂéﬁﬂljﬁﬁﬁmiﬂﬁ%%%&ﬁ i BRI RE o IX AT 8K
L2 s s HE R A BGIE A & Th e . U AR EBEE 1.8 TBE, R4t MR H 1 #OZ
AJ DLAE “P 25 >>“K 3 6L 4 3R T B A A R R a3 T SO, VRS E S RN

O AR A AR, U R AR A D) BT ok BAR S a3k
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l VE AT DU s T O V) B 0 <% P I 4 b A B 4 3R T g

H 2l 31k A% 2 4% Be X 1F 5K

JE B 3h At AR N 1 A% 86 4% FC I SR 7RI R DR BT AT A TR IC 4 SR AR T 5 A T HL A B 2 BRI
1 00T BIVRT R A At v o o SRR 0 5 R T, DU AT AR A% IR AR AR T B S A (N Tl b dE )
A HEE R B M .

)5 H B Bt A N\ A% AR BN 3R R, 1 L 3 Atk A N B A% R A TIC 3R SR T %
LLJR B zht i .

71 SR
7] OT Security 78 NS 7T $i5 7 38 1 12 FAF AT D7 17 WF 28 2040 .

Gn EEAS IR, B o g A TS IR R, e R AT R A0 SRR U T %

JA HAE S L ge it 15 2

“Jei A 15 L 4 T B I TR %€ Tenable fig 75 W 4E O¢ T OT Security &5 25 1 BE 44 18 I 2045
Ja HJ& , Tenable < W4 TE 5 0 B T4 & A N BB MG B AAE A F OISR « X 225 B A
A NEHE AN B 05 B (P 3 M5 B A FEE AR 5¢F B vs in) () 5T « B B s
R R B LA I BT BE 2 1 2 B8 19 248 - Tenable 2 4% 1 Tenable 3= $p 1301 B 2 Al A i 22 550 5, DA
o0 {4 FH BT R OT Security (1) 78 56 1+ A & 3 il H 19 - b B BN RS A .

B JE A IE U EE 3 B e A R A Ol g T

l P25+ 85 b M T 36 E T B 4 A PR B O 4 S

GraphQL Playground

45 &5 N GraphQL IDE. & H /25 F U181 5, g0 Vi /4% 1 A48 B AR 77 36 55 v 1) Playground i
AP| & 1] .

o 1 G B
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M4 R JFUE, % R] PLEE 5 1 8000 F A A Al Fic B 4% 43 i I Tenable Core #% 17 »

B E A AR A 1k T
It % i1 OT Security Fl P At - B B 61 £
T W] DUAR 2 & UM AR A AE A B S B e A4 .
TCE AU OGRS e T, 15 AT BT R AE
1. B AT PR —
s BB NESRAN B> H M.
o ARG MAPEMCR A T b, Bl g A HE SR Ak TURE 4 .

S I 2t IS R 3k T T

Compliance

Compliance Dashboard Preferences

The frameworks that are selected here will be referenced in your Compliance
Dashboard.

SELECTED FRAMEWORKS Not Defined (Default)

2. fE"EVEACR £ 5 R WU e b, B e AR

BRI 2 HY B G 5 51 A B A 2R A
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3. MEFEP TR A AR AE S o S8R BUBL TR 2 T AT 1

* 1SO 27001 #% #F

« CAF J5 I

+ OTCC 11

o NIS2 454 (25 21 5%)

« NERC-CIP %3k

* |[EC-62443-3-3 5k
4. B fRAFET

OT Security = PR A7 A # P HE 22 1 e 0, FF 4% M8 38 8 I 1 1k TS & se dH 230 & B PR 1 0 -
OT Security & E“S MEMRE" L E RS ER AL R,

B ANE
Fr a1 OT Security H P Mt H R 28 . Z 424 H

¥ Tenable Nessus 4 £F Fl N\ 4= #6 & 4t (IDS) 51 % K00 4 56 37 2 508 A, X AT # & OT
Security F] FH BT A & 8 10 2 0 J TR 6 8 1 55 72 3E AT I 35 . OT Security £ it 38 it 2l 2 35 8014 )
51 & (DFE) 2 i 58 387, SR8 70 25, R 5 A7 55 30 Bl 3k Tl . 4 v] LUl il == o B 20 80T 3h AT
EH, A AL AT E .

VE R 1 f5 % ¥ # Tenable Core 115 K., i& 2 % Tenable Core + OT Security JH J* & 7 7 1“8 FL
/%E\_ﬁ”o
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Updates
(I Nessus Plugin Set Cloud Updates Update from File Edit Frequency Update Now
FREQUENCY Every day at 02:00 AM

LAST UPDATED

PLUGIN SET 202411070852

» DS Engine Ruleset Cloud Updates Update from File Edit Frequency Update Now

FREQUENCY Every week on Monday and Thursday at 02:00 AM
LAST UPDATED

RULE SET 202411062338

(I Dynamic Fingerprinting Engine (DFE) Cloud Update

FREQUENCY Every week on Monday and Thursday at 02:00 AM

LAST UPDATED

VERSION 202410230822

l VE R AT DO IR IR > 5 4 AR AT S .

l VER W SR 7 VAl e Y, TR R SR % UK 4 BEL R, R R gk BE T LA A .

Tenable Nessus i 1 & 5 i

e E I = B 3h 5 A A

AL AR B B BT T RE, AT BLT R AE
1. R WE> RGN E > L.

BRI 2 B 7 E . “Nessus i 148 = BB 8 70 = Won il AR 52 1 9 5« b 0 T I
[Ea) MY B BT T R

2. m.ili“Nessus #fi ' ¥ Bz 58"V T 5 LR Y B 3 88T

Y5 448 1 395 1 490
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1R R RS R G R E

BRI £ BB 3776 1 o “Nessus i {1 45 2 BB 788 70 & W fl AR 3 10 9 5« b O T It
EIRICE TR v P

2. &g AR

IR I 2 B S 4 0 3 {00 T A

Edit Frequency

REPEATS EVERY ©

1 Dy

02 0000 e

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 703

3. fETALHUR S, N — D HCE AT HAE o ) 4 (R SRR ), Bk e B
7 O 0 1 10 <

Up SR £ 7, U I A R A AR R R X A A AT BT

4. FE KGRI TE) "0 43, Bl Ol I A I gk 9 ) 1) BT 3 N BN TR) B AT i B A A B R R A 4
{9 B 1] (SR F HH:MM:SS (% %)

5 R
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e 4t — 4T, AR ORI T
L 2% T2 A
A B OB A AR, 0 AT BUR AR
1B RS R GR A

“BE B LI BE B R R . “Nessus i 18 5 2 ST o> 2 BoR AR K G S L B CE B I )
AR i )

2. e B W
LIRS 2t B — 4 98 5, B O T IE A AT o 5T 5 AR, S R 2 O 2
S

S B R W AR T, T A OR W T AR BT R RE AT T H A B 0T

EE TR

SR ) OT Security ¥ % G Internet i 4%, W AT 3@ ik A Tenable #: X 77 W 3t T~ %% &% 3 1)
Tl 1 8 I b AR SO R T 30 B8 B 4G A

o B 2 R A W AT BA R R AR
1B RS R GR A

BRI 2 BB T UL . “Nessus i 158 25 B8l 70 & B i fF & 10 9 5 . B R R I
[Fa) M1 5 387 v

2. g NS

- 434 -



O

BRI 2 BN SO B8 8

3. AR AR AT SR AR, V5 R B R N BRI Al AR SO, SRR R [l SO SE R

A RA EHE Internet( 9] 4n 3% #2 £ Internet 1] PC) Ji5 74 e M 128 422 T 25 55 #7103 14 SC
.

4. T, R 5 2 A A OT Security % 7 7177 19 3l o T 28k 6 445 140 48 SCAF

5. HLii“EE
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IDS 5| %= F)L ) £& 56

WHE A 3hiEd = B IDS 5] % K50 4

B DS SR & S A B TR, 1 AT LR R AE
1. 5 P> R G >

U I 2 LS U T o “IDS 51 EE R £ 2 B S s R U R A G S L 0 I I ) A
BRI

2. iIDS 5 RN 7 AT NI T e B £ 30
G4t 1DS 51 56 1L 46 58 7 60 51
1 S SR SRR

U I 2 LS UL o “IDS 5] EE R £ 2 B S s U R A G S L 0 I ) A
BRI

2. &g AR

SR IS 2t B G B 0 R 0 T A
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Edit Frequency

REPEATS EVERY ©

1 Dy

0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. FE“H BRI, N — D HCF I BLAE ok I A AL (R B ), PACRIKE
T A ) £ F R ] 1) R

U SRR, V8 I AR R R R IR R S R U B PR AT R B RE R

A, TE K5 RIS A3 4y, BT I b BB 9T a8 R I 1) BT B A NI ), BRSO B R A
IDS 51 2 Fi ) 4 1 i 18] (>R HH:MM:SS Ky #% 3X) -

5. HfRAF"
BRI 2 BBl — 20T B, B IA IR O Rl SR .
Xt IDS 51 N £ AT T3 = BT

A E TR IDS gl BN &, B AT BLR R
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1R R RS R G R E

I £ HY B S 7 UM o “IDS 51 E A 4 25 o s U AR K g . b Ok BE R IR R A
CF P

2. B ST HEEE

BRI o HBL— 2500 B, A SR IEAE AT o SR € A, RE U AR RE A B R 24 T IDS 5l
S WIE S TR

X

R A1) OT Security % % G Internet 3 #2, I AT 3@ i . Tenable 2 ' 1717 W 5l 71 28 85 8 1
FI) £ I b A% SCHF R T30 587 IDS 5] S A0 45

A B L IDS 5 B LR, 4 AT BUR R A
1. 5B R GRS

I 25 W LS . “IDS 5] EE R £ 2 B S s U B g S L 20 I I ) A
BRI

2. gl NSO B

BRI 2 B SO BE TR
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Update from File X

o B®Download the latest DS Engine ruleset file
(Requires Internet connection)

UPLOAD IDS ENGINE RULESET FILE

Cancel

3. G R i OR 5 AR R AT, B T BE 4% T BEHT 1 1DS 1 EE R S S A
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R N A EH Internet( 51 W& % 3 Internet 1) PC) J5 7 B8 M 1% % #2 T # & 5 19 IDS 5] 2
FH I £ ST A

4. B T, AR5 M2 N OT Security %5 77 7177 W b o R 1) 1IDS 51 5 80 0] 4 5 .

5. HLii B,

DFE = ¥y 5

] DA 5 25 48 SR 0 51 5 (DFE) 58T "8 70 ok 58 3 o Bl A OT Security 2 Gt 78 i (11 70

K.

B DFE 2 3 (130 %
# %5 H DFE H 2 5387, 15 AT B R #4E
1B RS R GR A

B £ 4 BT T  DFE 2 0 BT 4 R T 1 B0 SR R L b
F 81, LA % T 7 0 2 A

2. A 1B, i 9 “DFE 2 U o B VIO 5%
44 DFE W 31 ) 4%
1B RS R GR A

W £ 4 BT 0  DFE 2 0 BT 4 R T 1 B0 R R L b
F 81, LA % T 7 0 2 A

2. mli R,
IR B 2 B S 0 R {00 T A

3. (ECT AR Ay, WA — AN B R RHE o R 6 9 (SR, B 8 L DFE
7 0 0 D D
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IR LB, 18 B AR A JLEEAT DFE & & 3 % .

4. ARG B I R] R 23, Rl I B B bR Ok B Ta) BT 3 N ), BT B DFE BE T I I
8] (3K HH:MM:SS (1) #% 20) .

5. MR 1",
BB 2 30— 29K, B AR R A
T4 DFE 2 3 1 i
B FE EH DFE, W4T LU F 0
1R RS R G E

BRI 2 W DS W UL I . “DFE 2= 3 S8 ¥R r on 7 OE S AR i B L BRI
F T, A K S8 R =24 I RRCAS

2. B ST HEEE

e 2 th B 2, A S I 6 AT o 8 5 R, KA HE £ R 24 31 0 DFE it
k.

X

R G OT Security B £ A BK M, U 7] 38 1 A Tenable %5 77 1177 (9l F 2 88 B Wi A I b A%
AR F 5 5 DFE.

A B 2 R DFE, 5 04T UK 8 1F
1. 5B RS R GRS

BRI 2 L SE TR . “DFE 2 BB ER > Ron 1B 3 T R B E L B IR R
F 3T, AR 53T =24 i RCAS

2. gl NSO B

BRI 2 B SO BE TR
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Update From File X

o W Download the latest DFE file
(Requires internet connection)

UPLOAD DFE FILE

Cancel

3. R SR ME 1 R 5 ML BRAE T B Tl BE N SRR 1 A 2 A S

l TERE R A BN JE 4 e A % B 4% T B B 28 4 S0, o A R R PC
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4, F T, ARG SR 2 M OT Security 25 77 1177 3t R #6010 W & 25 4 1.

5. HLii“HE .

OT Discovery 5| % (OTD) %
FIi 75 B OT Security F 7 f o 8 B . EE R 2 40T

OT fLH AL 1] OT Discovery (OTD) 5| % 39 4 ¥4 85 o %5 ] DL i “H 9 I >4 H 0 10 T+ 30 50 H 3
B ¥ OTD 51 %, 72 8 37 OTD 5] 2 Hiy, %800 20 K 5 %7 1) OTD XA L 4% 5| OT Security.

TG Z A
o M“F#”I'1)" F# OT Discovery (OTD) 5| % 3¢ 14,
T EAL OTD 5l B30, B 34T BL T #:1F
1. R RE> RGN E>"EH.
S N 2 Y 3“5 3 I
2. 7£“OT Discovery 5| % (OTD) ¥ #i "#8 7, B EAL7,
B 4 B R b A SO T AR
3. B WY, SR JE S5 Z M Tenable T #1714 i OTD 5] % 3 fF .
4. gl AE,

5. EHH OTD 51 8, 15 #% R B8 OT AX 2" rp (1 20 PR #R AT .

e
Jit 7 ) OT Security ff & : & ¥ (A

Rk HTTPS iF 5
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O

HTTPS if 5 #f & & 4 i F %2 4= 1) OT Security ¥ 25 1 ik 45 2%
AT LA AR B 0 B 2 ZAE D . BE B A O N — 4

| FE 5 <1 BT UE 1345 4 T E 5
FEE R B, AT DA R B0
1B B R SR LS E
e £t BLE A6

2. fEBRAFR AT, PR A EIUER.

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one.

SSUED TO Tenable OT Security
SSUED BY Tenable OT Security
SSUED ON Oct 31, 2023
EXPIRES ON Oct 30, 2025

CERTIFICATE FINGERPRINT

S I 2 I A BRI AR N B

® Generate Certificate

Are you sure?

Security.

be trusted.

3. HLili A

R . W16 IE 5 2= £ 5 4F 5 213

Generate Self-Signed Certificate
Upload Certificate

Download Certificate

X

Generating a new certificate will override the current certificate issued by Tenable OT

Self-signed certificate will be valid for 1 year. Please note that your session will not

OT Security A BB L UEH, WA EGER" R HES.
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FAE HTTPS HiE
A 2 B AR HTTPS AE 45, 35 04T BL T #84F
1B E R G E
B £ H B B 1

2. fEBAR R, R EARES

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one. Generate Self-Signed Certificate

Upload Certificate

SSUED TO Tenable OT Securi ty

SSUED BY Tenable OT Security pownload Certificate
SSUED ON Oct 31,2023

EXPIRES ON 0Oct 30, 2025

CERTIFICATE FINGERPRINT

S I 2 S 7 b A% AIE A I T AR
3. TEUE SO 4 b, SRk NI B A B AR (R ST
4. FEFRVEH SO v, B YR T A AR I RA B S
5. 1E“FLBH 2% i "HE o 4 N\ FA A E Y .
6. s EARTRL B AR SO

AR T ES il

R B BIUE T )G, Tenable & W& 5 B N2 W 28 2 0, DARf{R HTTP 3E 15 58 37 s 3 o
R E AL S, OT Security £ %R 215 B .

A= B AP % 5

P i1 OT Security I P A -8 B O £ REQH . i, o B E i A R AR
i

Al APL B4 B T OT Security 5 8 4L 23 A (1) o Ath 22 4= T H AT & Gr 4R il
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N AE OT Security H 4E i& API %5 47, 1 $hoAT LR 4
1. B2 R E>S"RG N E>API % 517,
IE B 2> H B AP % 1 DT T .
2. piii A BB A R B
I IS 2 A Rl % B T AR .
3. TE“BRUWMHES, , EF APIZHAEZ b RESE .
4. FEHERHE T, X APLEE B I Al A
5. B AR,
U I 2 L B A B B A, G L A CIDT AT AP B
6. ‘i o H 4 DL B AP 4
7. Rl e R,

B 4 th BLAP] 85 91T , 34 o 6L & 3T 1) AP 8 7 1D.

# ICP 5 Enterprise Manager it %}
Fir 7% 1) OT Security i 7 /i to & B 0L R 8
l R T/ERER T OT Security 3.18 J 5 = it 4< .
f&v] LUK Industrial Core Platform (ICP) 5 OT Security EM Bt % 3 % £ By 5 ¥k £

EE 5 EMEX 5, Fr 38 #5 ZUE EM 9450 5¢ i, 3% RF o S A% TR A e 43 ST iR B 1
RS 5 38T

THa6 2 |

T A PR
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OT Security EM 7] BLidE it API 3% $2 2] ICP.

ICP 11 OT Security EM 2 [f] £7 7£ HTTPS % #% .

(A1) 7€ OT Security EM 1 4 i API % 4 .
l R AR AP 25 57 3%k 100 3 47 Bie % i 4 7% 2 R AR .
I #H ICP 5 OT Security EM Bt %F, i $47 LA N 4F -

1. 1& OT Security H, # £ “% & ">“Z 4 il & ">“Enterprise Manager”.

It B 25 H B “Enterprise Manager” 7T [ -

Enterprise Manager

EM Pairing

ffi & TCP 443 1 TCP 28305 & £f J1- 7, LL{# M ICP #| OT Security EM i 47 18 15 .

2. fE'EMFECXS7EE 2 b, S F AR BC X
U N 2 HY B “EM E R TE T A .
3. W NHIRIFELZ
o A 44 R A AT I X

o {§i FH API 25 B BiC St
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55 A P 4 % 6 1. FE“FEHNLLNPHE S, # N EM ) 3L 4 5% 1P Hu ik .
3347 i ot
. 2. FECF] P 4 HE T, BN EM [ ER 5L P4
3. FE“BRYHE b, BN EM F 356D

4. fEEMIE T 8405 o, K5I A EMSE 15771 11 &2
H I E S

fe 7 g ] LBk ot o 3R, JF AEM RS X T
AL AEIE S .

7E & 4] LLEE OT Security EM H i i “4 #b %
B >R E "R Ui ) UE T

%5 F AP 25 41 it it 1. FE“FHLLNPHEF, #r N EM 1) E AL 4 85 1P Hu bk .
2. TE“API Z L 7HE b, A5 05 A EM E 1 19 API %5 41 .

3. fE'EMAL A5 45 8C7H8 70 A, Kl A EM*IE 3700 1 &2
il BRI AIE 15

fe 7 g ] LBk st o 3R, JF AEM RS X T
AL AEIE S .

7 & 4] LEE OT Security EM H i i “4 #b %
B >R G E "R Ui ) UE T

4. i Ee X

OT Security = & 7~ B A B IR 25 19 “EM B X" 58 T
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VE R IR ]R8 R oy S A IE S HEHET (I SRR SR AGIE ) By EM b (n R EEH T A
Bt HE B XS 5 R T BE) -

5. (AIiE) W FOR A BOR NS R E L
a. Ml ERIEF".
I B 2 S 7R AL IE P T AR
b. IiF MR F T a2 ™S EMAYE BT & A48 SUHE [ .
s e
OT Security 2 #it#EUE 5, 7 B A& & 5 SOy Ry EM L) EM 6 021 .

6. W AUIRZS B “fy EM b iE”, W&o B b dE ICP X i K Dh e C 25 1, i HZ LT 0
PRPRAE

o B g Fh i OT Security EM A G e X 18 3K , 15 /8 Fl OT Security EM“ICP” T TH ' [
H zh #it i ICP e xF 1 SR T g .

a. ft OT Security EM 1 Z& ] S fii #2 5, &£ “ICP”,
i B 2 H L “ICPY T TH o
b. K BAR B A7 £ BN I RGP AEAT b, AT R RIEZ —
o AR AEYREI, AR E kR UET
o A LM, Rl AR>S
OT Security EM & #L#EFE X, IR RS B N O EE",
PEoR N 5E S, OT Security EM 23 5 LR Y%

o £ EMACES ERIRKEH ICP H £ .
o FEICP" UL L & 755 3 Bic XF /Y ICP.
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o FECICP”ILIH H sy ICP # #R, EP W] 15 1] ICP. il i EM 15 1] 1Y) ICP & 451 4 78 F5
W RIRICPFR% . A KE 255, 521 Tenable OT Security Enterprise
Manager H /7 45 1 ) {11 “ICP”.

7£ OT Security #', “Enterprise Manager” 71 [l & KR 2 Bon N B IE#7. B0 DL A &5 “Yw
#7, 500 EM g 6 fic B

W JF 5 Enterprise Manager [t ICP it %

It 7 ) OT Security Fl ' o i #5135

ASFFE ZLECG R, AT B EM B8R ICP W - ICP i X .
2 M\ OT Security EM H i 71 ICP it Xt
1. £ OT Security EM ) £l 5 i #4 +h |, i%& F“ICP”.
I I) 2= H B “IC P UL 1 o
2. ¥ Rbr BAFAEZEMBR ) ICP FrfE4T £, 34T FAERIEZ —:
o HE R IRAES, AR B R
o miily ICPAT o Wb AF & R B 7R 1247 IF B B /E "4 .
3. A ER
OT Security EM 2 i JF 5 OT Security ] %
M\ OT Security H ¥ JF ICP Bt %
1. 7E OT Security ', # 2 “¥% & ">“% 4t it B ">“Enterprise Manager”.
It B 2 i B “Enterprise Manager” 71 i -

2. fE“EM BC XS "ER 2, R B
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I I 2 HH I “EM C 6T T AR -
3. R HC XS,
4. s “Ee R

OT Security 2= 7 7+ 5 OT Security EM ) it i .

YR i

F7 i O HT o T W) 4 1L OT Security ¥ I 4IE , i Bk & Tenable % ' 4 . /£ 45 1) Tenable %
&R VE AR fE, T LE B Ek W R AL VAT IE . A R E £ {5 B, 15 S W _OT Security
YF A] EBOE .

HRRE

W 2% & X

T % 1) OT Security Fi F* 1 5 5 5 . 48 L 3l A3 4E ;A
“W 2% 78 SO TR DR i

o MeBh %

o FA PN AR

o j#Jd SNMP & 3L %

o ZRHL loT 5% 7 [ 1P b ik

e 2h M 4%
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TEWIUA L B OT Security #16] , 4% 5h W 4% C 25 F . Tenable 2278 3 FH #% 3h W 4% 2 B, %% 58 v
R N (1 B XA BT D R WA R R e A AR T 2 T T R O

AR M 2%
Fi 75 /) OT Security Fi 7 o . 1L £

B IPHE P IEAE 2 DA, 2KE IPUBEES. BN IP B ARG SR E PR, X

20y E R RN BR B B 77 i R T B, T 2 3 e nT R R TR S SR I R ) . fERT BLE

X OT Security [ 5 B W 2%, DL B A £ AN [F] ) B 52 43 AT 1P bk i, 5 58 #E i 2R 52 55 7 .
VE 0 R AR AR AN 5 — AR (B0 Ty — A AR RS B L ICP) 5] I A 21 5 52 R 2% o i B

OT Security # N =K H &I AR HE, St AT MEN, RE XK HEA AN BE~.
9B 1k B i L, Tenable 22 1303 % 5 55 1 0 25 ¥ Bl DA HEBR R 2R 5% 7 .

AN in B A2 2%
TFa6 2 i
o B R IE OB XS 22 1 By B I A% IS

l £ & : OT Security AN 32 RF £ R 42 B 43 B ilE (0 4% i A% £ A8 A B 2%

I AR B LR RS, AT LR R A
1. R E> IR E > W % E L7
I 2 I 2% 5 SCT LT
2. FEE A ER 2 HR 2, B AN 0 2%

S I 2 L LT 0 E AR R T A, L SR AR R .

7E &= : OT Security i | 240.0.0.0/4 P i [ /E v % 1P Hbu bk B 5% 21 NAT IP 432 119 9 36 47 B8
o R UL AR Y L, 15 BE R Tenable SZRFER 17,
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#Monitored_Networks

Add Duplicated Network X

®

Metwark Details Confirmation

IP Reserve Pool: 240.0.0.0/4

This pool will be used internally within OT

Security for the purposes of background

reservation of IP address mapping for NAT IP
o allocation.

If you wish to change the designated

segment, contact Tenable OT Security

Support.

DUPLICATED IP RANGE *

If the range is not in the monitored
network, it will be added to it

‘ 192.168.0.0/16 ‘

* Duplicates (Sensors)

‘ Sensor #1 = -~ ‘

Sensor #1

3. A EH BN IPJEH"HEH, DL CIDR #% X\ A IP G, 44, 192.168.0.0/24.

4. NEB (LG T RAE T, L5 EE W PG R AL KA.
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5. B F—2P7,

AR R TR NI

Add Duplicated Network X

e @®

Metwark Details Confirmation

Please Confirm Asset Deletion

In order to separate these 33 assets into their
own networks, the system will need to delete
them automatically, allowing them to be
rediscovered again after startup.

If you wish not to delete these 33 assets, they
will remain in their current IP range and this
may cause data inconsistencies or
unexpected behavior. Best practices suggest
deleting the affected overlapping assets.
View Assets in New Tab

Delete Assets

¢ Back Cancel Save
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6. (AIik) i o B B R A AE

B L A T 2 W 4 B B & 1% B, Tenable % 4 5 ¥ OT Security M i % 7
I 7E B B TR BUE A1 0015 SR R M B R P S RE R 7 (R B E 24 T A 1P
B, T R4 B BRSO BB AT

7. A RAE

OT Security 2 {847 & [ 1P yu B, 5% V5 Fl 2 7 78 8 5 (10 N 3 R0 48 7R R

Duplicated Internal Networks Add Network

IP Reserve Pool: 240.0.0.0/4
@  This pool will be used internally within OT Security for the purposes of background reservation of IP address mapping for NAT IP allocation.
If you wish to change the designated segment, contact Tenable OT Security Support.

1Duplicated Networks

CIDR Sensors In Use - Discovery Queries InUse - Nessus Scans

192.168.0.0/16 Sensor #1

B A 5E AL B B B M4 J5 , Tenable & 1148 5 3 J5 3)) OT Security, 2R 5 F 8 /%

8. H )i 3 OT Security.
9. Zn ML AR, i B E >R R AR
l R EB AWM IP G (CIDR) J2 5 75 “5 5 (1 3 3 ) 4 "% B e B 1 vE .
1. W AT T A RIEZ —

o FLASLIRAS B AR AR, IR S L G e A G AR AR SRR AR R, Rl
Pk dr L E W YIHOT R LU BB & .

o MBS R T E AL KA A P, R B RAE>E H 33
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2. bR AL, ROIRAS N B Oy e R LR L BOE .
IEEC

P B 5 A2 X 2% I E8 J3 3 OT Security 2 J& , B 77 £ B A3 8877 7K 1 A 52 Br IP R oR . Ik
GO NG S Ao =R R Lol VR B £ E DVA DR £ i O e e S K &)
/Nessus F 4 "> & 35 #1 ", B 5 4 >0l 5 95 7

o EHE RSP BN, BRI BRSPS P 3 hE A B ORI . Bl dn, A K
FI R — 1P 3t ik {H 5 A [ 4% g 45 0 IR 1 B¢ 7

o FE“EZ A > E W E B> I VB “Nessus 1 15 7>0) @ T 0, Bl E P K R 2% )
B AW N, 15 8 R 1P S E A A% AR IX o VR RIS AT 5 AR E AR TR AR O IR I BRI
B, (AN R B L AR A R

£ & : OT Security {4 X H & 1 W 2% 1 1 1P ¥ Bl 5 F “AH 5< A% s "HE o b 50K B 7 A
IP i B OR R 25 IR S .

o (ECEBNE WSS SR B R, W R SR T E R R R IP v,
I A 25 A L B T (A% R A% ) P e 3 S0 R AR TS

o HONJE T EE MR UG A, 5 A B e B I, IR AR R B R R ok
VBB RE 1P

B2 A ER N 4% R

“HE R AR AR B R DL A S

4l iR
CIDR HE MG IP G .
1% K 2% 5EE R ML P YE 5B 4L 2.
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IEEEH - f8/R CIDRZ2 G IEAEED MR KM(ESHE W) PEH. kR, iH#%

KA K CIDR 3 KB, 2R 5 M B & 1% CIDR H &= & M 4% .

N $8 7~ CIDR & 75 IE /£ & /b — /> Nessus 1 18 F . 10 5 2 , 15 M Nessus
Nessus 7 HH A B CIDR, 2X J5 F M % B & 1% CIDR #) & & M 4% .

i

X EE AT P S IR0 2% £ 4 A
Y 5 B 52 1) I 4%
AL 7 EE E S T
T g B T N 4%, 1 AT BLT R AE
1. FEE 500 I 2% 7 4y, R AR B B A 2%
2. HHAT T ERIEZ —
o AR E AT I I 4 O 0 B o
o FEZES A B, R ERAE >R R
R I 2 L B Y B B 52 1K) 00 8 T A, L b L BT UL AR 4 B TR AT AR R
3. MR EAE .
4. BN B
5. E“BNTIH AR, B R AR
OT Security 2= & 47 X B 5 1 W 2 Bt i ) 35 24 o

Tl B 2R R 4%

R LA B AN 7 20 R 4%
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A B B B R 2%, 1 PAT DL $R AR
1. 55 B0 PN A 2% BT G, 0 5 BN Bk Y R R 2%
2. IHPAT FAIBRIEZ —:
o B A AR I 4 O B R
o TEZER M LA, EEERAESMER

OT Security 2= il b 25 5 (1) % 2% .
T B 25 I 2% v IE 7 ) A TR AR

G TN Bk H A2 4% DR AE A AR IR TR IRAT BLR R AR
1. M Nessus 5 $i /3 3 & I #1 # F CIDR.
2. MR 2% v G B P B AR RS
3. i, VAL AP E BT A% A% 1D IR 0 I A A ks .

4. FE L RES T R, N RR TH A% I

i 3 SNMP & 305 5% 7

27 5 “E ik SNMP & B8 %% 777 55, OT Security 23 SNMP 25 8 & B 5 7 U i 3] 8% 77 3%
Fh

SREC 10T %% 7= 1 1P b hik

BRAINTE LR, M loT iEH% 2 5 N & P2 Ik, OT Security 23 5 A\ ¥ 4% (1 1P #l 1k A1 MAC #31 . #EAY
SN MAC Hb il , 525 F“SKE loT %77/ IP Mk ik Wi . A X E 2B B, 5SS 1 loT &8
.

HAFREE
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T 75 i) OT Security F J* € 5 3 57

NTEFIREEA, RAMARERN 2 ADNFES 08 DR . B T F M RA (AT
AR (R SR B ) PR H B B

W ZBAE LA L LI TR] ) B PN AR R B SRR I AT

o LR E A 2 TA) IR B K I 8] TR e - e B S 22 D) PR AR K I A TR R o G SRR S e e, % AR
FAWA X733 — DL

o S N H IR E A FA TR R R I TR T R i B A A R O A R AR I R K I ]
(1) B o £ IEb I 18] 8] B8 22 e A2 R 3 0 4 AN S e AR 1) — B 2>

A A RS, T AT DU R AE
1. R B> B> H R
AP R i
2. Fl YT T 2k LR BT /5 1 R4 50
3. EC B A S I [8] TR] B, 18 B o g AR
Al B TR =

4. £ HE T A ON BT R OB, I 68 R S AR 18 I (A] BRAL .
|/35$ 5 ST AT 1 1 B 15, e K e

5. B fRAE

S AR I 2%

fir 7% 1) OT Security A F /i o & B 01 . R &
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“x7 N 2% I B LS — 4 IP TS B (CIDR/F M), H T 52 X OT Security ) 5 #1415 . OT
Security 2 2. 1% fic. & VU Fl 2 4 % 5E

BRINTE &L T, OT Security 23 it & = > BRIA A JL5E [ : 10.0.0.0/8. 172.16.0.0/12 Al
192.168.0.0/16, LA % 5% Fz A Hb Jis | 169.254.0.0/16 (APIPA).

Eia S B ME — 32 % T R 5,000 4N, OT Security 23 ¥4 31 3% # 7 4 A 5,000 4~ 2%
o KA LR T I, R G A 2k kI A .
Xﬁ? Nessus Network Monitor (NNM) 4114, OT Security {4t # # 128 I~ %6 H -

AR AT AT BRI VG B B I 1 X 2% ) Y B, 3 BT DA T 4R AE
BB E U E > W IE 2R,

U IR 2 H 352 M 4% 1 X 24 T

Monitored Networks

+ Add Filter
4 Subnets Grouped By: Type Expand All Collapse Al [
CIDR Monitored ©  Network Name Description
~  Default IP Ranges (4)
192.168.0.0/16 [ o] Private - SmallfHome Commen SOHO range. Often from VPN users or unauthorized "shadow IT* devices. (&
10.0.0.0/8 Q Private - Corporate/Large Used by large enterprises. Monitor for internal threats and lateral movement.
169.254.0.0/16 0 APIPA [ Link-Local Auto-assigned when DHCP fails. A spike in this traffic signals a DHCP server or network outage.
17216.0.0112 e Private - Medium/Guest Often used for guest Wi-Fi or loT. Monitor for segmentation violations.

2. B R B> R B B R
B 8 B 24 AT, R OA S M 2
3. MR B 1 XM . BB A

4. I B RAEA S L NIEHER

5 filiid
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“BRA 1P I B E E X
IP‘}HE“”

“ERIN 1P Y 58 4
il .

OT Security # it & 1 8L A IP JE

“H € P Y8 oy 2 SR 1 A0 2 AR AT IP Y L

CIDR “CIDR"31| 2 Y 7~ & M 4% (1) 1P i Ak .
i 45 Bty DLS F BRAE A COC B IP k1 M 4% .
REE W 4 1) 44 R o
fili i& A% 1P B U
! Bt B bR B A A DR R ) . R BLRE A i
AR E S HE
ISR

] LA IR 3 X B 0 A 3R AT 4%

TEUNIRHT 17 W, T AT LR R AR

1. fE 72 WSS rp, B i B> PR B B> A 1 I 2%

RIS 2 HY LS 4% 1 X 2% I

2. Fl A A RIS IR T R

E I 25 IS B

3. W T AL —:
o ININ A>T P e 3 O 30k AT S I E S 1 R
o USRI B e B Ok e 3T AT RN 1 R A 3R

IR I 2 H B 01 D AR
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4. RS TSI A TR
a. fE“CIDR™EH, fy N\ IP Mok [l . 7 1, 192.168.1.0/24.

b. BT 32 W 45 10 4 2% ) 4 IF ¢ BL K A OT Security, M I 4 3K 7 & I 78 1P 30 B 4 44
ITENEM.

/35%‘: 52 AR B 28O0 BT SR BN DY R IR S - B Ok M M 4 D g, T R DA A
WM YI BT K

C. (WJik)fE“M 2% 44 FRVHE T, R 48 Fa N — > A4 BK
d. (Arak) fE IR HE F, Oy P g N il b
e. M “fRAE".
5. IR EIEFE T USINT W BT, A LS 05 T AR AR AT PR 3R A

a. fE“CIDR"EH , {24t CIDR % 5%, Bl %17 — 4> CIDR.

=<

b. Ff 52 W% I W 2% (BT A i IR 1 ) "D) T 5, fe ¥ OT Security 4l 3K ¥t & JF X
BT 50 B 7 3R AT E B &

/35%: 52 M B 2O BT SR BROA DY R RIS - Bk M AR T g, V5 SR DAZE A
2 W 47 K R 45 (T S TN ) PO T O

c. H“RAE,

OT Security > R 77 T W, H 7 P 4 & 7= 78 “52 Wi 1% 19 W 48 7 0 T I

I 4 1 WA

T DA g B8 9 DO 3R 4T 5 B
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1. EgE T M, W AT T I ERIEZ —:
o FER AR RIPIEE LM T, K B B AR AR E R 1 IP YE BT B
OT Security £ J& JH “#FE "5 5.
o FE“SZ AT PR RAR R, A b Rl E 4 AR IP Y
B 2 B .
2. WEEE G T K,
S I 2 L0 1 T A
3. BEAT P 7 B BE .
4. B fRAF.
OT Security <= & A7 % F P BT i 11 56 24 .

15 F {455 50 OT AR HE #E 47 3 4
Jit 7 ) OT Security £ o ;& 3 5

i 4% 20 OT AR HE v DAAE W BERR B Mz A 42 1) OT MBS AR R I 85 7=, AR e K 45 SRk A1 & OT
Security DLt 5 #7 .

AN B Ty e S ACEE AR B 0% 1R 4 B RS R A B R AT 1
o MR8 E BBy el AW X FREZHEL, SR MR XE.

o Kb WO R 1R A 45 ZOR S AR 2 WO SR AN AT B BB | O R L 2 4 b A% fa 21 ICP,
117 7 7 S8 I JE 2 .
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1 o % 5 Ak R R AT R g H S

KM

DL SEAAR W [A] T AF DA S 305 4% =X OT Discovery Jj B .

P 28 [X 3 R 53 77 S A 1 B A7 B AR 4 ) BEA 9 (B W 2 3R B) - OT Security # £z
T AN [ 199 245 X gk 1) A [ 1P b bk (B2 52X 2% ) A0 D SR | PE — R B

OT Discovery $1 4 ( OTD #14#) : i i OT Discovery $14i [f] 5 1] & (£ R 15 44 . %384
e ST HA AR

T (52 A M 2%) - DL CIDR 7R i (4 an 192.168.0.0/24) & I M 28 Y6 [, H T 7 8 K
L AF e - OT Security A 2> €1 28 H B & 7 M A 557

U5 At T A I S AR, 9 n AR RS L ARBE L AR ICP. CSV E A% BUEHE B 4 38 (PCAP)
oA o

REUIRES

5 OT Security 1 5t Ja — UOE e T AREAIRE

g A5 OT Security U/ 57 45 16 BX H SE I & 4, IF S 3 Ul F G .

4 R 5 —ROEE E i AL R, RS i R AR PR B
R85 h ST s 4T, R AE TG 5 OT Security 2 57 W 4% 38 15 4 45 1 15 0 N $ 4T OT

Discovery.

fif 1% A EE 9l TAF

o6 k2%

o IR S I E B A BUR

o {E PE% Xk Ui b e SO ) R 2% X IR R
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TR 2% X A T Y 23 [E] I A7 AE T OT Security 7, A A BE R [F1 45 R . a0 R 45 R |

&5 T AAEAE I R 2% X 38088 1 W, OT Security 2= 38 & 14 3 15 77 45 5 . OT Security £ 7£
T 5 SLEE 12 B I A ) 24 [X 35k BB 2 BT I 4% X S R AT A R .

o M OTARHL.

% 15 % X OT Discovery $9 4
w46 A OTD e & ) 3 2 OTD 44
1. BRI > s Al
S 2 IS B A i BT .
2. i “OTD 47k W+ .
B 2> H BL“OTD 1 4" T I -
3. Bifi“fl g OTD ",

SE I 2 B B <00 & OTD [X 358" %
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Create OTD Scan X

NAME

‘ scan2_floorz ‘

DESCRIPTION

Floor 2 scan

Credentials

SNMP V1+V2 = w

Monitored Networks

192.168.0.016 = ~

* Network Areas

Sensor #1 (Sensor) ® floord =

OTAgent #1 (Agent) =

@ cnaBLESCHEDULE

REPEATS EVERY *
‘ 4 | Weeks “

Cancel Save

4. FELFRHE A, BN S A PR

5. fEHRAE S, d AN BN SRS R .

6. L SEHETN AR, MBI AR R % i AR SR
55 250 CHER T AN 45 [X

FE OTD =1 4 [v) 3 o, 15 00 Z00E 552 - 0 40 (90 245 X 45
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1. A WEM T RAE T, WD AN ZEEMN T M, s A CIDRYEH

FE R AT DU 32 M 1 R % T I B UR TS 1K, ol DL S A\ CIDR i B B #2 4E Uy
Brhelgrm.

2. FE P X IR BLAE R, R A e A R X

RG] DAAE R 4 [X 38T b TR TR X 4% DX sk, T DAL A I B e N B A PRk
ﬁdi%ﬂ?%l:iji

3. & Xt
a. FrE RO R
S = =10 Sl O 0 e S M) i S
b. (7 ) MR 7 EL 48 E (8 B% 20 B L AN L R B
c. fE“H MY, AT HMI H .
d. 7E“I 18] 43, 0k 5 B AT R 1 I [A) .
4. B RAE".
OT Security | T-fr /£ OTD A%
%30 B [P B A

1. 7£ Windows | 1jj in] A i OT A EE 571 .
I?ﬂ‘i%ﬁ:i—’lﬁ@ﬁf'ﬁOTSecuntyi_i ERR, B E A FEE A AR E

2. EFEIZATHS ICP B X B b AL SR (RS BAE LK) -

3. L EABAT P2 X

54 s AT
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1. WA HUAR B T s AT 34 A% 2R T, AR AE Pride WX 4% - #4T OT Discovery, 1
T 7% 5 Tenable OT Security £ 37 52 i 3% 4%

2. fEHAT H Eh B H S EE B IE T A
H55 g R
iE ik OT Security H 1) “F- 30 b A&7 F 4% 45
1. B 2 Ol W s > H R
Wb IS 2 B 4 VR LT
2. P “Ta) BAETETR .
BRI 2 BT 3 B AT

3. SHLEOTD H ST #R 7y, 285 i A7,

Data Sources
Sensors Agents loT Connectors PCAP Player Manual Uploads
OTD Scan Files

Upload results from scans that were performed remotely by offline agents.

4. P GEIEA ) OTD 3 H 25 R LA, SRR I 3 RSO AF#EAT B A%

EE W RS AE AT I AR AT R e R 48 X BT M, OT Security 2 i Rl & o £ 2 201 56 K
25 R B BUAT X 2% X S B A B X 4% X (L B AR L R 5 85 R A AR ILES) , RTE RS A
HE$H 78 B 77 i B

5. E“TH U AR S BT AE AR

\r

5 s 2 110 0 2%

g
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Fi 5 /) OT Security i 7 o . E B L &

w7 5 5 ) 4% "R B A0 4 — 41 IP 96 B (CIDR/T- ) , il T & X OT Security [ 15 #% 41 % . OT

Security 2> 2. it B i Bl 2 Zh 0 B

FAINTE LT, OT Security 2 it & = M BA & Rl :10.0.0.0/8. 172.16.0.0/12 #
192.168.0.0/16, DL A B 2 A< b Y5 [ 169.254.

0.0/16 (APIPA).

TR R B ) ME— 2 s - M i 5,000 4N, OT Security 23 K 41 32 #% 7 4 A 5,000 1™ 2%

H. xAE-BWH, REASKEBEM.

% F Nessus Network Monitor (NNM) 2 £, OT Security 1 4 # /7 128 1~ %% H -

AR AT AT BR A VG B B 03 5 1 X 2% 1 Y 3 BT BT 4R AE

1. B R B> B B> I A R 457

S I 2% HE 52 M A ) R 4% T

Monitored Networks

Search... jo, + AddFilter
4 Subnets Grouped By: Type ~ Expand All Collapse All ™ |I|
CIDR Monitored ©  Network Name Description

@ Add New Subnets

~ Default IP Ranges (4)

192.168.0.0/16 [ o] Private - Small/[Home Common SOHO range. Often from VPN users or unauthorized "shadow IT* devices. (&
10.0.0.0/8 () Private - Corporate/Large Used by large enterprises. Monitor for internal threats and lateral movement.

169.254.0.0/16 e APIPA [ Link-Local Auto-assigned when DHCP fails. A spike in this traffic signals a DHCP server or network outage.
17216.0.012 () Private - Medium/Guest Often used for guest Wi-Fi or loT. Monitor for segmentation violations.

2. ﬁﬁ ’/fj‘: “_‘[«}X—L§”>“ﬂ: :I:% i&ﬁu>ulx_xj é% %’_ﬁ IE uo

S 0 4% 8 B T, B A Y 2 i

MR E LR SR EHE R

R AE SRS DL PR S
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[ 26 44 7% I 2% [ 44 FK

fifi ik A % 1P B 1 B

! B A5 E b DA R ) e . ST B
1% £ ok 521 2 HUE

T M

T AT DAV 07 W BC7- Y 1) 3 3R AT AR .
LN T M, 1 AT BT R AE
1. R SR B, B R B> B B> I R 287,
I BF 2 HH B2 T 4 1 I 48 DT
2. A b AT IR BT
I I 2 HH R

3. T HIHIFEZ —:
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o URN— AN R O TURT R 0 RS
o VRN B S R U 30k AT N - Y A1) R
a0 A T | R T T
4. W RS TN ASTM
a. fE“CIDR™ME ™, iy N\ IP Huhk 5 H . %41, 192.168.1.0/24.
b. B “7 Wi 5 10 WX 48 U1 4 JT 9% LA ) OT Security, MM 4l 35 37 & I 76 1P ¥8 F P 34
TESAEN

TE R R YN BN O R RES . B T g, Wy LA
“52 M B 2] 0T %

C. (mJik) M2 A ARHE S, 9 M 48 Fag N — > A4 K
d. (RJak) £ IR HE T, DT R BN R .
e. i fRAE
5. MR EE 7N T W AR, V8 AL IR 5 T B R PRAT DA T $R A
a. fE“CIDR™E+, #24t CIDR 715K, Bl #:47 — 4> CIDR.

b. L fy 52 W1 1 W 2% (I A I IR 7 B YT BT 5, fo VR OT Security il 3% i & I X
P 51 67 3T L 3h &

EE MR )T R BN O B FUIRES - ZOR M IR T g, 1 # i LAE
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1. B9 7MW, HHRAT A ERIEZ —:
o TECR MR FE R PIEE R A b, R bR B AR g B IP B AT B
OT Security 2> & Fl “#AE"K 5. .
o FERIRFERI PSSR T, A b o AR IP Y .
AR
2. YT R
IR IS £ Y B4 1 O D A
3. BEAT BTl B B
4. B RAET.
OT Security 2= & 47 X W BT i 1 58 24
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Jit 7% i) OT Security ff o ;& F i
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1. HIAE B E > 5 i B> 4% B
3 s U S G T T N Vi By S/ =i 1 e A
2. Hph o 2% X E TR
S N 2 Y 3“0 2 [X 47 T, R A T ICP R IS I BT A AR R s AR B

= (Otenable or security QB 0731 AM " Tuesday, May 19,206 @) P
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@ sAML single sign-on log-in

Populate SAML account with the following

ENTITY ID

URL

Configuration details
IDP ID

IDP URL

CERTIFICATE DATA

(& Tenable_OT_

& httpsi//

https://dev.cloud.a

fauth/callback

nablesecurity.col

httpsi//dev.cloud.aws.tenablesecurity.com/

--~BEGIN CERTIFICATE--~

Read More
USERNAME ATTRIBUTE http://schemas xmisoap. org/w: ity/claims/e
GROUPS ATTRIBUTE groups

ADMINISTRATORS GROUP OBJECT

READ-ONLY USERS GROUP OBJECT
D

OT Administrators

OT Read-Only

@

08:03 PM

- Tuesday, Feb 4,20250@ & Mr.Admin v

Zones

User Groups

Authentication Servers

SAML

_Version 4.1.24 (Dev) Expires Dec 29,2993

h. 7E“SAMLTL i I, & # L T 14 . Tenable One I 1] # £

HEUH R E G, W57 EH A 3. 3 AL 58 & OT Security #1 Tenable
One FHELE L RE A EH B3

o SZ/KID

* URL
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SAML

@ SAML single sign-on log-in

Populate SAML account with the following

ENTITY ID 15 Tenable_OT_

URL 15 https:#/ 'fauth/callback

3. 52/ Tenable One I 1 fx & fic & :
a. ff Tenable One ', T fiif & “i¥ B ">"SAML">“A i SSO” T 1] -
I I 2 I “As H SSO” T T, H £ 7 Tenable OT Security (1) SSO it & .
b. . OT Security 1T .
IS 2= 3 OT Security Fit & 4015 B T R -

c. &t M OT Security SAML Tt [ii & 1] i & 43 5 i [7] # URL PA &2 SP SEZ4K ID #4115
E

i o
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= Otenable | settings > sam

SSOCloud  SSOOn-Prem JTH CALLBACK
[mtpszn——autnvcaiivack
O 1iem
SPENTITYID
PPPPP lag ENTITY ID IDP URL IDP CERTIFICATE ‘ Tenable_OT
O  TenableoT psi a b a ‘
)

\\\\\\

cccccc

d. Hai“fRA77s
OT Security 2> & f+ SAML fic & .
4. HLili*SAML H g U1 T % UR F SAML.
OT Security 2= #& 7~ & 5 37 5 801 .
5. ¥ )8 5 OT Security.

Tenable 7£“TAF X "I b J5 F“OT JAURS & 5 "4 W o 5 odv “OT JXURs: & & "1 U 9 U i) OT

Security.
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@tenable Workspace o B

Exposure Management Identity Exposure )

» ! [tize weaknesses within your Attack Surface Management
resel isks, exi ectory domains and reduce Understand your external attack surface.
ena asures. o

Web App Scanning

Scan web applications to understand the true
security risks without disrupting or delaying the

applications.

other Tenable customers.

fik 55 2%

Fir 7% 1) OT Security i 7 /i to & B 0L R 8

BT PATE R G W B SMTP IR 55 2% Al Syslog Ik 45 2%, DL JE 508 oo B R 2R 32 /el 18
SIEM b i i SR8 50 . B r) Lk & FortiGate [y ‘k 5%, LLAR & OT Security W 2% 25 44 ]
FortiGate 1% 7 <k 55 o B 2 18 o

SMTP Hi 45 2%

N T RS BT IR AR A A SR T R GR B R, T EAE RGP BE SMTP I Ss g . IR AR
B SMTP Ik 55 4% , AR 4 Jo i@ SR T I A2 i, 28 48 38 T ¥ th W 1 S A 388 R0 o A6 A AR 175 200 1
A LR B & ()7 ) B F R LB E A H A

HEWE SMTP IR 55 4% , 1B AT L T 3 A4E
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1. B 2 W B>k 55 28 7>“SMTP Ik 55 347
2. BN SMTP Ik 55 %3 7.
i £ HBLSMTP ik 45 #5 "I B % 1 .
3. FE“MR 55 2% 4 FROHE f, i N B R HL T P JE 01K SMTP IR 55 25 1 44 Bk
4, fE“EHLZNPHES, G N SMTP iz 55 %% i 1= /L 4% 5k 1P stk .
5. £ S HHEH, iy N SMTP filk 55 28 % 7£ e b W Wy =5 1 10 3w 15 (BRIA{A < 25) «
6. FE“KAF N HL WA b R HE b, A N R S S8 RN R A A NI S R
7. (FIk) R P A A HE S, A K R T U7 1) SMTP il 5 45 1 ] 7 44 R A

8. hn B 16 I HL 1 A DA S I P B AR S R, 1 R AR I T R AR, AR e\
FIE B 7 0 IR, R A SR 2 R T T R AR o i R T R ORI A, T
g e HE B DA I 1A A R B T BLZ OE .

9. HLali“fRAE".

] DLl i B R Ok B B LAl SMTP iR 55 45 -

Syslog Ak %% %

AT ARSI & B A A S AR, BT AR R4t h BUE Syslog IR 55 A . WUR A BE
Syslog fik 5% &% , W1 H &K A R 77 4£ OT Security 1 & E..

5 E Syslog ik %5 2%, W6 AT LN R 1E -
1. R W E SRS 25 ">“SYSLOG ik 45 %37,

2. B+ 45 N Syslog ik 55 237 LB £ H I “Syslog Ik 45 8 HC B & H .
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Syslog Servers

SERVER NAME *

Server Name

HOSTNAME / IP *

‘ Hostname / IP

PORT *

‘514

TRANSPORT *

Transport

[ ] send keep alive message every 10m0s
Allow syslog message caching

Cancel

Syslog Servers

SERVER NAME *

‘ syslog.example

HOSTNAME 7/ IP *

PORT *

‘ 514

* Transpd®2 -



O

3. FE“R S5 a% 4 BRPHE Y, N ] TS 3¢ R G 4B Syslog Ik 55w 1 44 B

4. FEFEHLL\PHE S, i N\ Syslog Ik 55 25 () F ML 4 5k IP k.

5. 1 “Gy L "HEH, % N\ E [\ % Syslog ik 55 2% & 15 FAF R 55 28 b o 115 . RN 514

6. fE ML dm” R fr A A, k% A Y 0 A% P . 3B BN TCP B UDP.

7. ﬁu%ﬁ%?ﬂhﬂ%au%iﬁﬁﬂﬁﬁﬁﬁiw T T B, R R R A R

o QAR B ARIZ I, B HE R DL B 1R R AL P BLZ OE .

8. (Wik) HeFE R 10 70 0D AL — IR OR im0V B IE T, Al B AR AOE RS

&

9. (FIik) X T TCP R4 H &, M # SV syslog ¥ & 22 7 "1k I, A £ 2 52 v Wr I 22 17 5=

T, FFAE T B2 K I R % X e A

l 1 % : UDP syslog i & A B & ARAIR A B 6E 71, tn R e b i, Xy
10. ZE# A TLS in % ok in % syslog £ %, %k o TLS &Ik AE.

| R ER TLSH, R% 2 H 30 & WU H br #Eum 1 6514 (RFC 5425).

1. R A7

fnr bl B I R R i B LA Syslog ik 55 45

FortiGate [jj /K 1
+i B & FortiGate I 55 #% , 15 #0447 LU 8 4F
1. ¥ 2% B ">k %5 4 ">“FortiGate Fij ‘K 57
2. U N kB
Bh i 2 58 “UN N FortiGate By /K % B & 1 .

3. fE"R 55 & A4 BRVHE AR, B O\ EEAE V) FortiGate ik 55 45 ) 44 7K
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4. HEEHLL\PHEF, % N\ FortiGate I} 55 %5 1 =ML 44 56 IP Hu 4k .

5. 1E“API Z 4 "HE |, % N M FortiGate & & [ “API #1127,

VR H R4 L FortiGate AP frid I Ui B, 15 2 3 LA T
[ : https://registry.terraform.io/providers/fortinetdev/fortios/latest/docs/guides/fgt_token.

6. HL.d AN,

OT Security 2= ] i FortiGate [ -k 5% il 55 25

O TR bR (B OR AN RTIE E SZ B AR B E LA AP bR BT 7 B k) |, 15 A OT
Security %¢ & P Hi ik .

4 OT Security fifl £ & 3 53 i & SC AR, 6 CR AR H5 DL 152 88 U5 in) SRR

Access Permissions
Access Control Permissions SetAll ~
Security Fabric ® Read & Read/Write
FortiView (ZLLUEl ® Read # Read/Write

User & Device ® Read & Read/Write

Firewall @ None @ Read €& Custom
Log & Report QNN ® Read # Read/Write & Custom
Network @ None m # Read/Write & Custom
System (RIS ® Read # Read/Write & Custom
Security Profile RN ® Read # Read/Write & Custom
VPN [ZJ LU ® Read & Read/Write

WAN Opt & Cache (RN ® Read & Read/Write

WIFi & Switch [ZRNNTN ® Read # Read/Write

RGHE

Jit 7% i) OT Security ff o ;& F i
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https://registry.terraform.io/providers/fortinetdev/fortios/latest/docs/guides/fgt_token

O

"R G H G R R G R E R BT R G A (P10 SIS S AT I SIS O g B R O
) B b H S BRSO K FH A Hz@,}r'?ﬁrﬂkiﬁﬁ%éﬁfﬁ(wﬁum?IEEE//\%Z
2, FECORMEE KRN b HE A H N L s 5SS A S 3 . ) Ok H

HAERN CSV 3. LTUEEE?@EUP?@EEI*%WE . $1] Syslog fik 55 %% . A K Wi
%Ji‘?’l‘%lﬂ"]%,u, HZ A EHER S ) A cER.

BEANIL SR SR AE S DO RS

28 EiHBL
ing ] A AR B TR) A0 E A
FAF Fiy-da o X ARIDNRSAIALR

4 FEEFBH AR ST EIRERES, AR 4

¥ &R 4t H & K ik 3 Syslog ik 45 78
¥ R Sl B N M) Syslog Ik 55 a8 K15 R g FH A, 15 AT BLT EAE
1. BN ESRgHE

2. g A B AR BAHE DL R iR 55 4 81 K .

| VEE WE RN Syslog ik %5 #% , 15 2 17 “Syslog Jil 55 #5 7
3. EFHETTE RS A

OT Security ¥ R 4t H & & 1F & 1% 245 € 1Y Syslog I 55 #% o

B} 3% : Microsoft Azure ) SAML £ Ji%
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OT Security 3 7 # 1 SAML #1i¥ 5 Azure % i . Kt , 43 Bt 3 OT Security ) Azure [ /' g i
i Ik B g B SR (SSO) % 3% OT Security. & 7] LLAR 4 F 7 76 Azure 1 3545 14 40 73 i, 36 FH 26 Bk
$HE OT Security W 73 it £ 4 .

LB 43 @ B 7 OT Security il Azure W B SSO 4 il 119 52 B A2 . B B ¥ Al ik 72 Azure 1 A
## OT Security I FH #2 /7 5k 5 BB 28 J5 , &80T DLER IR OC ik % 61 & 1) OT Security 2 H 72 /7
s B2, 3K & 0 32 4552 7 1AL B _E A% 31 OT Security“SAML T TH » 24 450K B 43 32 {172 7 1
ZH Wit 2] OT Security 1 (1 FH 7 I, BC & 3L 5E % T »

TR EMRE, 72 VEH M P B &4 & 5 Microsoft Azure #1 OT Security.

¥ 1578 Azure H A& Tenable M HERF

W EAE Azure F1 61 2 Tenable M FHFE 7, i AT UL R #:4E :
1. 1£ Azure F, % £ “Microsoft Entra ID”>“/ M N FE 7, 2R G B “+ 3 @ v FH R E 7

IR 2 3“9 B Microsoft Entra ID 227 T I .
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TENB OT RESEARCH AND DEVEL...

Create your own application X

,ﬂ? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

| Input name

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra 1D (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

2. B+ gl R JEMHERF,
bt J5 R S s G e L SR N A 0 i AR

- 9567 -



O

3. MMM H AR RAA7 "HEd, B N\ N RE ¥ 19 4% 5K (41 40 Tenable_OT) Jf i 3“5
I R AR 0 L AT AT A R e (AR ) M(ERIN) AR B R T DA I R Y

FE2H WHBEE

D B8 R 1E Azure F 31T OT Security B FH F2 7 BRI 4R C &, B 45 8 2E R SAML I & 1 (5 iR
FFAN AL URL) B g i B E, LR 30T & e 5 .

I EE N E R PR ENS E. R M2 B EONE
W EHAT YR L B, 3 AT LR 3R AE
1. f£ Azure T L b, Ll B 7, IR R R CSAMULME N B R B T ik

I 25 BB T SAML ) % 5" L IHI
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e e e

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT

Tenable_OT | SAML-based Sign-on

Enterprise Application

& « T Upload metadata file 2 Change single sign-on mode i= Test this application 47 Got feedback?
i Overview Set up Single Sign-On with SAML
Deployment Plan An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlID Connect or OAuth. Learn
2 Diagnose and solve problems mare.

' Manage Read the configuration guide ' for help integrating Tenable OT.

11! Properties o

Basic SAML Configuration .
2 Owners & Edit
o, Roles and administrators Identifier (Entity “?) X Requ!red
Reply URL (Assertion Consumer Service URL) Required
&2 Users and groups Sign on URL Optional
Relay State (Optional) Optional
2 Single sign-on Logout Url (Optional) Optional
@ Provisioning
o —
£ Application proxy e Attributes & Claims

C Self-service
A\ Fill out required fields in Step 1

| Custom security attributes givenname user.givenname
. surname user.surname
> Security N )
emailaddress user.mail
> Activity name user.userprincipalname
Unigue User Identifier user.userprincipalname

> Troubleshooting + Support

e SAML Certificates

Token signing certificate £ edit
Status Active

Thumbprint

Expiration 11/27/2029, 11:04:39 AM

Notification Email

App Federation Metadata Url - - . s
Certificate (Base64d) Download

Certificate [Raw) Download

Federation Metadata XML Download

o MEE 1 (A SAMLALE) #, H i /“ﬁiﬁ"o

I I 25 R “BE A SAML T & ) 1] AR
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 Copilot @ 5o
: TENB OT RESEARCH AND DEVEL...

Basic SAML Configuration X

E Save ,!-'3.,'_'J Got feedback?

Identifier (Entity ID) = @©
The unigue ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL e

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state |

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url e

3. FEDRIRFT (24K ID) "HE T, % N\ Tenable B A2 5 1 I ISF ID( 451 41, tenable_ot) «
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4. {E“[nl 5 URL( W7 5 78 2% & Ik 55 URL) "HEH, i AN A 2CH) URL( 1 an, https://0T
Security) .

l FE R AR IR A B 2 URL BB 9 it A&, AT BLAE 5 A6 i B 72 A 24T 12 2

5. < (A2 AR AE I 0 9 6 1“2 A SAML i 8 * T 4% .

6. TEZE 43 (& E) F, i Oy #4010 L E # Microsoft Entra ID 47 I 77

o Set up Tenable_OT

You'll need to configure the application to link with Microsoft Entra ID.

Login URL | https://login.microsoftonline.com, .. Iy
Microsoft Entra |dentifier | httpsy//sts.windows.net/ b
Logout URL | https://login.microsoftonline.com/ .. I

7. V12| OT Security #= #ill &, R J5 # 2 “H & H">“SAML”,

8. Ly e B UL R B B SAMLMN AR, I 5 5= A 1 EDRS I 21 “IDP ID7HE A
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Configure SAML X
iop 1D *

[ https://SAML_Host.com ]
IDP URL *

[ https://SAML_host/saml-authresponse ]

CERTIFICATE DATA *

____________________________________________________

USERNAME ATTRIBUTE *

= |

GROUPS ATTRIBUTE *

[ GroupsID ]

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

Cancel Save

g fE Microsoft Azure % #ll & w1, # By B bR LL&E 1] % 3 URL.

10. &[5l OT Security #% il £ K & il 118 K G 2] “IDP URLHE .
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1. 1E Azure 41 & 1055 3 #4> (SAMLAE ) H, %t FiFE 45 (Base64), #. i “ T 37,

12. & [a] OT Security 4% fill &5, ££“UE 45 B4l "4 70 T, B 00 2 4 Uk 45 SO F IR e

13, 75 Azure $ 1 4 125 2 4 5y (R M F 7 ) it sk G4,

14, fE“HAth 75 8173 4> K, %8 ¢ & ¥ 5 {8 user.userprincipalname X i [ 75 B 4 #% URL.

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns £ Got feedback?

Required claim

Claim name

Unigue User ldentifier (Name 1D}

Additional claims
Claim name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd...

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

~ Advanced settings

Type

SAML

Type

SAML
SANML
SAML

SAML

Value

user.userprincipalname [.. ***

Value

user.mail
user.givenname
user.userprincipalname

user.surname

15. & [A] OT Security % il & JF K b URL K5 I 21 “H 7 42 J& 1 "HE

16. 7& Azure 2 il & W, B “+ I o4 7= B,

S I 2t LA RS B AR
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims -

<+ Add new claim| -+ Add a group elaim| == Columns | 2’ Got feedback?

Required claim

Claim name Type Value

(O Groups assigned to the application

Unique User Identifier (Name ID) SAML useruserprincipainame [ ***

) Source attribute *
Additional claims

[‘Group 0 ~
Claim name Type Value
saML usermai 1 . [] Emit group name for cloud-only groups @
SAML usergivenname - Advanced opt
SAML

SAML

17, AE“F U] N2 [m] W0 L6 b5 b Y 7 G R 22 "y o, IR BRI A AT, R B R A

EE WRAE Azure TR M T A RE, Wk BCA N AR AT AR a4, JF A
Azure N 2 4R fit 7p Be 25 N A2 77 (K P 4

18. 1F “H A 5 73 4y v, 58 H B 7 9F 5 #1) 5 {H user.groups [All] 2< BE 1) 75 B 4 R URL.
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery » Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns & Got feedback?

Required claim
Claim name Type Value

Unique User Identifier (Mame D) SAML user.userprincipalname [... *=*

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname

~  Advanced settings

19. i [a] OT Security 4% fii] &5 Ikt & il 19 URL K5 I 2“4 J& 1 "HE o .

20. (W] ik) A£ i I8 VHE oA I SAML B A

3 30 % Azure A F B & 3 Tenable 4

IS B, 8% Azure 43 B OT Security B FE o 40 735 %5 7] #2 F &4 7 #AUR 78
48 E , £ H 7 2 Azure 45 T g I OT Security A 7 4H (31 A RBE I ff 0 — 40

BURR) 22 18] 13E 47 il 3 45 4F - OT Security Tl € XHIH P H N EH G RH P 220, %
A U BEERMEE AREZEE, HSRESEH. LA Azure H 7 2D

I3 B — AN WL E OT Security P4 K 4H .

EE S SAML Sk E B A M O E B R (S 7, BRSSP AME R R T A
BURR - 70 BC 21 22 A H 7 A F P RT RE A4 7 e v (9 AL ABURR
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¥ Azure ] 7 LS 3] OT Security, 15 3047 LR #4F
1. 76 Azure 1, SN2 “H P A TR, SR 5 B+ U 4
2. FEUNIN BT R AR, R R IE R

BRI 2 H B i

Home > lilil | Users and groups >

Add Assignment -

TENB OT Research and Development

A\ Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to
the application

VE R U0RAE Azure R T A I EIF R $E 7 U RO g N AR Fe AT A 2 A A, W)
A DAy Fe i A 2 AN

3. MEIFEFEA LM, 5 Hdr g #%7.
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Users

Selected (0)

z) Reset

() Try changing or adding filters if you don't see what you're looking for.

Search
| | No items selected

25 results found

All Users

Name Type Details

User

User

User

User

User

User

User

User

User

O 00 4doooogd

Be Be Be Pe Po e Po Po Do Bo

User

4. Byt EC”, KM o B E N R
R 2 W B FE R 4 .

5. sk () R oR &R BoR iz P (B0 T B T

-977 -



Home >

Users and groups

Enterprise Application

0« + Add user/group &7 Edit

tial () Refresh 5% Manage view &P Got feedback?

Overview
@ The application will appear for assigned users within My Apps. Set ‘isible to users?' to na in properties to prevent this.
Deployment Plan

Diagnose and solve problems .
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration

Manage

O First 200 shown, search all users & groups

1! Properties

8 Owners Display name Object type Role assigned

O . User User
S2 Users and groups
 siogie sgmon e ser ser

@ Provisioning

L, Roles and administrators

£ Application proxy

C self-service

J Custom security attributes

>

Security

~

Activity

~

Troubleshoating + Suppart

S I 2t LTS L A
FE AN S A, R

S I 2% H B AH T .
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Microsoft Azure P Search resources, services, and docs (G+/)
Home > lilil | Users and groups >
a.
X« & Edit properties O Refresh | @ Resetpassword (9 Revoke sessions £33 Manage view
| A& Overview .
Overview Monitoring Properties
& Audit logs
D sign-in lags Basic info
¥ Diagnose and solve problems
El Custom security attributes
L. Assigned roles
& Administrative units
£ Groups
® User principal name ] Group memberships
Applications
P Object ID D -
. . Applications
i Licenses .
Created date time Sep 6, 2024, 6:11 PM
[H Devices Assigned roles
User type Guest
Azure role assignments R . N
Identities ExternalAzureAD Assigned licenses
@ Authentication methods
B New support request My Feed
a Account status & B2B invitation
@ Enabled Invitation state: Accepted
Edit Reset redemption status
Quick actions
—_
—
—

Edit properties

7. R DS, B IF R )R G 2 Tenable (19 41 1 18 .

Home >
& | Groups
User.
5« + Add memberships < Remove memberships &) Refresh | == Columns | A7 Got feedback?
Ovens
& oveniew [ search groups |+ Add fiters
H Auditlogs ‘ .
Name T Objectld Group Type Membership Type
2 sign-inlogs
O . OT _test Security Assigned

¥ Diagnose and solve problems
] Custom security attributes
&, Assigned roles

& Administrative units

&8 Groups

B Applications

%4 Licenses

[l Devices

¥ Azure role assignments

¥ Authentication methods

B Mew support request

A7 Got feedback?

1

Email Source

Cloud

al

8. & I8l OT Security £l &5, JKe & i (19 EURS W 21 B 75 (10 4L 5 ID7HE oo 9 o, 8 B o A

X4 1D,
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Configure SAML X

GROUPS ATTRIBUTE ™

[fsf

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

READ-ONLY USERS GROUP OBJECT ID

| |

SECURITY ANALYSTS GROUP OBJECT ID

| |

SECURITY MANAGERS GROUP OBJECT ID

| |

SITE OPERATORS GROUP OBJECT ID

| |

SUPERVISORS GROUP OBJECT ID

Cancel Save

9. Xt Z Wit 2 OT Security H AN [FE I 4L & A A 8 2D 3R 1-7,

10. B o “OR A7 LU BR A7 358 AT I 9% A1 00 T A
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OT Security il & Hf 27~ SAML i, K& S EmE L.

(I SAML single sign-on log-in
Populate SAML account with the following

ENTITY ID (& Tenable_OT_

URL (& httpsi/.

Configuration details

IDP ID fsfsf

IDP URL sfsfs
---=-BEGIN CERTIFICATE-----

CERTIFICATE DATA

Read More
USERNAME ATTRIBUTE fsf

GROUPS ATTRIBUTE fsf

ADMINISTRATORS GROUP OBJECT

Mt
1D

% 4% 58 Azure F Al B

U B 52 B Azure R EC B, S BT LN R E -

1. {E OT Security*SAML” T [ ', B¢y o #% 40 LA & #) S24k 1D,

SAML

(I SAML single sign-on log-in m

Populate SAML account with the following

ENTITY ID enah\E,OT,

URL https:/

Configuration details
IDP 1D fsfsf

IDP URL sfsfs
-—---BEGIN CERTIFICATE-—-—

CERTIFICATE DATA

Read More
USERNAME ATTRIBUTE fsf
GROUPS ATTRIBUTE fsf
ADMINISTRATORS GROUP OBJECT 11

D
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > il

lilil | SAML-based Sign-on

Enterprise Application

i Overview
Deployment Plan
X Diagnose and solve problems
~ Manage
1l Properties
& Owners
s Roles and administrators

82 Users and groups

D Single sign-

@ Provisioning

£ Application proxy

C Self-service

] Custom securlty attributes
> Security
> Activity

> Troubleshooting + Support

T Upload metadata file

Set up Single Sign-On with SAML

) Change single sign-on mode

l O Copilot

Test this application 57 Got feedback?

An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-an whenever possible for existing applications that do not use OpeniD Connect or OAuth. Learn

more.
Read the configuration guide <7 for help integrating Il
Q| .. SAML Configuration

Identifier (Entity ID)
Reply URL (Assertion Consumer Service URL)
Sign on URL

Relay State (Optional)

Logout Url (Optional)

(2] Attributes & Claims

A\ Fil ut required fields in Step 1
givenname

surname

emailaddress

name

Unique User Identifier

© SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url
Certificate (Base64)

Required
Required
Gptional
Gptional
Optional

user givenname
usersurname

usermail
useruserprincipainame
useruserprincipalname

Active

11/27/2029, 11:04:39 AM

h l i i -. D

Download

Basic SAML Configuration X

save | 2 Got feedback?

Identifier (Entity ID) * ©
The unique ID that dentifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Default

[ Enter an identifier |
Add identifier

Reply URL (Assertion Consumer Service URL) * &
The reply URL is where the application expects to receive the authentication token, This is also referred to as the “Assertion
Consumer Service* (ACS) in SAML.

Index  Default

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This feld is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL v

Relay State (Optional) ©
The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically
2 URL or URL path that takes users to a specific location within the application.

Enter a relay state \

Logout Url (Optional)
This URL is used to send the SAML logout respanse back to the applicatian.

4 V1 %] OT Security, %A J5 7E“SAML" T [, 05 & #4411 LA & ] URL.
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@ System Restart ®

In order to apply the configuration changes, a restart is required. Restart may take a
few minutes and, during that time, the system will not be available.

Cancel Restart Later Restart Now
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Authentication servers changes are pending a restart @
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