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i (CIP)

UDP 47808 BMS #% ffil] #% EH T A& B
BACnet/IP i {5

TCP/UDP 48898 Beckhoff ¥ % EHTESA SN TREESW
ADS/TwinCAT 1%

UDP 48899 Beckhoff ¥ % ADS/AMS % 3, (TwinCAT/Beckhoff
IPC)

TCP 50000 Siemens % £ SIPROTEC 4 7 4t i@ {5

TCP 51966 Honeywell % %  Honeywell %45 L K (FTE) J& 15

TCP 55553 Honeywell #% %  Experion PKS 1 ff) 4% il $h 47 35 53
(CEE) # 15

TCP 55565 Honeywell % % W] 7E Experion PKS H 528l 7T 4 K

A E LUK (FTE) 1815

OT Security 42 %,

DL o N PR T IR ZS, PA# 5 Tenable Vulnerability Management i1 Tenable Security
Center & Bl 15 o

AL ¥ K HENR H i

& TCP 443 cloud.tenable.com Tenable Vulnerability Management ££ i

-62-



O

& TCP 443 Tenable Security Center Tenable Security Center ££ 1,

OT L
i [ | BEMNR H K
& H 443 OT Security HIkE OT AL B Ad Xt .
f& 28306 OT Security 5 OT AR B & H%
loT i& £ 250
A | BENR Eh:]
& H TCP 10146( % 4= i I1) loT & % 4% ¥ ICP iE#: 3 |loT &4 # /L
& H TCP 10104( A~ 2 4 i 1) loT i%& 2 2% ¥ ICP %3] loT L2 /C

% OT Security ICP

l H 4% : 2 %% OT Security ICP Jf i % 18 FH .

VAR P
o ES R EAES
MR B T L 44 I IX e 2D I 22 0 OT Security ICP 3% 2 21| X 2%

o 223 OT Security ICP fiff 14 1% £

& : Tenable #Z it ) Tenable Core fiff £f 2 i % %% Tenable Core + OT Security. {1 5 72 %5 75 5%
HEid & b, TiaFELEH 2. AREZELR, 152 M/ Tenable £ 1) 4 F P47
Tenable Core + Tenable OT Security 4> 3 % 357,

o %% OT Security ICP & #l % %
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Ja 875 B%

o ¥4 OT Security i 2 £l [ 2%

Ni

‘73 OT Security ICP #ifl £ i% %%
# 7T LUK OT Security ¥ # 25 EHLAE b, AT DL B 26 JL e P i b, ) s i

N :Tenable & & 76 5 1 I 58 B % & Tenable Core F11 OT Security # & 1] 5 4 AIF 38 1) 3% A it B A1 &%

B, W5 R i B BIHL R B T KA i R B

ML 28 22 %
# E ¥ OT Security B 2% 22 2 B bR (19 JE~F) ML 22 E, i #0047 BA R #e4E
1. B AR S5 25 B oo i A ML B PR AL 1U i il .

EE:
o HHLRALZEEE M .
o TR ER B R HE R O (A T S TR B A S L (A T THAR ) R i g

2. RGN 2 e IR 22 (R AR i) , R ML IR 2 3 o R (e i) e BIMLZE £, DLfE

Rl B B BIHLR L
3. R FR AL A AT Uit H YR R AN Ji T AR AR R R S 1, R R ORE B Sk i N S LR
]
B AR E 22 3 OT Security 4%, 15 #1047 AT #:1E

1. W B & A T % B R (s ) b

—-

EE:
o B PR STHCFHE T
o TR ER B R HE RO (A TS TR ) A S L (A T TRAR ) R i g

o WMRKKEETZA H A F B & o, EH R R (6T 5 R ) 5 A 28 as

6], DAASE IE % 46 AT A

2. Ry 4R A A AL YR 2 A N A AR R A YR i 1, PR R A Sk 38 N S U LR
AREZNWEZEE, 1§52 W PRI & F .
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https://docs.tenable.com/OT-security/3_18/Content/Installation/InstallTenableOTAppliance.htm#Step7

Ja SR AE
¥ OT Security % # 31| W 4%

7t Tenable #2 it ) i {4 I $4 17 Tenable Core + Tenable OT Security 4= #7 % %%

Tenable Core + OT Security & Tenable $2 ft i) B 75 il £ | 71 22 3% 1% HF 56 B FH Zh g o 76 F- 2L i il
N, BEUCHEAT AR e 3 (L RR R E R R

I R RS SOE R R B &, AT DL R .

THa6 2 i

HRERALTIH .
o M # AL € 2 7] 5] 3 USB [N A7 3K 3h 4% (1 B H A2 Fr, %1 4 Rufus.
o AT
o AT &0 N, Bl PUuTTY,

* KT 8GB ) USB I3 &%

34 42 % Tenable Core + OT Security ISO X 14, i #1447 LA T #:1F
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1. M Tenable T # 5T i T 5 B i1 & £k 1SO XA+

Tenable Core + Tenable.ot (OL8)

@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot VMware Image 2.75GB Mar 15, 2024 Checksum
20240315.0va
OVA Specifications:

o CPU: 4

o Memory: 16384 MB

o Disk: 205 GB

o Includes Tenable.ot 3.18.51
@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot Installation ISO 958 MB Apr4, 2024 Checksum
20240404.is0

o Requires aninternet connection

o Installs the latest version of Tenable.ot and

the latest system packages

@ & Tenable-Core-0L8-Tenable.ot-offline- Tenable Core Tenable.ot Self-Contained 3.32 GB Apr 4, 2024 Checksum
20240404.is0 Installation ISO

o Includes Tenable.ot 3.18.51

2. # USB 2k x4l A PC, 2R )5 7E DD £ 30 T K5 1SO 5 N 2| [N A7 JX 5 4% .
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https://zh-cn.tenable.com/downloads/tenable-appliance

47 Rufus 4.4.2103 (Portable) -

Drive Properties

Device
NO_LABEL (Disk 1) [16 GB] e

Boot selection
Tenable-Core-OL8-Tenable.ot-offline-20240315.is0 ~ @ SELECT

Persistent partition size
| 0 (No persistence)

Partition scheme Target system
MER v BIOS or UEFI

» Hide advanced drive properties
(L] List USB Hard Drives
[ ] Add fixes for old BIOSes (extra partition, align, etc.)
Use Rufus MER with BIOS 1D 0x80 (Default)

Format Options

Volume label
TenableCore Install 1SO

File system Cluster size

FAT3Z2 (Default) v 8192 bytes (Default)

# Hide advanced format options
Quick format
Create extended label and icon files

(] Check device for bad blocks 1 pass
Status
READY
D O = START CLOSE

“Using image: Tenable-Core-OL8-Tenable.ot-offline-20240315.is0
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ISOHybrid image detected

'@ The image you have selected is an ISOHybrid" image. This means it can be

k. written either in IS0 Image (file copy) mode or DD Image (disk image) mode.
Rufus recommends using I1SO Image mode, so that you always have full access to
the drive after writing it.
However, if you encounter issues during boot, you can try writing this image
again in DD Image mode.

Please select the mode that you want to use to write this image:
() Write in 1SO Image mode (Recommended)

© Write in DD Image mode

3. 55, ¥ USB JX5h #5#F N OT Security 1 % I /) USB i 1 .

4. B G AT E B R & (ML E %A 115200 bps, 8N1 &) , SR J5 47 JF s 5 .
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Zmerican Megatrends, Inc.

5. HILFE /RN, #% <DEL> # N E ¥ .

6. LAY BLE N, () Sk B B AR B A
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Aptio Setup Utility - Copyright (C) 2024 Bmerican Megatrends, Inc.
ilelelll Save & Exit
i T
= Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot [Enabled] T
¥
Boot Option Priorities Y =
¥ =
v =
Boot Option #2 [UEFI 05 (WD PC SN740 T e
SDDPNQD-256G) ] ¥»<: Select Screen =
Boot Option #3 [UEFI: SanDisk] ¥: Select Item s
Boot Option #4 [UEFI: SanDisk, YEnter: Select e
Partition 2] ¥+/-: Change Opt. =
Boot Option #5 [WD PC SN740 YFl: General Help =
SDDPNQD-256G] YF2: Previous Values =
F3: Optimized Defaults

4: Save & Exit =
=ESC: Exit

7. GEFECBBYEIR #17, JFR H SOV USB KA 4

| ERE S AT R R 3% 0 (UEFT) & 2
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EZP COM6 - PuTTY — O X
Aptio Setup Utility - Copyright (C) 2024 American Megatrends, Inc.

jilsle}l Save & Exit

B e o e
Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot

[Enabled]

Boot Option PriSRiiniR{elsi:yE: I
= UEFI 0S5 (WD PC ! 1
oracle Li (WD PC SN7 4” “DDEN%D—;Jr 5)
Boot Option #2 UEFI: SanDis =
UEFI: SanDisk, Partition 2 Screen
Boot Option #3 Ejnls i = plaad =
BOECROEEn—r-.-—————— B
e Opt. =
Boot Cption #5 [WD PC SN740 YFl: General Help
SDDPNQD-256G] ¥YF2: Previous Values
==F3: Optimized Defaults
= Save & Exit =
Exit

(C) 2024 RBmerican Megatrends, Inc.

| YRR AT DU — Ok B B (0 R R SRR IZ T RE) -

8. (RAIBUT S, R REERNER .

9. W&EHBIGE, YH ML Ru, EHFMEHBITESNE (ttyS0) &3 TenableCore”, iX
AT T AR B 22 2 iy LD IR B R A I R AT I B R

R R A 1 R 1 SRR R A 28 i (VGA FI HDMI |, U AT D3k % “%2 3 TenableCore”i 17 . 7
KRG OL S, 2R & Won AR ORI AL A b
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Ef COMG - PuTTY — O X

command prompt.

RTFRHETRELE., REN RS2 \i%ﬁ)ﬁ jJ LG F i, B R oR 238 e il . 1%
Mg, RS FR RS it IEER

—%
Jass
%f??

EEAMEAHIERRRIZE, REBU RSP UT D E LT . Tenable 8 W& &5 )14
B, SR 5 15 )8 3l Tenable Core %235 7] &

10. 15 I AE % 3% 56 il Jm kY USB 3K 2 4%

e BEHEEAE
¥ OT Security i 2 21| )Y 2%

‘%% OT Security ICP J& 0 i% %%

52}% Tenable Core + OT Security ﬁB F N VMware iz fl#L, 47200 K % Tenable Core + OT Security
cova SO IR HE A R B T
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ER R E iso XM AZLTEEN ova XfF:
. i#% % 1§ Tenable Core + OT Security ft) 2 4 3K .

o MIIRIERWE T IEN, k%% Tenable Core”. i 5 i “4 ¥ % 3% Tenable Core
+Tenable OT Security”.

s BT BN H G HER P FHRBEMBEZETRE., 2T REEHE 3%
W, RIS EZREM TR IS 2R L H .

VAR AR I
o MHINEWIM R LB, AR EKRFP AL,
o BN IR X RN S 11 U n) 57 R S B T A a&, a0 vy 1] R A R ik

EW Tenable Core + OT Security #5354 RE 1, 1 04T BLF 4

1. M Tenable | %k 71 [ K % Tenable Core + OT Security .ova 3 {4 .
2. fEE HAR T 4TI VMware i AL

3. ¥ Tenable Core + OT Security VMware .ova M it Z L 5 A K LLHL .
AREEEMIME ZE L, 152 M VMware LY .

4. R E SRR, BCE KL LU 2 AW A7l 7 R AESK, LR OT Security & 4t % 5K

Hh BT IR R R SR ATEER
5. J& 3 # 1) Tenable Core + OT Security 52
2 T A BE R 2= BoR AL G Sl R . 58 i) 50l AR T BR R L 4 B B I

EEAEAERNERIERZE, RGBT D & 23T & . TenableZ 131K %5 £5 )L
sy %h, SR )5 1 8 3) Tenable Core % 3 7] & .

| 7N - A0 IR 0G0 Hh A 7 TR) DA A2 2H 23 ) B A7 1 7 oK, 1 2 I R

Ja SR AE

¥ OT Security % 4% 5 M £%

¥ OT Security i% % 3| [ 4%
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https://zh-cn.tenable.com/downloads/tenable-appliance
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-17BEDA21-43F6-41F4-8FB2-E01D275FE9B4.html
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/DiskManagement.htm

O

OT Security AJ [7] i H T+ /4 4 H 4% A1 3= 2 25 960 o ffy O 485 78 19X 28 5k itk A i 7 T 07 A 2 3t 7 45
AREZER, ES M T EF I,

B A T B A A
KT N 2 B2 T IE B B M & A2l (B E N AP IR TR 5 ICP s HIER) .
iy PR AE BT 3% 1) OT Security 1% 7% 4% 11 L i# i Tenable Core Fit. & 1P bk A1 H A 3% %5 % &

b SR S5 B2 4 R LA € B A A €, R T A B I B B3 I A
BLE 1 A2 1143 W 1P B b JF AR5 75 92 R T30 WL 33 1, L3195 300 90 il 0 3 9 ) 24

AREZEER, 1ES S 2 &5 € 5 85 (35 45 0 1) .

9 5% i 4%

B— e E Nk E TR W I RS D ER R N Bl b el E R DG H
Fr (SPAN/RSPAN) #2 [ . #& 06 Z0 e & o 1 8315 4 68 1L OT W 4% B iSCFN I8 43 4/ A 1E 8 i) mT L
P

VER ] DU OT 4% 26 2% B 3 2% X i #2 SPAN (ERSPAN) Hfi 3 7 vk d i 8 4% 2 1 B 456 I 4% 1 It

EH o

17 EK% OT Security ¥ £ 1% 2 21 W 2%, 15 #0147 BL T #21E -

FERE A e b

Tenable $& {4t 1) i 44 152 2% 1] BE Bl Y 2% Fb 0= A1 287 ( RJ45 B SFP) 19 W 2% $2 11 . OT Security il
GIET NG AEEFMBNE O 7S B, & DUR 38 75 228 o b id & .

£k Tenable 42 fi (i 1 £, & A5 R M ik 382 0, 285 5 F 315 3 OT Security %
BWILRE o B OR LA N REAS A SR AT R

E R UL e 46 |

IR A cova SR ERE B, WiZ v & ) I AC B 1 DU 4 % 1. RT DLAE 8 S 1A
B Ja BB BN I HG At R 2% 3 S g 4 .

WRECATH iso 8¢ .zip (Hyper-V) XA HE B @ L 4, 15 B0 B P 75 20 10 N 2% 4%
M.
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MaORIZ I RGBSR PR EREE BN . A XRAEEUN LRENENEZHEE, S0
VMware 3 #%4 8¢ Hyper-V SCAY% .

fic & OT Security ICP

l H A e 2 B BLBEAT B0

4% OT Security ICP J5 , 7 LA & OT Security. it & ¥ & DL N2 3%

. W & Tenable Core i it CLI 8¢ H /- 5t 5¢ il Tenable Core B ¥ 45 1% &

2. {f Tenable Core I % %& OT Security: 7/£ OT Security _I* 52 i Tenable Core % %& .

3. i 2% m Sl & OT Security % B i F %2 %% v S i B OT Security ICP [ & A% & .

% & Tenable Core

Tenable Core ) #] 44 fic & 7] LLiE i+ CLI #1 Tenable Core A /' FL1H i3 4T
1& 0 2 H Tenable Core H 7 SL1H 7 g 5¢ 1l RE 401 15 7% 30 & I C & .

l&% WERARAE “30 B N e AR A 7, IE E BT E Bl B .

i# i Tenable Core H J* Fit [ #E 4T ¥) 46 i B

3/ i Tenable Core il J*' 5L 1H ( 7 7 https://<mgmt-IP>:8000 3k HY) 52 I 4 B B, 475 E N
VA J LA R Y 4 T

W ARG B B P bk, DT A A B B i 2 ) PC EGE 2B A W 2% 7 18] BL R AR — i
[t} Tenable Core F J* 7L 1f] :

e RGO 1 BIAVEFEEE D, Hild E IP Hlk 192.168.1.5/24

e RGO 4 TREED, WRLE IPHu A 192.168.3.3/24, W1 7 J5 A& ¥ &k, 7 ¥ H FH T &
SEF.

BE o PC 5Y 28 i A B W B 3% 7% $2 3 Tenable Core, 15 $1T BL T #:1F
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https://docs.vmware.com/
https://learn.microsoft.com/zh-cn/virtualization/

O

1. LA K 9 BB 25 3% $2 PC A OT Security ¥ £ 6 H dr — AN T & 3 1 .
2. £ Windows & 4, { H win+R 7 71 “iB847”, %1 A ncpa.cpl LLFT FF“PKZEE".

Run X

(1]

@ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

QOpen: ‘ ntpa.cpl| w

'!" This task will be created with administrative privileges.

Cancel EBrowse...

G’Ci-vljd- Peetwoek gt Inbermaet 5 Wetwork Connectaaas + = | by || Searn Merwars Commectarns

Organize =
- Lecal Ases Conmection
Network ¥ hietwor om
& i il Coompuscs Winetess- USE Adupter
Stabun
Cragnase

W Eredge Commections
Creste Shortond
Dieles:

% Rename
§ Pepes

3. Bk L R (O R ER) SRk R
SO 2 BoR A ER B E O .
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Connect using
& Iuel(R) PRO/1000 MT Network Connecton

(oo

i = Chart for Microsolt Metworks
Eiﬂui'ﬂﬂm

o B Fin arc Preeer Shveng for Mossaoft Hetwerks
W 4 et Protoss! Versen § [TCR/PVE)

W 1 interet Protocel Viersion £ (TCPAPvd)

W i Link Layer Topology Discoveny Mepper L0 Driver
W 4 Link-Laywr Topology Discovery Responder

Descnption

Y

4. % “Internet Pr il iR 4 4 (TCP/IPv4)”, %X 5 i “J@ i
i 25 R “Internet B AR & 4 (TCP/IPV4) J& #7511,

Internet Protocol Version 4 [TCP/AIPwd) Properties 4
General

Yo 8 et IP settngs seagned sutomatealy if your retwark SDporE
s capabiity. Otherwse, you need to ask your network sdmrstrator

for the appropriate P setings.
() Ok & 1P skdress automaboaly
{8 Use the folowing [P address:
Dbk DNG senver address automatically
{8 e the Folowang DNS server addresses:
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)]

CEFER TSP L,

CAEIP HEHEAE J, N E R O E S P . B4, 192.168.1.10 £~ & Gt i
1 1 BRI hE, 8% 192.168.3.10 Fx R i 1 4 BRI M b .

(o))

~

. AE“F MRS HE 1, i A\ “255.255.255.0”,
. MR
9. 7& Chrome % %i 2% /1, T & https:/<mgmt-ip>:8000.

00

Tenable Core

User name

Server: tenable-bztwsz8g

Log in with your server user account.

10. WREMAREEEH AN KD, KRG GOERCE , 285 18 H B & d /g F ik
EHEX ARELHEL, B W QY0 E H Z K,
O g 8 2 51k S )5, Tenable & 3G & & 3 IP Mk o 4n SRR FT 5040 YR 43 3w BTG
HHARZE O AT MIE KM% . HREZELR, ES WM ST EFHI,

VER A ENE Bl T o B IP Hhik |, 1% % 3 Tenable Core 3 5 F & B 5 7 AUPR |, 4R J5 4% 48 W 4% i
Ho

il CLIEEAT B 477 46 i B (7] k)
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/CreateAdminAccount.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Login_TC.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm

O

24 | CLI it & Tenable Core , i #1047 LA T 1k -

. A3 % 4% Tenable Core + OT Security H firik , i F £ 47 % fill & 1% 32 ] OT Security i
% s

2. {4 wizard 12565 admin & 3% .
DU 2 H B ) 28 80 3 A8 2% ity T .

2@ COM6 - PuTTY

J.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.I.J.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJlJlJ.lJ.lJlJlJlJlJlJLJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.L

attempting

(k) EECEE B P AL, ERA y.

l VR I R E BB b 1B, Wi & n] PL# ] sudo nmtui iy 4 Vi ) I 3%k 10
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a. HERARO 1(WRMEHF 2w ORE, WEFERGERD 3) .
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Ethernet
System portl
System port4
System port3
System port2

<Add>

{Delete>
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b. #%Enter.

O £t LG B R 1 .
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c. 7E“IPVABE B HE b, % U “< B 3h > o <F3h>7




O

BE:
o EEMHLAAE Tenable $2 it M4 I, s 0 1 S ik VB 3) IPv4 BB &~
(DHCP).
o {F Tenable $#2ft f) ¥ & L, i 0 1 E F N 192.168.1.5/24 . #& 0] LLAE FH it
uig 1 B I H R ER A L T WG AL &, AR 5@ CLI 1 [ Tenable
Core Ul M #& % Ui < 5% sudo nmtui 7 4 3E47 5 24 .

d. {1 & k8 A, JFICE P i IP i dik L BRIA R < . DNS il 95 a4 o &8 7T LURH )5 B8 24
R E

e. MM A T 7k, SR 5 5 R A O L £ < 2 >
G IRy 25 Y B P 48 B AR I
4. FEF<BH>.
B 2> LM 4 B AR TR e T 1, SRR S I FE Sk
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.
Ef COMS6 - PuTTY

ey
e

[
e

) updat
return

5. N y I R ) H ok P oo ek AN R B T & 3% Tenable Core( 2% i 4% il £
SSH #l Tenable Core [ J* %) - & OT Security N FH 2 7 fd FH 500 (1 g 7 s
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EF COMS6 - PuTTY

6. Q&K 5, Wik i & 5N 45 3% 32 ( SSH 5% Tenable Core £ I (https://<mgmt-
IP>: 8000)) J7 1) 2% S DA IR AT B o R A

P
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Tenable OT Security has not finished installing. Confirm that the network interface role assignments below are correct before continuins

Active query ens192 ( 0 v

SPAN / Passive Monitoring ens224 ()

Management (The OT Security WebUI) ens192 (1

nstall OT Security

SNMP

1E JE #L WL A1 9E Tenable i 14 I, Tenable Core > OT Security 5t [ I 2> ) 1 % 3%
OT Security ] #275

Ja L AR

1E Tenable Core I % %5 OT Security

7t Tenable Core I % %% OT Security

Tenable 2 {1t A8 4 & 4% B BT 75 22 25 1Y OT Security N 2 FF o 76 H & XCBE 4 55 6 00 % 45 F &6
F OT Security it} , B FHE F ) Hah 2R L.

B TR JT UG %2 3% OT Security N H F2 7 2 /T, Y6 &A1 40 B /1 6 . i fR /£ Tenable Core it &
PO A U R IR i, DL EER. AXEZER, 155 W MKE S EH A
OT Security & # 31| ) 4% o

VAR P[]
o MHIRIE AA B AR
o iR & XTI Tenable Core K 48l 1 £ 147 B & 25 1 47 SSH 81 Cockpit 15 1] LB .
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https://docs.tenable.com/OT-security/Content/GettingStarted/NetworkConsiderations.htm
https://docs.tenable.com/OT-security/Content/Installation/ConnectOTSecuritytoNetwork.htm
https://docs.tenable.com/OT-security/Content/Installation/ConnectOTSecuritytoNetwork.htm

O

VER a0 BB T8 W8 SR R A AT, B DL IK P AT RR TGV U I o S B K IR 5 A 0 B
e B aE , T DA o R AR A s T Bz ok . AU ks TR, R R ARk P BE

ICP W] DLzt F2 fiff 4 e 3% % (1) 1% [ 2%, [A] I} OT Security Enterprise Manager (EM) t & %32t £2 fif 41
HEEWICP. HXMFHMSEH T RMNE 2GR, 1525 7 %117 £ X : Tenable Core ) “F i

2 {F Tenable Core ' 22 %% OT Security, & 447 LA F #:1F -
1. 7£ Chrome ¥ i #% 1 % 5% Tenable Core:https://<mgmt-ip>:8000.
2. Ffii & OT Security.

I 4 B OT Security 7T i «

I R 7R UALAEE Tenable i {4 |, R 4% & i/n & %2 2% OT Security.

indegyadming
- Administrative access Help ~ Session ¥
tenable- S @ b Q

Search

OT Security
ity has not finished installing. Confirm that the network interface role assignments below are correct before continuin

Active query  ens192 ( 0 v
SPAN / Passive Monitoring ens224 () v

Management (The OT Security WebUI) ens192 (1 DI

Storage Install OT Security
Accounts

Services

Diagnostic Reports

Terminal

Remote Storage

Update Management A

SSL/TLS Certificates

Backup/Restore

SNMP

3. ¥ili“Z %% Tenable OT Security”.

Tenable Core £ J5 5 % 35 3F Bon — NN A N“OT Security IF7E 22 38 8k T 2 I % 76 #:4F
5 J I P AT T e R T
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https://connect.tenable.com/kb/tenable-ot-knowledge-base/leveraging-the-remote-unlock-feature-in-tenable-core/110728
https://connect.tenable.com/kb/tenable-ot-knowledge-base/leveraging-the-remote-unlock-feature-in-tenable-core/110728

indegyadmi

tenable-yg6sekl7

Q Search

QOT Security

Overview

System Log

Networking

Storage

Accounts

Services

Diagnostic Reports

Terminal

Remote Storage

Update Management

SSL/TLS Certificates

Backup/Restore

SNMP

s
Sl
=
Il

Administrative access @ Help ¥ n Session ¥

@OT Security is being installed or upgraded and will be available again when the operation completes

OT Security
OT Security is configured to use ens192 for both active queries and management
URLs:  htipsy// 443
License:  Status Unavailable (not-found) Change split-port settings

Service Status:  Stopped Start | Restart

% Error: OT Security install is not complete enough to determine application

Application
Version:  Version
Role Interface Mac Address Ip Address
RPM Version: 4240 Active query ens192
SPAN / Passive Monitoring ens224
Management ens192 1

OF Security installation/upgrade v

Last 24 hours Only emergency ¥ Identifier  tenable.ot-install.sh

Filters Q priority:7 identifier:tenable.ot-install.sh

1:14 P DEBU[23/07/2025 06:14:14.830-04:00] Deploying File from /tmp/dataToDeploy515938476 to /etc/sysconfig/iptables
1:14 P DEBU[23/07/2025 06:14:14.830-04:00] Executing template /opt/indegy/manufacturing/templates/iptables.t

1:14 pu INFO[23/07/2025 06:14:14.830-04:00] [Deploy] Running SetlpTables

o TR 2, W RTEIR A5 A AT B SO R AT IR AL
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indegyadmii
tenable-

Q Search OT Security

OT Security

URLs:

License:
Overview

Service Status:
System Log

Networking Application Version:
Storage RPM Version:
Accounts

Services

Diagnostic Reports

Terminal

Remote Storage

Update Management

SSL/TLS Certificates

Backup/Restore

SNMP

4. (WIik) LR DA

-

Last 24 hours

https://1 443

Uninitialized

Running  Stop | Restart

4.2.40

Installed: 7/23/2025, 1:14:48 PM

4.240

OT Security installation/upgrade v

Priority

Filters Q priority:7 identifier:tenable.ot-install.sh

Starting OT Security

Only emergency ¥

DEBU[23/07/2025 06:15:07.843-04:00] Starting service anthology:service

INFO[23/07/2025 06:15:07.827-04:00] [Finalize] Running StartService

Identifier

@ Help ~

Administrative access

c Session ~

OT Security is configured to use ens192 for both active queries and management

Change split-port settings

Role Interface Mac Address Ip Address
Active query ens192 0

SPAN / Passive Monitoring ens224 0

Management ens192 o 1

tenable ot-install.sh (]

R EVTUEFERERALE RN EOREOFRRA 1:EH + X9 E RN RO 2: %30k

o
Z.
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Administrative

OT Security

OT Security NSTALLATION INFO:

OT Security is configured to use nic0 for both active queries and management
URLs:  hitpsy// 443

License:  Active, will expire in 353750 days Change split-port settings

Service Status:  Running Stop  Restart

System Log

ORK INTER
. . 4324
X Application Version:
Networking
Role Interface  Mac Address Ip Address
RPM Version: 4324
Storage Active query nico
SPAN / Passive Monitoring nic1
Accounts .
Management nicO

Diagnostic Reports

Terminal

Remote Storage

a. AW OEEBFRE ST, Pl ERRsmOBE".
I 2 B8 B 22 B OT Security IR E "% 1 .

Active query nicO (

nicO (VEOTRGET)
nic1 ()
nic2 ()
nic3 (

SPAN / Passive Menitering

Management (The OT Security WebUI) nicO (

Update split port configuration and restart OT Security  Close

b. f£*“E#H (OT Security Web UI)"HE /| K& Bl & 21 55— A& 0, §l iy D 3.
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@When configuring OT Security in split-port mode, be sure the selected management interface is configured and reachable before continuing

or this machine may become unreachable.

v Active queries gateway { |

Active query nicO (7 !
nicO (1 h o+
SPAN / Passive Monitori nicT 0
assive Monitoring nic2 (
nic3 ( ) v
Management (The OT Security WebUI) nic2 () b

Update split port configuration and restart OT Security | Close

c. (WIiE)FE“EINE WM RME H, FE 4L K IP Hudik
d. BEEHFIFS N OB HFEZH B3 OT Security”.
Tenable Core <= R & 77 22 & 37 J5 sl sl %2 % .

YRR AE BB B, 1 2 % 2 At T R BT R B o 58 A B R T RE R B LRI ], 3 20 v 2 ol

o

2% e i, T PR T URL HE A i) B 422 0Kk 5 5% OT Security Fl ) 51 -
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English (English) v

Otenable oT security

Welcome to Tenable OT Security setup

Start Setup Wizard

Ja SR AE
ff & 3 W) 5 fd B OT Security % B
fif F 22 %5 17) S Bic & OT Security % &

OT Security % %% ] 30k 5] S S AL B R A R G E T2 .

l ER WAL B, & DS B S (- Fm) BB R AL E

B ) 2 A m) 5, DA S B 3t OT Security & H B H 6 o B R WA & & FHLEH G 1 E R,
% % R “% 5 OT Security & H 5] &7

fifi 22 25 0 S CE DL NI H
1. R
2. W

3. 4R IF i B AN X 2 A il b 1 B

l EREERKERN TS, OT Security 2 & 7~ & = B 5 31 R 4t

-93-



% 5% OT Security & H 4% #l &
¥+ B % 5t OT Security & H {24 & -
1. HHAT P AIEEZ —

o {5 R DAOK P9 F 5 0 A8 B 4 o) T AR ol (451 o PC AN 2B 90 A L i) L 4 o 4
OT Security % £ 1) & 11 1.

o CREE B G A ul 4 B 25 A AL .

R R B & TR 5 OT Security ¥ % (R 192.168.1.0/24) J& T [7] — 7 W B AT i#% 1 &=
BB % .

2. HEXREFHE P LLER OT Security % 4%, i 47 L R4
a. HZE“MER Internet’>ME FILEfL">F R BEERHFRE".

G IR £ SO P 4 S R T
%

G{}ﬂ“ Meetwork and Inbermneet » Hetwork Connectioes » = | #p || Search Netwark Commections

k ler-ia'hu(unrﬂbm k! wmmmcm

5 Disable Compact Wirnian-G US8 Adapter

l VR ST A8 Bl Windows iz A A [R] 17 B 5 2 5

b. AR R
B 2 SR A E B
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Connect using
£ Intel(R) PRO/1000 MT Network Connection

([ Confpre.._|

Thes connection uses the following gems:

i o8 Chant for Microsolt Networks

¥ JBl0oS Packet Scheduler

i 4% Fils and Prnter Sharing for Mcosoft Networks
W 1 lnlemet Pretacsl Versian & (TCP/IPYE)

v 4 infernsl Protocol Varsion 4 (TCP/1Pvd)

b -a- Link-Layer Topology Discovery Mapper /O Driver
Wi 2 Link-Layer Topology Discovery Responder

) [ Uvis ) [ o

Description

[ Concel |

c. & ¥ “Internet tHil R A 4 (TCP/IPv4)”, SR )5 i B k.
LI 23 2 O “Internet B AR 4 4 (TCP/IPv4) J& 4475 1 .
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Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get [P settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtan an 1P address automatically
(@) Use the following IP address:
IP address:

Default gateway: | . . . |

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

(] vaidate settings upon exit  Advanced...

L EFEERA T A IP #bk.

. TECIP M hkHE 46N “192.168.1.107,

. AE“F PIHERSHE o, 4 A\ “255.255.255.0”.

L R HE

OT Security 2 W H #7 i% & -

. fE Chrome I % 2% 1, 5 i & https://192.168.1.5.
I IS 2 T TF 22 3¢ 1m) 3 1) “WR B BT %
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\ R
s Powned by Indegy

Welcome to Tenable.ot setup

l TR T A BB AR 9 Chrome A4 fE 17 1R HI 7 54 IHT .

i ARSI RERR.
A ST, BaRE P BRI

JF 45 e 1
L £ £
AP B

OT Security Z & 1] ¥ 5 FE TR EEARA KRG R E K TE.

I ER A w2, T DR E B & (5 Ftm) /R BRSO E

IEDAREPS!
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Set-up Wizard

English (English) ~

®

User Info Device

USERNAME *

| admin

Otenable ot security

RETYPE USERNAME *

| admin

FULL NAME *

| admin administrator

PASSWORD *

© 2025 Tenable™, Inc. Version

R PR L, SR ER,

R AEREN ST, BHFEREE AWK KGR G RmEE, & Bl el i ke
ARAPIKHEZEE, 7§20 A e 5.

1. £ RPEET, MANTEXRGENH 4.

WP 22w id 1240574, HREE S NS 7Ry .
2. EEFBMAR/ B D, HHmAMN 4.
3. &AWy, MANTENBFERER.

I HEREHPZRERFRAREEMESHE SRR

4. 1EBRED, WA T E R RENED . ZED LA EDSEE
o 12/ F4F
W NCE 352

. NG E
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. KT
R 2/ =
5. fEBEFMABEE T, BN ED.
6. Hili“F—3",
B I 2 4T JF 22 % 0] 3 B &0
J& B4 AE
ie B Bk
W

OT Security % %% ] 35 5] S ML B A R G E T .

I WR WA B, R DR B G (P A ) R B R R R E

English (English)

Otenable o1 security

© 2025 Tenable™, Inc. Version 4.2.40 (Dev)

& b, R ¢ OT Security T & 1115 &
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Set-up Wizard

L @

User Info Device

SITE NAME *

The name of the site where the Tenable OT Security ICP
device is installed

‘/ Site

(B tnable Usage Statistics

Enable this option to turn on telemetry and to
access the OT Security Resource Center. After
enabling or disabling, refresh your browser for the
change to take effect. Note: When enabled, Tenable
collects anonymous telemetry data from your
account. This information cannot be attributed to a
specific individual; it does not include Personal
Data. We analyze this data in-house and also send it
to third-party partners for analytics and
optimization. We use this data to identify ways of
improving the user experience in future Tenable OT
Security releases. We may also use the data for
other reasonable business purposes in accordance
with the Tenable Master Agreement. You can
disable this option at any time, in order to stop
sharing usage statistics with Tenable.

< Back Complete and Restart




O

1. E“Sh R ABRHE R, $2 4L 223 OT Security 1 34 £ 1) 44 5 .

2. (W) m ) L BE A A B e T R U) BT 5%, S VR OT Security Wie 52 38 I £ 45 JF 17 17 B
P L

3. Bii"ERIFEF B
OT Security 2= 5381 )3 3

o S AE
o EEIEEE S P B A I 14 B
e OT Security ¥ 1 ilF %

I B R 3 B A g A &

EXATEMPR. WREFE T HRormO 2k ENERNZEOACSEHACHTE), B
7E 7] LUK OT Security ¥ & 1) % Bh 2 10 7% 32 21 FLAH B W 28 A2 He L F2 O, BT 3 2 ISR 7E
Tenable Core 4 iX £ flf .

AREZER, 1ES ST 2 &5 " € 5 85 (35 45 05 1) .

A B B B O, 3 AT DR AR
1. f£ OT Security ¥ # L, $ DURK W AL 88 ( 242 i) 2 85w 0 3,
2. g o G 4 B ) 2% 58 AL b g D

OT Security ¥F 7 iIF ¥ 7%

| BT % i OT Security ff & : & # 57

l H 5 38 o W0 v AT e R AR R G D e .

Tenable 7] LR 5 & 4 Ml — 1P A9 BB i S0 VF Rl IE o &4 1P bl #6852 450 ) 5 0 B F AT HIE

Blan, BIAEA 2 A>3 36 AR R 0 IP M bk, B RG34 432 28 [A) — 79 WA 22 A 10 36 P A [R] 19
= IP Ll , Tenable 1752 4R 45 #fE — 1P ) ECE TH 5 VF AR . LRI, AR W B v, & #0 =,
BH 3NV AE.

42 %% OT Security 1% % J5 , 5t 7T LLEOE 1 7T 4E .
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https://docs.tenable.com/OT-security/Content/Installation/InstallTenableOTAppliance.htm

O

VER A T E o E B W) 4h 1k OT Security ¥F 7] iiE, i B & Tenable % /' 4 ¥ . 7£ # [] Tenable % J°
25 80 7 VP AT SIE S , 265 T LA S B A5 0 4 F T A

A ¢ N Tenable One i & Tenable OT Security F1 B & A X Y 7T 1915 &, 76 2 W Tenable One
B R ).

AR caili

« 22% OT Security % % »
o FAR I A VT WK % I M Tenable W 2 1 Y 7T HEACHS (B 20 > 7 755 1 7 BEA 7 4 %) -

o HHIREHA Internet (K U5 18] BLIR o 415 OT Security ¥ % & i% 4 3 Internet, 15 7] 38 i A i
PC VE M ¥ AT 3F o

o W PR A L5 iH) Tenable Mk 2 5 #1717 o 4 75 U5 i8] AR, 15 BX & Tenable Customer
Success Manager.

% OT Security ¥ 7] iF
165 0] LS OT Security ¥ AT 1IE , 318 ] Tenable ik f* 4 #1177 A1 2 55 ub o DL PR A8 1K) 5 77
BXREPFERTINTPHOEZELS, BSRESEB TP,

17 B OE OT Security ¥F 7] UE, 18 $AT BA T #1E -
1. F 4L X K 1 % 5% Tenable 1K /& F#E 1T .
G IR 2 T P DT, G A AT B A T
2. TELAN TR, BT
S 2 BB = UL, P B T & A 1) Tenable 77 o
3. i Tenable OT Security ¥F 7 iiF

“Tenable OT Security ¥ 41 {5 5”71 1 i B T J o tL i 2> 3L OT Security ¥ 7 E, 4
S H A B H A DL VE R IP RIS S E S VRS R .

4. MBIEARRG ) b, & ] 20 £ OT Security ¥ 7] 1iF AR 5
5. £ OT Security #1 2E Jl B35 IE 15
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https://docs.tenable.com/quick-reference/tenable-one-deployment-guide/Content/TOne-Deployment-QRG/Tenable-ot.htm
https://docs.tenable.com/quick-reference/tenable-one-deployment-guide/Content/TOne-Deployment-QRG/Tenable-ot.htm
https://docs.tenable.com/OT-security/Content/Installation/InstallTenableOTAppliance.htm
https://account.tenable.com/
https://docs.tenable.com/quick-reference/account-management
https://account.tenable.com/home

O

a. HifE OT Security“¥ 7] ME ¥ IE " 7 1
b. % 14, B RAFKFTIERE".
R I A ) 2 I N BT B T R AR T R
C. FE“VF AT UEAURD "HE H , b b e M = A8 BT A2 ) AR ( BOE AR
d. Fd Wi,
OT Security Jii FH “4 B BEUE 35735 77 -
e. Pfi“ERIEFR".
R I A 0 2 L R A RS IE 5 T AR
f. B R SCA B BIBTRGAR”, SR )5 5 “SB R
OT Security £ 4 B iE 45, %0 20 7E Tenable K /& 3 [ 7 v 32 41 3% 90F 45 4 B8 s sk

\\\\\

 AER IR 3 A BOERE T, i B iR EE L, 17T Tenable ik /A FHL ]

l VE R 0 B VAL ), A ph AR RE .

. TEMK P 3] 1) Tenable OT Security 77 & U2 TH 5o Sl g "I 00
RIS 2 Il R TR
- LG Rl , UE  E E R> B RE R
R IR 2 BT I vk R
a. (Alik) fEBRBETHE Nl R 4 R
b. E“R/NHEH, i N F 73 B 25 Ll mi 1 1P bk i #2 .

l R ER B RO VERTIE RO 1P shhk K, 5 68 A AL T KN HE R T I B

c. 7E“BRYEUEH "M, K5 M OT Security & 1] (11F 5 . 15 2 7 4 98 1.
d. sSdi“glg”.

-102-


https://account.tenable.com/home

O

10.

11.

12.

13.

14,

A 2t B — AN B S AR 1 6 5 A o I — TR AR BRI AR, b 20K B
3| OT Security 52 i .

e. i o 4,

f. B BIN
LAl 2] OT Security S2 1, 25 3 20 /£ By N BOHE ARG E 70, 5 R AN BoE A7
I R 0 2 L N B ARG T AR

75 W VE ARG HE b, K UG 445 M “Tenable OT Security 1 /& 387 51 5 1] 18] — U 1tk A= AR
. 15 S 2 % 8e.

OT Security & 7~ — 26 H1ATH B, 8 R4 C I 0T , JF B OT Security %t 1H «
LN = i
OT Security 8 . 5 H 377 LAE A -

1% 5] 3 Tenable MK /28 #1171, 78— IR A i W0 AR RS 0 i A o, ) i RN BARFF
Bos W AR R L AE

LN 7 R N
SN 0 ) 3 05 4 B AE OT Security f “Uh p7ik IR o .

S H VR AT IR
0 2 e P DR S K VT IE Y PR S SOV T R, ST LS VF T E

JFaR 2 i
* Tenable 7/ 28 #6200 CUAF e 28 48 v BB VR AT UEAS 5, 84 B8 BB BT (0 VR AT IE .

o 7 2 Internet 1 U5 i) AR o 41 5K OT Security & % K % #% £ Internet, J 7]l i £ {77 PC %

- VF T AIE

40 S5 E v AL, U AT LR DR
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https://provisioning.tenable.com/

RS RGERE SV
B £ HY VR AT R

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. TEWAETSE T, I R
HET 2 A AR RN R RS IR

License

LICENSE TYPE Perpetual
MAINTENAMCE EXPIRES Dec 29, 2503
LICENSED ASSETS Unlimited
LICENSE CODE

COMPUTER 1D

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to .
: ’ . Enter Activation Code
activate your evaluation period

Cancel

3. TE“(1) ERRBEE R HE F, o AR RE S
U B AR B UE T AOKS 5 BE E S — iR R .
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Generate Certificate X

ACTIVATIOMN CERTIFICATE

Ik Copy to clipboard

4. B R SCAREH BB RERR ", 285 i SERR
BRI, 0] T AR 2 Ok
5. %%E Tenable M /= & B 7] o (13 fUVE4E(E

a. ff Tenable Ik /7 & H# [ o, 5 /il £ “Tenable OT Security 7 41 {5 BT, 2R 5 1F
T8 T Ik AT R o TR L

BRI 2 e A
b. Wil PGB

-105-


https://provisioning.tenable.com/

O

G £ HH B AZ 3t A1) G T
c. MRS T TR B .
d. 7E“BIEEHHE b, kG5 %5 A OT Security 7“4 BRAE 578 11 vh &2 1 f910E 35
e. A EH".

1 R sl 2 S o A B YU AR B 6 O HE o I e — MR AR R AR S, 6 20K L 3
OT Security 5 ]

ol o) R, RS S CHINT.
6. Sl OT Security SZ 1 .
7. £ QMABBEBREE T, S RmABERE.

8. TE“WRIEAHL HE  , K4 i 445 M “Tenable OT Security ik F7 & B8/ 71 & ] (1) — vt 42 AR
I

Enter Activation Code x

ACTIVATION CODE *

9. HLWIE”S

OT Security £ 5 7% % 5 £ e D0 19 0 Y3 8., 9 FL“YF W 9E 00 1 2 % 6 3 s O ¥F
TE A B
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O
£ B AR 3T B VR AT IE
1. PAT B 7 o R TR B IR 1 & 4
2. 1E“(2) N BIE ARG HE b, S| B IR 5 T P 4%

License

LICENSE TYPE Perpetual
MAINTEMANCE EXPIRES Dec 29, 2993
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER 1D

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to o
) ) . Enter Activation Code
activate your evaluation period

Cancel

‘B LR WIE OT Security” & 14 78 38 1% T 1 #1 FF
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Otenable  Account

Tenable OT Security Offline Activation

Activate your Tenable OT Security instance offline. For detailed instructions on
offline activation, visit the documentation page.

Activation Code
Enter your Tenable OT Security activation code

Activation Certificate
Enter your Tenable OT Security activation code.

Accept License Agreement
Please review and accept the Ten

| have read and understand the Tenable Software License Agreement

Submit

TR AT DUAE O M B % B4 N BLR URL PAS i) “BS 20 0% OT Security” 5t

¥ : https://account.tenable.com/offline-activation/ot-security

VEE W R K B 5% tenable.com, 1 a] DUAE F HL - 15 4 b Jik A0 8 B3E AT 8 % . 3 48 A 4 SOVE T
WEARHS () H T B AR bR 7 o an SR 8 4, AT DL 5 S e B AL (I i BRI s BEAT R 1) Bk
It & Tenable % P & 7,

3. TE“BIEARNIEHE A, Fr N 20 745 ) VR RN EARTS (7T YR RTE & & kG ) .
4. 1EVIEE M A, L G BEIE .
5. R E ML I M Tenable HAF o iE Ph U7 L HE .
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https://provisioning.tenable.com/activate/offline/tenable-ot

Otenable = Account

Tenable OT Security Offline Activation

Activate your Tenable OT ity instance offline. For detailed instructions on offline
activation, visit the docu ion page.

Activation Code
Enter your Tenable OT Security activation code.

~ |have read and understand the Tenable Software License Agreement

| VER W E A E AL B, 1 #d “Tenable #44 ¥F AT UE P 930784 $2 .

6. Fi AL
OT Security 2 4 B B0H A0S
7. B HIBIE AR, iF A O 14l
8. IR [fl OT Security H1 {1 “VF AT UE 1% 1 K, 48 )5 5 i By N BB AR AS ™.
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period
Cancel

PR B A O\ ST AR ) T A
9. 7E“BOEARGHE b, R WG EOE ARS8 5 BT WS

-110 -



Enter Activation Code X

ACTIVATION CODE *

] 1 B o< A B 2% 7~ OT Security © 58T ¥ 7T HIE .

BT 4146 A0 VF AT AE

HLHT ) AR A VR AT IE R AN FR G IR 2 VE AT E I 0 B B VE TR, R S AR R G0 3 0 1A
WO VAT UE 2R ABL o 0 SR FR S E R ) 46 A VE ATk (B A0 SR B R B VE AT AE) , 1 4 A DU R
FP o

AR i

« Tenable 7% /* £ B 4 4 £ 76 30 2 45 UK 97 ¥F WD HIE, 36 05V T HEAR D (20 A R I
BT

o 5 Internet i i BUE . 40 S OT Security ¥ % 75 1% 3% # | Internet, % 7] il i /% 1] PC
TE VR AT .

A B E AR ALV AT IR, T IAT DA #RAE
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RS RGERE SV

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. fEBAESERT, E BB T TR
S 2% LT
3. R EHBIIEA".

@ Reinitialize License X

Are you sure?
Once you complete the three-step process to reinitialize your license, the current
license will be replaced by the new one. Until the process is completed, your current

license will remain in effect.

Cancel

B £ B R ATENE 11, 3o B = R R 1 R
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License

LICEMSE TYPE Perpetual
MAINTEMNAMCE EXPIRES Dec 29, 2503
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to reinitialize your license

o Enter license code Enter license code

2 Generate activation certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to
activate your evaluation period

Cancel

4. 128 R G0 30 RO VAT IE o 15 2 B E0S VERTIE”.
PR AL EE ARG S5, BT 00 VR AT IR A B 4 2 BV T
Jo 2E AR
J& J OT Security & 4t

J& 7)) OT Security

l HAw: 53 R4, I IT a6 681 1% & 9 k3 &2 OT Security 7 K

fic & Tenable Core + OT Security J& , Ji F & 4t UL 45 1 1 OT Security.
1. JaJH OT Security & 4t : 0 ¥ 7T i J5 )5 OT Security &4 .

2. {#i f] OT Security: it B 52 Wi 12 10 WX 4% < S 150 85« FH P o LA 5 43 56 9F Al 45 2%, LLITF 4R 16
H OT Security.
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ot_reinitialize_step1.png

Ja H OT Security & 4¢

| BT & i1 OT Security £ £ : & 5 5

58 % VF AT E 00 J5 , OT Security 7 5o~ 8 B 444 .

( )tenable.ot

System is Disabled

Enable

J5 H OT Security A" fE ¥ i & 4t i #% L D g, 4140
o VAN 4% o 1R
o W SN I % T A Y 4% U R
o AL PEE O TR
& ar LUAE HE P S T X 2 Th RE B A g 1 I P A 08 AN 3 A

I ER XS FEAT, B 7 W w] RE R 2 — e 6 4 Re R B A5 AR

WA DSBS G (H 2 ) KB d O e E M BOE 3 Bl A D Re . A G
ZREE, WS e &l

BEPH ARAE 44T, 415 H OT Security B, # 2 I BOASE A, DL B 4ol 2. 28 B
WAl s, H SN E R E > MG e T, AR5 R e BB U T 0% . AR A T R A Bh B 4

B bm R s = 15 8 B 48 sl 9%

%7 B J5 F OT Security, i #4017 L #:1F
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ActiveQueries.htm

O

,I{—i i':_]:“}?]}ﬂ”o
OT Security £ i H & 4i H &os AR >R " 1 .

= Otenable orsecurity XD  06145AM - Wednesday, Nov29,2023 8 Mr. Admi

~ @ Dpashboards

Risk =

Inventory O 8 6 O Off (NaN %) None (NaN%)
Events and Policies . W Low (NaN%) I Low (NaN%)
Medium (NaN%) Medium (NaN%)
> & Events B High (NaN%) W High (Nan%%
? Policies
> & Inventory

# Network Map
& Vulnerabilities

> ¥ Active Queries

> Network Unresolved Events by Severity (Last 7 days) [ Events Status (Last 30 days)
> @ Groups
Total 6 Total 6
> o Local Settings
None (0%)
W Low (0%) ;
Medium (100%) | Not resolved (100%)
W High (0%)

|E% FGUR A B TR 7 7R AL L B A I 8] o 48T B 7 R B 00T A #E Lk BE T 46 B .

¥ 46514 H OT Security
2% J5 , B AT iC B FE H OT Security
EEEMIV“%\Wé%

T2 B OT Security 19 B, LA W 43 9 B 0760 5 15 165 110 0 2% A1 6 10 T A X 68 . 6 2 12 M 45 0
%,

N
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Sensors Search... 0 AUTO-APPROVE SENSOR PAIRING REQUESTS (D) Check for updates B
IP Status Active Que... Active Query Networks Name Last Update ¢
{* Connected Disabled 04:37:54 AM - Oct 29, 2(
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Tenable Core

User name

Password

Server: 1

Log in with your server user account.

| HEFEW . R EA L RFBUES ERMER T, W0k 558 a2 a8 k5.

5. fE“FM KA~ F, 5195 “OT Security 15 K287
I 4t B “OT Security £ 8 28 Bt %75 11 .
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*ICP IP Address: | |

1P Uner:
ICP Pairwornd:
IEP AP Ky

Unsuthenticatsd Pairing

V£ & :“Tenable OT Security 1% & 28 Bt 54 1A LE 1 O &% vl i iy Bl BAE s 2 J5 ¥ FF &
[, & H i Tenable Core ¥z il & “BE X5 B " 2 i G 12 4 .
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10. WA A ICP 2 4L A IE 5, & AT DA 8 4E
a. 1t Tenable Core ] “Tenable ICP iE 53 7 ) “RE MR AT, 45 1E B 15 Bk .

Certificate Subject:  Tenable.ot
Certificate lssuer:  Tenable.ot
Certificate Fingerprint:

Mot Valid Before:  Sun Jul 25 2021 16:46:57 GMT+0300

Mot Valid After:  Tue Jul 25 2023 16:46:57 GMT +0300

val Status:
Appro Pending user approw. Delete

Upload Approved Certificate | Choose File | certificate {1).pem

b. sih Rt LAt ZIE S .
c. 7f“Hii\¥ % Tenable OT Security fR &2 iEFH"# & O, R B IIER".
R E R F B L ARUES, AT LR A
a. 7t Tenable ICP #% il & v, 1 #& “ZE Bt HTTPS U 5" Fir ik i 0 PR A .

b. 7£ Tenable Core []“Tenable ICP iE + 7% 4, i« E4& B HEAERIIEF N 1) “ik
FBXH

c. MBI E EALH pem k53 A,
TE B 2 R E S 5, HAE“OT Security ICP IE+ 7% o (1) “He R & "2 BoR
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Cortificrte Sulsject:  Tenatiect
Cortifiewts lamser:  Tenabhs ot
Cortificate Fingerprint
Mot Valld Babore:  Sun jul 25 3021 184657 GAAT <0300

Nt Valid Afber:  Tus Jul 23 2003 BESEST GMT-0300

( Appr 5‘-19““

Uplosd Approved Certificate | Chizcas Fie | Wo fie chosen

M. FEICPHA AT, S 2 A E > 1L RE".
OT Security 2= 7£ & F1 B8 AL 1K 48, RS N Rtk .

Sensor pairing requests are pending approval View Requests *

= Otenable ot security

11:49AM  Tuesday, Nov5,2024 @ = Mr.Admin v

88 Overview
Sensors Search, 0 AUTO-APPROVE SENSOR PAIRING REQUESTS () Check for updates B

> 0 Events
P Status Active Que... Active Query Networks Name Last Update 4

@ Policies
{2 Connected Disabled Sensor #90 11:49:22 AM - Nov 5, 2024

> i€ Inventory Pending approval N/A Sensor #92 11:49:16 AM - Nov 5, 2024

. Network Map
> @ Risks
> @ Active Queries

> @ Network

s8umasa

> & Groups
v & Local Settings

Sensors

12, iR AT, R B B AR (e B R T AT ) O I R
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Sensor pairing requests are pending approval View Requests

= Otenable 0T security | 11:50AM  Tuesday, Nov5,2024 @ & Mr.Admin v

88 Overview

Sensors Search... el AUTO-APPROVE SENSOR PAIRING REQUESTs (Il Check for updates 53
> {) Events ) . Approve
P Status Active Que.. Active Query Networks Name \ast Update L
33 Policies Delete
{2¥ Connected Disabled Sensor #90 1:49:52 AM - Nov 5, 2024

> i2 Inventory Pending approval N/A Sensor #98 11:49:16 AM - Nov 5, 2024

. Network Map
> @ Risks
> @ Active Queries
> @ Network
> & Groups
v & Local Settings

Sensors
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i@!ﬂ!“ Netwoek and Inbernet » Network Connectces » = | 2 || Search Meteeark Comnections
C
Lecal drea Conraction g ‘Wirelert Metwesrk Connection
H HetworkCverioad.com
‘ #""Qnmh: .‘cmﬂﬂu & LSH Adapter
'0‘ Brasge Coampctions
Create Shortont
Delate
ﬁ Renarne
i & Properties

b. i 5 A M E R L R A
I 2 R A MR 1

i ) Fils and Printer Sharng for Microsoft Networks
¥ 1 Intermet Pratocol Verson 6 (TCP/IPVE)

i -1 intemat Protocol Viarsion 4 (TCP/IPv4)

i i Link-Layer Topology Discovery Mapper LD Driver
M i Link-Layer Topology Discovery Responder

) (o [ oo

Description

c. 1% #“Internet YA 4 (TCP/IPv4)”, SR J5 f o5 @ 1.
LR 2 B R “Internet B AR 4% 4 (TCP/IPv4) J& 1% 1D
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Internet Protocol Version 4 (TCP/IPv4) Properties bt
General

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwse, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtain an IP address automatically
() Use the following IP address:
IP address:

Subnet mask:

Default gateway:

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

[] vabdate settings upon exit el

d. EFEMER T IP HHk".
e. 7E“IP HbhE"HE A, % A “192.168.1.10”.
f. 7E“F MMM P, % A “255.255.255.0”
9. M HEE

OT Security = N FH B W & -

4. 1t Chrome H % 28 4, T i & https://192.168.1.5:8000.

I R HEEE L Chrome 3 5 2% U7 i) Ul i 1 F 58T iR A /) Chrome.

5. 15 fl; B B2 BT
f F CLI &R &

f&sm] LLf#E A CLI 5@ it Tenable Core 51 i 5k it Jii OT Security. 5 5% i i Tenable Core A /7 ¢
[ 38 J5 4% 43 B B 2 {5 2, i 2 4 Tenable Core + Tenable OT Security [ /45 55 ) 1 ) 38 J7 %
07 FAFH CLI AT R IR, & AT LN B
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ER K8 JR £ A Tenable Core # 3 52 H T H 47 10 % 13 - A2 OT Security 3.18 2 A1 it A $h 4T
[ 58 L 2 0y o o S 4 A8 2% 08 JRL OT Security 3.18 2 RiT 45 1H i A il 37 10 4% 43, 15 16 R 08 A\ A SR EL
L) Ui B A A

THaR Z W
o HiREAEIR % tar X

E% f& m] LM Tenable Core H (1) “%& 43 138 JR UL 1] %, OT Security % 1y L. H R HE £ 15 &,
%% Tenable Core + Tenable OT Security i /7 48 78 ) H [ “48 J5 4 437
OT Security % £ S 75 %1 - tenable-ot-tenable-s2cc78kg-2024-03-21T135648. tar.

Tfi Ff CLIIE JF 48 1 OT Security #4543, 1 #4047 BA F #4E
1. ATBL N #AEZ —, LU A ICP & 45
» E % Tenable Core Jf 1j [n] £¢ ¥y
o ffi j§ SSH % 3.
2. fE% s AT LLT dr &

sudo systemctl start tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-backup.tar)

Horp:

« /home/admin/my-tc-ot-backup.tar /& & AR E R B .

VRS ETFEMRKK A A GERKR, FRNESE RS SR aiib R &0, el LUE bL T 5 A
b JR 3
1f Tenable Core i F* 5t /b ¥ i “B 4 iR JR>>“& R R H B> B R H & 827 L Fin 4

journalctl -xf tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-
backup.tar)

H.rf: /home/admin/my-tc-ot-backup.tar & & i T A & .

OTSecurItymﬁELE: ] LIF U6 U5 1) 1% B H FE R - BEISF OT Security 2 5 1EE i 47, 15 £
FH 00 5 28 38 L i 11 443 (HTTPS) % s OT Security [ /7 71 .

BHZERGH A HEITER
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TEM A TR

= Otenable orsecurity |

88 overview

> B8 Dashboards

Overview (@imuso

> [ Events

@ Policies
T13 o7 controllers
> iE Inventory @ 6atHigh Risk

¥, Network Map

> @ Risks

What's New E

> @ Active Queries

> O et 366 Assets Discovered

> 2 Groups

> & Local Settings 1000 IT Vulnerabilities Found & Nessus

Network Assets by Type

All Assets

7 \l
2. &M
TRNA T EERHP SRR ITE

| & 145 Endpoint

| @ sopLe

SI.No HFPRAHETER

1 ESCA

2 FFEH

3 BRI R/ B

4 =B B 31 A0 )

5 BIRH D

1000 0T Vulnerabilities Found

0 Code Modifications

04:46AM  Tuesday, Oct29,2024 @ 5

o

249 Network Assets L 10T Assets

@ 0atHigh Risk @ DatHigh Risk

21448 High Risk Events 366 Assets Updated

/%, Snapshots

Assets by Criticality

All Assets

7\

| Wl 113 High

| W 87 Medium
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About

Logout

2. mi“RTF .

OT Security <= & 7~ 24 I A A

Otenable ot Security

Version 4.0.4 (Dev)

Updated Oct 25, 2024
License Type Perpetual
Maintenance Expires Dec 29, 2993

Licensed Assets Unlimited

License Code dummyActivationCode

Computer ID dummyUniqueld

Customer ID 0

© 2024 Tenable™, Inc. Version 4.0.4 (Dev)
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Code Revision

IP Trail

Attack Vectors
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Active (3)

Fixed (0)

Events
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Related Assets

Sources

Overview
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ADDITIONAL MACS
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MODEL NAME

LAST SEEN

FIRST SEEN

LAST UPDATE

SOURCES

NETWORK SEGMENTS

CRITICALITY

RISK SCORE
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SERIAL

Rouge
Level 1

Unknown

ControlLogix 5560
Rockwell

1756-L61/B LOGIX5561
06:52:31 AM - Nov 27, 2024
09:53:34 AM - Oct 30, 2024
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Vendor Model
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Comm. Adapter #44
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Yuval
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DD Cd
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Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560

A0

Rouge

1@

Comm. Adapter #47

1@

Comm. Adapter #43
Comm. Adapter #46

o LE T 44 PR BUEE 3 Y 2R R BAE (R T b B B AR R BRI AR
o FEHBRIIE T, A RE>EE.
‘BRSBTS LU JT R (B A S B )

o “BRRTEHE RORA R LH GRS EARE R ME, Kb s — A
T R R

s HHRBR BRI NS TE DK EAE R, K A& 5 &R0 58 R 5% %R E

i o

o RGBT (1E M T4 2%)  Bon i OT Security“b 18 73 it & B 24 1 A LA AT A9 A RS &
TR RAT B o 3K A0 B0 ARRS 51N B A5 R o B0 o i TR RS 5., 9 s in ) I Bl
2 2 (ARG H/Rung) -

o IPIBER: WoR 5 B A R B BT A 24 10 A0 T S 1P

- 166 -




O

o WHBAR NoR 5 R IE Bk 1 &, B0 TR TSRO B B . mT DU E SR
8 Ll 38 A SR s B B E I Mo g AR, hn] DLIE SRR E B T B AR IR g AR

FEIBC H - s A O B B O 0 1A 2

WA B8 KRG R E G = AN B E M AR E W IR, 5wl B F Windows #: 1E
R G i H 5 52 B B9 P R B 0 X 4 e 2R W & XU B FE 0 7R B0 O OE S a1, T
1518 2 W eI

B L R B R AR R

P 28 RS - 55 7 B 7 I 4% 3 1) T R AL D

o WA E(GE TP S L) IR s Y 2 SE e L s R AE R
« MRE BRI ARERTHIIE.

o W RRERMWEMRWIAER, BlanfoE . 288 557 1 IP A1 Mac Hu ik DL & & (R
R AR A ]

b Sk A
P Sk R R S B 2 RIIR A BB

L R

P MAC Vendor Maodel Last Seen State Family
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Details
Overview

Code Revision

IP Trail

Attack Vectors

Open Ports

¥ Vulnerabilities

Active(3)

Fixed (0)

Events

Network Map

Related Assets

Sources
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NAME

PURDUE LEVEL

STATE

ADDITIONAL IPS

ADDITIONAL MACS

FAMILY

VENDOR

MODEL NAME

LAST SEEN

FIRST SEEN

LAST UPDATE

SOURCES

NETWORK SEGMENTS

CRITICALITY

RISK SCORE

General

PLC NAME

SERIAL

MAC

Rouge
Level 1

Unknown

ControlLogix 5560
Rockwell

1756-L61/B LOGIX5561
06:52:31 AM - Nov 27, 2024
09:53:34 AM - Oct 30, 2024
06:51:44 AM - Nov 27, 2024

nict (Local),nicO (Local)

Controller /10.100.101.X | Controller / 10.101.101.X

High

Rouge

D7D63D

Vendor Model

s cx

Last Seen State Family

Rockwell  1756-L61/B LOGIX5561  Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560
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= {Otenable or security ‘
v & Inventory
Tenable ICP #25
<
All Assets Tenable ICP
Controllers and Modules P MAC Vendor  LastSeen State 0s
[Direct) (Direct) Tenable Jan 6, 2025 08:40:33 PM  Unknown Tenable Core
Network Assets
. Overvi
loT Details verview
NAME Tenable ICP #25
. Network Map IP Trail
PURDUE LEVEL Level 3
> EJ Risks Attack Vectors STATE Unknown
v @ Active Queries Open Ports DIRECTIP
DIRECT MAC
Queries Management ~ Vulnerabilities
VENDOR Tenable
Credentials Active(73) os Tenable Core
> Network Fixed (0) LAST SEEN D8:40:33 PM - Jan 6, 2025
FIRST SEEN 07:38:18 PM - Jan 2, 2025
> & Groups Events
LAST UPDATE 03:16:18 PM - Jan 6, 2025
v & Local Settings Network Map SOURCES nic1 (Local),nicO (Local),Nessus (Nessus),Active-Ot (ActiveQt)
TS Related Assets NETWORK SEGMENTS Security Appliance
CRITICALITY Low
> System Configuration Sources
RISK SCORE
> Environment Configur... Nessus Scan Information
> User Management LAST SUCCESSFUL SCAN 04:19:24 PM - Jan 6, 2025
. LAST SCAN DURATION 21 minutes (12:20:05 PM - Apr 21, 1984)
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IED

IP MAC
Details NAME
IP Trail PURDUE LEVEL
STATE
Attack Vectors
DIRECT IP
Open Forts DIRECT MAC

¥ Vulnerabilities VENDOR

Vendor

ABB

Last Seen State
Jan 27,2025 10:08:18 AM  Unknown

IED#3
Level 1

Unknown

ABB

LAST SEEN 10:08:18 AM - Jan 27, 2025
Active(9)
FIRST SEEN 03:59:22 PM - Jan 20, 2025
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NETWORK SEGMENTS Controlle
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PLC Finished taking snapshot successfully X
IP MAC
\ \ | | C | C

Last Seen State Family Firmware

Nov 11, 2024 06:53:52 AM  Unknown  ControlLogix 5560  20.055

Details

Version 1
.. 06:55:07 AM - Nov 11, 2024 Version 1 Search... o)

Code Revision

IP Trail Compareto  Previous Version
Attack Vectors

Name Size Compiled on
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v Vulnerabilities
Active (3)
Fixed (0)

Events

Network Map

A DL BAR O 2 e PR

v Rouge(39)
v Tags(9)
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(Unknown) 0:S 0
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(Bool) False Ala 0

(DInt) RougeTag 0
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L@ JfE DD Cd

P MAC Vendor Model Last Seen State Family

Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:41:46 AM  Unknown  ControlLogix 5560

P Start Date End Date
IP Trail
v 1756-EN2T/D | Slot 1(1)
Attack Vectors Oct 30, 2024 09:53:07 AM Active
pen Ports v 1756-EN2TR/C | Slot 6(1)
Oct 30, 2024 09:53:48 AM Active
Vulnerabilities
~ 1756-ENBT/A | Slot 8(1)
Active (3) Oct 30, 2024 09:53:38 AM Active
Fixed(0) v 1756-L81E/B | Slot 3(1)
Oct 30, 2024 09:53:07 AM Active
Event:
Network Map
Related Asset:
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Details
.

Code Revision Select Source Automatically
IP Trail Select Source Manually
Attack Vectors
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Select Source

Search... 0
1757 Assets

Name Risk Score Type

Endpoint #1721 0 i1 Endpoint
Endpoint #1526 0 11 Endpoint
Endpoint #875 0 i1 Endpoint
Endpoint #286 0 11 Endpoint
Endpoint #258 0 i1 Endpoint
Endpoint #1458 0 11 Endpoint
Endpoint #1711 0 i1 Endpoint
Endpoint #95 0 11 Endpoint
Endpoint #1543 0 i1 Endpoint
Endpoint #1204 0 11 Endpoint
Endpoint #910 0 i1 Endpoint
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Details o
Attack Vector generated on 07:02:02 AM - Nov 11, 2024 ‘ Export Generate v

Code Revision

IP Trail
Attack Vectors
Open Ports
~ Vulnerabilities m
o =
Active(3) NetBIOS (137/UDP) ,;.e.ﬁmmp |<A-;\
Comm. Adanter #60 OT Device #59 v _/
Fixed (0) U @
Events Rouge G
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A0 5 AT B F D Re U0 B b RS S R 0 BB A TA) DL R SR B g 1 2 AT I RIS BR
VE( EBh AW . 3 LS. %15 . Tenable Network Monitor 5 Tenable Nessus 9 4) . 4, 2%
o WoRZ B RS AT PR BT s 1 A 3R (R0 5 G S = R U ) ) e ) o B IP
55 & Sk vl e A3k, B R O i s

nCc» Ca

Rouge
PLC

P MAC vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:46:41 AM  Unknown  ControlLogix 5560
Hrmware
20.055
Details

Search... jo; Actions ~ Update Open Ports
Code Revision

o Port mapping is turned off Configure Queries =

IP Trail
Attack Vectors Port Protocol Source Description Last update
OpenPorts | 1756-L81E/B | Slot 3(2)
80 HTTP (80/TCP) Conversations Hypertext Transfer Protacol Nov 27, 2024 08:42:58 AM
¥ Vulnerabilities
44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:23 AM
Active (3) | 1756-EN2T/D | Slot 1(2)
Fixed(0) 80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 27, 2024 08:42:58 AM
44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:46 AM
Events
| 1756-ENBT/A | Slot 8(2)
Network Map 80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 16, 2024 04:13:17 PM
Related Assets 44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP NoV 16, 2024 04:17:50 PM
| 1756-EN2TR/C | Slot 6(1)
Sources
44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:43:37 AM

ARG AMNBE T TR PR 25, iR YR — 2P R & DA AL T
TIPSR 7R, FT80m 1 5 2R B 3 SR A I B o BRAA IR Dy i o 223 I it im 1 )
ik YT BR " I, 3 2 I s 4

A DAAE 2 20 #59  BC BT 80 R 3 S 8 e ) DU Tk BE 7 as AT e A, BUEFTOT
TR 1 E 31 3%

BT T R

I Fi %) OT Security A P A& EF B A, B8 222 W, 220 i, o SRR

A BT T I 1 B 3, T AT B #R A
1. 1EE B> Rl 8%/ 48 B 775 B L, JE TR BB
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ActiveQueries.htm
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BAT 4
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1. fEE B> Rl 35 /M 4% BE 7B 4 b, IR PT W K B
BERE 22 B P AR R R
2. TR 0k IR
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4. g
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OT Security Xt fr i ¥ F13& 47 31 4 -
BAE G
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4. Rl ERAET R
5. NTHiRPEFBRE.
WIS RE ST IF — A B B S ds e TR, BoR B TR .
I

W ik T = o OT Security i {62 9 21 (¥ 52 Wi 48 %€ 527 (K BT AT I T 1 81 K o 2 4t = IR
A, G0 ) Windows 5 4F & Gt 48 B 52 By 1 B O R A E SR BE A% A XU BR
IE 0 T B IFBCE A 3 1 o I 2 A LA R KRB BB B R B S R SR T
Jot R B 7 EE R P R R AR AE B o BE kTR R R S RS RS YIRS OR S B A
7, A58 € B A K I R B 4k o A QTR TR AE B Ul B, 38 2 YR

— | Rouge
8
PLC

nCc»

MAC

Vendor Model Last Seen State Family
1} Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:55:33 AM  Unknown  ControlLogix 5560
20.055
Details
Search... o 202411200946 Actions Update plugins S
Code Revision
o You can enable automatic cloud updates for the Nessus Plugin Set Configure Seftings %
IP Trail
Attack Vectors Name Severity + VPR Plugin family Plugin ID Source Owner Comment
Open Ports Rockwell Automation Logix5000 Progra... Critical 6.5 Tenable.ot 500092 Tot I‘g
S
2
Rockwell Automation Logix Contraollers|... Critical 5.9 Tenable.ot 500451 Tot o
v Vulnerabilities
Active (3)
Rockwell Automation Logix5000 Programmable Automation Controller Buffer Overflow (CVE-2016-9343) Critical 6.5 Tenable.ot 500092
Fixed (0 .
xed(0) Plugin Output
Events .
Port: 0/ tcp Source: Tot Last Hit date: 11:20:26 AM - Nov 25, 2024 Copy to clipboard
Network Map

Vendor : Rockwell
Related Assets Family : ControlLogix 5560
Model : 1756-L61/B LOGIXS561

version : 20.055
Sources

HAF

R 5 o OT Security 4 1 K 1 51 ) 0 45 e i85 K 2 7= 160 S5 PR (0 VE 40 91 % . 7T L@ i 98
O (091 DA S % ) 8 R SRR B AR AR R 2R o 2R | R

JE o SIS A4 FR) X AR AT o3 4. 38 R DU A ) R BEAT HE P A G ik, thR] LR SOAR . A7 R
HE CHRERI BT, 15 2 b B B 6 P A i e R
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P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 09:06:39 AM  Unknown  ControlLogix 5560
rinware
20.055
Details
Search jol O
Code Revision
Status LogID Time + Event Type Severity Policy Name Source Asset Source Address Destination Asset Destin
IP Trail L.
Not resol... 119430 09:05:36 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.locz A10| Comm.Ada; 10.1
Attack Vectors Not resal... 119414 08:51:24 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C
Open Ports Not resal... 119412 08:50:28 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C §
o
Not resal... 119409 08:50:06 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce Rouge 1010
v Vulnerabilities
Not resol... 119384 08:41:20 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10 | Comm.Ada; 10.1C
Active (3) Not resol... 119364 08:37:27 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10| Comm.Ada; 10.1C
Fixed(0)
Errt: Event 119430 09:05:36 AM - Nov 27, 2024  Rockwell Code Upload Low Notresolved
vents
Network Map Details Code was uploaded from a controller to an engineering station
Code SOURCE NAME e | D o
Related Assets Why is this important? Suggested Mitigation
SOURCE IP ADDRESS
Source
Sources A10 | Comm.Adapter #48 | Yuval | Comm. The system has detected an upload of 1) Check whether the upload was done
Adapter #45 | Comm. Adapter #43 | Comm. the controller code that was done via as part of scheduled maintenance work
> Destination DESTINATION NAME Adapter #47 | Rouge | Comm. Adapter #46 | the network. and verify that the source of the
Comm. Adapter@ . When not part of regular operations, a operation is approved to perform this
Polic X code upload can be used to gather operation.
y DESTINATION IP ADDRESS information on the controller behavior
- o as part of reconnaissance activity. 2) If this was not part of a planned
Status DESTINATION MAC ADDRESS 3

operation, check the source asset of the
event to determine if it has been
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IP Trail

Attack Vectors

Open Ports

Active(3)

Fixed(0)

Network Map

Related Assets

SSSSSSS

a
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>/
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MAC Name

P1.11

P0.2

| P1.15

p2.1

P1.1

P1.3

P1.7

P1.8

P2.3

P25

| _ P2.6

P1.4

P1.6

vlan1

P1.16

P1.2

Status

Down
NotPresent
Down
NotPresent
Up

Down
Down

up
NotPresent
NotPresent
NotPresent
Up

Down

Up

Down

Down

Admin Status
up
Up
up
up
up
up
up
Up
Up
Up
Up
up
up
up
up

Up

Alias

vian1

Description

Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...
Siemens, SIMATIC NE...

Siemens, SIMATIC NE...

Type
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
EthernetCsmacd
L3ipvian
EthernetCsmacd

EthernetCsmacd

Time of Query

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

04:34:37 AM -

May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...
May 28...

May 28...

I VE R AR MK O e T g R AT BOR 1B TR . ELEOE BT RE, 1§ BK & Tenable SCHF .

FH 2 BE =
TEPE ) A SR B R LT 2
A BT ) “FH IR F R IH

2. fE o T

SR A B B
PUR #R1F
fEBE> AR R, Bl — 05
&, R R

;AT

PR B .

P BLAT IF
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BRI 2>t BLRE SR B R I

Rouge
PLC

P MAC Vendor Model

| | b | | 0 Rockwell  1756-L61/B LOGIX5561
Last Seen State Family Firmware

Nov 11, 2024 07:06:07 AM  Unknown  ControlLogix 5560  20.055

Partner Asset Family Relationship T... Access Direction Details First Seen
IP Trail

Comm. Adapter #89 ControlLogix Nesting From Partner Type: ControlNet | Address: 1 09:55:37 AM - Oct 30, 2024
Attack Vectors Comm. Adapter #90 ControlLogix Nesting From Partner Type: Ethernet | IP:10.101.101.1...  09:55:37 AM - Oct 30, 2024
Open Ports

~ Vulnerabilities

s3umasa

Active (3)

Fixed (0)

Events

Network Map

Related Assets

Sources

cii]

“FHRFE ="M 2 Wom BL T 415 )
5 R
BRI FHOR B8 7 B 44 K

RARRH HMRETHRRER RKE.

Y 5] 77 [ ot 7 J H A A KRR Z 1) U5 R 1A
HHE R 7 rE A ) VAl A5 S . 1 40 : ControlNet 55 1P,
B IR H B T OT Security 5 4] & ¥ 16 5 7 i) H 1

B B B A OT Security b A I 21 it % 7 1) H #1 .

BB HEAE B

TR 2 5 9% A2 T 0 4 AE W o 1238 B8 4 o 2% (PLC) 5 AR Bl 1 #% /5 1T 1) PLC BCH Al T b 428 1) R 4t
(ICS) 1L B o 1t e & S ALL T+ B 2% 3 45 )3 5 3 B &% 1 28 MUK 50 2% (VFD). 45 Z & F R & 5177 10
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FEYIE B, IEEMHRE =0 F R RE R 75 . OT Security i “7F BIAR kiB R iR E X

% .

. @ Comm. Adapter #89

Communication Module

IP MAC Vendor Model Firmware

Rockwell 1756-CNB/E 11.004 Nov 11,2024 07:19:08 AM  Unknown ControlLogix 11.004

Last Seen State Family

Details
Overview Backplane View
IP Trail NAME Comm. Adapter #89
Backplane #187 lIl
Attack Vectors PURDUE LEVEL Level 1 0 1 2 3
STATE Unknown . .
Open Ports ] LL:E L ]
ADDITIONAL IP -+ e
~ Vulnerabilities ADDITIONAL MAC g 3 3
|
T 5 2
Active (0) FAMILY ControlLogix £ - E
§ 3 £ |§
VENDOR Rockwell o = 0 ]
Fixed (0) v
MODEL NAME 1756-CNB/E 11.004
Events LAST SEEN 07:19:08 AM - Nov 11, 2024 Communication Module Details Nested Devices (9)
-54- . Communication Module Details
Network Map FIRST SEEN 09:54:34 AM - Oct 30, 2024
LAST UPDATE 06:38:10 AM - Nov 11, 2024 NAME Comm. Adapter #89
Related Assets
SOURCES nic1 (Local) RISK SCORE
Sources NETWORK SEGMENTS Controller / TYPE Communication Module

“IRE BT

#a
B3
(5!

B
B

= ”-\l;lé é'HE] ,flil o N ﬁ

ik

BLAE B A (S B

Lo LR HEYIE R

Bl A BRI R RS A
AR G 5 A A O
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BRFBEROEIEAE. B ERAE L& 2K, LR BEEREHRFEE

MRERE LI

IEC 61850

R A5 Ja E A (10 A2 P il i L 4 IR

HoAth 1P
FHEHE L

(SCD) 3L, OT Security 2> 4= Bl $ 18 A2 L3k % 7 2 8] 38 A5 1) il

% BT (MMS) fi 75 %1 3 . 24 OT Security £l 2| SCD 3C A Fid & H A7 72 R & 4% B U7 1)
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e 25 ST B
B 2 it DU B P

2. % I M4 TR 3L IEC 61850 i M1 ¥ 72 B A8 o
BT £ th BV 77 V40 £ 5 T«

3. M A, EFE“IEC 618507,
BE i 25t BLIEC 61850701 i, H b AL & PL TR P4 AE B

— |EN100_E+ IED_Indeg) : ctions v esync v

P MAC Vendor Last Seen State
) SIEMENSPTDPA  Jan 27,2025 09:44:33 AM  Unknown

Details

106 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file. Download Details
Code Revision

IP Trail
+ AddFilter v et -
Attack Vectors ot -
Open Ports
i 108MMS Reports  Groupey 3|
¥ Vulnerabilities Report D Report Name Dataset Name Client Name Substation Project
Active (13) IED_Indegy2PROT/LLNOSRPSurcbZ01 urcbA TEST HMI_M Substation Station Indegy ]
Fixed (0) IED_Indegy2PROT/LLNO$RP$urcbCO1 urchC TEST Client Substation Station Indegy
Events IED_Indegy2MEAS/LLNOSRPS$urcbJO1 urcbJ Not defined Substation Station Indegy
Network Map IED_Indegy2PROT/PDIF2$RPSurcbBO1 urcbB Not defined Substation Station Indegy
Related Assets IED_Indegy2CTRL/LLNO$RP$urchbBO1 urcbB Not defined Substation Station Indegy
IED_Indegy2CTRL/LLNOSRP$urcbA01 urcbA Not defined Substation Station Indegy
|IEC 81850
IED_Indegy2MEAS/M3_MSQI$RP$urcbBO1 urcbB Not defined Substation Station Indegy
Sources
IED_Indeqy2CTRL/QOCSWIT$RP $urcbBO1 urcbB Not defined Substation Station Indeqy

& ID FHAE 41 45 0 — A5 IR A5 B9 MMS )55 1D
W& 2R Fi A6 i 5 M — A5 IR AF 1) MMS )45 1D,

BI/RSL 5 MMS i 7  BB i9 B0 £ 44 B, i di 8 T B S AR IR S T B
i) M

C- Iy B VT I U A o B 2 7 N RE 5 B G I A4 R
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4. WMEEFH OT Security £l 2 i 45 R K FEAHAE B, 18 AT LT #8415 < 72 T2 0030 60 2R
B, R TREHER

OT Security 23 LA CSV #% 30N #1E 4115 & .

HER R B PR MMS i i BORE TR E B, TN S CSV SRR E T T A B

RSN
90 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant Download
configurations from the SCD file. Details
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e |Rouge - p— —
m |7 J €D CD

P MAC Vendor  Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 26, 2024 12:07:45 PM  Unknown  ControlLogix 5560
Firmw,
20.055
Detail
Search

CodeR

Name Type Reported IPs Reported MACs Last Reported First Reported
IP Trail

nicl Local 5 aq Nov 26, 2024 12:08:08 PM Oct 30, 2024 09:53:29 AM
Attack Vectors nico Local Nov 11, 2024 08:32:56 AM Nov 11, 2024 06:55:07 AM

pen Ports

WU £ 5% A V413

5l g

£ WRHAFR, B MR nic 1 B nic 2 SR H BB 4B (1 SRR P )
W A A ICP R

wmE B VB B R B IP bk .
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&1 JE B IR B Mac H ik o o B A% B 2SR 5 DA &2 % 7=, OT Security 1] 25
MAC %t 75 Mac btk o on R AL JE 8% BE = 08 = ez, (H R BB 2 11 X4 1% , OT Security
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Controllers and Modules

+ AddFilt
fer Search... 0

14 Assets Grouped By: Backplane ~ Expand All Collapse All 1Selected m

Name Type Risk Score | Criticality IP Vendor

~ Backplane #101

140-NOE-771-01 Module @ Communication Module 57 il High 10.100.105.27 (Direct) £ Schneide
PLC #44 @ PLC 45 il Hign 10.100.105.27 & Schneider

~ Backplane #103

~ Backplane #104

v Backplane #106

v Backplane #112

~ Backplane #115

~ Backplane #137
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S I 25t I 2% 5 SO

Network Definitions

Monitored Network

The Assets Network is an aggregation of [P ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within Tenable OT Security sensors’ subnets or any
activity-performing device will be classified as an asset.

192.168.0.0/16
172.16.0.0/12
DEFAULT IP RANGES 169.254.0.0/...

Show More

ADDITIONAL IP RANGES

(I Passive Monitoring

Passive Monitoring captures network traffic to fingerprint assets and detect
activities or threats on the network.

Before enabling Passive Monitoring, it's recommended to follow these steps:
1. Set Monitored Netwark (Above this section)

o 2. Enable Active Queries and run Initial asset enrichment queries
3. Tune your Policies

7. fEEM CSV EFE WS B o, i bR,
8. %M 1 B AR s b AR MR LR A7 () CSV A .
BRI 2 HBL— A B, R CER AT HL.
O 37 “ ] CSV B 37 5% /™ VR 4 45 B 780 70 b 1 B dE A% B I 7HE .

9. HTMA R EASERNEZHFER, AR CSVEFHESHARE B W2 H TR
wE"

OT Security 2> & # — /> CSV 3L, Ho v Z1l H 5 jld 2y A BE B 25 LA 9% 7 1D
e ek 5% 7

A DLRE e B3 7 3 B P A I 2 R . BRI B A 2 RoR AR o, JF Ha WA T
T B o ELATS 2 I s B R B 77 (14 2 A M IR 4 35 50

T DU B B> PR35 0 > 5 B 7 O I A D R ) B
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4. EHERBBE.
“Be B HE 72 T
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6. i B
OT Security B& ik ‘Y& 571 “4 " T T b /1 % 7= .
Sz W

T DL R R BB T BB P AL RIS WA, 12 AR R 2 R R R BT AR LAt R . 8 AT B
5 Tenable 32 # 3t 52 b4k 5 DLEEAT R4 70 7 o
HES Wk S, W IRAT BN #RAE
1. M SHE T, 2 ER>FE R
BE I 2 BB A B U .
2. fE A LR, R E AR Wk S S A TR T
3. IHHAT M EAEZ —
o XFTERAGE T A B AR T RAE> R AR
o WTEAGE AL LM R HERE> 2 HEE

OT Security 2> F # fT ik % 7= (2 Wr ik 25 . 2 Wi & & — A tar.gz X, B8 json U4 4%
XS B

2 Wl T 4 R A B 44 BRI TR BNT OT Security FRAS o 75 1 -
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X T BN BE P77 TOTS_Rouge_3.19.15_2024-06-03T07_05_27.tar.gz
Xt % N % 77 TOTS_AssetsReport_3.19.15_2024-06-03T07_17_54.tar.gz

4. FEELZ WS 5 Tenable 37 5 35 22 LRk 4T 3t — 25 40 #T .

3

| Fr B OT Security P A B H R, 8. uh SE/E R

HT T Bl Bl U U 52 L G B BRSO R A AR B 2, W4 B T REAE OT Security H1 % 78
NWASECE 2 AR B, X RBUOERAEN M E S &I 5.

Blhn, TAF w55 & B8 i 4% 55 2 0 B i B B 2 A IP ik, DUSE AR % i k9 45
15 o B, B« A BT KCha b A P R UL I 4% 2 o SR K S A A R A B
2 WA (N RE AT R, (H RS A AT RE VE M D9 AN R IR B

FEIX G B0 T, AT DL R B8 72 71k UK 9 A 9% 77 & A — & JF I B 25 S 000 S W] DA
VR BT THI BB AN BE 7 R 4045 S DU Uy 1 ek I

|E%ﬂﬁ¢$ﬂﬁo

ARG, E AT DL AR
1. AR, R RSB A B
LAl E N i < Saa T
2. FE A SR, AT T AIEREZ —
o EFEGIFHHBE .
o HLET BT BE R AT OT B VR A AE S DU
OT Security 2= )i F “BAE”.
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Inventory =

All Assets Controllers & Modules Network Assets loT Assets

Search... 0 + Add Filter v

880 Assets Group By v &

Name View ype Risk Score Criticality P Subnets

testigy it @ PLC 62 il High I
pLC #?ql Merge with Anotherlm ol 50 4l High
Hide

RTU #1 @ RTU 59 il High

Export Diagnostics

@ PLC 59 il High

CPU A2 .

tesiy <

~_— = PLC
Edit
IP MAC Vendor Model Last Seen State Family Firmware
Schneider BMX P34 2020 Aug 28, 2025 09:28:24 AM  Unknown Modicon M340  3.51
Export Diagnostics
Details
Overview Backplane View
Code Revision
NAME testi
24 Backplane #7 |:|
IP Trail DESCRIPTION cPU 0 L 2
Attack Vectors PURDUE LEVEL Level 1 [ © @ ©
3 -
Open Ports STATE Unknown o g
z g
o — =4
¥ Vulnerabilities ADDITIONAL IP % E by <
b 8 e o
Active (30) ADDITIONAL MAC
Fixed (0) FAMILY Modicon M340 No card selected...
VENDOR Schneider
Events
MODEL NAME BMX P34 2020
Network Map
LAST SEEN 09:28:24 AM - Aug 28, 2025
Related Assets
FIRST SEEN 03:03:32 PM - Aug 27, 2025

eI 2t EL A R B | IR B I A
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Merge Asset | Select Source Asset X

Target Asset: OT Server #11

Note: the source asset that is selected here will be deleted from the
inventory, after its attributes and findings are merged into the target asset
OT Server #11. Any case of conflict will be resolved by the system to keep
the merged asset’s data as full, accurate, and up to date as possible, based
on the data of both assets. This action is irreversible.

Read more about asset merging_in our user guide (4]

Force merge even if attributes conflict

Search... 0 + Add Filter ~

199 Assets Group By v 1l

Name Type Risk Score

OT Device #25 OT Device 0
Endpoint #135 i@ Endpoint 0
Endpoint #1171 i@ Endpoint 0
Endpoint #112 i@ Endpoint 0
Endpoint #123 i@ Endpoint 0

Cancel Merge and Delete

4. Jifi i B IR B
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SR A HF Lk TR A IR R AE 2 Ge it AR GURE T B SR R A o R G . R I T
RORAE & I HA IR ol Bl Re U = B AL TERGRAE , (H R G 2 & IR AT Re 1 BIFH 1k 2
HI 4k 2 14T & 9T

Ay 58 IR = AN A I

WERBF R AT T 507 G, B B H BRI A B IR E R & IFIRES , 18 I Bz 5877 .
T B B 7 JE, AR 4 AT BLEE TR 2% B R B A R AT IRIRAS o A ST A OT Security A I B 2
AR HE T RER, S R AR E R .

HAT 5 2 T % P2 1) Tenable Nessus 1 #

Tenable Nessus J& — # 7 LA H 1T & #& LR 90 IR ¥ 1) T H . OT Security SC £ £ % OT ¥ 2%
5 %€ IT ¥ 7718 17 Tenable Nessus Basic Network Scan. iX /& —fh s 2 8 R G 44, 7
DL A o IR 45 2% A0 X 4% 8 45 R V) A B 22 (5 5L o b 5 6 T WML AT SNIMP A& 5 (SR vl )
e B R A IS AT 25 T A O¢ PC B TH B AL o 8 mT LA YRR 758 T 5 [l 4 i 45 2R . e mT LA E
€ X, DLAE R € 1 W 2% %5 7= 42 11847 — R FI %5 € 1) Tenable Nessus ffi £, 715 15 £ [
“Tenable Nessusifi £ 1 4ili”.

OT Security # ] Nessus $7##i 1 /1 55 Tenable Nessus. Tenable Security Center 1 Tenable
Vulnerability Management H [ 2k A< %] 26 45 4 AH [] 1) 58 0% 5 & . ME— (1) 22 7172 OT Security 1 1
PEREIE T . PL R 42 OT Security # H T Nessus 33 4 [1) 14 g 16 T . 3X 26 36 Wi 38 H T MR E
W U S 3 “Nessus H1 47

o SAH R A I ENL (R 2)
o FE LM FENHAT 2K E(RZ)

o 15 70 I’ 2% 13 B I

¥E & : Tenable Nessus /& 1 it & 7 |IT ¥ 85 Fh 4 H 1942 AN X T E . Tenable & W& AN EAE OT % &% L A#
HETHE, RAEdRSTMZER&IETBE.

B KR € ¥ 7 18 4T Tenable Nessus F14, 15 #4047 LA T $1E :
1. B E RS MR
S I 2t 3P 4 B 7R LR
2. e PR E AR — DR 2 IR 55 1R SR AE
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O

3. M LA EAE">“Nessus FH##”.
I 2 HY B “HE E Nessus 33 #5767 15 HE .

o

Approve Nessus Scan

The nessus scan for vulnerabilities in assets is not intended for OT devices
of any sort. Scanning controllers, field devices and other industrial-specific
deices and SErvers I11It!.|'ll_|!:l:lpﬂrl:|l|_'¢ i ..lel.]l.uln:.'. Please make sure
that this asset is not one of the above before proceeding with the scan.

c ! !‘:r-l:l m

4, wi gk,

OT Security iz 17 Nessus 3 #ffi

AT FHH A D

I Fi %) OT Security A P A6 B A £8 . 2228, 220 i, o SR AE R

3BT [R] 25 o B0 W 4 A0 ) A RO AN e A, DL IR IE B I R (S R . T LIS AT P
AT &, BUR E & .

PLR A& ] BT <58 397 [5) 2510 A i)
o TR LI AR P AR B K H A .
o DNS 33 : 8 % W 4% ¥ 7 i) DNS 4 K «

o VEYME BE WD A R A% A% 1 RECE N 1R TR B . SR & BRSBTS R ] 2R A
BB I AR B

YRR - 5 2 T B W DL BE

NetBIOS Z #] : /& i% NetBIOS 4% Hr 5 0, , 1% B4 A n] FH T 43 83K I 9 % v 1)
Windows it & #1 .

SNMP EHGERHTFEBHT SNMP K% 72) :# X 5 1 7 SNMP % 7= O C & 15 S .
RE AW Z =AU aIRES (BT BE L. . RAARRK)
o ARP: 5 2 76 W 4% bR I B (9 37 1P 1 MAC Hu bl o 45 5 B oRE“YE 48 B >R W78 4y .

D
7

FERE BN OL T, “BHT W 2B 1 ml Be 2 25 . mT e Ao D DR L 4
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B & AN R U i) SR> AT H A M
“E A WU A E A BUR T A 2 R AR B K S AR R E A
OT Security # & H K J8 FH &) .
“EFHER>FIE T A ERNY L.
B kb WA U O IP L

B AT B E D B B, s AT LR R AR

i ot R R AR B B, iR EARERE B
BLA W T 5K .

Resync

Run All Queries

==
=
N> §H+
EE
C:[

Ping Query

SNMP Query
Identification Query
Details Query
NetBIOS Query
DNS Lookup
Backplane Mapping
State Query

ARP Query

R EIEATHER, RS BT EER ST A T

L‘t
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ANE I AT, #OH I E R, R B IR

@ Ping Query completed successfully X

The query failed due to a network error. This may be due

X 1o temporary network issues or firewall restrictions. Please X
check your network connectivity and retry the query.
Protocol: NBNS; Operation: NbstatQueryType; Ip:

State Family Firmware
@ SNMP Query completed successfully X
@ DNS Lookup completed successfully X

@ State Query completed successfully X
sSLopped
@ Details Query completed successfully X

X TR B 58 B &, OT Security 23 AR 458 B £ T 97 12 51 7~ (19 & Ge s .

R 1]
OT Security 7] ¥ 152 ) ¥ 2% 5% 77 (1 % Fh B « 75 2R 48 & DU IR TR 5 B9 H Ok A 3 — i A 3t
it , Tenable [ 5T A\ 5 2> % 11 2 )5 & 37 ## Tenable Nessus Xt I Vi i3t 47 #6 3 o

X S5 P 4 N 4E AE, UL Tenable Nessus & A I A5 = , % A Tenable Nessus I 7 il A< 1E
& (NASL). X 26 i £F 2 46 W WX 2% 71 /1) CVE, DL K& H 41137““,% Wi 5 77 B P (9 3 B R AR
RYE 5% Bk P BOR B 52 0 B R R 1)
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o

I VEE :OT Security ¥ B ERIRIFAMGRE —F. —F )5, BT,

s3umasa

— , ®
= Otenable orsecurity | 06:222AM  Monday, Nov 11,2024 @ =
88 Overview ;
Vulnerabilities Search... 0 R Actions Update plugins B
> £ Events
License outdated—Nessus plugin set cloud updates are not available. Update license  »
@ Policies
> i= Inventory Name Severity + VPR Active Ass... Fixed Asse... Plugin family Plugin ID Sou
I
. Network Map v Tot(304)
Schneider Electric Modicon Improper Au...  Critical 6.7 1 Tenable.ot 500033 Tot
2 Risks
Schneider Electric Modicon Quantum Im... Critical 52 1 Tenable.ot 500069 Tol
Vulnerabilities Schneider Electric Modicon Missing Auth... Critical 6.7 1 0 Tenable.ot 500071 Tot
Findings Rockwell Micrologix Privilege escalation ... Critical 52 2 0 Tenable.ot 500076 Tot
Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 0 Tenable.ot 500084 Tot
Compliance
Rockwell Automation Logix5000 Progra... Critical 6.5 2 Q0 Tenable.ot 500092 Tm
> ® Active Queries Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 0 Tenable.ot 500110 Tot
> @ Network Schneider Electric Modicon Authenticati... Critical 6.7 1 0 Tenable.ot 500122 Tol
Schneider Electric Modicon Exposure of ... Critical 6.7 1 0 Tenable.ot 500125 Tot
> 2 Groups
Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 Q0 Tenable.ot 500134 Tol
’ Local Settings Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500167 Tot
Schneider Electric Modicon Weak Passw... Critical 6.7 3 0 Tenable.ot 500170 Tol
Rockwell Automation CompactLogix 537, Critical 5.9 3 0 Tenable.ot 500201 Tol

‘W TR 7L Bos PL R HEgE S
S #Hid
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MS10-031: Vulnerability in Microsoft Visual Basic for Applications Could Allow Remote Code Execution (978213)

Critical 89 1 Windows : Microsoft Bulletins 46313
Details

Name Last Hit Date < Type Risk Score Criticality

Category
Affected Assets

WIN-180FIPB12HM Jul 10, 2023 09:52:26 PM Engineering S... [ Medium (Direct) Network Assets

Items: 1
WIN-180FIPB12HM (Direct) Engineering Station - Jul 18, 2023 02:50:54 PM

Plugin Output

Port: 445 / tcp / cifs Source: Nessus Hit date: 09:52:26 PM - Jul 10, 2023

- C:\Program Files (x86)\Common Files\Microsoft Shared\WVBA\VBAG\Vbe6.dll has not been patched.
Remote version : 6.0.87.14
Should be : 6.5.10.53

OT Security 4 14 1) 4 14 i tH 7= 1

Rockwell Automation ControlLogix Communications Modules Remote Code Execution (CVE-2023-3595) -

Critical 6.7 3 Tenable.ot 501226

Details

N Last Hit Date & Type Risk Score Criticality Category Vendor
Affected Assets

Comm. Ada 0 Jul 18, 2023 07:05:36 PM communicati... [l High Controllers Rockwell

Jul 18,2023 07:05:36 PM Communicati.. [l High Controllers Rockwell

Comm. Adapter #53 Jul 18, 2023 07:05:35 PM Communicati... [N High Controllers Rockwell

Comm. Adapter #50 10.100.101.152 (Direct) Communication Module (61 Jul 18,2023 07:10:14 PM

Plugin Output

Port: 0/ tcp Source: Tot Hit date: 07:05:36 PM - Jul 18, 2023 [ Copy to clipboard

Vendor : Rockwell
Family : ControlLogix
Model : 1756-EN2T/D
Version : 10.007




O
&R S
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Findings

o You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings *
@ Vulnerabilities £} Policy Violations
Search... 0 Status  Active, Resurfaced v x Severity Low, Medium, High +1 v x + AddFilter ¥~ Remove All Filters
1090 Vulnerability Findings Group By v~ [
Affected Asset IP Severity 1 Plugin Name Protocol Port
RTU #1 o Critical Siemens SCALANCE, RUGGEDCOM, Sl...  TCP 0 '
CP-420FA6 e Critical Beckhoff ADS protocol Authentication ... TCP 0
testigy ® Critical Schneider Electric Modicon Weak Pass... TCP 0
ML1100 ® Critical Rockwell Automation Micrologix Improp...  TCP 0
testigy ® Critical Schneider Electric Modicon Weak Pass... TCP 0
Comm. Adapter #30 ® Critical Rockwell Automation Select Communic...  TCP 0
Comm. Adapter #30 o Critical Rockwell Automation products using G... TCP 0

Findings @

o You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings X
¥ Vulnerabilities O Policy Violations
N Search... jo Status  Active, Resurfaced v x Severity Low, Medium, High+1 v~ x

+ Add Filter ~ Remove All Filters Save Filter

40989 Vulnerability Findings Group By v & @

Affected Asset P Severity 1 & 21 3 = Plugin Name Protocol Port

® Critical )., TCP 0
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Findinqs O Vulnerability = Medium (D Active

Recursive DNS Server Detection
@  Youcan enable automatic cloud updates for the Nessus Plugin Set 7 £ Port53/UDP

Plugin Source NNM  Plugin ID 3703 Last Hit 02:42:57 PM - Jun 10, 2025

Plugin Uutput Copy to clipboard (O
Search... el Status  Active, Resurfac
02:42:57 PM - Jun 10, 2025
Severity Low, Medium, High+1 v X + AddFilter ~  Remove AllFilt
13 Vulnerability Findings ~ Group By ~ Vulnerability Details
Affected Asset P Severity 1
Overview
Medium
SEVERITY Medium
Medium
AFFECTED ASSETS 1
Medium

Medium Plugin details

i PLUGIN SOURCE NNM

pMedur PLUGIN ID 0

e e i

BT LAEE LT MR R
o EEME
o S5 R
o JEFRIE
* i ID
o WU RS S, Bl A AR SRR EE AL MR IP ik R R .
o FLRRITIRIVEM S BTN, WA B A O R
o BIOCHIZMMR, WA AR X 42

c BEARENTTHAGELE, BEREWKES S P EE2BR TR HEARF R
.

* OT Security 2> 7 JF — 4> B i ol B8 4% e T, JHoob 60 55 BT 5 B8 7 TR 4045 B R IR B
TUTH

SR 35 AL
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Findings

o You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings

@ Vulnerabilities 0 Policy Violations

Full Event Log (4

Search... jo) Status  Active, Resurfaced v % + Add Filter ~ Remove All Filters

58 Policy Violation Findings Actions GroupBy ~ e O
Status Sev.. 1 Violation Type Source Asset Source IP Destination Asset Destination IP
Active ® Medium Unauthorized Conversati... Eng. Station #1 1
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium ARP Scan Endpoint #5
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium Intrusion Detection Endpoint #101
Active & Mardinm Unauthorized Conversati Fna_Station #1

Findings

o You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings X
@ Vulnerabilities £ Policy Violations
Search... jol Status  Active, Resurfaced v~ X + Add Filter ~ Remove All Filters Save Filter
4029 Policy Violation Findings Group By v & M Full EventLog (£
Status Sev.. 1 Violation Type Source Asset Source IP Destination Asset Destination IP
Active ® High Change in Firmware Ver... .
Active ® High Rockwell PLC Stop
Active ® High Rockwell PLC Stop
Active ® High Change in Firmware Ver...
Active ® High Intrusion Detection = 21 7 =

Active ® Hiah Change in Firmware Ver...
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Compliance

Security Framework Preferences

General Info
TOTAL ASSETS IN SCOPE 841
FRAMEWORKS IN SCOPE Not Defined (Default)

Incident Handling

Assets with abnormal unresolved events

Event Category Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
Network Events 93 16 9
Network Threats 91 38 19

Show Asset List

Vulnerability Handling

Active vulnerabilities by asset type category
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— q N ®
= Otenable or Security ‘ 08:25AM  Monday, Nov 11,2024 @ = sanjusha
88 Overview
All Events Search... fo) Resolve All =
~ [ Events
Status LogID Time ¢ Event Type Severity Policy Name Source Asset Source Address
All Events
Not resal... 63026 08:22:08 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Configuration Events Notresol.. 63025 08:21:50 AM - Nov 11, 2024 Rockwell Code U...  Low Rockwell Code Upload
Notresol.. 63024 08:21:50 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
SCADA Events
Notresol... 63021 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Network Threats
Not resol... 63020 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Network Events Notresol... 63019 08:20:29 AM - Nov 11, 2024 Modicon Code U...  Low Modicon Code Upload
@ Policies tems: 63026
= Event 63026 08:22:08 AM - Nov 11, 2024  Rockwell Code Upload Low Not resolved
v i£ Inventory
All Assets Details Code was uploaded from a controller to an engineering station
Code SOURCE NAME _—_ —
Controllers and Modules o Why is this Suggested
SOURCE IP ADDRESS important? Mitigation
Source
Network Assets
DESTINATION NAME Yuval L71 A4 The system has detected an 1) Check whether the upload
Destination
loT DESTINATION 1P ADDRESS 10.100.101.151 upload of the controller code was done as part of schedgled
that was done via the network. maintenance work and verify
" O A When not part of regular that the source of the
¥. Network Map Policy DESTINATION MAC ADDRESS 00:1d:9¢:d4:70:34 operations, a code upload can operation is approved to
PROTOCOL P (TcP) be used to gather |nf0rrpat|0n perform this operation.
> @ Risks Status on the controller behavior as
part of reconnaissance activity. 2) If this was not part of a
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All Events Search... Jol Resolve All B O
Status Log ID Time ¢ Event Type Severity Policy Name Source Asset Source Address
Not resol... 62947 07:48:59 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi...
o Not resol... 62952 07:48:59 AM - Nov 11, 2024 ARP Scan ARP Scan Detection |
Notresol... 62944 07:48:57 AM - Nov 11, 2024 SIMATIC Hardwar ... Low SIMATIC Hardware Confi... o
P
Not resol... 62949 07:48:55 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi... %
Not resol... 62943 07:48:53 AM - Nov 11, 2024 Modicon Code U... Low Modicon Code Upload MUALU.DILINSEYIULE 10 102000 k&
Not resol... 62948 07:48:52 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi... ., L,
Notresol... 62942 07:48:51 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload —
Not resol... 62941 07:48:37 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload -
tems: 63027 Selected Items: 1 Deselect all

Event 62952 07:48:59 AM: Nov 11, 2024 ARP Scan

Details
Affected Assets SOURCE NAME
. SOURCE MAC ADDRESS
Policy
PROTOCOL
Scanned Addresses
Status

1 52 SR s 1 R

Not resolved

ARP scans are used to map devices in a local network

OT Server #5

ARP

Why is this
important?

ARP scans can be used for
network mapping. It is
important to know what assets
are mapping the network and
to verify that such mapping is

Suggested
Mitigation

Check the source asset to
determine whether it is

expected to be generating ARP
scans for monitoring purposes.
If not, contact the source asset
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There are sensors in “Paused” status. To start using them to collect data, you need to manually resume it. Go to sensors page
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Sensor pairing requests are pending approval View Requests

= Otenable 0T security | 11:50AM  Tuesday, Nov5,2024 @ & Mr.Admin v

88 Overview
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11.

Generate Agent Pairing key X
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75 Enter ICP Details -

Enter ICP Pairing Details

@ Use Pairing Key

() Enter ICP Details

Pairing Key:

Back Next Cancel
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msiexec.exe /i "OtAgentInstaller.msi"™ /qn ICP_ADDRESS="XX.XXX.XX.XX" ICP_USERNAME="admin" ICP_
PASSWORD="xxxxxxx" ICP_FINGERPRINT="XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX"
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msiexec.exe /i "<OtAgentInstaller.msi>" /qn ICP_ADDRESS="<IpAddress>" ICP_APIKEY="<APIKey>" ICP_
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XXXXXXXX=""ICP_FINGERPRINT=""XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX: XX

5] 2 f$ I INSTALLBASE Z % :
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XXXXXXXXXXX=""ICP_FINGERPRINT="XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX: XX XX XX: XX XX"
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02:56 AM - Wednesday, Aug 14,2024 @ = Mr.Admin

DESKTOP-BMF3PP8 B i~ | [ Respme -

(Directy VMware VMware Virtual Platform  Aug 14, 2024 02:54:53 AM  Unknown VMware Virtual Platform  Microsoft Windows
3

Last Updated
jun 17, 2024 02:56:17 AM - Auy
17,2024 02:55:14 AM - Auy

Active (63) iR 0s 3046 o o Partner 01:43:03 PM - Jun 17, 2024 02:55:15 AM - Auy

Events

Related Assets

MR 10T % 42
W loT iE #2285, Bl el i3 OT Security /& 75 1] P U7 ] % & 4% 2%
1. fE“loT & &7k, $u4T T I EBIEZ —
o TEZPNGNEY 10T i 4 45 0 B2 AT H, A B B o O ok R TR R
o GEFRBMKM loT E S, AR5 B B> W R EE".
OT Security 23 iz A7 0 LA 56 3iF 3 2 75 7] LA Uy [0 3 45 38 .
Y i loT 42 8%
1. fE“loT &R & &, $uAT R BIEZ —
o TR loT X8 ST B IAT o, A B A T O I R
o EFREGIEMN 0T EHESE, A5 i B> REE.
BE 2 B BB AR BT R AP %68 loT EE S B .
2. MR HEBLIEME L.
3. Bl RIE
OT Security 2> £ 47 Xt 10T 7 42 8% /) 58 .

I B 10T 3% 42 4%
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O
1. fEloT ER &L, $AT I BIEZ —

o TEEM BRI 10T 3 422 48 X B (AT 1, A o o o R Ik BB
o EFFEMIBRM 0T R, AR5 o i A > MR
OT Security 2= il i 10T & 245 .

MREIEEZEFR — N HEF RS 2, 8007002 3 OT Security loT 3% 4% 25 /05 .

| VER EEMR loT E# 2% )5, OT Security 23 M N F2 7 Il 45 2% #1#% loT iE % 230 HE . Z@ i

7E Windows I %2 %% 10T % #2 254X 2

| i R A

& Bh OT Security, & 0] DL i Be B oT & B2 4% 51 28 3¢ [ 20 >k B 7 € M H 27 I 55 28 1 % 7=,
¥ AT 52 I (loT) 15 2% B 5 21 H % B 1R F2 7 Ik 2% 48 b o 20 0 A B % 2 B A
T IR 55 2% , #5047 42 3% OT Security loT 3% 22 25 AL B .

223 OT Security loT 3% # 85 A HE, 15 04T LT #1F
1. B3 F|“Tenable T %"V [ -
2. 505 OT Security 7 I .
3. TE“FR loT W WAE"# 4 v, T # “Windows loT #E £ 3R E "7 7 £ .

Advanced loT Visibility

& Windows loT Connector Agent Tenable loT Connector Agent for Windows Server 190 MB Checksum
202, Server 2016, Server 2019, Server 2022, 7, 8,
10, and 11(B4-bit)(v341)

& Ubuntu loT Connector Agent Tenable loT Connector Agent for Ubuntu 20.x, 212 MB Checksum
22.x, 24.x(amdB4)(v341)

4. % F i 1“Windows loT 238 B FE 7 10 52 1) 31 B4k 2 38 1 B A2 7 AR 455 2%
5. iz417“Tenable loT &R ARE 1 S,

G IRy 25 Y B — 2% 3 WO 2 AR AR B 1m) 3 IEAE A A AL B0V L, JF YR L A Tenable loT
EERAEZENIE .
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https://zh-cn.tenable.com/downloads/ot-security

6. i F—F"
il I v/ < S 71597 3 Ve

7. EERERBI, AR5 HET—B7
st IS HEERERE M.

8. fRE M T %A loT LA B H (B BN H %), R )5 Bl F—23$7

Tenable loT & # 23 AR H Z 3 IF 45 .

9. I E, BilF Tenable loT % 42 2% /X ¥ IR %%

a. BB A HE OT, i N“services.msc”.

BRI R 9578 14T T .

e A LLER BT .

b. ik OT Security loT EE R HE B UL LT EEBITHRRS 5 R H .
RS NG, R DUK B R IR 45 8% 3% 5 2 OT Security . 45 ¢ 01 fa] 3 3o 3z £ AC P& 52 31 B

MRS AN E2E L, iF

Z ) @ AR PR N oT & 2 487

PCAP 1% it 2%

I %W OT Security H P A S . £F

OT Security 37 b A% 0 5 10 3 B W 4% 7% 21 1) PCAP( 4k L4/ 3% ) SO, - 7£ OT Security |- “4%
7o AE“RETICPCAP LA I, OT Security 23 Wi 4% W 28 Ui &, JF 1 A7 Sk il 2 11 53 7 L X 25 7%
A R O S I i S = 2 o e T s el S v DA EIR R 17 S 0 BRI o VB
OT Security i % [ P 48 Z Sb R B & . B, @i T .

PCAP Player e

Uplsased By

HER PCAP 3 il 2% 52 Frix B 50 fF 28%) - .pcap. .pcapng. .pcap.gz. .pcapng.gz. A LU{# I i

OT Security {7 S 5] 5 Al ) 2% 5 4% T B 1d 3% 19 3

4% PCAP < f
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A2 AL PCAP ST, 18 $1AT DUN #24F
1. 7E BB E > PIE IR, 55 “PCAP #ERUAS "k Il K .
2 H B PCAP 8 JR0 88 7T I -
2. i bfE PCAP X",
BEI 22 4T P SO B VR BAR .
3. T I PCAP id 3% .
4. BT,
OT Security # PCAP {1 b A% % & 45 .
17 PCAP < 14
A ELAR I PCAP ST, 18 $hAT BAN #14F
1. BB R > B AR IR T o, i “PCAP B A8 "L Ik .
B 2 H B “PCAP 8 8088 T I -
2. EFEEIRTA PCAP X & .
3. R BRAE>SRRE
BRI 2 1 BB PCAP [ % .
4. FERETCEEE T RAE b, kR R G BRSO I T
PEITA L 1X7, “2X7, “4X”, “8X7EL “16X”.

| R L PCAP S oK B4l v N B R Gi b, Bo 8 AF 78 047 J5 Jo 3 0 Bz 1k

5 B,

R Gk I PCAP U AT - PCAP SCAF 1 1 Jir A5 0 48 36 Sh 8 2 £E & Ge i, I H & 48 iR )
R B 77 2 TN N B B 7S

l R A SO AR O, S BEHE TR S — > PCAP Ut

F 8 1%
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I % i OT Security P A& & B . E8 . o S 1E R

FH AR UT S
] CSV I 7 7 VA £
. FHUINH

» SCD X1

e Rockwell Tl H > 4

f I CSV BB o8 7 HE 4l =5 2.

H T WA LA 773 ) CSV S I A7 v, 05 I A o 7 45 6 5 B G0 £ 2,
ER BB REE B BT A LR

{5024 % 25 18 B SV I, 65 A Rl T CSV/ S T 6 72 A 13 o S I S 1 R T L
U654 2 th B0 At CSV SCPF I VI %8 BESC KT, 48 TS 00 45 4 B F 0 08 5

TR AR R A B CSV S, W AT DT R AE
1. 2B R "> AR IR v, i P 3 B AR R .
2. fEEM CSV EAR SR M o, il b,
3. WY CSV A I PR A7 AL B IR R e F A% .

F N

N T ERERTE §, R OT Security i AR 4G 2 — S8 H A 5777, M REA HEF X LB ™. 0]
Lod i T 80 g CSV SUA, R 5 4 % S AL B R 48k T3 R X 88 55 7 s n B i b 4K
Hfg EAR L IP R AR G0 BAT 577 P 68 A A 5277 o a0 R AR gedar I 3 21 A1 R 1P Y 9 245 38 15
B, AR SRR A R B AT 0% oA I B B 105 BT B B 2 AT B AR RS S . Sie I B
W 2 H il A5 I, RS T IR K % B8 P A DU R B 7 AT A B

O EAE TR P bk 2 ik N RGVF T

£ OT Security £ #lll 21 _F A% {1 5t 77 Z i, H KU F 7> 8 0.

VR F BB )5, OT Security 7 K Wl 213X L6 B 7= 78 W 25 v R A28 15 J5 A = i 5 2 A K 1R =
.
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BTG T, 3E AT DU AR
1. 5 2l > BRI
SR 2 I3 YR LT
2. fEFF EAETET R, S EFIHHE MBI .
3. fEBRAE AT, T CSV MR,
OT Security 2 '~ #% tot_Assets # i 34 .
4. ¥TIF tot_Assets HiH LY .

5. MR SO A rb A0 U WIORS B 2 4R tot_Assets AR AR, AN OR B 21 BR AL ( 44 PR RT 2T ) R A i
I1E .

6. DRAF 40 B (10 SO

7. [ BEE v B

8. TE“BRfE"E s, ik b COV”, AR5 T M =% AL CSV ST IR 4T IF S0 A4
9. fEFHHMBE=", B TRRE.

SO & SR — DR IR I CSV A, “25 R H 2 S S AT R M B R B PR A R
R AE R H

A E < o 0 G| N T | 7 E | L M N
1 Neme Ty Criticality IPx ML Family Model  Firmware o5 Purdue Lelocation Dewriplic Result  Ermce
2 |AM P HighCritic 10UI00. 0. aa:bEcod Siemeens  ST300 231 Lawedl Italy Siemens, Faibune |IP L0100 30,21 already lxlsl:i[
} |Bon Geredr Madiaml 103001030 Wit Windows Sefver 2013 futiid
4 ofC Swirtch Afcbiood: Catadyst OG0 1r3 Leweld SuDress
5 |DDDD Unknown konsCriticality Linas L lsranl Suncast
&
SCD 3 f#

AR F vl i B 43R (SCD) S A 5 AC sl (R BT A7 B A5 A SR PE A5 5 S B AE W) 5 SCD ¢ fF E
% 3| OT Security, 3513 ¢ T #1155 7= . IEC 61850 Fic & DL S ¥ 55 2 4> WL Akt 1 vl L% .

W SCD X115 2, OT Security 2l % 5 42 HL 3% 5 1R e B AH < 19 A BLEE R, 4
o RZFRBH % i 5 i & B Ve (MMS) ) 5 .
o RAFBUNE i (R AE SCD XA H 4 L) 221k 1T [ MMS i 7 .
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VER : OT Security 1 37 £ SCD SCAF ) LA #% 2

o 7% B YK R 18 = (SCL) MR A 1.0 A1 2.0.
o NEE AN SCD XX,

%% At SCD SCAF, AT BA T # 1
1. RS SRR

G IR 2 B3R YR I

2. E“Fah B ETEF, SHE“SCD X475 4 .
3. 7E“SCD XXHF 4y, i g7,

SCD Files

1285 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file.

um 2d SCD files to \murt h fy substations’ configuration and define IED
ice communication settings accordin, gt o the \ECGTESDS nda r’d

Note: only one 5CD fi d per substation. The
taining the same substation na

ecently uploaded file
e wil verrde previous ones.

Project SCD File Name Substation Last Updated

Station Indegy Station Indegy (1).sed Substation 03:59:12 PM - Jan 20
huh SBUSServer.scd 02:16:48 PM « Jan 2€
S/S 8860 SBUSServer.scd S/s 8610 02:50:54 PM - Jan 2¢
NIC STATION NIC STATION.scd 03:08:44 PM - Jan 21

Upload  JO]

Download Details

BE% R AR Bk F AL — 4> SCD 3 AF o R e ils b A% 19 ST A & A1 [ A 38 B 3l 44 B

R ) SO = 408 i

4. PN L AR S

OT Security 1% SCD 3¢ J5 , #& 7] LL7E JE B> FE 4145 B A “IEC 61850”i% ik h & &
PR VEY S B . SCD X AT AT A R B B # Sk — A EAE, IF SRR B

“IEC 61850” I 1] f) J0T & 2 ik 7 — 4% AR G 42 BV A f) 4 R 3 8

5. (k) ETFHAMEREMER, EREHREE TR TREARBE

OT Security 2> L CSV #% X T # W 4115 B

Rockwell I H ¢ 4
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A LA E A% Rockwell . L5X SCAF, DAGN &2 55 7= L 56 3 55 7= 1R 4045 B, JF 789 38 k& 55 Bl nT D0 44 52
B P A 85 v A S B8 7 22 B ) Ok &R o T H SO I B KK/ 50 MiB.

EEPH EBRIAE M K, ProjectFilePopulatePrimarylLayerAssetIPs % & N True H.
ProjectFilePopulateNonPrimarylLayerAssetIPs ¥ B A False. 4% & B A M [ IP bk 1) % =
B2 AN H SCHER, # ProjectFilePopulateNonPrimarylLayerAssetIPs Bt & 2 %1 i% B N True J fi#
WEET R RS Xk, RETUEREFEZ P E W IP bk, DUERK EA HE IP bk
BRI NG, R EAREAR — B E. EE A E , 155 R Tenable X1,

2 E A% Rockwell ST, 16 AT DL R 424 -
1. & BRERE > B
U B 2 H BB A YR L T .
2. fE“F3h b ET R, 5414 “Rockwell 3@ B T4 47

Rockwell Project Files

Upload a single project file (.L5X) to extract controller configuration and enrich
your asset inventory with details like controller type, IP address, and backplane
structure.

3. Mk,
4. P AR S

OT Security 1% Rockwell T H 4 J5 , % 7] DLE VB B>V E B kT -k h & F & e it
aMfE R
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w"E
OT Security 1 [ “# B "% 7> 114 OT Security 1)k £ $ i & 71

EZHEW BOEMAEMN BRI RO HBE AN I E  FEE L&,

P51 5 5 A A A M I e AR BB R R L T RS AT I0 E  E
. 2 B

2o E

o “WH/TEE MY R A EMEE LMEE . B, REh . B3y (BT sh 8
i) .

HEE &0 LLTE Tenable Core it & DNS ik 55 2% . 5 R ¥ £ 15 5., 152 W Tenable Core +
Tenable OT Security F J #5878 ) [ “F- 20 Fid & #5245 1P k",

Y OEE : & F WM E &S Lm D, AR ORENEZER, 1§55 HBE.
o BH B = b a3 gk oy AOn AR HEAT B BT B R .

. IE:E W AE R g A BOR B HTTPS AE B e B H O Wik, & A < HTTPS IEH |
B RIERE 22 EZH ARG E.

o APIZ ST Al AP AT, DL 55 =7 B TRy e W38 1 APIL 7 17 OT Security. T4 H 77
Py a0 AP . APLE 15 G2 E R 7 910G A R RO RLRR , . A RR 4 JHL Ay i o
AP B AE 28— A O A S s — Ik A R L IR AF A 2 A A2 B LR DR (A . 0
2 ) “AE i AP A

o YFWE: & E . HH M ST VAl E . F 2 [ “YF il E”S

FENE
o M4 E X
o SUSEEIM L 2 B G 4 R G0k VR 7R AT 4 2500 1P S TR A . 1 2 R s 4 Y
%",

o BeBhMAHE 5 FH wsh I 4% B fe VF OT Security & L 5% 7™ o 16 2 Bl “9 2t £57
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ActiveQueries.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/ConfigureIPAddress.htm

O

« §EF CSV B B WS R 6 A CSV MR 45 72 77 10 V41 13 B 5 5 04t
CSV 1 ¥4 7™ T 41 i "

o FEITINF = A CSV LR B 0% 77 U N 2 B 77 51 2R . 38 2 BT sh s 0 B

R 1] & i% #) Tenable Network Monitor ) 1P ¥ [ 1) iz K #0 & A 128, K] it Tenable % i3 A
AT PR ) . B 2 B IP YA Bl 2 41, 7 T OT Security “F & 7 W P i AT 7 3 ML AT 7] 44T 3% 5h
(1) ¥ % #4 XIl 53 % .

o RBEBIBE P BF RGP AR EEE 7 41 3% o X H8 BT B A 3R o I R B
VEIE R 2 i V5 L7 8T LU L T T 3 Ji S PR 557

o HREXTFB G HE X7 B UM ARG RR L8 . B E L7 BT U 4
A%, At a] DL AE A R B IR B .

o BB ST LUK AR E I () VE N R AR 2 A RN R AR AR k2, DO AT
4% 15 S H AR

* PCAP #8088 - 4 7] L AR 85 10 SR K 1M 46 35 30 (K] PCAP U, JF7E OT Security |-
SRR, MK E s In B B R Girh . 16 S 17 PCAP £ iU

s AFPAAR .85 . mEMNSHSIARN K ARHER.

c APAREEE GRS R RGOSR (A% PSR, I T SO
PR oA R S (DEE L R P R R B ) .

o AHA P A B AT USRS E T A T K T O Rz K o B AR G, R
518 2 I “H

s APHAEHAHPES. WA S MAMERHE A ES RSB

o BY UG AR 45 8% TT LU ik %48 F) LDAP R 5% 25 (5]t Active Directory) 43 it Fi /7 4%
. FEIX RS LR, 7T LLZE Active Directory 1/ B PR AL, 15 2 R “H P B

o BRI H H AT G 4% . OT Security 24 1 52 £F 55 Palo Alto Networks 3 — 4% B K 5%
(NGFW) #1 Aruba ClearPass UL & H: 1 Tenable = /i ( Tenable Security Center 1 Tenable
Vulnerability Management) £ il . & 2 [ “42 1.7

c REHB EE. QR RS DI E RS A B BLT RS A 5 B BE R
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o SMTP AR %5 %% : SMTP iR 5% %% 7 38 i H 7 W A4 R 3% AR Jm 4.
* Syslog A 55 % : Syslog Ik %5 &% 7 # F - H il FAE 45 SIEM L.

* FortiGate B k3% : OT Security 5 FortiGate 4 /% J5 , F /" 7] LALHR 4l OT Security /¥ 4%
H1F 7] FortiGate By /K 3 & 32 7 K 35 55 B 223 .

s RG¥1E:

BOR RGUG A TR TR E R Ak

c REMTWE KA BREKE NI BONRE . R A G 4 2 3] AR AT
W B EH#RAE

| R M ERAE TR IO, RGP B A R R

Tenable Core H L7 0] B ik Wi T :

s RGHZE:

REGEA4:E 3.18 #2, & A i | Tenable Core H [#]“#& 43 138 &7 71 [ %t
OT Security 317 & M ML R . AR ELZE L, 155 RN 7 BUE & 5 fLs
JE”, 5 EAE ] CLI AT IR R, i 2 1% ] CLIE 5 &40 .

FHRE K OT Security ¥ S L E W EAFE A .ndg AT 3 H B AT EAL . b
SCAF AR & G0 E OB I & 6 BN 3 NBT OT Security 1 65 .

BANBE K BN ndg LA OT Security “F 4 it B % B S A A H 5L .

TEZ W& £ OT Security “F & 6 i & 12 W 04 09 S0, 38 H A7 i
AR M HEHL L.

EH B3 FEH A 3) OT Security ~F & o 1X & O 3 LE AT B 5 o 0 7 1 £
k.

R AT A WG s . v CLBE B EE s R A Al
R W OT Security “F & . & ZIFHL, i 1% OT Security % £ - 17 FL YR 4% 4 .
ERAGHRENIAE ZRGFHEMHE. Blan, 37 F SRS . 2 9 1 58S

A o ) S o AT DORE 1% H A 9 CSV U 3 Y BOR A3k 3] Syslog ik 55 &% . 15 S
R G HE”

RO A
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm

O

OT Security“ & i Bc B 7 1 70 V¥ H S0 EC B AT sh AT 0 ARS8, DL BB MR 5w &

HTTPS it 15 . AP %5 25 A1 V5 W] 4E A1 O i FE 445 & .

B

I Bt %K OT Security P A FH . £

“B &7 T TR R ¢ OT Security Bt B (1 V£ 404 & . 87T

Device

Device Name

The name of the Tenable OT Security management system.

AIAZEM U E AR I MBI E .

e i dsplayed e ofaerts, o tEssystm\g
everts, a lted fea ng

MANUAL SYSTEM TIME Nov 11, 2024 09:37:06 AM

DEVICE NAME

Device URLs Edit

Device URLS allows you to set multiple URLS from which the system can be

aaaaaa um:nwm:) it e e locally configured IP addresses. (Change

requir

System Time Edit
enabie OT Security system. System time, together

With the

Timezone
Determines the time zone for the Tenable O Security system Time zone, t

it the ysem ime, setemin the dspayed e of s, aKMes st m\og
everts, and all other time-related fea

TIMEZONE EtUTC

Maximum Log-in Session Time-out

Determines the session period after which logged in users wil be logged out

LOG OUT AFTER 2 Weeks

W& K
OT Security 1 £ 11 ME — bR 5T o
% & URL

FeVF I E T T U5 A& SR > URL (FQDN).

BRI A URL 2 — DU E 25 . 1) FQDN A2 B IR B oR . R A R

FUHRE TE % U5 ) o T 55 6 B UE AT B AT, RS 4RSS

#ER L R TR E, H P

RG]
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ARG B sl v E RN E T, (AT LG g

| TR E R H AN RTINS ERT S E2XEE.

R R A I [A]

I 1A B, PRI R B R, QOB SR T R B SR O R B E N S ok R SR 2 s
I TA), 1 SR o YR A", T FH I B A Bl UL 45 12 AL 30 3 Bl 1 /BT L 4 /NEE L 12 /8L 1R
JE A2 JH

B K T8 R0 I B[]

Jo R TR B, shi 1R Boid Ja , CE s PR H S R R R R S ok B UM IE S E, 1F
g

TF i A 22403

i 5/ LB, R B TR, S o R 3 10 4 T RS 03— 25 e, I
i VB2 0 2 M P A BB R BRI . RS E, WH
g 5.

Ping % 3k
JF )8 Ping i 3K 7] 3% OT Security *F- & %} Ping i 3K () H 3 i 5 .
B Ping i 3K, 1 8 o “Ping ¥ R "V) e F 5¢ BLJS A Ping 185 K .

AR

| P % i) OT Security A P A & HL I, £

T 9T 5% 86 R 60 00 % 0 B T WO M I 4o AT D0 1405 80 6 09K 0 90 B T 5
L™ 2 W e PSR U8 7500 i 2477 G BRI 1.8 TB Y, R 40 £ MR B 0 S 1« £
T L7 P 45> BB AU B AT AT IS, T U

WS BE A AR, R RR A A RO T 5% DUR ] Btk A 3.

I R T DU 3R T 9% U4 D 9% BRI I 45 1k HdE 0 4l 3R Th RE .
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E Bt A% B AR I X R

JA B Bl HE AR N A Tk 2 0 X K RS OR BT AT A T A G XT3 SR AR T 7 AR AT AR R EE B
T 00T BRIV AT R AT At v o o SRR 0 R R TR, DU A R A K A AR T B e A F sl b HE
7 RE % B M 4

LR A B N B AR B BN TS R, 1 B SRR N AR RS B IR KU T R
LLE M B Bt .
5 KB

[ OT Security 75 i A5 M 7] 45 7~ 18 328 12 8K A AT U i) WP 28 A0 40
a0 RN, 1 AT R R WS IR S, B TR g SRR U] 5 0T O

BRERBRG T ER

“Ja 5 1 L 4t v 803 ik 1§ E Tenable RE 75 I 45 5¢ T OT Security 3 25 1) [ 44 3% ) 203 -

Ja H J5 , Tenable 2> Wi £ Jo ik 3 A T4 2 A N B8 NS B AAE A 7 i 4 . X (5 A E
TANEIE AN GO E S (PN, BINAE B A FEE AR T 5T B vy nl /) 00T« B 68 i3
RS 2 5 DA S BT iC B 1) 2 e 1 203 - Tenable 2 3% B8 Tenable 3= B 50 1) #i e {87 A ax Le 50 %, DA
o3 FH P 8 F BT R OT Security (1) 44538 A1 H T A& B @) il B 19 th i B ERIN A B H S

TR BN LR, 5 s AR B AL g T SR

I YRR R D) T 5% B T I A A A O 4 T B L .

GraphQL Playground

N %548 N GraphQL IDE. J& H /2% F S V)45 75 5%, o ¥F /4% 1 A8 B A2 7= 36 55 0 1) Playground 11 4t
API & ) .

i 1A B
A 4.1 4, 4T LLEE S F1 8000 I A% £ AT L B 4% 43 5 I Tenable Core 2 M.

B A AR A T

| Fr#& K OT Security H P At S L. £8
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T mT LU 72 A P R B 7R A8 OB S B ) 2 e L
T E AR SCGR A BRI, 5T BN A
1. HHAT P AR —
s BMEQRE>RGLE>GRE".
o EUEFMBCRA U b, PR SR T U
R IR 2 B 9 Ak a2 T T

Compliance

nnnnnnnnnn

Not Defined (Default)

2. EEMMEMARBERICE b, B RE
Bei 2> Bl g 5 K& AR SR E A .
3. IEFEIT T A R HE S o AT DU BLTR 38 T A gk AT 1k .
« 1SO 27001 &4
« CAF J& U]
« OTCC Fi%
* NIS2# 4 (5 21 %)
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« NERC-CIP Ek
» |[EC-62443-3-3 E 3k
4. B RE".

OT Security 2 £ A7 A M1 AE 22 B 8 00, FF 4% 1R
OT Security & fE“G AR " E B R & R A& R 4R

5B N

HOE 17 0k A B

LR AR

| 58 B OT Security Fi /4 B 8 5t . & . % & 6 10

# Tenable Nessus i ££ F1 N\ 12 & Il £ 48 (IDS) 5] 4 F0 0] £ 56 35 3 5 8 A, 3% 7] B

OT Security A Jj fir A e ¥ 19 2 FA I 7 x5 8 1 53 7= #EAT
5| B (DFE) = S 58 %7, >R 38 70 38 R B MAE o5 vu [l A0 2 0. 5 mT DL

A7 ST, AR 2R AT TR .

i #% . OT Security Tfé il o 3 A i 80R

o = i E 3 BT 3 1

IE%&ﬁ%%%Tmﬂ%Cmﬂ%%ﬁ,%%@T%ﬂ%Cm&NﬂSmMW%F%EMWT%@E%%

Updates
(I Nessus Plugin Set Cloud Updates

FREQUENCY Every day at 02:00 AM
LAST UPDATED

PLUGIN SET 202411070852

(D IDS Engine Ruleset Cloud Updates

FREQUENCY Every week on Monday and Thursday at 02:00 AM
LAST UPDATED

RULE SET 202411062338

(I Dynamic Fingerprinting Engine (DFE) Cloud Update

FREQUENCY Every week on Monday and Thursday at 02:00 AM

LAST UPDATED

VERSION 202410230822

Update from File Edit Frequency Update Now

Update from File Edit Frequency Update Now

Update From File Edit Frequency Update From File

l HR sty DU YRR > T AR AT T

-332 -


https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateManagement.htm

O
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Tenable Nessus 1 {1 £ 57

wWEEN = B 3h

A SR B B R DA, T AT U R AE
1. BERE>REWE>EH.

B 2> th LB HTE 1 . “Nessus A5 = EHH 7> & B il B M9 5 o b T I
[Fa) R BE BT o

2. ridi“Nessus AR E = B H U 5 LUA FH B 30 F ¥ s
Y 4 3 2F O HT A AR
1. HEFEB>RERE>FEH.

LIS & LB % . “‘Nessus FHHE =B W 0 2 Dol £ g5 . LR CE B
EIEIEE

2. miidiwEMER.
LANEEN 16 N
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Edit Frequency

REPEATS EVERY ™~
Days
0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. EEEME I, N — DECF I T FLAE gk B ) AL (R B ), BLkok i B
W7 4 A 1 B 1] [R] B o

U R PR, VR I A A A AR R A R A R AT BT

4. TEFEHAET 1) 4, B ok B B B bR S 3 8 i [A) 255 20 N B T B AT 15 B A A B OO 4 A
F) I 8] (R HH:MM:SS 1 1% 30) S

5. i “RIF".
UE i 2 B — 2 VH B, B A 6 L R T BT .
Wz T8 A
HETF AR, E AT LR R AE
1. R RE>REME>EH.

“BE T LI B B 0 o “Nessus Ji ARS8 = BEHT R O & on 8 1 4R 1O G T L b U B I IR
ANEE B i

2. BESLEPEH.
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e £ 40— 260, T O R AT . S5 R, AR B 4

.

| B EHEAERKLRE D, 50 OR S & R RRIT T HAS ZE R U .

B4 R

SR ) OT Security ¥ % F G Internet 3% 4%, W AT 3@ ik A Tenable # X 77 W 5t T~ %% & 3 1)
I 1 5 FF A% SO Sk T3 B A A

A 2 5 2 FORT AR A, E AT DU A

1. g E > RERE>EH.
LN £ th B BEFT LI - “Nessus # - 5R = BEH i 7> & WoR il A B M 9 5 L b T T I
[Fa) R BE BT o

2. i ASCHER
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LANEEWIS S S
3. TSR R AT B R A, B R BE BT SO A R S, AR R R IR AN ST BT

I R R A& Internet( 5] &13E £ 2 Internet (1) PC) J& 74 g M Z 4 $2 T F 8508 10 3 48 S0 -

4. R, ARG S E M OT Security & 2 1717 W sl i T 4k 1698 1R 42 S0 1.
5 HELEHF.

- 336 -



IDS 51 % 9L 1] 4 58 7

93 % T 1DS 31 4 AL 5

99 1DS 314 ML F 1B R, BT BL T R AR
1R RS RERE S EH.

BE IR £ tH I TE T UL - “IDS Tl R W) £- 2 B G U AR A 45+ b CEE T N ) A
C P

2. riiliIDS FIEMM L = FEH V) I 5C LU A B 20 5
G 1DS 51 B A 0 S T ) 4
1. B2 RE>REARE>EH.

SO £ L SEFT LI - “IDS T 2R ) 4R 2 B4 G s U AR A g5« B R N ) A
BB

2. i GEmE
I 2 I R R T A
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Edit Frequency

REPEATS EVERY ™~
Days
0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. EEEME I, N — DECF I T FLAE gk B ) AL (R B ), BLkok i B
T 0 £ F e T TR R

U R PR, VR I A R A A R Rt B A R AT A S T .

4. 1F K5I IE] 750 2, B o ik A R bR 3 308 BRI [A) B sh i N B ), B AT ik B S A B
IDS 5| % 1 ] £ 1 it 1] (S A HH:MM:SS #1145 2X) -

5. i “RIF".
UE i 2 B — 2 VH B, B A 6 L R T BT .
X§ IDS 5| BB £ AT F-3h = o
HE T HE R IDS 51 BRI A, B AT LR R
1. R RE>REME>EH.

WG IR 2 Y L BE T UL I . “IDS 5] R B T B s FUW A A g S . B KRR I (] A
CanP

2. B L BIEH.
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W 4 th B — 49 L, 0 U SR O 2 AT o O 9T 56 T, S PHE S 5L 4 T 1DS 3
SR B 1 50

EEEE

W AR OT Security & 75 G Internet 2 42, W 7T 3E i M\ Tenable 2 7 1717 W b T #8558 (1)
L5 I B AL SOk F 30 T 87 IDS 5 SR 4R .

A EL R A T IDS g BERLN A, 5 AT BLT R AE
1. R REBE>RALE>EH"

R 2 BB E . “IDS 5] BERL N £ = B HT 2 Won N AE A g 5. b R S i TE] A
FoHr k.

2. pidi A SCHEH
SE R 2 B ST EE A
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Update from File X

o B®Download the latest DS Engine ruleset file
(Requires Internet connection)

UPLOAD IDS ENGINE RULESET FILE

Cancel

3. QR R S R A, 3 B ol BE 4 T BECHT (1 1DS 51 5 B S A

ER A ZEE Internet( ] 41 3£ 42 21 Internet (1) PC) J5 74 B M 1% BE £ T 8 B BT (¥ IDS 51 4 5L
A
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4. BEHWE”, AR5 T E M OT Security 2 /7 177 W ik 71 R 2k (1 1DS 51 2 500 45 504 .

5. i .

DFE Z 3 58

fnr LU “3h B 4R 8CR 551 % (DFE) 583t H 20 ok 5037 3 e sl m) OT Security 5 4t s I ) 73

%K.

W E DFE = i [ ) 58T
# 2 )5 F DFE H 3 B8, 15 AT LT #A4E
1. R RE>RALE>EH".

B 2 DL SE T UL . “DFE = Y BB EE 0 Son 1 OE SR AR B R Y
H 39T, BA K S 9 = A RRCAS

2. HEEHMH A EH, 1 5§ “DFE = ¥ BH "V 7 K.
I % DFE BT /4 2
1. R R B> RALE>EFH"

B 2 LB UL . “DFE = % ST EE 0 Son 1 OE 3 AR v B b R R Y
H 0, LUK BB 6 2 A ARCAS .

2. mii“mERE,
Vb A 2 H B G 8 0 2R 0 T AR -

3. ME“EEME I, N — DECF I T R AE b gk 5 () B AL (R ERA ), B R E DFE
BT B4 B ) 18] B

AR E R, 15 B AR A JLEE AT DFE & & 3% .

4. 7RSI8 7ER 4, H o i b T b O 0k R ) TR B sh B NI E], B AT % B DFE BEET A
1] (3% F HH:MM:SS (% %) .

5 HERAEE.
2 B — 250 B, BB O T .
F E# AT DFE 2 ¥fi 55 5t
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1. 2 REBE>RALE>EFH"

BE I £ th DL SEFT LI - “DFE = 3 BT 0 Won 1A S E T AR R E . R RCERT
H T, A K S =24 I RRCAS

2. Bl SLRPEH.

BEI 2 L 4 B, BT EAE ST . B R RUR , BRAHE & 5 24 7T Y DFE FR
x.

B2 T B

I A& # OT Security ¥ & A B, ) 7] 38 i A Tenable 25 7 17177 9 3l T %% 85087 1O i A IF A%
At K F 3 % B DFE.

1 B 4 SR DFE, 15 $h47 DA 8 4F
1. R RE>RALE>EH".

BRI 2 DU SE T . “DFE =% B8 EE 0 s 1 OE S AR i B B R Y
H 391, DL S8 3 R =4 AT RRCAS

2. B ANCHEFR.
B i 2 BN SCHE TR
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Update From File X

o W Download the latest DFE file
(Requires internet connection)

UPLOAD DFE FILE

Cancel

3. IR ME 1M R 5 L BRAE TR B ol BE R BT 1 A 25 A4 S

l ER R A B G A 78 % E 52 T 08T 1082 2 44 SO iR, 1 o BRI i PC
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4. WY, AR5 3 AR OT Security 75 7 1717 W sl T #1015 9% 25 44 SO

5 R FEH.

iE 5

I BT % i OT Security ff£8, : & # 174

R HTTPS iF 15

HTTPS ik 5 5 f& & Gt i F % 42 (1) OT Security 5 #& 1 Ik 55 4% 1 82 o ¥R IE B2 72 W4 J5 24 .
A LLBE I AR BCHT B B 25 A E e B IE PR RO — 4.

I VER LR IE TR A s AT E TS .

B E AL UET, 38 AT BN AR
1. BB >RERE>ER
B 2 L SE R .
2. fEBfEE R, R EREERIESR.

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one. Generate Self-Signed Certificate

Upload Certificate

SSUED TO Tenable OT Securi ty

SSUED BY Tenable OT Security Download Certificate
SSUED ON Oct 31,2023

EXPIRES ON 0ct 30,2025

CERTIFICATE FINGERPRINT

S I 2% LA A AR N B
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® Generate Certificate X

Are you sure?
Generating a new certificate will override the current certificate issued by Tenable OT
Security.

Self-signed certificate will be valid for 1 year. Please note that your session will not

be trusted.

3. AR
OT Security & H B L UE T, B A SER" THH P ESE.
A% HTTPS iE 3
A LA HTTPS UE 15, B 4T LN #1E :
1. B2 REB>REWE > EF".
Ui 2 ELE B E .
2. fEBpfEE b kP B AREH.

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one. Generate Self-Signed Certificate

Upload Certificate

SSUED TO Tenable OT Securi ty

SSUED BY Tenable OT Security Download Certificate
SSUED ON Oct 31,2023

EXPIRES ON 0ct 30,2025

CERTIFICATE FINGERPRINT

R 2 7R A% R S 0 T AR
3. EMEFSCHE b, P B OE T A R A RS SO
o e (M S S T A= N o S T2 Y
5. fE“Fh AR AL HE o AN AL B 6
6. i EAR7UL AL SCA
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}il
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1. BE"RE>RABEE>API F .
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5. B,
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LR 2 th BUCAP B 17U, o b 5 5 I 1 APL 381 1D,

¥ ICP 5 Enterprise Manager it %}

| P& i1 OT Security i P & 5 00 L 34 ’

| W& M TAEVE M T OT Security 3.18 & 5 & fit 4 . ‘

% 7] LK Industrial Core Platform (ICP) 5 OT Security EM Bt % - 4 B BT 4 b 2.
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ffi & TCP 443 1 TCP 28305 & F J1Jik, LAf# M ICP 2| OT Security EM #4718 15 -

ICP F11 OT Security EM 2 [i] f7 7/ HTTPS & #% .

(A %) 7E OT Security EM 1 4 i API 25 4] .

l VER AL AP B 8 T BE AT B 6 I 4 7 R AE

¥ ICP 5 OT Security EM Bt %F, i $447 LA #4F -
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HE
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S AIE S .

W w] DLk k2D 3%, JF )EM BEXG” T T 3
HEAEUEFS .

W& 0] LLE OT Security EM H 3 i “2 3 ¢
B >R E R Ui 0 E BT

4. fidEEXE.
OT Security 2> & 7~ H A BL X R 72 1 “EM BEX 58 1 -
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6. WHRE L /RFEMHALHE", MRS EHRHE ICPEXFER I A, EIZM LT P
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Manager H /7 #& 1 ) (1 “ICP”.

£ OT Security ', “Enterprise Manager” 70 [l I [f1R 45 Bor N B R, & 1T L Al “G
8/ & EM AL E .

Wr 7+ 5 Enterprise Manager ] ICP [t X
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]

“IX 2% 5 ST TR BT e
o S IE MY 4%
o WAhi
o LA PN AR
o J# T SNMP i 31T % =

o ZREX loT B8 /™ i IP 3 It

5 M % W 4%

Bt % i) OT Security Al P A e A £

7 W5 4%l B B S — 4H IP S [ (CIDR/F ), T 52 X OT Security () W 153 7.
OT Security 2= Z 0% it B 5 [l 2 481 % 7=,

BRINTE LT, OT Security 23 it & = > BRA A JL5E [ : 10.0.0.0/8. 172.16.0.0/12 Al
192.168.0.0/16, LA J¢ 5 422 7% 1 5 [ 169.254.0.0/16(APIPA)0

Monitored Network

The Assets Network is an aggregation of IP ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within tenable.ot’s sensors subnets or any activity
performing device will be classified as an asset.

DEFAULT IP RANGES 192.168.0.0/16
172.16.0.0/12

169.254.0.0/16
10.0.0.0/8

ADDITIONAL IP RANGES

AR AT AT ER A VG B B I3 5 1 X 2% 1) Y B, 3 BRAT DL T 4R AE
1. BERE>NRRE>MNEE L.
B 2 L 48 s LI
2. R ZWBHME W, B B
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G PR 2 B2 B 45 Fg 9 % 1T AR

Monitored Network x

IDS engine will only monitor the
first 400 subnet definitions
(CIDRs).

‘ Default IP ranges:
192.168.0.0/16

172.16.0.0/12
169.254.0.0/16

10.0.0.0/8

Additional IP ranges:
IP RANGES ONE CIDR PER LINE

e.£ 10.10.10.10/8

Cancel
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VE R : OT Security i F§ 240.0.0.0/4 IP 36 [ /£ K 1P Hh bk we 55 21 NAT IP 43 it (¥ P 35 Of B8 9t o 22
B R B VS [, 5 BX R Tenable LR

Add Duplicated Network X

®

Metwark Details Confirmation

IP Reserve Pool: 240.0.0.0/4

This pool will be used internally within OT

Security for the purposes of background

reservation of IP address mapping for NAT IP
o allocation.

If you wish to change the designated

segment, contact Tenable OT Security

Support.

DUPLICATED IP RANGE *

f the range is not in the monitored
network, it will be added to it

‘ 192.168.0.0/16 ‘

* Duplicates (Sensors)

‘ Sensor #1 = -~

Sensor #1

3. HBEREK IPEREES, L CIDR#& 4 A\ IPJuH, #170, 192.168.0.0/24.

- 354 -



O
4. WEBIM(ALREE) "N HAED, S HAE R IP G H S A& &8s .

5. i F—H",
IS 2 B AT AR

Add Duplicated Network X

e @®

Metwark Details Confirmation

Please Confirm Asset Deletion

In order to separate these 33 assets into their
own networks, the system will need to delete
them automatically, allowing them to be
rediscovered again after startup.

If you wish not to delete these 33 assets, they
will remain in their current IP range and this
may cause data inconsistencies or
unexpected behavior. Best practices suggest
deleting the affected overlapping assets.
View Assets in New Tab

Delete Assets

¢ Back Cancel Save
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RRESHA—HaHBEINMT N

7. B R
OT Security 2> 17 5 8 1) 1P 35 Fl , A1 ¢ 70 F 4 B 76 “55 52 10 ) BB I 4873 v

Duplicated Internal Networks Add Network

IP Reserve Pool: 240.0.0.0/4
@  This pool will be used internally within OT Security for the purposes of background reservation of IP address mapping for NAT IP allocation.
If you wish to change the designated segment, contact Tenable OT Security Support.

1Duplicated Networks Actions ~
CIDR Sensors In Use - Discovery Queries In Use - Nessus Scans
192.168.0.0/16 Sensor #1

l EE Y 58 B B R (YW 45 5, Tenable & U 1& % 37 5 2 OT Security, %A J5 15 5 F A% & 25

8. ¥ k3 3l OT Security.
9. B ALK, R A EE > ERERE
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1. AT T AERIEZ —
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‘e BABREIERVIHIT LR ESE M

o BAMERREE LA W E ALK AT, kR ERAES R ES
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2. AR LS, KRS W BEEE LSO BER UK L.

Ja 8275 3%

N
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B FE B DL B R AR RO P BLZ OE .

9. BRI
] DLiE ok 5 gt B ok 1 B H A SMTP Ik 55 45
Syslog Ml %% %%

NTAESNER IR S5 4 B H B FH AU, T 2L R4 % B Syslog k%5 & . iR AR E
Syslog i 55 &% , W £+ H &4 AL LR 77 7E OT Security - & I

#7 B B Syslog Mk 55 2% , 18 $AT BA T #4E :
1. HE g E>RE B >SYSLOG iR % 3%,
2. Hii“+ %5 hn Syslog R 45 287, i 2t Bl “Syslog iR 55 880 B & 11 .
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Syslog Servers

SERVER NAME *

Server Name ‘

HOSTNAME / IP *

Hostname / IP ‘

PORT *

‘514 ‘

TRANSPORT *

Transport -

[ ] send keep alive message every 10m0s

Allow syslog message caching

Cancel

CTEIRS BB RRHES, N T 0 5% & G F A 1 Syslog i 55 4 1 4 F

. FECEHLLBPHE S, % N\ Syslog IR 55 2% i = AL 4 58 1P Hudik .

. TE“W OHEH, 46\ 2 ) 1% Syslog i 55 & K 1k A IR 55 4% B S . BRL 1514
L FERRERN ROAE b, b 4R LA A AL P i . 1 TR TCP B UDP.

- A0 AR R B USRI B R ), T R TR IR B, AR R A B R ik
K WIARE B RIE L, )RR R B DA B ] R D A O A IR

C(E) 10 OB RIE — IRIRERTESIIE Bk 0, WA RS
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9. (MIik) X F TCP RLEA &, it #7 f¥ syslog I BGEAR E I, 1 75 5 ol i i) 2247
P, 2 T 52 S R % 3 A

&

l 1 & : UDP syslog 4 B A B &AE MRS KA AE ), R ERZ P, KL R TR E K.

10. B “GRAFE.
& n] DS IS O I R ok 1 B H A Syslog Ak 45 4 -
FortiGate [Jj K 1
# E % B FortiGate filk &% 2% , 18 $AT LT #21E -
1. 2B >RSS5 %">“FortiGate B K557
2. i w AR kB
B 2 B R B in FortiGate By k327t & % 1.
3. EBRST B4 FRVHE A7, % N E{# F 1) FortiGate AR 5% #% 1 42 #% .

4. 7E“EPLLBPHE H , #i A\ FortiGate IR 2% 2% 14 = WL 4 85 IP Hutl- .
5. 1E“API B4z rh , % N\ M FortiGate 4= 1% [t “AP1 Fric. 7

R A K FortiGate AP %32 (1 86 B, 1 2 5 LR I ]

[ : https://registry.terraform.io/providers/fortinetdev/fortios/latest/docs/guides/fgt_token.

6. BN,
OT Security <> fil] & FortiGate [57 *k £5 IR 55 2% .

VER O T U8 bk (B R A AT 8 R 2 AE AT I E LA APLBRE BT R b hE) | 3 £ H OT Security
BE P k.
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O

4 OT Security @/ &% 2 51 fic & AR, B OR MRH5 DL B & R U5 1) AR -

Access Permissions

Access Control

Security Fabric

FortiView

User & Device

Firewall

Log & Report

Network

System

Security Profile

VPN

WAN Opt & Cache

WIFi & Switch

Permissions Set All~

(2 tooe RN
(2 tooe LA
(2 rooe LA

@ hone @ s IRV

(2 rone

# Read/Write

# Read/Write

# Read/Write

# Read/Write

@ None m # Read/Write

RN ® Read
[ZR LN ® Read
| @ None [REEERE
LN ® Read

@ None K RTFS]

# Read/Write

# Read/Write

# Read/Write

# Read/Write

# Read/Write

€ Custom
© Custom
€& Custom
© Custom

€ Custom

KRG HE

Pt & i1 OT Security £ £ : 4 3 i

“RGH BTN R RGO AR P A R G S (SR O AT SN O g N R O
) FIR . M H SRR P R FH AR, e B3 kAR R G F (Bl T AR
%, FHORE 3K H) o b H SN S5 E LER S A R F R R LUK H
EAEN CSV it . i ] LLAC & R 4t LUK R 4t H & F A 1% 2 Syslog ik 55 & - A < WA 52

R A% S S, 18

Z b EEEE G T A TR,

MR E LA DR N B

ZH iR
ff 1B H AR A B TR A H
H2F Pt Az =5 AP 1) T R 2 1T

i RAEFFRIH B T B R AERENF, ARMH P 4
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N

4 2 gt H & k% 3 Syslog Ak 4% 2%

58008 R GLRC B A 1) Syslog I % 5 Rk RGP A, AT DL g
1 HERESREAS.
2. ekt A B T HHE L R B8 8

| ER W E AN Syslog ik %5 %5 , 16 2 17 “Syslog AR 55 #% 7.

3. LT TR ARG A
OT Security ¥ 5 4t H & 5 1F & 1% 25 %€ 19 Syslog Ik 55 45 -

B} 3% : Microsoft Azure ) SAML £ j%

OT Security 7 ¢ 4% [l SAML #3855 Azure £ 1% . K 1t , 43 fic 2 OT Security 1) Azure H /7 & %
i ik R 5 5% (SSO) B 3k OT Security. & 1] UL 3 H P 78 Azure 3R 15 11 41 4 fic , {3 A 4H B
U 76 OT Security 41 73 i £ {4 .

IR 43 B 7 N OT Security il Azure W B SSO 4 Al 1) 52 B 2 - B & ¥ Al i 72 Azure 1 81
% OT Security B FH #2 7 R B . 2R 5, AT DL LA ¢ bt 3 € & 1) OT Security N 72 ¢
15 B, 355 & 4 3R LR 5 B9 E B 4% 3] OT Security“SAML T TH « 24 %5 5 B 43 32 AL R 5 o )
ZH it 2] OT Security 71 (19 F 7 4, B & L 5€ % T o

PR ENE, FEEE GRS 5 5 Microsoft Azure #1 OT Security.
% 15 1F Azure 1 4] 2 Tenable N 2 ¢

W AE Azure 1 1] @ Tenable N 2 7, i& 047 BA T 84
1. £ Azure 7, # % “Microsoft Entra ID”>“ NV N R, ARG+ BN HERF .
I i) 2= 1 3“9 %8 Microsoft Entra ID BT [ «
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TENB OT RESEARCH AND DEVEL...

Create your own application X

,ﬂ? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

| Input name

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra 1D (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

2. P+ QBT RMARRF
il i R S o B B R B LA R N T A
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3. 1ERLFRFE I HRRA A2 "RE b, 0\ R P O 44 9 (90 00 Tenable_OT) Jf i% % 88
PR v SR 31 A 7 B PRV R P (R ) "R, AR O R R B R
20 HIIRACE

P PR & 12 Azure th £ 47 OT Security M HI T2 5 W 4G BC B, @45 Jy 2 A SAML IC & 14 (45 iR
FFAIEI R URL) € 2 i i {5, PAN 809 7 BOAE 5 .

| ER U B AR iR R S R A 2 B BAE .

AT YRR B, T AT BLR R4
1. 1E Azure SRS, i BRI B R, 2R )5 1L P SAMLE Jy 8 50 8 5% 07 v
G IR 2 BT SAML F) B 3 0 1H
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e e e

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT

Tenable_OT | SAML-based Sign-on

Enterprise Application

] « T Upload metadata file 2 Change single sign-on mode i= Test this application £ Got feedback?
& Overview Set up Single Sign-On with SAML
Deployment Plan An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlID Connect or OAuth. Learn
2 Diagnose and solve problems mare.
' Manage Read the configuration guide ' for help integrating Tenable OT.
11! Properties o
Basic SAML Configuration 2 ki
2 Owners Edit
o, Roles and administrators Identifier (Entity “?) X Requ!red
Reply URL (Assertion Consumer Service URL) Required
&2 Users and groups Sign on URL Optional
Relay State (Optional) Optional
2 Single sign-on Logout Url (Optional) Optional
2 Provisioning
0 Application proxy e Attributes & Claims
C Self-service
A\ Fill out required fields in Step 1
| Custom security attributes givenname user.givenname
> Security surname user.surname
emailaddress user.mail
> Activity name user.userprincipalname
Unigue User Identifier user.userprincipalname

> Troubleshooting + Support

e SAML Certificates

Token signing certificate £ edit
Status Active

Thumbprint

Expiration 11/27/2029, 11:04:39 AM

Notification Email

App Federation Metadata Url - - . s
Certificate (Base64d) Download

Certificate [Raw) Download

Federation Metadata XML Download

o TEH 1M (A SAMLIEE) 1, ik /“zﬁﬁ”o
B 2 5 7 A SAML AR B 00 T 4% -
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 Copilot @ 5o
: TENB OT RESEARCH AND DEVEL...

Basic SAML Configuration X

E Save ,!-'3.,'_'J Got feedback?

Identifier (Entity ID) = @©
The unigue ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL e

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state |

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url e

3. 7E“FRIRFF(S24k ID)"HE 1, % N Tenable 52 I F2 F¢ /9 IR IS ID( 4] 401, tenable_ot) .
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4. 7E“BEE URL(B 58 % & R4 URL) "HE |, % N A 201 URL( 1 40,
https://0T Security).

l ER AR RAF A EE URL 8 i I8, 7T DL 5 76 i B 1 AR b gk 1742 25

5. i i <l AR LR A7 I I A 9T 9% PR B A SAML R B ") T 4R
6. 7EA A3y (BB, s Oy %41 Ll & %] Microsoft Entra ID $3 iR % .

o Set up Tenable_OT

You'll need to configure the application to link with Microsoft Entra ID.

Login URL | https://login.microsoftonline.com,
Microsoft Entra |dentifier | https://sts. windows.net/
Logout URL | https://login.microsoftonline.com/

7. V1 E OT Security 5 #l &, 2R )5 # £ “FH P & #">“SAML”.
8. MM E "L R HE SAML M TH AR , K & H] () {4 K4 I 2] “IDP ID"HE
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Configure SAML X
iop 1D *

[ https://SAML_Host.com ]
IDP URL *

[ https://SAML_host/saml-authresponse ]

CERTIFICATE DATA *

____________________________________________________

USERNAME ATTRIBUTE *

= |

GROUPS ATTRIBUTE *

[ GroupsID ]

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

Cancel Save

-

9. £ Microsoft Azure ¥ il &+, #dd; Oy B 45 DL & ] B 3 URL.

10. i [7] OT Security 4% fill &5 I K & il 1) {5 K I 2 “IDP URLHE 7 .
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11. 7F Azure 24 5 115 3 #4r (SAMLIEF) + , X TiE+ (Base64), #H“TF &,

12. iR [8] OT Security 2l &, /E“UEFHEIE "7 T, W < 40k 0¥ Hikd .
13, 15 Azure Bl G 05 2 05 (REERIE ) | 2o il
14, {E“FHAh B B 7# 5> T, 3% £ JF & #5518 user.userprincipalname %I i () 75 B 44 #% URL.

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns £ Got feedback?

Required claim
Claim name Type Value

Unigue User ldentifier (Name 1D} SAML user.userprincipalname [.. ***

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML User.surname

~ Advanced settings

15. iR [7] OT Security £ il & 3K b URL %5 0% 2B P 48 8 1 HE o .
16. £ Azure Il &, i+ Be N4 = B,
LU A £ H B4R 7 A 0 T AR .
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“TENB OT RESEARCH AND DEVEL.. 0

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

Group Claims X

Manage the group claims used by Microsoft Entra ID to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?
<+ Add new claim| -+ Add a group elaim| == Columns | 2’ Got feedback?

() None
(®) All groups

Required claim O security groups

Claim name Type Value O pirectory roles
(O Groups assigned to the application
Unique User Identifier (Name ID} SAML useruserprincipainame [.. +**
) Source attribute *
Additional claims ‘
Group ID. ~
Claim name Type Value
SAML usermail . [] Emit group name for cloud-only groups @
SAML .
usergivenname ~ Advanced options
SAML useruserprincipalname e+
SAML usersumame

v Advanced settings

17. £ FE R NR B S5 i P RERA? "H o h, R E A", R)n kR

R R Azure h R THBE , Tk BRAENABRFRA T AR FEA, F A
Azure X & $E i 7y B 45 2 FH A Fe B0 FH P 41 .

18. 7 “HAhF= B 5 b, 5 H B R 9 & % 518 user.groups [All] 5 Bk 1) 5 BY 4 8 URL.
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery » Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns & Got feedback?

Required claim
Claim name Type Value

Unique User Identifier (Mame D) SAML user.userprincipalname [... *=*

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname

~  Advanced settings

19. iR [5] OT Security % #l] & 385 & il /) URL %5 W5 21 “¢H J&§ PR "HE o .
20. (A i) 78 R HE A I SAML L B (1) 1 34

% 30 % Azure A S LI 21 Tenable 4.

FE B B 50K Azure HI P 20 B ) OT Security N F2 FE o W1 75 % 0T #2 7 A FH 7 #BLR 1R
e E, EEH P BRI K Azure 21 5 il L OT Security A P4 (B B H /A B A1 — 4

BURR) 22 Ta) 33547 B 35 45 4 « OT Security Fil € LI H P H N BB G R P 220, %
S U NEBERMEE . FRELZEL, WS RS LIRS Azure H T E D

3B — AN WL E OT Security P4 B 4H .

WR B SAML ¥ R 50 B 2 B B R (SR P, BOR MR T A B G BT A AL
BR o 73 P 2 2 A4S F 7 i P W] RE IR T B e O BURR

W E ¥ Azure ] i 5F 21 OT Security, i 047 BL T 84 -
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1. £ Azure i, SALE R P AT, 2R )5 di+ WA P14

2. BB KRN, Bl R G R
BV £ 48P P

Home > lilil | Users and groups >

Add Assignment -

TENB OT Research and Development

A\ Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to
the application

R WIRAE Azure R T A B IR ISR T o B N AREFRA T A BrA A", WA
oy F 4H T AN 2 AR

3. WEIFLEFE A LTFRH I, AR5 i m#EE”.
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Users

Selected (0)

z) Reset

() Try changing or adding filters if you don't see what you're looking for.

Search
| | No items selected

25 results found

All Users

Name Type Details

User

User

User

User

User

User

User

User

User

User

O 00 4doooogd

Be Be Be Pe Po e Po Po Do Bo

4. Wiy me”, R T o TS N R T
B 2 H B P A L
5. By P (BAL) BB as AR R iz (AL R E O
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D e e i b

Home >

Users and groups

Enterprise Application

0« + Add user/group &7 Edit

tial () Refresh 5% Manage view &P Got feedback?

Overview

0 @ The application will appear for assigned users within My Apps. Set ‘isible to users?' to na in properties to prevent this.
[ eployment Plan

X Diagnose and solve problems .
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
~ Manage

O First 200 shown, search all users & groups

1! Properties

8 Owners Display name Object type

Role assigned

O . User User
3 Snglsionon O = ser Usr

@ Provisioning

L, Roles and administrators

S2 Users and groups

£ Application proxy

C self-service

J Custom security attributes

~

Security

~

Activity

~

Troubleshoating + Suppart

AR -9 & IR
6. fEA M S HA T, dFEE,
AR A T B = R T
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Microsoft Azure

Home > lilil | Users and groups >

i,

| A& Overview

& Edit properties

Overview Monitoring

& Audit logs
D sign-in logs Basic info
¥ Diagnose and solve problems

El Custom security attributes

L. Assigned roles

& Administrative units

£ Groups o
User principal name
Applications
PP Object ID
s Licenses )
Created date time
Ll Devices
User type
Azure role assignments R
Identities
@ Authentication methods
B New support request My Feed

Account status
@ Enabled

a

Edit

Quick actions

—
—
-—

Edit properties

) Refresh

O

P Search resources, services, and docs (G+/)

Q) Reset password (3 Revoke sessions  £03 Manage view A7 Got feedback?

Properties

Group memberships 1

Applications 1
Sep 6, 2024, 611 PM

Assigned roles 0
Guest
ExternalAzureAD Assigned licenses a

B2B invitation

a

Invitation state: Accepted

Reset redemption status

7. {EXFRADF ik £ I K 1R 4 2 Tenable ) 28 ) {F

Home >

User

| Groups

+ Add memberships

X Remove memberships

O Refresh | == Columns | 27 Got feedback?

Overni
& Ovenview [ .2 Search groups | v Add filters
E Auditlogs . ’
Name *. Objectld Group Type Membership Type Email Source
2 sign-in logs
O . O test Security Assigned Cloud

K Diagnose and solve problems
] Custom security attributes
&, Assigned roles
& Administrative units
&2 Groups
B Applications
w4 Licenses
[l Devices

Azure role assignments

@ Authentication methods

2 New support request

8. ik [n| OT Security = #l &, ¥
XTH 1D,

A2 4] F)AELRE W 2 P 5 ) X B IDPHE . i, B R A
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Configure SAML X

GROUPS ATTRIBUTE ™

[fsf

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

READ-ONLY USERS GROUP OBJECT ID

| |

SECURITY ANALYSTS GROUP OBJECT ID

| |

SECURITY MANAGERS GROUP OBJECT ID

| |

SITE OPERATORS GROUP OBJECT ID

| |

SUPERVISORS GROUP OBJECT ID

Cancel Save

9. o Z W s F] OT Security o A ] F 41 1 45 A 2 7 52 45 9% 1-7,
10. ol “GR AR LU AR A7 $82 106 I K B 00 T A5
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OT Security 2 il & 91 ¥ & 75 SAML Wi, KA 65 2 E /I E B

SAML

(I SAML single sign-on log-in m

Populate SAML account with the following
ENTITY ID Tenable_OT_

URL https:/

Configuration details
IDP ID fsfsf

IDP URL sfsfs
-—---BEGIN CERTIFICATE-—-—

CERTIFICATE DATA

Read More
USERNAME ATTRIBUTE fsf

GROUPS ATTRIBUTE fsf

ADMINISTRATORS GROUP OBJECT 11

#4352 B Azure TR B

U5 58 % Azure RS B, 5 POAT BLR R AE
1. fE OT Security*SAML T i 7, 87 o #4241 DL & 1] S24% 1D,

SAML

(I SAML single sign-on log-in

Populate SAML account with the following

ENTITY ID enab\E,UT,

URL (& httpsi/.

Configuration details
IDP ID fsfsf

IDP URL sfsfs
---=-BEGIN CERTIFICATE-----

CERTIFICATE DATA

Read More
USERNAME ATTRIBUTE fsf
GROUPS ATTRIBUTE fsf
:&DDMINISTRATORS GROUP OBJECT 11

2. fE Azure | G b, Bl £ S HE R B RBER.
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BE 2> I e F SAML H % " TUII

3. % 180 (4 SAMLEE) 1, i%“/%%”, AR J K A2 1) ELRG U 21 B IR AT (S8
A 1D) "HE DL e 2 i e N B I I

L e o e ondgec e I 2 Contot
TENB OT RESEARCH AND DEVEL

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > lilil Basic SAML conﬁguration X
lilil | SAML-based Sign-on
Enterprise Application B sae & Got feedback?

o« T Upload metadatafile %) Change single sign-on mode = Test this application 7 Got feedback?

Identifier (Entity ID) * ©

The unique ID that identifies your application to Microsoft Entea ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Overview

Deployment Plan Set up Single Sign-On with SAML

X Diagnose and solve problems An S5O implementation based on federation protocols improves security, reliability, and end user experiences and is easier to Default
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth, Learn
~ Manage more. [Foter an entier e =
11l Properties Read the configuration guide ¢ for help integrating Il Add identifier
& Owners o

Basic SAML Configuration

&, Roles and administrators Reply URL (Assertion Consumer Service URL) * @

Identifier (Entity ID)

& U d The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
sers and groups

Reply URL {Assertion Consumer Service URL)  Required Consumer Service® (ACS) in SAML
D Singlesign-on Sign on URL Gptional
Relay State Optional) Optional index  Default
@ Provisioning Logout Url (Optional) Optional -
5 -
£ Application prox -
PP proxy Add reply URL
C  Self-service e Attributes & Claims
] Cust security attributes o
ustom security attribu A Fill out required fields in Step 1 Sign on URL (Optional)
> Security givenname usergivenname Sign on URL is used if you would like (o perform service provider-initiated single sign-on. This value is the sign-in page URL
3 At surname usersurname for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.
ity emailadress usermail
3 Troubleshooting + Support name useruserprincipainame Enter a sign on URL 2
Unique User Identifier useruserprincipainame

e Relay State (Optional) ©
SAML Certificates The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically
2 URL or URL path that takes users to a specific location within the application.

Toke i rtificate
oken signing certifica 2 i
Status Active Enter a relay state ]
Thumbprint
Expiration 11/27/2029, 11:04:39 AM
Notification Email Logout Url (Optional)
App Federation Metadata Url i i ..
PP Federation Metadata Ur [ - 0 This URL s used to send the SAML logout response back to the application.
Certificate (Base64) Downloa ‘
Fariiomto ot Pt ErDw—— 7

4. Y143 OT Security, 4R J5 7£ “SAML”TL i # , # & #40 LL & ) URL.

5. V) 3] Azure ¥ & , S8 5 7E“FE A SAML BC & "3 7, H SH F URL RS UG 2 £ URL
(b7 = W B F RS URL) "1 U7, DB e 2 1 A\ ) I I URL.

6. ol B A L5 A7 I BT 5 B0 TR A
il B 52 ik, “Azure Al B2 AR B I B & o 7 44 0
%5 O SR

EEOE SAML £ ik, 6 20 B R 5l OT Security . 46 0] 57 Bl 57 J5 2h & ¢ Bl ik % F6 Ja 508 )5
)

-

.
P

T YRR Tl Y X (o
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1. £ OT Security #% il & 1 “SAML T TH I, % 5 “SAML B 53 B ") #4241 DL S FH SAML.
W S BoR“REBF)BIEFE M.

@ System Restart ®

In order to apply the configuration changes, a restart is required. Restart may take a
few minutes and, during that time, the system will not be available.

Cancel Restart Later Restart Now

2. S B TR R 307U T T 2R G S0 R SAML I R, 58 . o R 5 2R 9T 3L
¥ 5T SAMIL I LA 38 51 0 R 96 918 20 . SR 46 48 R 90 0, LT A
REEWRAD R H &R

Authentication servers changes are pending a restart @

% | SSO & %

HFE 305, OT Security 5% & LB F"EH T 7 Wl — /N Fr @it SSO B F " #: .
53 Bt 2 OT Security 1] Azure F /7 1] LUHE H H Azure ik P & 5% OT Security.

A EAE M SSO Fax, T AT BL R #RAE
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1. 7£ OT Security &5t & 11 L, # @i SSO B "5 4% .

Otenable ot security

£ Username

“ Password

Sign in via S50

5 2% 5 Azure, T 4> B8 3 N OT Security #5675 W 2> 3% & 52 174 & Azure & 3%
LT

WA Z A 0K 7, OT Security 2344 & 5 5 1] & Microsoft“i& Bk /"7 , & v LAT7E
Fo kBB /% kAT B SR
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