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#4245 338 47 Tenable Core + OT Security 3¢ OT Security 1% B 2% , 5 1 8% FI F2 F¢ il & 4¢ 4 2
W2 LA E K

7~ OT Security £ 41 B FH Y 1% £% , 1X 289 & 75k B0 B Bt ) 2 & 4F B 75 A5« bk TR 5 T 1
AR E, H AN E ST B . AR, 8B T L E AT R W RE AR 5 S AT B 1SO AR . TG T R Ik
ff B R R 0 2 2k B IR AT R A, 15 S R AT “Tenable OT i 4 MUK "E N T 5 sl 52 ik .
OT Security ] BT 5 2044, BL35 ICP EM Fl4% J& 25 7] 78 3% & FLYE AT T B AF B 1247 .
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O

V¥ & : Tenable A & I /£ Tenable Core (1) 5.4~ 52 |55 2 A~ N 2 7 . W 3 2 7E Tenable Core I3
BELZANHER, EANGANNHEFHBE s,

15 2 8 4R o

| R :Tenable 3L A Bt 5 EHLERAE R G0 AH A in) B, RIS 445 7 22 255 5 2 30 1) 38 ) ok 25

Tenable Core XX ¥

7Y B o EEZER
R LML VMware .ova 1 1E VMware 1 3 % Tenable
Core
Microsoft Hyper- Lzip XA
V
g 44 .iso % FERE A | %2 %% Tenable Core
Tenable $2 fit i) fif £

VEE  BARE AT DUAE R A £E H A 3 85 v 32 4T Tenable Core, {H Tenable A $2 fit ix 6 75 7 1 i B ¢
V=

OT Security fifl ff: % 5k

A 5% OT Security 8¢ OT Security f£ /& 2% ) AR E R EZE L, ES W CRERIGH)
1 [#)“Tenable OT Security i 1 1 J5.”.

OT Security & oL il {2 2 5k

b 2 AE PR RE L AR TR SRS B R RE A P AN A o B I S 8 B R R A
JEL R X 2% 3 B M A R X 2% R/ BAR N R e T

TR T 90025 5 A $R 4E Tenable Core + OT Security [ 3 A 45 7 .

Tenable Core + OT Security 75 2 37 AVX Fll AVX2 §] CPU( %1 &1 Intel Haswell 5% 5 /& fig &) ©

ZEGR CPU # N7 Rk % 25 )

iE UL 8 MM H% i 16 GB RAM 200 GB
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https://docs.tenable.com/OT-security/Content/Installation/InstallOTSecurityICPVirtualAppliance.htm
https://docs.tenable.com/OT-security/Content/Installation/InstallOTSecurityICPVirtualAppliance.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Install_TenableCore_ISO.htm
https://docs.tenable.com/general-requirements/Content/OTSecurityHardwareSpecifications.htm

il BLOR

Tenable % i 7E H 3% A7 i (DAS) ¥ 7% (5 IF /& [ #& il i (SSD)) | %2 %é OT Security, PA3K45 i
M RE . Tenable 5% 8 H 2L AT = S5 90 H 3 455 N Ik % (DWPD) (1) [iEl 45 17 il (SSS) LA
TR 73 47

Tenable A~ 52 £F 78 W 4% [t #2247 it (NAS) 1% % L 22 %% OT Security, 7E W ZHE LT, 76 1EIR A
10 == Fb B8 5 45 I 18] () 77 i X 380 09 4% (SAN) Bk Tenable fiff {4 15 % 2 L £ 10 B R 7 &

Fif Ak 5 TA) LR

b P2 AE R BE L A PR SRS B LR BE A B AN TR o B I S 8 Y B YR R AL
JFU U I % B M A ) R 4 DR/ BB R P R e I B AR EEER L A AT R R B AE AR K
FEJE EHUER T IX 28 8 BC B o WAL S 1A BOR A7 P AN AL, BRI T 3 1 Bt & 0 4 H IS O
CA R AE 28 48 b A7 i 208 R I G

OT Security 75 % $hAT 52 M 1% Ui & 1 76 B B0d B 475 3%, OT Security 17 fiff I 55 I =54 H 4 /N B
TR AR R IR B SR

T LLTH SR R A7 il 5 5K (GBIR) |, iF 55 E v it B % (Mbps) e LA 2.7( 3%+ 0.25 (1[5 48
2K .

5 P A A% J 4% 2% B2 Ui 23 Mbps SPAN it & (R 7R 9 i, & R IO A7 it ZoR (GB/R) NEER A
(23*2)*2.7=124 GB =% [8] H T+ it & 47 fitt

TR R A M B 2 A R E B £ A7 ik 30 R TR B, T FF % 3.75 TB ) PCAP( %4 £ 1 3% ) 17
il X 51 2% 7 BE W A2 1L 2K o A7 fiff 1R U B B4l 8 B K/ B BR J5 , OT Security 2 7 i 5 IH (7 PCAP %
i, R BBV E .

ICP R4t E K15
B X SPAN/TAP Fit & CPU #%
1 A 72 (DDR4) FAEER
(Mbps) L
ANi#E i 50 Mbps 4 16 GB RAM 128 GB /N 4x1
Gbps
50-150 Mbps 16 32 GB RAM 512 GB /N 4x1
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Gbps

150-300 Mbps 32 64 GB RAM 1TB /N 4x1
Gbps

300 Mbps £ 1 GB 32-64 128 GB RAM &, 2TB 8 /N 4x1
e~ % Gbps

Fh A oy X ZEOR

OT Security {8 F LA F H: #0107 X

/ BIER S
Jopt N FH R e R0 4 e S
Ivar/pcap BoAE ALk (e B B R AR Bf)

br A 22 38 3 72 281X 28 4 X RPE [F] — NG AE b . Tenable % BOK X 26 N 25 72 2 21 5 ph g 4%

(143 X LA /& v ik 5 . OT Security 72 1 4% %5 52 B N A2 7, A0 B A w52 U/5 N T8 JE 1) s 4
(15 i SSD) 1 3k 13 f ££ P € . Tenable & i /£ i | OT Security 1 [ 504 L 4l 3K S REI , 767

FER AR A 1 22 % b Ad B H A = DWPD 45 2% 1) SSD.

l RN AERC B A ML TC AR B 51 (RAID 0) B 41 & L &% OT Security 7] & 3% 52 JH 1 g .

$7 : Tenable Bl i 4F 4 K 1%/ 78 B3R 0 7 RAID B8t o (EL7E— A Se e, b 45 38 3t — 7 75
AR 0% P, 0 5 PR P S B 0 RAID ik, 2 4 W6 S0 1 T M\ JLB 408 E AR E — B

P 5% 43¢ 11 5K

WA F A AUEAA IS (BE 2 ) W45 52 11 4 e %2 3¢ OT Security. Tenable @ X i F gigabit %
1. VMWare OVA & H 3 i @ 1X £ 52 [, 22 2% 1ISO( a1 Hyper-V) i F 3 ] @ 1X e 42 1

R :Tenable A2 i 10 G W R (19 1 # 42 fit SR-IOV SCHF, A RIEAE FH 10 G W < (1 15 % ] 2
it 10 G I & .

NIC 25k
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O
OT Security X 7 % — > NIC LL | T+ EM.

OT Security 7% %2 2 /b P4~ NIC LLH T ICP FI A% & = .

OT Security 75 Z#: 25 IP Huhik LLH T ICP/EM/A% 2 3% .

e J& 4 A1 ICP # AT A & O 542 2 4> SPAN #% [ .

R M OT Security 4.1 7T 45, W 45 4 11 10 S B SCAF 44 R0 R s

nicO — % %t i 1 1
nicl — & 4 i [ 2
nic2— & 4 M 3
nic3 — & 4t i [ 4

2 {5 7 il B R 40034 55 P 22 % Tenable Core + OT Security I, nic0 5t &2 Zi %% 0 1 (192.168.1.5)
1 nic3 2 & Z5 38 11 4 (192.168.3.3) FL 45 & 45 1P Hbhik . 34t 5 26 432 11 2 461 22 (NIC) £ Fi] DHCP.,

4 7E VMware | # % Tenable Core + OT Security It} , nic3 5{ &R %% 0 4 (192.168.3.3) A A i
A 1P ikl . HoAl NIC {5 F§ DHCP. 7\ Tenable Core + OT Security nic1 5{ & 3% 0 2 MAC #h
HE 5 VMware 85 2 31 15 T2 B 40 19 NIC MAC Mt kit Fie 6 . a0 06 2, i 45 i VMware Bt & DL %t
14 i) Tenable Core MAC Hh 1 .

AREZER, BESM“T3E EHS IPIAE. “& B R 4 W & A “VMware 3£,
1CPU # 02 2 25 W % 0y, AR 18 1 IR 55 4% 4% CPU( Xeon. Opteron) .
Ty [A] ZL oK
15 1 350 25 0 29 2 DA SR
o K E R

. IR

.k SR
145 0 25 3L e 575 1) HOBK X 4 g R % Tenable Core U4 I $h AT 1F 2k 2 3%
B AL R B ALS , 3558 55 5 Tenable Core (19 H 1 W 7 7] 22 5k 23 PR 30 55 11 5 .
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/ConfigureIPAddress.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm

O

ER B H appliance.cloud.tenable.com 4 8 i@ ik 7 £k 1SO %34 (FF SR M AL EHr) , I H
PAZB)5 iF]  sensor.cloud.tenable.com A4 A& 3k B VR b .

Tenable Core #

E

£l VMware .ova 3 f% AN T V5 1) 5 BE ) R RT  E BlE
¥ Tenable Core.

fisf 12 .iso W% s B ) B X A BE 2 2 Bl B
¥ Tenable Core.

R HE B iso XA LAREHN, AFE BRI . HXELEE, 152 M BLEH Tenable

Core”,

i 1% 5K

#%& Tenable Core B} 75 2 1jj 1] 45 52 1) 3 11 R 4b BN %l #1135 7 & - Tenable Security Center t,
3 BREE T N R 1) v U5 R AR . A 25 5, 1§ 2 % {missing or bad snippet)) ' [
“Uip 15K, OT Securityth 75 Z 47 € T M H 7 B8 1 U7 R . AR E ZE R, 1S 0Pk
ERE N

N UL

FOVF 2 PR o AN 3 A

| VERE O\ E R 8L B Tenable Core HIHH P = A I & - ’

Y O "E

TCP 22 Ak SSH % # .

TCP 443 OT Security £ I /] X 3 38 15

TCP 8000 Tenable Core % 1 1 A 3l HTTPS i 15 «
H ok v =

FOVF 2 BN i 1A HS
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateTenableCoreOffline.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateTenableCoreOffline.htm
https://docs.tenable.com/security-center/Content/PortRequirements.htm

O

¥ O nE
TCP 22 Hi ok SSHIE# , W H T 12 77 1 4%
TCP 443 L5 appliance.cloud.tenable.com fll sensor.cloud.tenable.com Iz % %%

M@, M T RGEH -

UDP 53 OT Security fil Tenable Core [¥J H 3 DNS i 15 .

B SE=3= AT
OT Security 15 £ (P EE A L) 75 24 T W 2% 1 42, IX L AR A e D A B0
B U 3 3 &)

KRR EA IPHhbpgHe O, Ay LLIE R R 4%, DU PRANIC & % o b4 O s VR e 4 U 1) I 2% B
27 DAEAT B B (%, HAiE) .
[1¥axan }E ”$D “EE Zng%_[«/j ”ﬁ ,@‘ (j:h’: lfﬁ D)

T80T LLTE AN S ST 2 (AR o BRI R B A WA B il X T B H SR
IT P25 HIERE, LSS OT W45 i B 2, A 6 A 32 3l &3k U i) OT 887 .

N, HERIFEENA AL, BN RO TH TR - E.
REICP%%ME#FHQ% %, T DUl E S il O 5 ICP g 57 R A i A BE R SEILE

> V-

E17 o

I
fﬁ

258 i OT Security ¥ B, & /5 22 3 8 B 35 . 48] UMY J BC B 9% 70 o RN 3 230 25 960 3 4%

£ Tenable #2 L K {F & & F, RSt o A3 B A BN E O M8 BN 30 & W M oA
45 4) 1) OT Security.

R RN P A O RE IP AL, Tenable & WA & A 0 & A D B BRI SR . IiC &
Ir 0w HE, &R BLUOY EZh Bl dE € T K

% 2 1
— AN A G B TP A I 2 A ) e % (SPAN) B
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O

o AR R R BLIEAT 0 A

o WA 4 B AS ML B A < A ML 14 BT 2% (SPAN) BT 7 52 #e ML 3 1140 7 o
(RSPAN) H Fr$z 11,

VR okl W& O B R v OT 4% 2k 2% Bl 3 3 i 2 SPAN (ERSPAN) i & i
T

Bl K 5 I = I

£ ¥ & OT Security £ Gi I, KX o 080 89 I 11+ 20 3 22, X B Al 7] DA Ok Tenable % 4t 1E 7
iZAT. PRSI T 7 EAARE LLEL OT Security ICP #1 OT Security 1% /& 2% f# F 19 3% 11, DL 3B 4T
*+ 8 % ) A1 5 Tenable Vulnerability Management #I Tenable Security Center£E % fit 7 1 ¥ [ .

| R H % AV E g B ok 8 1) Tenable I 3k A3 1 51 R 1045 B, 1 S IR 0 0% S

OT Security Core ‘- &
PLUR 3 18 CRFF 4T FIRES , BAE 5 OT Security Core - 5 18 15 »

I YER A EM 4 h 5 T A 2, ICP 4 23 Rk W57 ) o 11 28305 1 8000 (TCP).

b/ A | BEXNR H #

&N TCP 443 1 TCP OT &K #4% & SR A% 5 Ay 56 E  BC R
28304 B ERBEER .

1% TCP 443 1 TCP OT Security EM ICP #11 EM Bg X}
28305

&N TCP 8000 Tenable Core /] Web 7 [fi I8 3 ) R A% T 1]

Tenable Core
&N TCP 28304 ICP/OT Security & K A5 1815
&N TCP 22 SSH i 1] % 7% Xt EEAE R Gt i B4

A7 A AT VI 1)
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O

& TCP 443 Tenable Security Center IR T 6 R R
1 TCP 443 cloud.tenable.com ik T 42 B B i
f& 2 Tk B PLC/4% il 2% E &M
& * TCP 25 5{ 587 T REERHE TR SMTP(EZ ik B 1 HI5 4
% 7% i 7)
f& UDP 514 Syslog il %% #& R TR A 2 iz
syslog 74 &
f& UDP 53 DNS ik %5 2% % FR R AT
& H* UDP 123 NTP Iz %% 2% i 18] il %5
1% H* TCP 389 &}, 636 AD Ak %% 28 AD LDAP & 1}y 5 IF
f& TCP 443 SAML $2 it 72 ¢ BB SR
f& H* UDP 161 SNMP ik %5 2% %} Tenable Core it 17
SNMP Ui
& H* TCP 443 * tenable.com H sh 46 14 N R A
. PR 2 40 o e
.nessus.org
& H TCP 10146( % 4> i loT & # 2% ¥ ICP 2 2 loT &
1) a A
¥Rl %k AR 55
*h] SRR
OT Security 1% & %%
PLF o I N AR FRFT IR A, PAE S OT Security £ &% 18 15 -
v/l B O BENE H &
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(PN
(PN

e

f i *
e
e

et

&

] 34 A 55
EhEM

TCP 8000

TCP 22

TCP 25

UDP 53
UDP 123

UDP 161

TCP 28303

TCP 443 #1
TCP 28304

Web 5T

SSH 7y 1] ¢ %

F 38 % i ) L R R
55 %

DNS Jli 55 #&
NTP Iz 55 #%

SNMP fii 55 %%

ICP/OT Security
MAR G RIE B A, 1
ICP/OT Security | #2lk

ICP/OT Security
MAE B A8 K IBIEAE , 1E
ICP/OT Security I #1fk

DA s 1N PR RR AT IR A, BAREAE FH 30 & W Th Be

A o o) B s V7 18 P GUI
Xt R AR R Gt BN AT a2
A7 Vi 11

SMTP( 2 4% ¥ il 14 ) 2)

4 TR fR AT
i 8] AR 4%

%} Tenable Core 17 SNMP

s £

K2 5 3 96 UE /A B A% J 4%
E %

LKA A ICP 2 7] &2 1 & fy
36U /22 4 ) B8 E

e th
et
et
e
et

TCP 80
TCP 102
TCP 443
TCP 445

TCP 502

OT & %
OT & %
OT ¥ %
OT % %

OT % %
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O

& TCP 5432 OT & % PostgreSQL 7 if]
& UDP #1 TCP 44818 OT % % CIP #1X

& H TCP/UDP 53 OT & %% DNS

& th ICMP OT & & 55 e R

& H UDP 161 OT % % SNMP % 1]

& H UDP 137 OT & % NBNS 7 i)

& UDP 138 OT % NetBIOS % i

R - v 6 RS R AR A R T R . A SR B R T B ) D BT 7 AR 5% s AT B 1 81
R, HS PR A S A

OT Security 42 1%,

PLF S E N AR F 4T JFR &, LLE 5 Tenable Vulnerability Management 11 Tenable Security
Center £ B3 15 -

W 14 ¥ H BE X &R =Rty
& TCP 443  cloud.tenable.com Tenable Vulnerability Management £& ji%

& TCP 443  Tenable Security Center Tenable Security Center ££ ik

OT A3
7 1) ¥ O BEXNR =Rty
& 443 OT Security IER/ESHO LA N Do
& 28306 OT Security 5 OT REEA EH

WA VR {5 2 &
S5 AT DA BE I L S 1 R AT TR R B £ A

| R BT BT B k8 g O, OT Security 3¢ A% B 2% 7 B8 U 1] 45 19 58 72 16 40 O o 1
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O

¥ O ¥ O 44 #K

21 FTP

80 HTTP

102 Step-7/S7+

111 Emerson OVATION
135 WMI

161 SNMP

443 HTTPS

502 MODBUS / MMS
1911 Niagara FOX

2001 Profibus

2222 PCCC_AB-ETH
2404 IEC 60870-5

3500 Bachmann

4000 Emerson ROC
4911 Niagara FOX TLS
5002 Mitsubishi MELSEC
5007 Mitsubishi MELSEC
5432 PSQL / SEL

18245 SRTP

20000 DNP3

20256 PCOM

44818 EthernetlP / CIP
47808 BACNET (udp)
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O

48898 ADS
ST Honeywell CEE
55565 Honeywell FTE

‘%% OT Security ICP

l H 4% : % 3 OT Security ICP 3f i % 18 FH .

H 46 2w
e N A
R 4 e 2 IR I 6 5 B8 22 % OT Security ICP 7% 2 31 W 4%

o 3% OT Security ICP f# 1 1% #%

¥E & : Tenable #2 it ) Tenable Core fiff £ 2 1l % %% Tenable Core + OT Security. 1 5 5 22 % 75 %
e k& b, TiFEeHR. A XHEZE R, 155 £ Tenable 32 4t (1 i £ - $AT
Tenable Core + Tenable OT Security 4= 3 % 37,

o 2235 OT Security ICP & #L % %&

Ja 85 3%

o % OT Security 3% 2 21| W 4%

\vFr
S

%2 %% OT Security ICP fifi {1 ¥ %
107 LK OT Security % 4 22 25 7EHL2E 1, 0] DL E B2 HOCE “F i L, ) 4o 523 T

7~ Tenable & i & 7F 5210 F 58 Al % & Tenable Core Al OT Security ¥ & 17 5 & Bt i i 32 A i B A%
B, R K &% s BN EE BT ] H A m AR A E

L2 52 2
T4 OT Security 1 4 %2 5 BUFR1E (19 ZE~F) HLAE b, 3 BUAT LU 38 46 -
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https://docs.tenable.com/OT-security/3_18/Content/Installation/InstallTenableOTAppliance.htm#Step7

O
1. K5 55 4% Lol ANLZRSE AL 1U 361 .

HE:
o WHERALEEFEHL
o B AR ELBES HE X O (AL T 5 AR B A S L (AL T TR AR ) R i aE gE

2. MA@ B LA R IR 22 (R JR 1) |, R ML 2R 2 e S R (D i) e BIML2E B, LR
R B2 3R B HLA

3. KR A A A2 I A R A N TR B R ) A YR B 1, AR S R A SR A N S R LR
1
AT b 22 3 OT Security % 4, 15 #0047 LA T 82 1F

1. W B A& AE T8 - sE W SR i (s ai) b

FE:
o AR SETH T T
o TR R B R HE RO (A TS TR B A S L (A T THAR ) R i g

s MARKBEE T ZAMAAE T IA T, FHABME (LT EIR L) ERE 2 %0
(], DA IE 5 48 AT A

2. R B AL I A2 i H R A A N JE TR AR R YR S T, R E R A Sk AN SR LU
AREBENEZEL, ES R WIS,

J5 8 B 1
¥ OT Security % 2 31| W 4%

£ Tenable #2 it 1Y il £ L 447 Tenable Core + Tenable OT Security 4= 3 % 3%

Tenable Core + OT Security & Tenable #i& £t () 5 77 {4 | 751 22 e 1 H 6 BRI FH 2 BE o 78 5= 2L 5
T, BB AT A g (R O E BRI

| VE R - 00 SR a3 WAL B D2 R e %, U T DL 2 SR AR

TFi6 2wl
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O
i ORJE HAT LR IUH

o T &AL A ] 51 5 USB [N 17 3K 3 &= 1 B FH A2 77, %91 40 Rufus.
o HRATHS.
o HRAT U N AR, B PUTTY.
* KT 8GB ) USB I3 #
52 72 %% Tenable Core + OT Security ISO 34, % #1447 LL T #: 1
1. M Tenable T ¢ U1~ #8185 2k 1SO A

Tenable Core + Tenable.ot (OL8)

@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot VMware Image 2.75GB Mar 15, 2024 Checksum
20240315.0va
OVA Specifications:
o CPU: 4
o Memory: 16384 MB
o Disk: 205 GB

o Includes Tenable.ot 3.18.51

@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot Installation ISO 958 MB Apr4, 2024 Checksum

20240404.is0
o Requires aninternet connection

o Installs the latest version of Tenable.ot and
the latest system packages

@ & Tenable-Core-0L8-Tenable. ot-offline- Tenable Core Tenable.ot Self-Contained 3.32 GB Apr 4, 2024 Checksum
20240404.is0 Installation ISO

o Includes Tenable.ot 3.18.51

2. # USB 2k x4l A PC, 2R )5 7E DD £ 30 T K5 1SO 5 N 2| [N A7 JX 5 4% .
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https://zh-cn.tenable.com/downloads/tenable-appliance

47 Rufus 4.4.2103 (Portable) -

Drive Properties

Device
NO_LABEL (Disk 1) [16 GB] e

Boot selection
Tenable-Core-OL8-Tenable.ot-offline-20240315.is0 ~ @ SELECT

Persistent partition size
| 0 (No persistence)

Partition scheme Target system
MER v BIOS or UEFI

» Hide advanced drive properties
(L] List USB Hard Drives
[ ] Add fixes for old BIOSes (extra partition, align, etc.)
Use Rufus MER with BIOS 1D 0x80 (Default)

Format Options

Volume label
TenableCore Install 1SO

File system Cluster size

FAT3Z2 (Default) v 8192 bytes (Default)

# Hide advanced format options
Quick format
Create extended label and icon files

(] Check device for bad blocks 1 pass
Status
READY
D O = START CLOSE

“Using image: Tenable-Core-OL8-Tenable.ot-offline-20240315.is0
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ISOHybrid image detected

'@ The image you have selected is an ISOHybrid" image. This means it can be

k. written either in IS0 Image (file copy) mode or DD Image (disk image) mode.
Rufus recommends using I1SO Image mode, so that you always have full access to
the drive after writing it.
However, if you encounter issues during boot, you can try writing this image
again in DD Image mode.

Please select the mode that you want to use to write this image:
() Write in 1SO Image mode (Recommended)

© Write in DD Image mode

3. 55, ¥ USB JX5h #5#F N OT Security 1 % I /) USB i 1 .

4. B G AT E B R & (ML E %A 115200 bps, 8N1 &) , SR J5 47 JF s 5 .
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Zmerican Megatrends, Inc.

5. HILFE /RN, #% <DEL> # N E ¥ .

6. LAY BLE N, () Sk B B AR B A
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O

Aptio Setup Utility - Copyright (C) 2024 Bmerican Megatrends, Inc.
ilelelll Save & Exit
i T
= Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot [Enabled] T
¥
Boot Option Priorities Y =
¥ =
v =
Boot Option #2 [UEFI 05 (WD PC SN740 T e
SDDPNQD-256G) ] ¥»<: Select Screen =
Boot Option #3 [UEFI: SanDisk] ¥: Select Item s
Boot Option #4 [UEFI: SanDisk, YEnter: Select e
Partition 2] ¥+/-: Change Opt. =
Boot Option #5 [WD PC SN740 YFl: General Help =
SDDPNQD-256G] YF2: Previous Values =
F3: Optimized Defaults

4: Save & Exit =
=ESC: Exit

7. GEFECBBYEIR #17, JFR H SOV USB KA 4

| ERE S AT R R 3% 0 (UEFT) & 2
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O

EZP COM6 - PuTTY — O X

Aptio Setup Utility - Copyright (C) 2024 RAmerican Megatrends, Inc.

Boot .

SE——————————
Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot

[Enabled]

Boot Option PriSiujuls=(elsi wEiy
)5S (WD PC SNT740
Oracle Lir (WD PC SN7T4 2560
Boot Option #2 UEFI: San =
UEFI: SanDisk, Partition 2 Screen

Boot Option #3 SRNEEIAEL tem =

BOECROEEn—r-.-—————— B =
e Opt. =

Boot Cption #5 [WD PC SN740 YFl: General Help =

SDDPNQD-256G] ¥YF2: Previous Values
==F3: Optimized Defaults
=F4: Save & Exit =

SESC: Exit

Version 2.20.1271. Copyright (C) 2024 RAmerican Megatrends, Inc.

| YRR AT DU — Ok B B (0 R R SRR IZ T RE) -

8. MR B M), EFREEIFER" .

9. W&EHBIGE, YH ML Ru, EHFMEHBITESNE (ttyS0) &3 TenableCore”, iX
AT T AR B 22 2 iy LD IR B R A I R AT I B R

VE R -0 S 1 B R SRR I A A g (VGAL HDMI 28 |, U AT DL % % “22 3% TenableCore” i 1l
AEXFENT, #RmE B R ERERENBEME .
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10.

Ef COMG - PuTTY — O X

command prompt.

ﬁ?‘ﬁ'&%%ﬁi?“o?‘@ET‘HE%Z&\E%F o MG F R mE, Bl RIR 235 il . 1%
Mg, RS FR RS RE S L2 5E K E R A .

A

HEEAMMEAHN SRR RZ)E, RGHE TR SHIT D & 28 . Tenable & I IE &£ )L
B SR J5 H J2 3 Tenable Core 223 7] & .

Vi AL 22 %% 58 B IRt USB JX 3 25

e BEHEEAE
¥ OT Security i 2 21| )Y 2%

% OT Security ICP f& #l i% £

Zl4 Tenable Core + OT Security # % & VMware & #L#l, 4 2l | % Tenable Core + OT Security
cova I HEFZ AT HEF b
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O

ER R E iso XM AZLTEEN ova XfF:
. i#% % 1§ Tenable Core + OT Security ft) 2 4 3K .

o MIIRIERWE T IEN, k%% Tenable Core”. i 5 i “4 ¥ % 3% Tenable Core
+Tenable OT Security”.

s BT BN H G HER P FHRBEMBEZETRE., 2T REEHE 3%
W, RIS EZREM TR IS 2R L H .

VAR AR I
o MHINEWIM R LB, AR EKRFP AL,
o BN IR X RN S 11 U n) 57 R S B T A a&, a0 vy 1] R A R ik

EW Tenable Core + OT Security #5354 RE 1, 1 04T BLF 4

1. M Tenable | %k 71 [ K % Tenable Core + OT Security .ova 3 {4 .
2. fEE HAR T 4TI VMware i AL

3. ¥ Tenable Core + OT Security VMware .ova M it Z L 5 A K LLHL .
AREEEMIME ZE L, 152 M VMware LY .

4. R E SRR, BCE KL LU 2 AW A7l 7 R AESK, LR OT Security & 4t % 5K

Hh BT IR R R SR ATEER
5. J& 3 # 1) Tenable Core + OT Security 52
2 T A BE R 2= BoR AL G Sl R . 58 i) 50l AR T BR R L 4 B B I

EEAEAERNERIERZE, RGBT D & 23T & . TenableZ 131K %5 £5 )L
sy %h, SR )5 1 8 3) Tenable Core % 3 7] & .

| 7N - A0 IR 0G0 Hh A 7 TR) DA A2 2H 23 ) B A7 1 7 oK, 1 2 I R

Ja SR AE

¥ OT Security % 4% 5 M £%

¥ OT Security % £ 3| W 2%
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https://zh-cn.tenable.com/downloads/tenable-appliance
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-17BEDA21-43F6-41F4-8FB2-E01D275FE9B4.html
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/DiskManagement.htm

O

OT Security 7] [F] iy F T P 2% W 4% A0 32 30 25 1) o i OR 165 75 9 5% 25 il 48 it g TRD A0 17 A R b 7 4%
EXRXELZER, BSR MNEEERFI.

EHA AW

Vg BT I B 25 B IR B B W 48 X e LB T (BC BN R VFAR I F5 E 1 5 ICP 1 HUE #2)
W R 7E AT 3% 1) OT Security ¥ % #% 0 I i@ i Tenable Core Bt & 1P Hb il £ H A % 2 % & .

U SR R oy B R B A WA R, U R OR T I8 R RE A 5 RO B R R A A
Pl o Dy B4 1 20 B 1P 3t bk R AR 48 75 2200 B A B pL 3 11, b 37 50 2 RE #0332 I 4%

AREZER, ES WG N T & W A 7 8 (I dn 1) .
W 5% e 2

B — a2 Nk e Tl sl 2% I 4 B e A B D B N 4 T e L B B R e D B H
Fr (SPAN/RSPAN) #2 [ . & 0 20 IC B iy 8315 74 68 1L OT W 4% B i3CFN I8 45 4 A 1E 8 i) mT L
PE

WER G T L OT 4% /& 45 53t 2% i 72 SPAN (ERSPAN) i 38 TG v il i 15 #% 2 11 B 4 Il 3% 1

B

7 E¥ OT Security ¥ £ 1% 2 2 W 2%, 15 017 BLF 82 4E -
AR L

Tenable £2 4 i) 1 44 15 2% 1] 58 [l P 2% Fh %02 A1 287 ( RJI45 B SFP) 19 W 2% $% 171 . OT Security il
GHET N AOEFRRBOANE D B G B, 0T DUAR 6 75 2 5 b A B .

7£ 9E Tenable 42 fit B B4 b, %806 405 &AM e 545 10, SR )5 15 F 30 J3 3 OT Security %
et MR ERAON A A AT RN
EEMDRE L

IR A cova SR ERE B, WiZ v & ) I AC B 1 DU 4 % 1. RT DLAE 8 S 1A
B Ja BB BN I H At R 2% 3 B g 4 .

WRECATH iso 8¢ .zip (Hyper-V) XA HE B @ L 4, 15 B0 B P 75 20 10 N 2% 4%
M.
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O

MaORIZ I RGBSR PR EREE BN . A XRAEEUN LRENENEZHEE, S0
VMware 3 #%4 8¢ Hyper-V SCAY% .

fic & OT Security ICP

l H A e 2 B BLBEAT B0

4% OT Security ICP J5 , 7 LA & OT Security. it & ¥ & DL N2 3%

1. 1% & Tenable Core :j# T CLI 8¢ H /' 5t [l 5¢ i Tenable Core 1) #] 45 1% & -

2. {f Tenable Core I % %& OT Security: 7/£ OT Security _I* 52 i Tenable Core % %& .

3. i 2% m Sl & OT Security % B i F %2 %% v S i B OT Security ICP [ & A% & .

% B Tenable Core
Tenable Core ¥ #] 44 it & 7] LLiE i CLI #1 Tenable Core FH J* 5 THi #E4T -
& 2148 ] Tenable Core F /' 511 A B 5¢ Al g 00 2% 356 & O I & .

l YER IR ORAE T30 B N gE R B T, T B R BB

iEid Tenable Core F§ F* A EATHI IR B

3/ i Tenable Core il J*' 5L 1H ( 7 7 https://<mgmt-IP>:8000 3k HY) 52 I 4 B B, 475 E N
VA J LA R Y 4 T

SR R B B EE P sk, DU BT DU A B R E ) PC EGE B A W 2% 5 18] BA R AT — b
[t} Tenable Core F J* 7L 1f] :

e RGO 1 BIAVEFEEE D, Hild E IP Hlk 192.168.1.5/24

e RGO 4 TREED, WRLE IPH A 192.168.3.3/24, W1 7 J5 4 ¥ &k, 7 ¥ H FH T 1
SEF.

BE I PC 8L 28 10 AS N B 4% % 32 3] Tenable Core, 18 #4017 LT #:1F -
1. A8 DLK 9 45 3% 4% PC A OT Security ¥ % ) H rp— AN T B & S H .
2. 7f Windows & 4t , fii ] win+R T 7 “1847”, 3% A\ ncpa.cpl LL4T FF“PI B E £
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https://docs.vmware.com/
https://learn.microsoft.com/zh-cn/virtualization/

(1
£
X

@ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

QOpen: ‘ ntpa.cpl| w

'!" This task will be created with administrative privileges.

Cancel EBrowse...

@"—\U"_‘;_n._mﬂm » Network Connectioss & = | g || Search Network Commections
Organize =

Lacal Asna Confectaan

e — e
Staburs
Cragnase
W Eredge Commections
Creste Shorloud
Dieles:

3. AR WG ERE( BN EHER) IR B
2 BoR A EEBEE 1.
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-

Connect using
& Iuel(R) PRO/1000 MT Network Connecton

(oo

i = Chart for Microsolt Metworks
Eiﬂui'ﬂﬂm

o B Fin arc Preeer Shveng for Mossaoft Hetwerks
W 4 et Protoss! Versen § [TCR/PVE)

W 1 interet Protocel Viersion £ (TCPAPvd)

W i Link Layer Topology Discoveny Mepper L0 Driver
W 4 Link-Laywr Topology Discovery Responder

Descnption

Y

4. % “Internet Pr il iR 4 4 (TCP/IPv4)”, %X 5 i “J@ i
i 25 R “Internet B AR & 4 (TCP/IPV4) J& #7511,

Internet Protocol Version 4 [TCP/AIPwd) Properties 4
General

Yo 8 et IP settngs seagned sutomatealy if your retwark SDporE
s capabiity. Otherwse, you need to ask your network sdmrstrator

for the appropriate P setings.
() Ok & 1P skdress automaboaly
{8 Use the folowing [P address:
Dbk DNG senver address automatically
{8 e the Folowang DNS server addresses:
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O

)]

CEFER TSP L,

 AECIP HhEAE A, Oy B R B U NS ) P Mk . B B, 192.168.1.10 Ko R 4t i
1 B BRI ik, B8 192.168.3.10 K/~ & S [ 4 B BRIA Hu ik

(o))

~

. AE“F MRS HE 1, i A\ “255.255.255.0”,
. MR
9. 7& Chrome % %i 2% /1, T & https:/<mgmt-ip>:8000.

00

Tenable Core

User name

Server: tenable-bztwsz8g

Log in with your server user account.

10. WREMAREEEH AN KD, KRG GOERCE , 285 18 H B & d /g F ik
EHEX ARELHEL, B W QY0 E H Z K,
O g 8 2 51k S )5, Tenable & 3G & & 3 IP Mk o 4n SRR FT 5040 YR 43 3w BTG
HHARZE O AT MIE KM% . HREZELR, ES WM ST EFHI,

VER A ENE Bl T o B IP Hhik |, 1% % 3 Tenable Core 3 5 F & B 5 7 AUPR |, 4R J5 4% 48 W 4% i
Ho

EiE CLI#EAT KT 46 A B (7T 1)
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/CreateAdminAccount.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Login_TC.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm

O

24 | CLI it & Tenable Core , i #1047 LA T 1k -

. A3 % 4% Tenable Core + OT Security H firik , i F £ 47 % fill & 1% 32 ] OT Security i
% s

2. {4 wizard 12565 admin & 3% .
DU 2 H B ) 28 80 3 A8 2% ity T .

2@ COM6 - PuTTY

J.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.I.J.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJ.lJlJlJ.lJ.lJlJlJlJlJlJLJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.LJ.L

attempting

(k) EECEE B P AL, ERA y.

l VR I R E BB b 1B, Wi & n] PL# ] sudo nmtui iy 4 Vi ) I 3%k 10
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a. HERARO 1(WRMEHF 2w ORE, WEFERGERD 3) .
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Ethernet
System portl
System port4
System port3
System port2

<Add>

{Delete>
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b. #%Enter.

O £t LG B R 1 .
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c. 7E“IPVABE B HE b, % U “< B 3h > o <F3h>7




O

BE:
o EEMHLAAE Tenable $2 it M4 I, s 0 1 S ik VB 3) IPv4 BB &~
(DHCP).
o {F Tenable $#2ft f) ¥ & L, i 0 1 E F N 192.168.1.5/24 . #& 0] LLAE FH it
uig 1 B I H R ER A L T WG AL &, AR 5@ CLI 1 [ Tenable
Core Ul M #& % Ui < 5% sudo nmtui 7 4 3E47 5 24 .

d. {1 & k8 A, JFICE P i IP i dik L BRIA R < . DNS il 95 a4 o &8 7T LURH )5 B8 24
R E

e. MM A T 7k, SR 5 5 R A O L £ < 2 >
G IRy 25 Y B P 48 B AR I
4. FEF<BH>.
B 2> LM 4 B AR TR e T 1, SRR S I FE Sk
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.
Ef COMS6 - PuTTY

ey
e

[
e

) updat
return

5. N y I R ) H ok P oo ek AN R B T & 3% Tenable Core( 2% i 4% il £
SSH #l Tenable Core [ J* %) - & OT Security N FH 2 7 fd FH 500 (1 g 7 s
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EF COMS6 - PuTTY

6. Q&K 5, Wik i & 5N 45 3% 32 ( SSH 5% Tenable Core £ I (https://<mgmt-
IP>: 8000)) J7 1) 2% S DA IR AT B o R A

P
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Tenable OT Security has not finished installing. Confirm that the network interface role assignments below are correct before continuins

Active query ens192 ( 0 v

SPAN / Passive Monitoring ens224 ()

Management (The OT Security WebUI) ens192 (1

SNMP

1E JE #L WL A1 9E Tenable i 14 I, Tenable Core > OT Security 5t [ I 2> ) 1 % 3%
OT Security ] #275

Ja L AR

1E Tenable Core I % %5 OT Security

7f Tenable Core I % %% OT Security

Tenable 2 fit ) i 14 15 4% it Bt 791 22 2% () OT Security B F F2 5 « 16 H 5€ SCRE 14 51k 40 % % E 35
2 OT Security I, & 75 2 F-3) 5 3 2Rl 1

VER (75 FT 46 % 3 OT Security B 2 )7 2 11, 26 88442 1 4 Bic /A £ . B R 7E Tenable Core it &
BRI MR &G, LEVIERNERE. AXEZER, 55 W NEESHHME
OT Security & # 31| 4 2% o

I 46 2 Hi
o IR H A E AR .
» TR & X} Tenable Core jiz 48 15 £ A1 ) B & 2% 1 5 SSH 5 Cockpit 17 1] ALK -
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https://docs.tenable.com/OT-security/Content/GettingStarted/NetworkConsiderations.htm
https://docs.tenable.com/OT-security/Content/Installation/ConnectOTSecuritytoNetwork.htm
https://docs.tenable.com/OT-security/Content/Installation/ConnectOTSecuritytoNetwork.htm

O

VER a0 BB T8 W8 SR R A AT, B DL IK P AT RR TGV U I o S B K IR 5 A 0 B
e B aE , T DA o R AR A s T Bz ok . AU ks TR, R R ARk P BE

ICP W] DLzt F2 fiff 4 e 3% % (1) 1% [ 2%, [A] I} OT Security Enterprise Manager (EM) t & %32t £2 fif 41
HEEWICP. HXMFHMSEH T RMNE 2GR, 1525 7 %117 £ X : Tenable Core ) “F i

2 {F Tenable Core ' 22 %% OT Security, & 447 LA F #:1F -
1. 7£ Chrome ¥ i #% 1 % 5% Tenable Core:https://<mgmt-ip>:8000.
2. Ffii & OT Security.

I 4 B OT Security 7T i «

I R 7R UALAEE Tenable i {4 |, R 4% & i/n & %2 2% OT Security.

indegyadming
- Administrative access Help ~ Session ¥
tenable- S @ b Q

Search

OT Security
ity has not finished installing. Confirm that the network interface role assignments below are correct before continuin

Active query  ens192 ( 0 v
SPAN / Passive Monitoring ens224 () v

Management (The OT Security WebUI) ens192 (1 DI

Storage Install OT Security
Accounts

Services

Diagnostic Reports

Terminal

Remote Storage

Update Management A

SSL/TLS Certificates

Backup/Restore

SNMP

3. ¥ili“Z %% Tenable OT Security”.

Tenable Core £ J5 5 % 35 3F Bon — NN A N“OT Security IF7E 22 38 8k T 2 I % 76 #:4F
5 J I P AT T e R T
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https://connect.tenable.com/kb/tenable-ot-knowledge-base/leveraging-the-remote-unlock-feature-in-tenable-core/110728
https://connect.tenable.com/kb/tenable-ot-knowledge-base/leveraging-the-remote-unlock-feature-in-tenable-core/110728

indegyadmi

tenable-yg6sekl7

Q Search

QOT Security

Overview

System Log

Networking

Storage

Accounts

Services

Diagnostic Reports

Terminal

Remote Storage

Update Management

SSL/TLS Certificates

Backup/Restore

SNMP

s
Sl
=
Il

Administrative access @ Help ¥ n Session ¥

@OT Security is being installed or upgraded and will be available again when the operation completes

OT Security
OT Security is configured to use ens192 for both active queries and management
URLs:  htipsy// 443
License:  Status Unavailable (not-found) Change split-port settings

Service Status:  Stopped Start | Restart

% Error: OT Security install is not complete enough to determine application

Application
Version:  Version
Role Interface Mac Address Ip Address
RPM Version: 4240 Active query ens192
SPAN / Passive Monitoring ens224
Management ens192 1

OF Security installation/upgrade v

Last 24 hours Only emergency ¥ Identifier  tenable.ot-install.sh

Filters Q priority:7 identifier:tenable.ot-install.sh

1:14 P DEBU[23/07/2025 06:14:14.830-04:00] Deploying File from /tmp/dataToDeploy515938476 to /etc/sysconfig/iptables
1:14 P DEBU[23/07/2025 06:14:14.830-04:00] Executing template /opt/indegy/manufacturing/templates/iptables.t

1:14 pu INFO[23/07/2025 06:14:14.830-04:00] [Deploy] Running SetlpTables

o TR 2, W RTEIR A5 A AT B SO R AT IR AL
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indegyadmii
tenable-

Q Search OT Security

OT Security

URLs:

License:
Overview

Service Status:
System Log

Networking Application Version:
Storage RPM Version:
Accounts

Services

Diagnostic Reports

Terminal

Remote Storage

Update Management

SSL/TLS Certificates

Backup/Restore

SNMP

4. (WIik) LR DA

-

Last 24 hours

https://1 443

Uninitialized

Running  Stop | Restart

4.2.40

Installed: 7/23/2025, 1:14:48 PM

4.240

OT Security installation/upgrade v

Priority

Filters Q priority:7 identifier:tenable.ot-install.sh

Starting OT Security

Only emergency ¥

DEBU[23/07/2025 06:15:07.843-04:00] Starting service anthology:service

INFO[23/07/2025 06:15:07.827-04:00] [Finalize] Running StartService

Identifier

@ Help ~

Administrative access

c Session ~

OT Security is configured to use ens192 for both active queries and management

Change split-port settings

Role Interface Mac Address Ip Address
Active query ens192 0

SPAN / Passive Monitoring ens224 0

Management ens192 o 1

tenable ot-install.sh (]

R EVTUEFERERALE RN EOREOFRRA 1:EH + X9 E RN RO 2: %30k

o
Z.
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Administrative

OT Security

OT Security NSTALLATION INFO:

OT Security is configured to use nic0 for both active queries and management
URLs:  hitpsy// 443

License:  Active, will expire in 353750 days Change split-port settings

Service Status:  Running Stop  Restart

System Log

ORK INTER
. . 4324
X Application Version:
Networking
Role Interface  Mac Address Ip Address
RPM Version: 4324
Storage Active query nico
SPAN / Passive Monitoring nic1
Accounts .
Management nicO

Diagnostic Reports

Terminal

Remote Storage

a. AW OEEBFRE ST, Pl ERRsmOBE".
I 2 B8 B 22 B OT Security IR E "% 1 .

Active query nicO (

nicO (VEOTRGET)
nic1 ()
nic2 ()
nic3 (

SPAN / Passive Menitering

Management (The OT Security WebUI) nicO (

Update split port configuration and restart OT Security  Close

b. f£*“E#H (OT Security Web UI)"HE /| K& Bl & 21 55— A& 0, §l iy D 3.
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@When configuring OT Security in split-port mode, be sure the selected management interface is configured and reachable before continuing

or this machine may become unreachable.

v Active queries gateway { |

Active query nicO (7 !
nicO (1 h o+
SPAN / Passive Monitori nicT 0
assive Monitoring nic2 (
nic3 ( ) v
Management (The OT Security WebUI) nic2 () b

Update split port configuration and restart OT Security | Close

c. (WIiE)FE“EINE WM RME H, FE 4L K IP Hudik
d. BEEHFIFS N OB HFEZH B3 OT Security”.
Tenable Core <= R & 77 22 & 37 J5 sl sl %2 % .

YRR AE BB B, 1 2 % 2 At T R BT R B o 58 A B R T RE R B LRI ], 3 20 v 2 ol

o

2% e i, T PR T URL HE A i) B 422 0Kk 5 5% OT Security Fl ) 51 -
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English (English) v

Otenable oT security

Welcome to Tenable OT Security setup

Start Setup Wizard

IEE % X8
i 22 %5 7] 5 fid & OT Security % &
i F 22 %5 1) S Bc & OT Security W &

OT Security % %% i) 3k 5] FEE ML B A KRG E KT .

l R A, T DR B A (D i) BB B R O E

B ) & A A 5, DA S B St OT Security B H IS H & o B R WA & FEFHLEH G KE R,
i % 7] “% 3% OT Security & # 35 i 4

a2/ RO E BL R IUH -
1. A ER
2. W

3. I fc B AN 2 A ) I 11 B

I ER TR EEN TS, OT Security &N EEB B R4t -
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N4

il

% s OT Security & FL {4 &
¥7 B % 5% OT Security & #5414 -
1. WIMAT T A EE 2 —:

o A LR W H 255 B B I & LA (F W PC. 2830 A HL i &%) B # EE #: 3
OT Security 1 £ I ¥4 [ 1.

o CREE B PR AR G AR ul 4 B R 2 A L .

YER R B & T/EN 5 OT Security % 4% (B 192.168.1.0/24) J& T [F — T % 81 7] % th &
%%

2. HEWEFA P LLIERE OT Security ¥ %, & 047 LL T #:1F
a. HER ‘MR Internet’>ME ML EHL">FHERBZRE".
Ui 2 BoR ‘M EEE N 5 .

GO"“" Meetwark s Inbemset 3 Wetwork Connectsoas + = | by || Searn Merwars Commectarns
Organize =
- Lecal Ases Conmection - Wit Metwork Connection
Hetwon B HetworkOverlosd.com
C % Dablc ol Compact Wineless-G USE Adapter
Stabun
Cragnase

W Eredge Commections
Creste Shortond

Diclete
B Reume

O g

| R 54 AT B8 X Windows Ji A< A [6] 1M B A 2 7 .

b. A A R R
G 25 R A R
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Connect using
£ Intel(R) PRO/1000 MT Network Connection

([ Confpre.._|

Thes connection uses the following gems:

i o8 Chant for Microsolt Networks

¥ JBl0oS Packet Scheduler

i 4% Fils and Prnter Sharing for Mcosoft Networks
W 1 lnlemet Pretacsl Versian & (TCP/IPYE)

v 4 infernsl Protocol Varsion 4 (TCP/1Pvd)

b -a- Link-Layer Topology Discovery Mapper /O Driver
Wi 2 Link-Layer Topology Discovery Responder

) [ Uvis ) [ o

Description

[ Concel |

c. & ¥ “Internet tHil R A 4 (TCP/IPv4)”, SR )5 i B k.
LI 23 2 O “Internet B AR 4 4 (TCP/IPv4) J& 4475 1 .
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Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get [P settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtan an 1P address automatically
(@) Use the following IP address:
IP address:

Default gateway: | . . . |

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

(] vaidate settings upon exit  Advanced...

L EFEERA T A IP #bk.

. TECIP M hkHE 46N “192.168.1.107,

. AE“F PIHERSHE o, 4 A\ “255.255.255.0”.

L R HE

OT Security 2 W H #7 i% & -

. fE Chrome I % 2% 1, 5 i & https://192.168.1.5.
I IS 2 T TF 22 3¢ 1m) 3 1) “WR B BT %
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\ R
s Powned by Indegy

Welcome to Tenable.ot setup

l TR T A BB AR 9 Chrome A4 fE 17 1R HI 7 54 IHT .

i ARSI RERR.
A ST, BaRE P BRI
Ja SR AE
HrER
HEPER

OT Security Z &% a2 ¥ 5| FE TR E R A KRG W E KT 2.

l ER WAL B, &0 DS B & (- Fm) BB R RS E .

EDAREPS!
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Set-up Wizard

English (English) ~

®

User Info Device

USERNAME *

| admin

Otenable ot security

RETYPE USERNAME *

| admin

FULL NAME *

| admin administrator

PASSWORD *

© 2025 Tenable™, Inc. Version

R PR L, SR ER,

R AEREN ST, BHFEREE AWK KGR G RmEE, & Bl el i ke
ARAPIKHEZEE, 7§20 A e 5.

1. £ RPEET, MANTEXRGENH 4.

WP 22w id 1240574, HREE S NS 7Ry .
2. EEFBMAR/ B D, HHmAMN 4.
3. &AWy, MANTENBFERER.

I HEREHPZRERFRAREEMESHE SRR

4. 1EBRED, WA T E R RENED . ZED LA EDSEE
o 12/ F4F
W NCE 352

. NG E
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. KT
R 2/ =
5. fEBEFMABEE T, BN ED.
6. Hili“F—3",
B I 2 4T JF 22 % 0] 3 B &0
J& B4 AE
ie B Bk

B

OT Security % %% ] 50k 5] FREEMACE R A KRG E T FE .

R QA 2, fEar DR B & (H P ) R BB e O E

English (English)

Otenable o1 security

© 2025 Tenable™, Inc. Version 4.2.40 (Dev)

&I b, R F 5% OT Security “F- & 115 B :
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Set-up Wizard
le] @
User Info Device
SITE NAME *

The name of the site where the Tenable OT Security ICP
device is installed

" Site

I Fnable Usage Statistics

Enable this option to turn on telemetry and to
access the OT Security Resource Center. After
enabling or disabling, refresh your browser for the
change to take effect. Note: When enabled, Tenable
collects anonymous telemetry data from your
account. This information cannot be attributed to a
specific individual; it does not include Personal
Data. We analyze this data in-house and also send it
to third-party partners for analytics and
optimization. We use this data to identify ways of
improving the user experience in future Tenable OT
Security releases. We may also use the data for
other reasonable business purposes in accordance
with the Tenable Master Agreement. You can
disable this option at any time, in order to stop
sharing usage statistics with Tenable.

< Back Complete and Restart
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https://provisioning.tenable.com/

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. {EBAEH N, I R VAT
eI 2 27 2 R 30\ O AR B8

License

LICENSE TYPE Perpetual
MAINTEMANCE EXPIRES Dec 29, 2503
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID
Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to .
: ’ . Enter Activation Code
activate your evaluation period
Cancel

3. TE“(1) ERRBEE R HE F, o AR RE S
U B AR B UE T AOKS 5 BE E S — iR R .
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Generate Certificate X

ACTIVATIOMN CERTIFICATE

Ik Copy to clipboard

4. B R SCAREH BB RERR ", 285 i SERR
BRI, 0] T AR 2 Ok
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Enter Activation Code x

ACTIVATION CODE *
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ERKEATEHFTIE
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License

LICENSE TYPE Perpetual
MAINTEMANCE EXPIRES Dec 29, 2093
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER 1D

Follow these steps in order to update your license

0 Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to -
§ =elEsenvice portal s [prlladilS i Enter Activation Code

activate your evaluation period
Cancel

“BS R ¥ OT Security” & [ 2 15 87 1% Tk A 1 FF
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Otenable  Account

Tenable OT Security Offline Activation

Activate your Tenable OT Security instance offline. For detailed instructions on
offline activation, visit the documentation page.

Activation Code
Enter your Tenable OT Security activation code

Activation Certificate
Enter your Tenable OT Security activation code.

Accept License Agreement
Please review and accept the Ten

| have read and understand the Tenable Software License Agreement

Submit

TR AT DUAE O M B % B4 N BLR URL PAS i) “BS 20 0% OT Security” 5t

¥ : https://account.tenable.com/offline-activation/ot-security
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https://provisioning.tenable.com/activate/offline/tenable-ot

Otenable = Account

Tenable OT Security Offline Activation

Activate your Tenable OT ity instance offline. For detailed instructions on offline
activation, visit the docu ion page.

Activation Code
Enter your Tenable OT Security activation code.

~ |have read and understand the Tenable Software License Agreement

| VER W E A E AL B, 1 #d “Tenable #44 ¥F AT UE P 930784 $2 .
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period
Cancel
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9. 7E“BOEARGHE b, R WG EOE ARS8 5 BT WS
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Enter Activation Code X

ACTIVATION CODE *
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LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. fEBAESERT, E BB T TR
S 2% LT
3. R EHBIIEA".

@ Reinitialize License X

Are you sure?
Once you complete the three-step process to reinitialize your license, the current
license will be replaced by the new one. Until the process is completed, your current

license will remain in effect.

Cancel

B £ B R ATENE 11, 3o B = R R 1 R
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License

LICEMSE TYPE Perpetual
MAINTEMNAMCE EXPIRES Dec 29, 2503
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to reinitialize your license

o Enter license code Enter license code

2 Generate activation certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to
activate your evaluation period

Cancel
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= Otenable orsecurity XD  06145AM - Wednesday, Nov29,2023 8 Mr. Admi

~ @ Dpashboards

(v
My O 8 6 O Off (NaN%) Nene (NaN%)
Events and Policies . M Low (Nan%) M Low (Nan%)
Medium (NaN%) Medium (NaN%)
> M Events W High (Nan%) W High (NaN%
? Policies
> & Inventory

# Network Map
& Vulnerabilities
> ¥ Active Queries

> &% Network Unresolved Events by Severity (Last 7 days) i Events Status (Last 30 days)

> @ Groups
Total 6 Total 6

> © Local Settings

None (0%)
W Low (0%)
Medium (100%)
W High (0%)

M Not resolved (100%)
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../../../User Guide/Content/Settings/UsersandRoles.htm#Adding_Local_Users
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateTenableCoreOffline.htm
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Sensors Search... 0 AUTO-APPROVE SENSOR PAIRING REQUESTS (D) Check for updates B
IP Status Active Que... Active Query Networks Name Last Update ¢
{* Connected Disabled 04:37:54 AM - Oct 29, 2(
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| VB T E A & 3R A 1 Chrome 74 64 1J5 in] Tenable Core F J* AL 10 .
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Tenable Core

User name

Password

Server: 1

Log in with your server user account.

| HEFEW . R EA L RFBUES ERMER T, W0k 558 a2 a8 k5.

5. fE“FM KA~ F, 5195 “OT Security 15 K287
I 4t B “OT Security £ 8 28 Bt %75 11 .
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*ICP IP Address: | |

1P Uner:
ICP Pairwornd:
IEP AP Ky

Unsuthenticatsd Pairing

V£ & :“Tenable OT Security 1% & 28 Bt 54 1A LE 1 O &% vl i iy Bl BAE s 2 J5 ¥ FF &
[, & H i Tenable Core ¥z il & “BE X5 B " 2 i G 12 4 .

6. E°ICP IP #ihk"#E o, iy N 2 5 b A% & BC 4T 1) ICP [ 1Pv4 S bk
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AR R & Eh Bl .
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10. WA A ICP 2 4L A IE 5, & AT DA 8 4E
a. 1t Tenable Core ] “Tenable ICP iE 53 7 ) “RE MR AT, 45 1E B 15 Bk .

Certificate Subject:  Tenable.ot
Certificate lssuer:  Tenable.ot
Certificate Fingerprint:

Mot Valid Before:  Sun Jul 25 2021 16:46:57 GMT+0300

Mot Valid After:  Tue Jul 25 2023 16:46:57 GMT +0300

val Status:
Appro Pending user approw. Delete

Upload Approved Certificate | Choose File | certificate {1).pem

b. sih Rt LAt ZIE S .
c. 7f“Hii\¥ % Tenable OT Security fR &2 iEFH"# & O, R B IIER".
R E R F B L ARUES, AT LR A
a. 7t Tenable ICP #% il & v, 1 #& “ZE Bt HTTPS U 5" Fir ik i 0 PR A .

b. 7£ Tenable Core []“Tenable ICP iE + 7% 4, i« E4& B HEAERIIEF N 1) “ik
FBXH

c. MBI E EALH pem k53 A,
TE B 2 R E S 5, HAE“OT Security ICP IE+ 7% o (1) “He R & "2 BoR
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Cortificrte Sulsject:  Tenatiect
Cortifiewts lamser:  Tenabhs ot
Cortificate Fingerprint
Mot Valld Babore:  Sun jul 25 3021 184657 GAAT <0300

Nt Valid Afber:  Tus Jul 23 2003 BESEST GMT-0300

( Appr 5‘-19““

Uplosd Approved Certificate | Chizcas Fie | Wo fie chosen

M. FEICPHA AT, S 2 A E > 1L RE".
OT Security 2= 7£ & F1 B8 AL 1K 48, RS N Rtk .

Sensor pairing requests are pending approval View Requests *

= Otenable ot security

11:49AM  Tuesday, Nov5,2024 @ = Mr.Admin v

88 Overview
Sensors Search, 0 AUTO-APPROVE SENSOR PAIRING REQUESTS () Check for updates B

> 0 Events
P Status Active Que... Active Query Networks Name Last Update 4

@ Policies
{2 Connected Disabled Sensor #90 11:49:22 AM - Nov 5, 2024

> i€ Inventory Pending approval N/A Sensor #92 11:49:16 AM - Nov 5, 2024

. Network Map
> @ Risks
> @ Active Queries

> @ Network

s8umasa

> & Groups
v & Local Settings

Sensors

12, iR AT, R B B AR (e B R T AT ) O I R
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Sensor pairing requests are pending approval View Requests

= Otenable 0T security | 11:50AM  Tuesday, Nov5,2024 @ & Mr.Admin v

88 Overview

Sensors Search... el AUTO-APPROVE SENSOR PAIRING REQUESTs (Il Check for updates 53
> {) Events ) . Approve
P Status Active Que.. Active Query Networks Name \ast Update L
33 Policies Delete
{2¥ Connected Disabled Sensor #90 1:49:52 AM - Nov 5, 2024

> i2 Inventory Pending approval N/A Sensor #98 11:49:16 AM - Nov 5, 2024

. Network Map
> @ Risks
> @ Active Queries
> @ Network
> & Groups
v & Local Settings

Sensors
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5
PLC

FINware
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Details

Code Revision

IP Trail

Attack Vectors

Open Ports

~ Vulnerabilities

Active (3)

Fixed (0)

Events

Network Map

Related Assets

Sources

Overview
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PURDUE LEVEL

STATE

ADDITIONAL IPS

ADDITIONAL MACS

FAMILY

VENDOR

MODEL NAME

LAST SEEN

FIRST SEEN

LAST UPDATE

SOURCES

NETWORK SEGMENTS

CRITICALITY

RISK SCORE

General

PLC NAME

SERIAL

Rouge
Level 1

Unknown

ControlLogix 5560
Rockwell

1756-L61/B LOGIX5561
06:52:31 AM - Nov 27, 2024
09:53:34 AM - Oct 30, 2024
06:51:44 AM - Nov 27, 2024
nic? {Local),nicO (Local)
Controller / | Controller /
High

Rouge

D7D63D

A L R R E BB R R AR B
1. AT PO —

Vendor Model

Rockwell  1756-L61/B LOGIX5561

Backplane View

Backplane #4

] 1 2 3

@

@
1@
=)

Comm. Adapter #44
Comm. Adapter #48
Comm. Adapter #45

Yuval

No card selected...

Last Seen

DD Cd

State Family

Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560
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1@
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Rouge -
PLC

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560
Firmware
20.055
Details

Qverview Backplane View
Code Revision NAME Rouge
Backplane #4
PURDUE LEVEL Level 1
IP Trail 0 i 2 3 4 5 6 7 8 9
STATE Unknown
Attack Vectors ol G G
AOOTIONAL 1P B @ O @ @ @B @ O O
mh h Mt
Open Ports ADDITIONAL MACS
v iliti FAMILY ControlLogix 5560 2 @ - Q 2
Vulnerabilities 8! i 3 S i i 3
. ] ] 5 ] ] o]
) VENDOR Rockwell E 5 = =4 =4 4
Active(3) = = £ = = =
MODEL NAME 1756-L61/B LOGIX5561 < < < < < <
Fixed (0 £ £ £ = s £ £ £
ixed(0) LAST SEEN 06:52:31 AM - Nov 27, 2024 £ £ £ 3 = 2 £ £ E
(v o o > < o i~ i~ v
Events FIRST SEEN 09:53:34 AM - Oct 30, 2024
LAST UPDATE 06:51:44 AM - Nov 27, 2024
Network Map No card selected...
SQURCES nicl (Local),nicO (Local)
Related Assets NETWORK SEGMENTS Controller / 10.100.101.X | Controller 7 10.101.101.X
Sources CRITICALITY High
RISK SCORE
General
PLC NAME Rouge
SERIAL D7D63D
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Controllers and Modules P MAC Vendor  LastSeen State 0s
[Direct) (Direct) Tenable Jan 6, 2025 08:40:33 PM  Unknown Tenable Core
Network Assets
. Overvi
loT Details verview
NAME Tenable ICP #25
. Network Map IP Trail
PURDUE LEVEL Level 3
> EJ Risks Attack Vectors STATE Unknown
v @ Active Queries Open Ports DIRECTIP
DIRECT MAC
Queries Management ~ Vulnerabilities
VENDOR Tenable
Credentials Active(73) os Tenable Core
> Network Fixed (0) LAST SEEN D8:40:33 PM - Jan 6, 2025
FIRST SEEN 07:38:18 PM - Jan 2, 2025
> & Groups Events
LAST UPDATE 03:16:18 PM - Jan 6, 2025
v & Local Settings Network Map SOURCES nic1 (Local),nicO (Local),Nessus (Nessus),Active-Ot (ActiveQt)
TS Related Assets NETWORK SEGMENTS Security Appliance
CRITICALITY Low
> System Configuration Sources
RISK SCORE
> Environment Configur... Nessus Scan Information
> User Management LAST SUCCESSFUL SCAN 04:19:24 PM - Jan 6, 2025
. LAST SCAN DURATION 21 minutes (12:20:05 PM - Apr 21, 1984)
Integrations
loT Connectors
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1P MAC Vendor  Last Seen State
ABB Jan 27,2025 10:08:18 AM  Unknown
Details NAME IED#2
P Trail PURDUE LEVEL Level 1
STATE Unknown
Attack Vectors
DIRECT IP
Open Ports DIRECT MAC
¥ Vulnerabilities VENDOR ABB
LAST SEEN 10:08:18 AM - Jan 27, 2025
Active(9)
FIRST SEEN 03:59:22 PM - Jan 20, 2025
Fixed(0) LAST UPDATE 05:36:18 AM - Jan 27, 2025
Events SOURCES nic1 (Local)
NETWORK SEGMENTS Controllel
Network Map
CRITICALITY High
Related Assets RISK SCORE m
|EC 61850 IEC-61850
VENDOR ABB
Sources
MODEL IEC61850 8-1 SVR
REVISION 1SS V5.30.00.24

HR SCOXMHHEZER, IF ST A%
* SCD 3 ff
* IEC 61850

RS

“ﬁﬁ%f@ﬁ”ﬁilﬁ%(&kﬁﬁ T 4a i 28 ) R B OT Security“BR B4 3K (1) 3 il 2% A5 (1) % Fh ki
Ao AR IR RRCAS AL S S bR BRI AR BT S B, R R O R E (S B
/Rung) 7FD1‘T HIVEGEAE B o B A PRI iz ) a8 1 b — DRIV R N, &R gt 2 6 @ A0
BT BB WA o 8 W] DAAE AR 22 [ BEAT BR B, 07 A o) 428 ) 5 A D HEAT 17 TR 48 B8 %
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— | Rouge
< | (@ . S
PLC Finished taking snapshot successfully X
IP MAC
\ \ | | C | C

Last Seen State Family Firmware

Nov 11, 2024 06:53:52 AM  Unknown  ControlLogix 5560  20.055

Details

Version 1
- 06:55:07 AM - Nov 11, 2024 Version 1 Search... 0o

Code Revision

IP Trail Compareto  Previous Version -
Attack Vectors

Name Size Compiled on
Open Ports

~ Vulnerabilities

Active (3)

Fixed (0)

Events

Network Map

T L 3 LA 7 5% R BB
o BRI PR LR R 0L S O DR
o SRR 1 S KB S AR (R B T AR B A K B
o FEPRAB T LA Bt R E B 00 B 6, B AR IR

5 T AL L X SRR 0 20 9 0 05 0 A S B, 09 5 2

N M o B T .0 A

LR #0 Sr 41 7 AUES BT Bos & Ao

R I O

Version 3

08:50:50 AM -

Version 2

P T g
08:49:29 AM - Nov 10, .

Version 1

09:02:29 PM

MNov 10, 2021

B i
b L0170 F

Baseline

W21

v Rouge(39)
v Tags(9)
(Unknown) 0:1 0
(Unknown)0:0 0
(Unknown) 0:S 0
(Unknown) 7:1 0
(Bool) False Ala 0

(DInt) RougeTag 0
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Nov 11, 2024 06:55:08 AM
Nov 11, 2024 06:55:09 AM
Nov 11, 2024 06:55:09 AM
Nov 11, 2024 06:55:09 AM
Nov 11, 2024 06:55:08 AM

Nov 11, 2024 06:55:09 AM

LA B G ey EE e AN [R] R

Vendor Model

Rockwell  1756-L61/B LOGIX5561

Set Version as Baseline Take Snapshot

Version {{ordinal}}
Snapshots List

User-initiated Snapshot
06:55:07 AM - Nov 11, 2024

HE i AR




O

I A% s P R A AR BT P A T R PR 0 TR RA T E , RS R Bos 2Rl
RS () T G I 18] o A RN B b — AR IR AR TN, R GRS G AN RROA ok R
R o AR 2 AT RS A e B O T L B G RS o e B — N RROAS, BAE R IR A AR R
B A% P s AU BT

IV 45 B

version ) [ a] campar |_

3
a

A A IF Y]

§ F fF %7 0 |

:I!":!'.\_
e R g

VRS B A R A OC i ade R R A () R E AR B Rung FAR B B TEAHAE B ARG T R &
DARIR 2540 Bor, A H TR MU B R ERE B E k. ZEKRSERENIOREDN
BRR KNI G i3 H W 0T DL BT IR IR A 5 | — R AR B¢ %%”Hﬁﬂiiﬁﬁthiﬁ?, DLEFEHAT T
IR e B G, T G 2 B B B R AR

RS 3 S SRR A

Version 1 Snapshots List

User Inlrlated Snapshm
0B M - Mov 10, 2021

Routine Snapshot

U T A% S o A O S BT A RROAS PR BRI R AR S, I A L FE S B P R T vk DL R d 3R R R
9 H BA A0 B TE] .

- 162 -



O

an R AR B2 18] AR A B 2, R Gt ok 2 MR 5 08— RO o i hiAS B PRI D Sl sk
BT R AT AR R PR
b S R 8 i A

A DL PR i AR b RO B 2 i AR BE AT BE B IE AT EE RS, R R A AR S R ORE
X 1 A BRI 2 TR) R 7% ] s GRS A8 Y B

R B ez B 21007 bR
o LS TN <A T 3k A R A R R AR

>l

W00 3 < AN T 3 A e D Bk g AR
£ G B AR BT I WA o g I B KRS

AR R R 5 b — A HEAT BERE, 18 AT LT B A
1. fE B> H 85 4 b, BT A A
2. R BITEIR .
3. FERRARBFE G b, £ E BT R RROA
4. (EREEEGAE B G R TRt B Borh, IR RS b e 2 B — A
5. il ‘BB ILHE .

“PRIGTEANE VG 2 B AR Z W BT 2 5% X TR R, #laf — A Eis
Ros P R A A TR

Version 3 | Search Comparets | Previous Version |:
Mame Size Campied on
Rouge(7)
< Tasks (6]
MainTask(s)
Programs (4}
MainProgram [3)
Tagsddl
W (Dnk) koko o Mo 10, 2021 DE4530 AM
+ (Dini) koko Mow 10, 2021 0&:50:50 AM
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O

o
1.
2.
3.

K PR I A 5 Z 10 B AR AR 34T FE A (B — AR BRAE) |, 1B AT BT A
128 B> R ) 88 7B R b, R BT A AR A

AR ABIT I I .

FERR A BT M T, UL AR L Rk £ A AR

ERIB VR B & K KT, B RRARERNER".

TR PTG RAS )RR AR %, s H DB E NI R RAS

l TR R A e B O B 2R U WA B R AT R LR, AN R A 2 R T AN THE X PR S

FERR AR BE T M, G R B S S AR BB ROA .
BT E R R R AE o E L BRI AME 55 10 T Borh, AR 3 R AR G R R RO

“PRIGTEANE BVE s 2 B A RR Z W BTy 258 W TR RARE, #af — A Eis
TR R A A TR,

1) 2 IR
PP AT T3l A BRI o Bl 0, S BUAE AR N B3 4 A2 42 1) 5% 22 BT AT 22 A S DR

AR P A TR, AR AT LT R AR

1.

2.

3.

2T B> 4 ) 88 77 55 b, 0k 5 T AR G

B R ABTT kIR

FERBVEG S B A A L7, Rl m R,
BRI P RS AR B

W0 ER AR R B AT AR B, ) 2R Gt 2 R 5 B9 R P R O B RS 0 B 5 B W AR B B AT B SR A SRk
B WER AP, W R 482 0 — > S on AR 2 17 48 58 198 iR

B ER

“IPIBER"ILE TR BoR 5 B P M R H B A 1P “W R 751 % o e B8 7 4 R R0 R 2 3% il A
W 55 30 B Sk T AR, PR 7R 3 4% B 3L Sl AR e A 557 1 TP
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@ |Roee - X
PLC

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:41:46 AM  Unknown  ControlLogix 5560

P Start Date End Date

IP Trail
© 1756-EN2T/D | Slot 1 (1)
Attack Vectors Oct 30, 2024 09:53:07 AM Active
pen Ports v 1756-EN2TR/C | Slot6(1)
Oct 30, 2024 0%:53:48 AM Active
Vulnerabilities
~ 1756-ENBT/A | Slot 8(1)
Active (3) Oct 30, 2024 09:53:38 AM Active
Fixed(0) © 1756-L81E/B | Slot 3(1)
Oct 30, 2024 09:53:07 AM Active
Event:
Network Map

X 2L Z1) 3 A0 45 48 HT 1P b 9 0T 46 R0 45 AR H 30 . 4 R H 17 RY 2k T 4
o EBN LB AT IR P k.

o (B RA/RFMED) -k BE 8 1P Mk b 0SB R R A (SR Az bk AR i 2 30 RZ N —
HAETEARE) .

o {B #/0t Y AEIEBh) < (0 1P Mok b G S0 E RN R (0 SR % bt 7E 3 5 30
R BT KN ] A A T RS BRES )

o J¥ESY 1P H bk IE B 5 — U A
g Ep g

Wl 2 m] A X 2% v By 52 0ol FR) 95 B 2 R O B B A U I BURR o 1% B R 7 MLy
bR, B IR AR A Moy 5 AT BRI B U7 1) ALBR B 38 4%

G Ay B 5 ML g AR ?
HE 2 HRR V7, 2R 0K T B 1 B A IR S R A, R T R 9 B

FEIR AR . BE TR PA 2 A S BN R &R, FE A AT X 1 7 3ok IR Bl G R i B g R . &
AL+
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o BT SE 2

o BARMIKE

o BT MBS T A

o HMEREAE (HERM /2 F M 2% 5 A ERIE A

2 110 28 3 TR
BLWs R R BT 346 3 45 10 9 A8 Mo 0 OIS B &2 e I, W AT DL R HERE I 2 il 2D 0B
o PRAR I & 12 A B & B 77 I AR OC JRUBSE T 43 BYER i XGRS BF 43 o
o i KRE FE Rl D BT W X A R IR 2% (B B X B FD R 4% ) 1R U i
o A EE L RIEAE KA, HRUEIX KA SR A S . iR IX @5 A IFER CE
L) B AT (A8 o B v 1 BN B R 55 ), DAY BR T AR B & AR
ENs PG K o

T RN AR VS T A BT i o TTER T R V7 G ok e R K 5
SRR A o e T i R B T VA T R

* H3h:OT Security P fiti it 47 78 45 X o i 42 1 IR 0l ik & 5 B B i@ 12

o FE e U575, OT Security 23 g7 vl F T 5 il H A5 53 7 KW £ B A2 () «
AR RCH S g AR, 1 AT DU A

1. PRI H bR KR REE BT, )5 g R i ik .

2. B AR, )G INF RIS R T R Bk IR

Details
°
Code Revision Select Source Automatically

IP Trail Select Source Manually

Attack Vectors

G IR 7 g A% 4 B B 2R B R R AR BT s AR e R
BT A I A, W IAT BAR R A
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MR DT H AR R R PR R B, RS Tl AR R
TR, AR JE R B8R R R B I B
SRR 2 B IR
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Select Source

Search... 0
1757 Assets

Name Risk Score Type

Endpoint #1721 0 i1 Endpoint
Endpoint #1526 0 11 Endpoint
Endpoint #875 0 i1 Endpoint
Endpoint #286 0 11 Endpoint
Endpoint #258 0 i1 Endpoint
Endpoint #1458 0 11 Endpoint
Endpoint #1711 0 i1 Endpoint
Endpoint #95 0 11 Endpoint
Endpoint #1543 0 i1 Endpoint
Endpoint #1204 0 11 Endpoint
Endpoint #910 0 i1 Endpoint
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O

| VERCECAEOL R, U8 B XU PR 2 HE 5 o R DA B T AR B R i B B I AT R .

3. LEFEPT T IR B
4. PR
I B B i A 4 T B AR B BOR 7R B AR Ik TR .
e ERU G TpL

Details o
Attack Vector generated on 07:02:02 AM - Nov 11, 2024 ‘ Export Generate v

Code Revision

IP Trail

Attack Vectors

Open Ports

~ Vulnerabilities m
o (2] -*
Active (3) — /A\\
NetBIOS (137/UDP) NetBIOS (137/UDP. (€@ >
Comm. Adanter #60 OT Device #59 \V_/

Fixed (0) U @
(-

Events Rouge T

Wl I AR IR R R 1R BT X 4R 2 H AR BT AR R B i@ AR R AR . A O L 55 K T HE
BoR TR Bk i@ AR B A s AN R Bl i R B R AEE DL e R

o X H AT R, RS S o R ZONA P ik o B B A B AT
R A o8 H XU PR AR BE 2 TR AE

o RGN BRSNS E B A IE A
o LRI BT 4 DL Fe e

Network Map

I VR Tl R AR WUR A b A B AR, B R R B & A R A A .

REAPIRIRT

‘BRSO 7L DR SR %~ BRI 05 R . KRG T A ST im0
VEYRME B, A HE H A i P B0 L T8 e B . b VR R B BOHE 19 B R TR DL R 3R 8 e 1 LT
FF I B R VR (30 & . o5 0 B4t . X 1 . Tenable Network Monitor 5% Tenable Nessus 1
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O

i) o Wb, RGR RoR B RS T P AR SRR O AT O I S 181 3R (04l a3k 5 AR
] [ 3 1) o By 1P 55 [ & Sk on] T AR, DL R H O I 1 3 .

o a
PLC

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:46:41 AM  Unknown  ControlLogix 5560
Hrmware
20.055
Details

Search...
Code Revision

o Port mapping is turned off

Actions «~ Update Open Ports

Configure Queries  *

IP Treil
Attack Vectors Port Protocol Source Description Last update
Open Ports - | 1756-L81E/B | Slot 3(2)
80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 27, 2024 08:42:58 AM
v Vulnerabilities
44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:23 AM
Active (3) | 1756-EN2T/D | Slot 1(2)
Fixed (0) 80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 27, 2024 08:42:58 AM
44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:46 AM
Events
| 1756-ENBT/A | Slot 8(2)
Network Map 80 HTTR (80/TCP) Conversations Hypertext Transfer Protacol Nov 16,2024 04:13:17 PM
Related Assets 44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 16, 2024 04:17:50 PM
| 1756-EN2TR/C | Slot 6(1)
Sources

44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:43:37 AM

KRG HHE T BITHFm AR BR. Eiv 2 5, %A 28t — 2 2 W] o 0475 4k
THAPIRE a7, ST T o 13 20K 5 2h AR A N B o BRAOA T Oy J o 223 B2 AT JF
i 1B A6 T IR B I K, B 2 B %

A DLAE 22 2) 29 A S B O AT I i A3 96 2 8. 6 Rl BUA X BT B s AT Fah &, DL R
AT I 19 3 1 51 3%

T F) R CAT IT I i 81 3%, 1 AT BN Ak
1.5 B> R ) S 4 B R T 1
B 2 R R VR AR BB
2. B BT IFHIR 0L IR .
3. FECHAT I Mm H"E A ARG EFHCHTANRD”
AT H A, SR O A A s R R B 29T T B .
“CLAT T I s 7 TR R At 1 A

A DAAE JE AN 45 E B2 1 AT T I i PR TR T, BEERR E O T T 3 R B RLR Bt b 1R
1.

o
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ActiveQueries.htm

O

i 3B AT P 38 B 1R 4 4
o BF EI U A B & I Web FEiT, s H Al v A K 4E A4S B S W .

of

AR E I H B AT, W AT BL R R AE

1. FE TR > SR BRI R = b, BTSN B
BUR 2 R B PR RGN A4S BB

2. B BT IR Ok IR .

3. MEFE—ANHEE I H .

4. AT

5. MW FH s ik,
OT Security %J it %t ¥ 1 3z 17 4 4

HEBE DT R, T IRAT BN A

l VE B S U 15 5 1 80( i T Web V7 i) J& T CL4T FF 3 1 2 — BT A A

1. fER R >R BN T =5 b, & 5.
BES 2 BN R RGIAE B B
2. B BT IR Ok IR .
3. MeFE— AN E I H .
4. BRI R
5. Wik EE".
S N R 3T O — A 7 B0 NE RSk TR, BRI B B 1.
i ¥

W7k IR = 8 on OT Security i {45 0 21 1 52 W0 15 € 5877 10 T A7 I 17 (9 51 3% o & 48 2 IR 31
I, B s iR Windows #8AF & 4t A3 H 5y 52 B0y 1 B WORT 2 R0 0 4 e JRA e A A XU B
e T BT BOBAE S 1o NI 22 8 LU R KRB R BB R &SRR R T
Jo K R R R VAR S o ek TR R S RS R > IR IR O T SR S B A
A, WA 58 E B 7 A Ok I R B A o A S TeTRAE B Ul B, 3 2 YR
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| @ |Roee a
PLC
P MAC Vendor Model Last Seen State Family
1} Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:55:33 AM  Unknown  ControlLogix 5560
20.055
Details

Search... 0o 202411200946 Actions Update plugins S

Code Revision

o You can enable automatic cloud updates for the Nessus Plugin Set Configure Seftings %

IP Trail

Attack Vectors Name Severity + VPR Plugin family Plugin ID Source owner Comment

Open Ports Rockwell Automation Logix5000 Progra... Critical 6.5 Tenable.ot 500002 Tot I?
S
a

Rockwell Automation Logix Contrallers|... Critical 5.9 Tenable.ot 500451 Tot “
~ Vulnerabilities

Active (3)
Rockwell Automation Logix5000 Programmable Automation Controller Buffer Overflow (CVE-2016-9343) Critical 6.5 Tenable.ot 500092
Fixed(0) Plugin Output
Events
Port: 0/ tcp Source: Tot Last Hit date: 11:20:26 AM - Nov 25, 2024 Copy to clipboard
Network Map

Vendor : Rockwell
Related Assets Family : ControlLogix 5560
Model : 1756-L61/B LOGIXS5561

version : 20.055
Sources

FAF

BRI IR SR R OT Security $7fi £ o I 2 9 W9 45 o 8 J2 5% 7 B S0 (0 T 40 51 32 o w] DUd i
BEEIR MBI LR S BRI B R B g R s WE - ATARYE A R S0 (B dn 4R S8R L 7 AR
JE SR 44 BK) X 2R AT o0 Ao 3R] DA S A R AT R AN ik, i a] DR R SOAR . AR
HE CHRER B, 15 2 b8 B 6 H P T R
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P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 09:06:39 AM  Unknown  ControlLogix 5560
rinware
20.055
Details
Search jol O
Code Revision
Status LogID Time + Event Type Severity Policy Name Source Asset Source Address Destination Asset Destin
IP Trail L.
Not resol... 119430 09:05:36 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.locz A10| Comm.Ada; 10.1
Attack Vectors Not resal... 119414 08:51:24 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C
Open Ports Not resal... 119412 08:50:28 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C §
o
Not resal... 119409 08:50:06 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce Rouge 1010
v Vulnerabilities
Not resol... 119384 08:41:20 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10 | Comm.Ada; 10.1C
Active (3) Not resol... 119364 08:37:27 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10| Comm.Ada; 10.1C
Fixed(0)
Errt: Event 119430 09:05:36 AM - Nov 27, 2024  Rockwell Code Upload Low Notresolved
vents
Network Map Details Code was uploaded from a controller to an engineering station
Code SOURCE NAME e | D o
Related Assets Why is this important? Suggested Mitigation
SOURCE IP ADDRESS
Source
Sources A10 | Comm.Adapter #48 | Yuval | Comm. The system has detected an upload of 1) Check whether the upload was done
Adapter #45 | Comm. Adapter #43 | Comm. the controller code that was done via as part of scheduled maintenance work
> Destination DESTINATION NAME Adapter #47 | Rouge | Comm. Adapter #46 | the network. and verify that the source of the
Comm. Adapter@ . When not part of regular operations, a operation is approved to perform this
Polic X code upload can be used to gather operation.
y DESTINATION IP ADDRESS information on the controller behavior
- o as part of reconnaissance activity. 2) If this was not part of a planned
Status DESTINATION MAC ADDRESS 3

operation, check the source asset of the
event to determine if it has been

B RS R A R TR F G R, IR N A TR . RGEANE R 5 Pk F AR F A
KRB RHIEINR . ARFMFNEZFELE, FS W FHLE

A T AT — A BRAE L A, 1% 3 AT T &1 6 BT 3 = 1 R AT DL #RAE
o FRBR K ME AR D N TR
o FEE RO T B UL F A PCAP S
o SRS HHERR - v ik A 61 2 R mE HE R I
ARXERENTEMER, S FM— =,
TERNA TEIN AT R ERME R

Z2H #iR

7

H &
ID

RGLE MK T 25 H 1 D,

B[] HAE R AR H 3R A .
B4 Ui B fih 2 A TS B KA . AR AR R G R B I SRR AR . R & SR R (R
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eE
EE

R %
2K

HE

IR s

IR

H #5

i

H #5
bt

Pl
B
eS|

VLHL, T8 S B g R
BRI EAR RO LR A& AT REE B
o Tk RIE
s [ERERILE KA. RITE T I KA
c B ORAEBAEMLFTES, FEERE. BAETTER T LA,
o PHIOKRAEWBAMLFTIES, HmERE. BALEI AR,
A R A TR SR 1) 44 PR o 1% 44 PR i T R B B SR R

JCHERF AT R BT B 44 PR o T B A R B R

FEFAF I B [ 1P B MAC,

KA I B (1 1P B MAC,

X AR R B A4 RR o b BUR AR A B S R BE R

X S RZ W B /) IP B MAC

P IS0 72 A 50 I SR s BT A R A A Ok A
TR FH A R

EE AR F A A F47FRF L RN B4R K F 5 &L

7~ 1 € R ) A
PAR 2 25 A R0 A ] 22 0 B (7 0% SE IR VE Al 1 15 B, 38 2 B S SRR 1 2R

A7) :
o BCEF M XM TR
o PR A% U6 UIE B X L N AR T X 2% P i I g R AE AR
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O

o 1 I 4% I 3h S I 3h BS54 T R 2R IR Bl (RIDAE WY 48 A BT 2 ]
S ) i 4 7) AH K o

 SCADA = {1 - 1R il 4% fil 4% K4 1 10 A2 5 SR

o R 4% B S A X 2 SIS R IR TR N AR B [ 1 2% 9 B

o PG A X L SR S 0% TR I BE 7 DL K B 2 TR KB AS TR R
RE BN HAF RS O IL O R R

fiB R b g Y 7 G T ST R E AR R G R AR TS R 7
#

R AT ORI, B T % R D N DR
zE

TR ST 7 PR R A I S IR A ATV R

XX 2% ke 55t

“POY £ RS E T S R B K T % R A T MR TR o e AL IR O i i W AR 2 30 R A
ST A E

. @ Foue a
PLC

Search...

Attack Vectors

Open Ports

Active (3}

Fixed (0]

a
(¢

A
>
g
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O
e 326 TR A R R B AR RS P R R b R R A R SR L, (AR T R R e
o oehh, BB R BOR 5 B B RE R, A R OR 5SS W B R T BT 1 B 4
B ARMIET R PP EEU Y, 152 WP A
A ELA P B 2 A, R R N A R T . Bl N, 2 A e B S TROR
R BB, JF R R S HAR B A E R .
Bl RS B AR AT R R B R B s B VRGNS S, A oy BT A4 R o I B 5 R R AT P i
B VRIS 2B

B % v

“Be 2 i 7L TR AT T 2% s L, O ELEL A ORI 4 A2 e Bl s IR VE 445 S . OT Security
it 3 xF A2 B Lt 4T SNMP 2 3 Sk Y 8k A o &R 48 2 B B S A BUR TEAR A4S S - MAC i
by AHR S E RS (A BB H) < 4 AU .

MAC Name Status Admin Status Alias Description Type Time of Query
P1.11 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P0.2 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

| P1.15 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P21 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.1 up up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.3 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.7 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.8 up up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P23 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P25 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P2.6 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.4 Up Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.6 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
vian1 Up Up vian1 Siemens, SIMATIC NE...  L3ipvlan 04:34:37 AM - May 28...
P1.16 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.2 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

lE%H®%F¢ﬁ%%w%wﬂi%ﬁﬁfo%ﬁ%%%%,%ﬁ%Tmmbiﬁo

2R B
V7 R S B PRI £ S AT WS T PR T B %
5BV M SR B RS , BT BL R R A
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O
1. EBESPE R R, Bl — W8 ™ DT T 37 4045 B TR .
2. RN HUE R, R AR
BRI 2>t BLRE SR B R I

Rouge

PLC

P MAC Vendor Model

| | b | | 0 Rockwell  1756-L61/B LOGIX5561
Last Seen State Family Firmware

Nov 11, 2024 07:06:07 AM  Unknown  ControlLogix 5560  20.055

Partner Asset Family Relationship T... Access Direction Details First Seen
IP Trail

Comm. Adapter #89 ControlLogix Nesting From Partner Type: ControlNet | Address: 1 09:55:37 AM - Oct 30, 2024
Attack Vectors Comm. Adapter #90 ControlLogix Nesting From Partner Type: Ethernet | IP:10.101.101.1...  09:55:37 AM - Oct 30, 2024
Open Ports

~ Vulnerabilities

«
I
Active (3) ;
]
Fixed (0)
Events
Network Map

Related Assets

Sources

FHR BI04 s BA R VE4RAE S

5 R

BRI FHOR B8 7 B 44 K

RARRH HMRETHRRER RKE.

Y 5] 77 [ ot 7 f H A A KRR Z ) U5 R 1A
HHE R 7 rE A ) VE A4S S . 40 : ControlNet 55 1P
B IR H B T OT Security 5 4] & ¥ 16 5 7 i) H 1

B B B A OT Security b A I 21 1t 5 7 1) H #1 .

R BB RS B
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) 25 UL A% 2 TR R AE ] G B2 32 B 9% A 4% (PLC) T AR B0+ Jm 1T A PLC BRCHL Al Ml % 1) & ¢

(ICS) fit e o 1 e 2 ZRAL - L 12 3 4 238 15 1 S & 19 A2 M AR 3l &% (VFD). 47 A A R 5 57 1
FEARME S, TR MR BE I b v ik B B B % . OT Security £ 1 77F B FR R 45 75 B B
o

@ Camm. Adapter #89

Communication Module

IP MAC Vendor Model Last Seen State Family Firmware
Rockwell 1756-CNB/E 11.004 Nov 11,2024 07:19:08 AM  Unknown ControlLogix 11.004

Details
Qverview Backplane View
IP Trail NAME Comm. Adapter #89
Backplane #187 III
Attack Vectors PURDUE LEVEL Level 1 0 1 2 3
STATE Unknown . .
Open Ports ] L:E LB ]
ADDITIONAL IP + i,
> Vulnerabilities  AppITIONAL MAC g 2 g
I
T 5 =
Active (0) FAMILY ControlLogix = - £
€ 5 £ |§
VENDOR Rockwell v > 7] ]
Fixed (0) v
MODEL NAME 1756-CNB/E 11.004
Communication Module Details Nested Devi 9
Events LAST SEEN 07:19:08 AM - Nov 11, 2024 ested Devices{9)
-54- . Communication Module Details
Network Map FIRST SEEN 09:54:34 AM - Oct 30, 2024
LAST UPDATE 06:38:10 AM - Nov 11, 2024 NAME Comm. Adapter #89
Related Assets
SOURCES nic1 (Local) RISK SCORE
Sources NETWORK SEGMENTS Controller / TYPE Communication Module

“Ik B VR RS S U & s BUR VRS S

#7

#iR

A
M

BRI ENE S, PlaB iR FEE RS HAh 1P 5.
A5 55 B AFRRA S B &R BT MG e 5 SR R .

B AHEHE R EEAE . B ERAE ERR& 4R, LR R BERREARGER”
B TR BT R .
IEC 61850

MR s b A% 1) A% W 3l fic B ik (SCD) SCAF, OT Security 23 AF Jli i ik A2 H il 55 7 22 [] 38 13 1) ]
I B LTS (MMS) #ik %5 511 3% . 24 OT Security £ 9l 2] SCD SCAFBC B H A7 75 R & 8 AL U 17
I, R — KR E . AKX B4 SCD XX E 215 B, 12 W “SCD X+,
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247 7 “IEC 61850” 7 [f |
5 >
LR & HBLBr B & =70 TH

Vi s Sl

15 AT

o

DL #1E :

2. MEIFEFEEHR H IEC 61850 At B 1) 5% 7 8l 48 HL vl .
BRI 2 BB P 4R 45 S Ui
3. FEE M ATAEH, 2k FE“IEC 618507,
BE i 25t ILIEC 61850701 i, H b AL & BL TR P4 ME B

= |EN100_|
IED

P

Details

Code Revision

IP Trail

Attack Vectors

Open Ports

~ Vulnerabilities
Active (13)
Fixed (0)

Events

Network Map

Related Assets

|IEC 61850

Sources

%

#®%& ID
& 4 B
LS

&4
W

E+ IED_Indeg

MAC Vendor

Last Seen

State

) SIEMENSPTDPA  Jan 27,2025 09:44:33 AM  Unknown

106 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file. Download Details

+ AddFilter v

D

Search...

108 MMS Reports  GroupBy ~ [}
Report D Report Name Dataset Name Client Name Substation Project
IED_Indegy2PROT/LLNO$RP$urcbZ01 urcbA TEST HMI_M Substation Station Indegy '
IED_Indegy2PROT/LLNOSRP$urcbCO1 urchC TEST Client Substation Station Indegy
IED_Indegy2MEAS/LLNOSRP$urcbJO1 urcbJ Not defined Substation Station Indegy
IED_Indegy2PROT/PDIF2$RPSurchbB01 urcbB Not defined Substation Station Indegy
IED_Indegy2CTRL/LLNO$RP$urchbBO1 urcbB Not defined Substation Station Indegy
IED_Indegy2CTRL/LLNOSRP$urcbA01 urcbA Not defined Substation Station Indegy
IED_Indegy2MEAS/M3_MSQI$RP$urcbBO1 urcbB Not defined Substation Station Indegy
IED_Indeqy2CTRL/QOCSWIT$RP $urcbBO1 urcbB Not defined Substation Station Indeqy

#iR

P 3 & ME— b IR AF
P A 3 75 1 — b R A

5 MMS #i & < 1Bk i) B8 58 49K

g

D RE

f¥] MMS # % ID.

) MMS i 5 1D

VT I U A o B 2 7 N RE B G AR
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A% H, v A2 e MMS #7551 IED( B fE FL 1~ 150 #) T 7E (132 HL o
T H ot S FL OGR4 B s 1 S 4K IEC 61850 Wi H 2l R S i & .

4. WMEEFH OT Security £l 2 i 45 R K FEAHAE B, 18 AT LT #8415 < 72 T2 0030 60 2R
B, R TREHER

OT Security 23 LA CSV #% 30N #1E 4115 & .

HER R B PR MMS i i BORE TR E B, TN S CSV SRR E T T A B
HER.

90 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant

Download
configurations from the SCD file.

Details

KR
B PRI SR O 5 B IR A SR T A AR S, B s B L SR DAR ORI T 4
i AT LLAE T B> BT B R LI b PR A A A B R
ap EE Yy A PRI, UF AT LT A
1. ENEFR >R R R, By — W08 DUIT I 887 W4 5 2 0 .
BRI 2 B8 4 A B T

2. (EFEAN TR R R, R
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U IR 2 HY 3 YR LI

e |Rouge - p— —
m |7 J €D CD

P MAC Vendor  Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 26, 2024 12:07:45 PM  Unknown  ControlLogix 5560
Firmw,
20.055
Detail
Search

CodeR

Name Type Reported IPs Reported MACs Last Reported First Reported
IP Trail

nicl Local 5 aq Nov 26, 2024 12:08:08 PM Oct 30, 2024 09:53:29 AM
Attack Vectors nico Local Nov 11, 2024 08:32:56 AM Nov 11, 2024 06:55:07 AM

pen Ports

WU £ 5% A V413

5l g

£ WRHAFR, B MR nic 1 B nic 2 SR H BB 4B (1 SRR P )
W A A ICP R

wmE B VB B R B IP bk .
IPEE

&1 JE B IR B Mac H ik o o B A% B 2SR 5 DA &2 % 7=, OT Security 1] 25
MAC %t 75 Mac btk o on R AL JE 8% BE = 08 = ez, (H R BB 2 11 X4 1% , OT Security
= AV 2= 4% &5 K I 1P M dik .

£ & YRR T R B AR IR
B B ]

I=R€ ER/E:S=8" Y oua I AL
5 B 18]

I B T T VRS S
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| & B OT Security I P AG EH 5, 8. ol S /ER

OT Security 2> R #5 H Py #8 B dfs S A8 W 2% Hh 93 3 5 3l IR B 77 SR AN A4 FK o 2R R 48 B ik
e £ B4 S, BUE Ay B R A HE R, T R] DU E BE I UL B A% CSV SC A R 2 41X 24
Z 8o I W] LN I — B B 7 i R 3 A T
WL Ul g 48 557 TS 2
GRS BT B AR B, 1S AT LT B AE

1. EVERT, Pl A e P g

2. EHFHTHFIIG .

3. fEAR AL, B B

4. T LR B i R

B AT T R R HAE R T 1.

5. EREIHNE T, W S5 2 b i 3 0 77 KA .

6. 7E“RIRHEH, Hi N 7E OT Security Ul H1 iR 5l 1) 5% 7= ¥ 44 % .

7. fEEEMEMED, MANE N RGEWEERLT .

8. fEMWR M, WA 5 KM A\

. FE B BCHE (& A T H il %) i, BN 2R BRI R A4 R

10. fE“RLEHE b, BN 557 AL B U R o e BON B IE 7 B A SR Bt R AR B R o A
Lo BB B B8 U A4S BB

. B HE D, B N B3 77 00 B o B BN M8 3 7 B o A S0 B S8 s G B I B T R A (S
SN L

12. iR
OT Security 2= O& 47 % 48 J5 V£ 4045 2. .

ARG AT (HREAAE) , FHRAT LR R
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T R 2 T B

2. GRS PIT R B 55 I B AE
3. Ml MEBBRIELY, RGN TR IR D LEE wE.
SO 2 BoR B mE 5 A, Hoh s T TR g R S

. o B 0 A 5 0 S (R T TR R B R A
) .

ER R E M B, BRI LR, R HEFEMBERENE . BAL P
Bk 1 B8 7 A e AL AE R B Ak B g AR AR P B L AT B R B

5. WR¥E i Z i BRADS A

VER AR B g 4R B N (5 S K T O E R A R N A R S HOE IR
e ME B R Ay N B T, T 2% 2 B0 =4 T EDRE I B

6. il “REF
OT Security ¥ 5% 7= 5 $r il & — & IR A7

EId AL CSV % 4 o1 7 T 4145 B
X b o 8 BT RS B T A SRR IE L CSV XU i K E B, BHRAE Ul R F o dmiE . w1
DA F U J7 VR g 8 R B TEAAE B R R RR L R A R AL L U B E
4 EE I CSV 4R BT VRS S, T AT DL R AE

1. FEFERN, Bl pra Br=7. R h] 88 FB ol W 45 B E

2. R
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Controllers and Modules

+ AddFilt
fer Search... 0

14 Assets Grouped By: Backplane ~ Expand All Collapse All 1Selected m

Name Type Risk Score | Criticality IP Vendor

~ Backplane #101

140-NOE-771-01 Module @ Communication Module 57 il High 10.100.105.27 (Direct) £ Schneide
PLC #44 @ PLC 45 il Hign 10.100.105.27 & Schneider

~ Backplane #103

~ Backplane #104

v Backplane #106

v Backplane #112

~ Backplane #115

~ Backplane #137

N #EIE R CSV XXt
SR NI R SO IR AT T

F | & B [ (<] E ¥ L] H i (] L3 L L] L (4] L Q E 1

1 L] it Warw  Tepe Lo Criticality AddrewursVendor Famdly  Model  Femwsre Slate Purder  LantSeen locstion Rachplese Decription

2 e A e D T 8- L AT HighCriici B0 LB0. M Backhoff C-fos 20120 Unbncwn Lewell  SSwasEe

¥ D RS AT B 5} HghCetee 1 180 | Seprn. ST OPUAI2S404 Fait Lewel]l  Sewasmes Sarrraren, SRAATIC 51
a4 O TR STh Tairiagy  Commn B0 HRgh At 33 L8013 Hebriair) btk P TL P L7 Urhgen Lewtl]  STesiss RGBS i

5 T N P i g Controlles 30 hghllkars 33 LBOLIE Tows, Insinementi Ul Lewel] ETEFRETE

L L B RO 1) HaghCritic: 53 L8010 Schurepicier MAcdicon P NOC 1% Unioacem Lowel]l  EERESEE b Schonala [lactric M
¥ L 8 e WAL b T4 T4 HaghCritic: B L0 1K Srmenrn.  WPROTHC TLIEY Uriowm Lrwel]l  SSSSSEs

£ ] O By LRS00 L B Haghlensci B3 L0 |8 Resthowel  Macrologe 1 ML 2OES Unhadewrs Lewtddl  ssmsasss AR frafry 1 Pe-L
* i g T e T (=& X Haghilmieg: ML G D Emavin §5enes 30 M BB B Ui Liwsl]  STmaRmed gt Teass ity - 50 Pl Sl
g O Ny TR AT BT RO T Coerenne 1 HaghLrnacy 33 LEO IS faprspra §T-BO0  OF M-LLDEE Urdngemn Liwdl]  eEReiem Tt rrabra WRATH N
n MDA OCL M D03 ) Mgt 33 LBOLIR Tenatle Urinowen Liwel]  ESSsSEel

12 O TN W) TUT XS W PLE P HaghCriic) 30 LB VK Smpra.  HPROTEC TUTEENLE GAET.00 Uninown Leweil HPROTOCA [NLD T

i ORI A R SIS B VIS B AR SRR R R AR
9N A RN L R S S s =

TR A AN T R E R IR S () 2R R R ) N RO . S0, A R
R 5% 77 R TV B R .

¥ SCAF T AR CSV SR RAY

ERAACHUMB A XERGPER . REEE CSVH KT HRREBHRMITERS T
K DR FFANAR o TEI2 A8 FH 0 T 9% M B 87
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6. fEWE"T, 2 FFHRE>MLEEN".

S I 25t I 2% 5 SO

Network Definitions

Monitored Network

The Assets Network is an aggregation of [P ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within Tenable OT Security sensors’ subnets or any
activity-performing device will be classified as an asset.

192.168.0.0/16
172.16.0.0/12
DEFAULT IP RANGES 169.254.0.0/...

Show More

ADDITIONAL IP RANGES

(I Passive Monitoring

Passive Monitoring captures network traffic to fingerprint assets and detect
activities or threats on the network.

Before enabling Passive Monitoring, it's recommended to follow these steps:
1. Set Monitored Netwark (Above this section)

o 2. Enable Active Queries and run Initial asset enrichment queries
3. Tune your Policies

7. fEEM CSV EFE WS B o, i bR,
8. %M 1 B AR s b AR MR LR A7 () CSV A .
BRI 2 HBL— A B, R CER AT HL.
O 37 “ ] CSV B 37 5% /™ VR 4 45 B 780 70 b 1 B dE A% B I 7HE .

9. HTMA R EASERNEZHFER, AR CSVEFHESHARE B W2 H TR
wE"
OT Security 2 N #— 1> CSV 3L, H 1 31) th 55 ol Dy A 58 7 2K O i) B¢ 7 1D

N

S B

A DL BSBE R R TR BT . O R B AN & BOR R E B, O e WAL
T o AELATS 2 X8 s BSRK B2 7 11 2 A R IR 2% 355 30

AT U BB >R 35 B > e 8RB 3R 7 O I i B ) B

-185-



¥ i, — T B 22 T
1. EBET, Sl i 88 el PN 4 B
2. kb A BN B B — TR 22 TER 7 55 T4 IR AE
3. fEFR R, BB AR,
I N 2 HY B S
4. EHERBBE.
“Be B HE 72 T
5. (FIik) fEERHE S, WS INAA GBI SUAR TR

| ER XL VER B AR B B> F B B E > R R B 0 b ) 2 B B A R

6. i B
OT Security B& ik ‘Y& 571 “4 " T T b /1 % 7= .
Sz W

T DL R R BB T BB P AL RIS WA, 12 AR R 2 R R R BT AR LAt R . 8 AT B
5 Tenable 32 # 3t 52 b4k 5 DLEEAT R4 70 7 o
HES Wk S, W IRAT BN #RAE
1. M SHE T, 2 ER>FE R
BE I 2 BB A B U .
2. fE A LR, R E AR Wk S S A TR T
3. IHHAT M EAEZ —
o XFTERAGE T A B AR T RAE> R AR
o WTEAGE AL LM R HERE> 2 HEE

OT Security 2> F # fT ik % 7= (2 Wr ik 25 . 2 Wi & & — A tar.gz X, B8 json U4 4%
XS B

2 Wl T 4 R A B 44 BRI TR BNT OT Security FRAS o 75 1 -
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X T BN BE P77 TOTS_Rouge_3.19.15_2024-06-03T07_05_27.tar.gz
Xt % N % 77 TOTS_AssetsReport_3.19.15_2024-06-03T07_17_54.tar.gz

4. FEELZ WS 5 Tenable 37 5 35 22 LRk 4T 3t — 25 40 #T .

3

| Fr B OT Security P A B H R, 8. uh SE/E R

HT T Bl Bl U U 52 L G B BRSO R A AR B 2, W4 B T REAE OT Security H1 % 78
NWASECE 2 AR B, X RBUOERAEN M E S &I 5.

Blhn, TAF w55 & B8 i 4% 55 2 0 B i B B 2 A IP ik, DUSE AR % i k9 45
15 o B, B« A BT KCha b A P R UL I 4% 2 o SR K S A A R A B
2 WA (N RE AT R, (H RS A AT RE VE M D9 AN R IR B

FEIX G B0 T, AT DL R B8 72 71k UK 9 A 9% 77 & A — & JF I B 25 S 000 S W] DA
VR BT THI BB AN BE 7 R 4045 S DU Uy 1 ek I

| TR MR T

ARG, E AT DL AR
1. AR, R RSB A B
LAl E N i < Saa T
2. FE A SR, AT T AIEREZ —
o EFEGIFHHBE .
o HLET BT BE R AT OT B VR A AE S DU
OT Security 2= )i F “BAE”.
3. HiliBIE>EH—ANEEEIH
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Inventory =

All Assets Controllers & Modules Network Assets loT Assets

Search... 0 + Add Filter v

880 Assets Group By v &

Name View ype Risk Score Criticality P Subnets

testigy it @ PLC 62 il High I
pLC #?ql Merge with Anotherlm ol 50 4l High
Hide

RTU #1 @ RTU 59 il High

Export Diagnostics

@ PLC 59 il High

CPU A2 .

tesiy <

~_— = PLC
Edit
IP MAC Vendor Model Last Seen State Family Firmware
Schneider BMX P34 2020 Aug 28, 2025 09:28:24 AM  Unknown Modicon M340  3.51
Export Diagnostics
Details
Overview Backplane View
Code Revision
NAME testi
24 Backplane #7 |:|
IP Trail DESCRIPTION cPU 0 L 2
Attack Vectors PURDUE LEVEL Level 1 [ © @ ©
3 -
Open Ports STATE Unknown o g
z g
o — =4
¥ Vulnerabilities ADDITIONAL IP % E by <
b 8 e o
Active (30) ADDITIONAL MAC
Fixed (0) FAMILY Modicon M340 No card selected...
VENDOR Schneider
Events
MODEL NAME BMX P34 2020
Network Map
LAST SEEN 09:28:24 AM - Aug 28, 2025
Related Assets
FIRST SEEN 03:03:32 PM - Aug 27, 2025

eI 2t EL A R B | IR B I A
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Merge Asset | Select Source Asset X

Target Asset: OT Server #11

Note: the source asset that is selected here will be deleted from the
inventory, after its attributes and findings are merged into the target asset
OT Server #11. Any case of conflict will be resolved by the system to keep
the merged asset’s data as full, accurate, and up to date as possible, based
on the data of both assets. This action is irreversible.

Read more about asset merging_in our user guide (4]

Force merge even if attributes conflict

Search... 0 + Add Filter ~

199 Assets Group By v 1l

Name Type Risk Score

OT Device #25 OT Device 0
Endpoint #135 i@ Endpoint 0
Endpoint #1171 i@ Endpoint 0
Endpoint #112 i@ Endpoint 0
Endpoint #123 i@ Endpoint 0

Cancel Merge and Delete

4. Jifi i B IR B
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5. IR E HAR ™ & IF MR B
6. (M%) ik bR R R A R v R, B RP SRR IEME, Distid iR
7. Hodig I AR
OT Security 2 Ml BRI 5 7, HFK JL @ R RUR LSS R & 20 H b 5877 s
3B S R AR 4
B G HLRE, WA I N — AR, RS R G0 B 52 BT DR .
e AR T LA S o i B

s BEBWAI B a0 E, R MK & RS B AR B o dn B R R R AR ],
EIANF, 2 G0k Al I8 Je AL AR R vk O B W8 o el 7% W] Aff Ok & OF J3 10 527 Ok
1 Bfy BB IR 5

o EBRE AR BN IERIAE LSS IR B
o Al A I B AR E R
o TR P AR T A A 0 4R

o MR TS, QAR IP AT MAC bt o 28 48 v] i OR R B BT p S LBk A5 2, 1) A )
FRERRXH.

« RAGEREGH ARG LMPTARIGE R M % A 04 B R ILE B R A
cEE RN SRS 1S YL AEE
IR S i A JF
DL 887 Tk A O
o BEBRYEPT, 110 ICP. f B RS SR
o TRTRIH AR R B (A SR VSR A A AR -
o HH 7 4R 4 (R A A U A A A D)
o« BRI A
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SR A HF Lk TR A IR R AE 2 Ge it AR GURE T B SR R A o R G . R I T
RORAE & I HA IR ol Bl Re U = B AL TERGRAE , (H R G 2 & IR AT Re 1 BIFH 1k 2
HI 4k 2 14T & 9T

an ] B IR A A

WERERIAT T 5750, BB B R BB E WA E R G IFPIRE, 5 MR 5
T B B 77 i, AR 48 AT LU TR 1% 58 R R B A R AT IIRAS o A ST A OT Security A M B 2
ANBE R H B HE R, S B AR

HAT B € T % 72 ) Tenable Nessus 3

Tenable Nessus 7& — 2k 7 LA 65 1T ¥ & LUK I s 7 (1) I EL . OT Security 2 £ 4F X6 OT P 2% )y
f 45 5 1T % 7242 47 Tenable Nessus Basic Network Scan. ix & — fl 328 52 8 R 4 444, 7]
PAISCEE AT DR IR 55 4 I 45 ¥ 2% U T 1R BE 2 45 8. o St il A WMIEFT SNMP S 4 (SR mT A ) «
P ERVEAIE T2 T A OC PC B TH B AL o & 1T LA YR IR 53 1 5 7] 4 i 45 2R . I8EmT DL E
& X, DLTE R E W 245 % 7= 4 11847 — R FI %5 € 1) Tenable Nessus ffi £, #1515 5 [
“Tenable Nessusifi £ 17 4ili”.

OT Security # ] Nessus $ ##fi ff /1 55 Tenable Nessus. Tenable Security Center 11 Tenable
Vulnerability Management H 1 2 A< [ 25 4= i AH [5] 1) 58 % ¢ & . ME— 19 22 7172 OT Security H 1]
PEREIE T . DL R 42 OT Security H H T Nessus 7 4 1) 14 fig 16 T . 3X 6 3%& Dl 38 H T R E
W& BT )3 30 i “Nessus 147

o 5] [Al N AE A EHL (R )
o FH P FNHAT 2R E(RZ)
o 15 Fb 4 45 52 B

7% & : Tenable Nessus /2 fi¢ il & 76 1T 355 90 4f B /942 AN 20 T H . Tenable & W & AN B AE OT W 4 L i
AETH, AT ZER&IEYBE.

BT RE 5E ¥ 77 18 1T Tenable Nessus #14 , 15 $47 BL R 15
1. BB R>WE R
I I 2 L LT 4% B 7 I
2. 3 R B ) — TR 2 BT 7 55 AU i IR AE .
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O

3. M LA EAE">“Nessus FH##”.
I 2 HY B “HE E Nessus 33 #5767 15 HE .

Approve Nessus Scan

The nedsus Lcan for vulnerabilities in assets is not intended for OT devices
of any sort. Scanning controllers, field devices and other industrial-specific
deices and SErvers I11It!.|1l_|!:l:lpq,lrt|l|_'¢ i Ju.jllal.uln:.'. Please make sure
that this asset is not one of the above before proceeding with the scan.

4, wi gk,

OT Security iz 17 Nessus 3 #ffi

AT HER A P
3BT [R] 25 o B0 WY 4 A0 ) A RO A2 AN A, DL IR I BT I R (S R . T LIS AT P
A&, B8R E & .
LAR & Rl H 38 A 25 "R &
o WAREM B B R R
o DNS 335 : 18 2 I 2% 55 77 ) DNS & #5% .

o VAR EW AR ] A 0 A R VRGN R B . 85 R 2 R AR BT ] B3
BB T I (1 AR B

RAE W - 2 BB 33 BL S

NetBIOS & #] : & 1% NetBIOS B 3% B4l &, % Eu s 10 a] F T 20 2835 K6 I (X 2% b 1)
Windows it & Hl .

SNMP &E#H(GEMA T/E A T SNMP % 7™) &% i 1 SNMP 1 % 7~ (i B 7E 4015 5
RE KW~ L ARES (BTH . BEFLE. &, RAMAR) .

ARP : 6 % 7 R 2% o I 21 (1387 1P 9 MAC H ik o 45 5 5o 76 “VE 4R 48 B7>“8E %875 20
TERE NG OL T, “BEHT R 254 T R 2 AR . T BRI Ja DR A A

3
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B & AN R U i) SR> AT H A M
“E A WU A E A BUR T A 2 R AR B K S AR R E A
OT Security # & H K J8 FH &) .
“EFHER>FIE T A ERNY L.
B kb WA U O IP L

B AT B E D B B, s AT LR R AR

i ot R R AR B B, iR EARERE B
BLA W T 5K .

Resync

Run All Queries

==
=
N> §H+
EE
C:[

Ping Query

SNMP Query
Identification Query
Details Query
NetBIOS Query
DNS Lookup
Backplane Mapping
State Query

ARP Query

R EIEATHER, RS BT EER ST A T

L‘t
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22l

ANE I AT, #OH I E R, R B IR

@ Ping Query completed successfully X

The query failed due to a network error. This may be due

X 1o temporary network issues or firewall restrictions. Please X
check your network connectivity and retry the query.
Protocol: NBNS; Operation: NbstatQueryType; Ip:

State Family Firmware
@ SNMP Query completed successfully X
@ DNS Lookup completed successfully X

@ State Query completed successfully X
sSLopped
@ Details Query completed successfully X

X TR B 58 B &, OT Security 23 AR 458 B £ T 97 12 51 7~ (19 & Ge s .

R 1]
OT Security 7] ¥ 152 ) ¥ 2% 5% 77 (1 % Fh B « 75 2R 48 & DU IR TR 5 B9 H Ok A 3 — i A 3t
it , Tenable [ 5T A\ 5 2> % 11 2 )5 & 37 ## Tenable Nessus Xt I Vi i3t 47 #6 3 o

X S5 P 4 N 4E AE, UL Tenable Nessus & A I A5 = , % A Tenable Nessus I 7 il A< 1E
& (NASL). X 26 i £F 2 46 W WX 2% 71 /1) CVE, DL K& H 41137““,% Wi 5 77 B P (9 3 B R AR
R G2 B BAEH 552 Bod 0 2T e AR S
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RS IR AE S —4E R A, DR T 00502 15 A7 7 % & B ) B0 .
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= Otenable orsecurity | 06:22AM  Monday, Nov 11,2024 @ =
88 Overview ;
Vulnerabilities Search... 0O 202410280920 Actions Update plugins 52
> £} Events
License outdated—Nessus plugin set cloud updates are not available. Update license  x
@ Policies
> £ Inventory Name Severity + VPR Active Ass... Fixed Asse... Plugin family Plugin ID Sou
I
¥. Network Map > Tot(304)
Schneider Electric Modicon Improper Au... Critical 6.7 1 0 Tenable.ot 500033 Tot
2 Risks
Schneider Electric Modicon Quantum Im... Critical 52 1 0 Tenable.ot 500069 Tot
Vulnerabilities Schneider Electric Modicon Missing Auth...  Critical 6.7 1 Q0 Tenable.ot 500071 Tol
Findings Rockwell Micrologix Privilege escalation ... Critical 5.2 2 0 Tenable.ot 500076 Tot
Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 0 Tenable.ot 500084 Toi «
Compliance )
Rockwell Automation Logix5000 Progra... Critical 6.5 2 0 Tenable.ot 500092 Tol 0%"
)
> @ Active Queries Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 Q0 Tenable.ot 500110 Tol
> @ Network Schneider Electric Modicon Authenticati... Critical 6.7 1 0 Tenable.ot 500122 Tot
Schneider Electric Modicon Exposure of ... Critical 6.7 1 0 Tenable.ot 500125 Tol
> 2 Groups
Rockwell MicroLogix Improper Restrictio... Critical 5.9 Q Tenable.ot 500134 Tot
’ Local Settings Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 Q0 Tenable.ot 500167 Tol
Schneider Electric Modicon Weak Passw... Critical 6.7 3 0 Tenable.ot 500170 Tot
Rockwell Automation Compactlogix 537, Critical 59 3 ] Tenable.ot 500201 Tol
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MS10-031: Vulnerability in Microsoft Visual Basic for Applications Could Allow Remote Code Execution (978213)

Critical 89 1 Windows : Microsoft Bulletins 46313

Details

Name Last Hit Date

Affected Assets

WIN-180FIPB12HM Jul 10, 2023 09:52:26 PM

Items: 1

WIN-180FIPB12HM (Direct) Engineering Station

Plugin Output

Type Risk Score

Criticality

Engineering S... Medium (Direct)

Jul 18, 2023 02:50:54 PM

Category

Network Assets

Port: 445 / tcp / cifs Source: Nessus

Hit date: 09:52:26 PM - Jul 10, 2023

Remote version : 6.0.87.14
Should be : 6.5.10.53

- C:\Program Files (x86)\Common Files\Microsoft Shared\WVBA\VBAG\Vbe6.dll has not been patched.

OT Security 4 £ 1 i 14 fan H 7 151

Rockwell Automation ControlLogix Communications Modules Remote Code Execution (CYE-2023-3595)

Critical 6.7 3 Tenable.ot 501226

Details

Name Last Hit Date + Type

Affected Assets
Comm. A Jul 18, 2023 07:05:36 PM
Comm. Adaj Jul 18, 2023 07:05:36 PM

Jul 18, 2023 07:05:35 PM

Comm. Adapter #50 10.100.101.152 (Direct) Communication Module

Plugin Output

Communicati...

Communicati...

Communicati...

Risk Score Criticality

61 High
67 High
68 High

Jul 18,2023 07:10:14 PM

Category

Controllers

Controllers

Controllers

Vendor
Rockwell
Rockwell

Rockwell

Port: 0/ tcp Source: Tot Hit date: 07:05:36 PM - Jul 18, 2023

[ Copyto clipboard

Vendor : Rockwell
Family : ControlLogix
Model : 1756-EN2T/D
Version : 10.007
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Findings

o You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings *
@ Vulnerabilities £} Policy Violations
Search... 0 Status  Active, Resurfaced v x Severity Low, Medium, High +1 v x + AddFilter ¥~ Remove All Filters
1090 Vulnerability Findings Group By v~ [
Affected Asset IP Severity 1 Plugin Name Protocol Port
RTU #1 o Critical Siemens SCALANCE, RUGGEDCOM, Sl...  TCP 0 '
CP-420FA6 e Critical Beckhoff ADS protocol Authentication ... TCP 0
testigy ® Critical Schneider Electric Modicon Weak Pass... TCP 0
ML1100 ® Critical Rockwell Automation Micrologix Improp...  TCP 0
testigy ® Critical Schneider Electric Modicon Weak Pass... TCP 0
Comm. Adapter #30 ® Critical Rockwell Automation Select Communic...  TCP 0
Comm. Adapter #30 o Critical Rockwell Automation products using G... TCP 0

“RIGRFOE T ARG

% ik
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Findinqs O Vulnerability = Medium (D Active

Recursive DNS Server Detection
@  Youcan enable automatic cloud updates for the Nessus Plugin Set 7 £ Port53/UDP

Plugin Source NNM  Plugin ID 3703 Last Hit 02:42:57 PM - Jun 10, 2025

Plugin Uutput Copy to clipboard (O
Search... o] Status  Active, Resurfac
02:42:67 PM - Jun 10, 2025
Severity Low, Medium, High+1 v X + AddFilter ~  Remove AlIFill
13 Vulnerability Findings ~ Group By ~ Vulnerability Details
Affected Asset P Severity 1
Overview
Tenable ICP #9 Medium
SEVERITY Medium
Medium
AFFECTED ASSETS 1
Tenable ICP #59 Medium
Tenable ICP #9 Medium Plugin details
Tenable ICP #59 Medi
S PLUGIN SOURCE NNM
Tenable ICP #59 i
e PLUGIN ID 0
Tenable ICP #9 10.100.20.112 Madiuan
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Findings ©

o You can enable automatic cloud updates for the Nessus Plugin Set

@ Vulnerabilities 0 Policy Violations

Search...

Status  Active, Resurfaced v X

+ Add Filter ~

Remove All Filters

Configure Settings  x

Full Event Log (4

58 Policy Violation Findings Actions v GroupBy ~ e O
Status Sev... 1 Violation Type Source Asset Source IP Destination Asset Destination IP
Active ® Medium Unauthorized Conversati... Eng. Station #1 PLC #18 ]
Active ® Medium Intrusion Detection Endpoint #73 CP-420FAB6
Active ® Medium ARP Scan Endpoint #5
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium Intrusion Detection Endpoint #73
Active ® Medium Intrusion Detection Endpoint #101 Endpoint #152
Active & Mardinm Unauthorized Conversati Fna_Station #1

SRR LIRS LR A S
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- ERE

iR

i M A A 1D

S TR R N NS ) KNI S I VTR 37
3 AR A R A ET T E B R SR

- 204 -

PIC#17 | CPII412-5H



O

T 44 R
Mitre ICS 5 %
Mitre ICS £ A&
U 75

5 1P

H 5 75 7=
H#r IP

i

5L 7 L
wre RS
B AR R
=

2 G VA

fiE vk B 3

EA
i AR R R R BT s H) 2R
7 B0E M i) R S

55 34 ML 1A % TR ) 3 F

o0

Tk & 4t (ICS) K H 45 & Mitre Bu s 5 A T J5 (19 5 PR 8%
Bt 3 S DL SR s B b 1 7 % BT 2

HH I3 A ) R B

P A 1P bk

55 W LT 2 ST 2 T A i R
H b5 55 7= (1 1P ik .

5 335 0 ) R S B 1 R
R I 3 33 B a) R BT
B o ko N 1) 53 A ] A RN [
S B0 B ) A
o DN 2] 3 A ) R A R SRR
PP .

55 5 7 R Tk AR AL 7
TR I & 5

5 B8 7= R BRI FR %5
AORa IR Y=

o7 BT AE ) X3 .

fige tR 3 R 1R H 3

- 205 -

| LR SRR . B, R 2 3R B O 4 AN AR A T



O

fife 1R figé tR 33 R 1R A
R P A i e 3 R T B P 78 0 T R

3. (Wik) A DAAE =B AL I b BAT PR R AE
o HZM B E SCRIE FRIBL B E X,
o TR RK . IES W THik R,
o UL CSV #% 2 3 i B
o i BRAEIE B AT UR 3R AE
B R R IGE R

o B RADLA R, EHATBL T R
a. EFERILEE RPTERIAT, R B B> R .
SR 2 LR R A
b. i A K T A o e B A5 SR ERE
c. Hi“fREE

OT Security fi vt 1 K BL& 5, I HLH A W VAT A 4R 4 2
FERR.

R R EME IR KA, OT Security 2 H i T 7 K& R, I AR
BN NER

M SR W o Bk
o ZEMRBE A HEBR A BLAE R, TEIRAT LR R AE
a. WEFRIME RITERAT, 85 Ao B> N R P HERR
IEE PR 2 4 L AN SR o e R I AR
b. 2k HEER KM

- 206 -



O

I VER HERR A AR T ROl R AR A

c. At “HERRTM UL A",
d. b RAE"
OT Security <= M\ 5 0% o HE B & 3 1 4 .

TR ER R H
o BT VR B, VAT LT S
a. B FERILEERBTEMAT, 45 il e F B B AR
OT Security 4 BRI B 11 36 45
G LN ERS,
T2 e UL T R I £ V0 8, T DL R
1. LW U o, 9 T T (B 7 LA SV (5
BRI 2 W B 1R PR 045 S iR, Hod & R B OT Security i £ UL A 38 FETEAH (5 B .
T B /A 2 e o VR £ S L SRV AR
0.
P O
TR O LI R O, AT DL B
a. BRHEE BRI RIOT, 0O EH R AL R 1D,
b, E AT, R S AR O R
BB £ th IR BT
c. FEHE M, KA 2 0 R B R 1D
OT Security 4 F1 th 4 W45 S 11 Ho

&M BCR 4

- 207 -


https://zh-cn.tenable.com/plugins/ot/families/Tenable.ot Violation

O

B %) OT Security AP A& E B A, £8 . 22 QM 2200l ub s 1E A X SRR 1 A
)il

PLAE , K2 HOOR B BE Al 15 il A W) A6 0038 57 NIS 2 45 4 . 1SO 27001 428 il 4 it 55 22 4 HE B2 A e i
bR # A

A7 IR 8 22 4 ST WS W] A R e B ?

Ab P — R A B K ) ?

fEu S N (IR) v &I — 7, Bl iE & 25 SOC/SIEM £ & ?
HE-HEENA, BREEZRRET VR T ZHM?

B PR AL AL T DU DG B 22 4 1 AT 5 R R R | BRI E R oS0t A e DA R a2 4
IV

it P ASCRR 00, 18T DR 8 A 2R ML AR AR, O XU 1 Ay 2 50t 52 i b 55 1 4

Compliance

Security Framework Preferences

General Info
TOTAL ASSETS IN SCOPE 841
FRAMEWQORKS IN SCOPE Not Defined (Default)

Incident Handling

Assets with abnormal unresolved events

Event Category Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
Network Events 93 16 g
Network Threats 91 38 19

Show Asset List

Vulnerability Handling

Active vulnerabilities by asset type category
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e E AR 2 AL BL R R — I F A B B SR “SCADA ST R 4% B 7B ) 2% 2R
f£7. OT Security N EAKIE o lic ¥ — D™ EEE S, HAE TR FHR™EREEL.
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= Otenable o1 security ‘

®
08:25 AM Monday, Nov 11, 2024 @ = sanjusha
88 Overview
All Events Search... fol Resolve All B O
v ) Events
Status LogID Time ¢ Event Type Severity Policy Name Source Asset Source Address
All Events |
Not resol... 63026 08:22:08 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Configuration Events Notresol.. 63025 08:21:50 AM - Nov 11, 2024 Rockwell Code U...  Low Rockwell Code Upload .
Py
v}
SCADA Events Not resal... 63024 08:21:50 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload E
aa
Not resol... 63021 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload v
Network Threats
Not resol... 63020 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload ..
Network Events Notresol... 63019 08:20:29 AM - Nov 11, 2024 Modicon Code U...  Low Modicon Code Upload

tems: 63026

@ Policies

= Event 63026 08:22:08 AM : Nov 11,2024  Rockwell Code Upload Low Not resolved
v ££ Inventory

All Assets Details Code was uploaded from a controller to an engineering station
Code SOURCE NAME — | —
Controllers and Modules "‘ Why is this Suggested
SOURCE IP ADDRESS important? Mitigation
Source
Network Assets
DESTINATION NAME Yuval L71 A4 The system has detected an 1) Check whether the upload
Destination
loT DESTINATION 1P ADDRESS 10.100.101.151 upload of the controller code was done as part of schedgled
that was done via the network. maintenance work and verify
" g When not part of regular that the source of the
. Network Map Policy DESTINATION MAC ADDRESS 00:1d:9¢.d4:70:34 operations, a code upload can operation is approved to
- bevcet g lomton | | ertom i aprsn
> @ Risks atus

part of reconnaissance activity.

2) If this was not part of a

RGP RAENTA FEHEH S B FEEE FHE L. SRS TESHIESANFM4R
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LA 2 2 A R0 A g 22 0 B (7 0% SE IR VE A 1 1 B, 35 2 B SR SRR 1 2R

) :

(LR G B S D T M R
F2 1] A J0 1E S < 3K SR A N0 ) 2% o ) 4 ) s AR R AR B

T2 1) 2% 375 20 S A 0 B SRS 5 R 4% e O AR RN Bl ( BIEE 2% R B
2 [] S Jit ) i 2 7) A 2K

SCADA =4« R i fill 2% H5000E 1 18 A2 58 (10 SIS o« X 2% g 2 A - IX
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o PSS X L S S R0 % R BE DL KB 2 TR B AR A R
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B RE b i Y 7 G T ST R E AR A G R AR WS R 37
f# v H 3 XFF OO S, R R R A AR L e R
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BEFMFHAER
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WoR 5 ik S R IR IR o PEARAE B RO SE AR (PR B B AR B SR L AL5E) 1 B

JIEEPS!
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o Bn3k i BORA RFAREAE B A
o VEYNAE B AR Ot 3R A T U0 AN B S B N e E A BT, DA B Ty A AR D

£ 16 3 N R B 2 A it o B Ah, B Bon 17 FH AR A KB IR B A H bR B .

o DML B (B N AR A I ) - O A SR IE H T SR 9 Suricata BN AE B

o AR BLIE IR o 5 4 S S AR OGBS 2, B A TR B B A% | R 1 G B A AC A
M B o B 2 R s A SR AR S AR [ TR AR AE \,ﬁ*@%ﬁmﬁ’]ﬁﬁ%’ﬁ%\Rung%ﬂﬁﬁoﬁ
70 3 o URCIR G5/ 2o, JF s 43 T R T A /MR P B VE RS 2 0 2k

B RIRA R FA IR A E R .

B¥s: Boxf7 RMEEMWEH R RIEgE R

SRR RFE RO O SR R ) B A A R
EHE#R N O (EH T w03 Er) 2R e afmm e .
EF#E A GEH T ARP S S 4F) - BoR C R Rk
SRWE < SR 5 i R S R SRR AT OC B VR4S B
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s REEBRFMAETCHEFICHCMER X T Ok H4, S5 MM ok ARl

N R UL R AT I il R AT R RS R

FER S LS

NTETIREEA, RAMARERN 2 DN FES 08D REE . B T F R RA (R

AR SR ) A H AR B, DR R R Ve A ORI B F A REEE R

52

e “ZEAE AR

BEFEMFHHE IDEME LER. EEEHETHSNFM, BRI CR ARSI,

Policy Name

SIMATIC Hardware Confi...

ARP Scan Detection

SIMATIC Hardware Confi...

SIMATIC Hardware Confi...

Modicon Code Upload

SIMATIC Hardware Confi...

Rockwell Code Upload

Resolve All >

Source Asset

MUAZU.J.ILIUTE Y. IULE [IV A vIvPavaS]

Rockwell Code Upload

All Events Search... fe
Status Log ID Time ¢ Event Type Severity
Not resol... 62947 07:48:59 AM - Nov 11, 2024 SIMATIC Hardwar ... Low
~ Not resol... 62952 07:48:59 AM - Nov 11, 2024 ARP Scan
Not resol... 62944 07:48:57 AM - Nov 11, 2024 SIMATIC Hardwar... Low
Notresol... 62949 07:48:55 AM - Nov 11, 2024 SIMATIC Hardwar... Low
Not resol... 62943 07:48:53 AM - Nov 11, 2024 Modicon Code U... Low
Not resol... 62948 07:48:52 AM - Nov 11, 2024 SIMATIC Hardwar... Low
Not resol... 62942 07:48:51 AM - Nov 11, 2024 Rockwell Code U... Low
Notresol... 62941 07:48:37 AM - Nov 11, 2024 Rockwell Code U... Low
tems: 63027 Selected Items: 1 Deselect all
Event 62952 07:48:59 AM - Nov 11, 2024 ARP Scan Not resolved
Details ARP scans are used to map devices in a local network
Affected Assets SOURCE NAME OT Server #5
Policy SOURCE MAC ADDRESS
PROTOCOL ARP
Scanned Addresses
Status

ik DR 2

Why is this
important?

ARP scans can be used for
network mapping. It is
important to know what assets
are mapping the network and
to verify that such mapping is

Suggested
Mitigation

Check the source asset to
determine whether itis
expected to be generating ARP
scans for monitoring purposes.
If not, contact the source asset

&

Source Address

| FIRAPAE EHR. X8 2880, 220D

RAF IR HLARN 53 VEAli Z A I 5K BUs B 10§35 it R At ok 1) 8, B8 1 0 S w K UHR it 22 )
REKE Z FA R L N BRSO TR — M M — S a2 R T

AG B bR iC N TR AT DUAE b AL B rp ik £ 2 A AR IR S AR v BB T LA

IR T A S A ((BURR 52 I i ) AR e N ERRIR

-215-

s3uimas



At U FL
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1. FEAH OC SR8 UT I (T B 3 11 . SCADA iAo I 45 Jg Jlp 5 ) 2 1) oy, b b ARl B
FB G — A B A A 55 L R AE

2. TEAR R B AR
BRI 2 LA H Hr s

TR AR 2 A F AR IC A TR YR, 00 Z B o R T AR (T A R e R AR R ) 4 e R
RPTA Pk S “ERRRLH A TR0 A F4, EE O REENHEMS,

3. PRI,
PE IR IR R B O .

Resolve Events (1)

Lot

(o) e

4. FEFRBENE T, R LS IN Ul B D AR R 1) T SR B ) 2 R TR
5. Hili B,
Pt i FAF RS AR IC N BERBRIR
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itk ok BT A5 S

AR 2 BN A 0 28 2% 1, A ER AR TR ER AR K ST T 2w i b BT S B, G0 R RS
E U AT T, 00 B AR R R IE B R, (A £ vk “SCADA A LA A o xS
THREFM, BHETRIGFHHEASARIC N TR,

KT AR IC N E M, TE AT DL R AE

1. FEAH OC S48 0T 1H] ( “C B 1R “SCADA J A7, “[0 2% jal il "5 I 45 S 4R 7) B0 b A o, R
firiec o318 07

“BORFTEBHE O 2 Lo B R

Resolve all displayed events 20 =

This action will resolve all displayed events,
Clustered events will be resolved automatically

COMMENT

2. (WTidk) fEEREVHE h, AT LUHS ISk T O A MR AT I S AR AL AT R
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OT Security 4> i 7~ %
4, BB,
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1] 52 S s 1 B 0

ﬂﬂ}i

| Bt % W) OT Security F J° /€ & # 51 . REZHE

SR 5 TSRS B0 AN 3 A2 2 O R E R OO AR S, U T UM 1% SR e R O 2 15 T
(BRI A5 1E o I 2 5 5 1 O 2E BCEE ) o B G, G R SR A I 3 Workday {5 I YT T 7 A= 1 42 Al
AR AR T, AR T R 45 ) 9 ROIR 2 A 1K B i JR) B P AR B R TR R, U0 TT DA S B e
I BR 12 4% 1 28

T AR 45 S s A= RS F 0 3 B T B S R R T T AR RE B SRS o HE R A A
FAF KA

In R B R W R O 36 G ) % 1F 2R R AR, AT DU B R BR T, 3 S D

3

A R RIS BRI, 1 AT BA T 3R AR

1. FEAH OC SR8 DT I (0 B 1R “SCADA F A7, “ 2% jal 5 <D 4% 4F7) o, ik R O
01 52 kB TR 1

2. fEAR AR, B R AR B A R i F A
LANESTEI Y (e

3. M RGP HERR
BN £ 4T T “ I\ SR Mg A HEBR " 11

4. 1EHEBRFAEI A, BRI N s FE A %1

P B A AR AT 45 5E 25 1 10 FAF 0 HE B AR S0 2 Sb o Sl DU 8 B gk S 0y HL R
EZ%@FE’J!&’I\ <A 55 I R AE .

VER 2GR UL, 2T TR R & i, 0 SR A SR b HR R 4R € IR AT H bR B K IP, {H
Lk X M SR N P B X 4% R At B 2 1)) UDP X O, U SE T 3 B IR UDP
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Exclude From Policy

Futwre events hag mase Phis Conaion. will il

+ TR EE T A0ne B veelll el Bp{REE W et
vt il Yoo veill B alid Lo SR U
oenciin from Bhe eachaakons. b in the policy

e

Poficy Hama:

SragrPot Mivsatch

Enchihes Condiion ©
Sonron anset i Aouge

E=m - |

| TR T HEER 2% R R g R T R, RAES TR

5. fE“HERR UL B "HE W] LU N 5% T HE B TR0 R R (T ) .

6. i HEBR.

OT Security 2 fill 2 #F b 1l .

R T A R R SRR B HEBR 2 A

SR W R
) 2375 3D

12 1] 2% 5 IE

HRRA
Fic B 1+ (5 3))

HHIRA
P ) 2 4R 2
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[B] 1 JiR A AR B VR % 7
LR R % 7
PR HE AN e X P57
M 4 BE R tH I U Bt
USB fil B 4 & o JEFE
« USB # #% ID
IP i 5% « MAC Hhi i
o IPHud:
P 2% 5 2% fi 22 « YR T
« JHIP

o Hip%H ™
* HixIP
o X
C AT JF 1 i o JEIEE
o JHIP
* i M
RDP i o JE R
o JHIP
o Hbrstr™
* HixIP
R EHZ B R 1E o JHERE
o JHIP

* HbrB™
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FTP X 3% (R AN 5 2y )

Telnet & 3¢ (2240 . 2R A 1))

N EZ Rl

ARP F9 4

Uit 149 4

Modbus FF i % 4 b 41k
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Modbus FE 7% %5 4 1A

Modbus A 7% B £X

KRG AN

IEC60870-5-104 StartDT

IEC60870-5-104 StopDT

%£ T IEC60870-5-104 p&i HAX A 1) = F

DNP3 Z {4

-222 -

VR 55 e

J5 1P

H 5 5t 7=
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s H¥x IP
 J& DNP3 Hh 1

e H#¥r DNP3
il

B A 9 IR O

Fi#% i OT Security I P A& H 7 F 8 2288 2200l ol fl8R 1B R A R PR M
)il

OT Security 17 i 5 I’ 4% A 4 A 4 ¢ Bk 1Y B HE 00 41l 38 B s o s B0dE A7 6 v o] 36 9 2% Bl 10 49
B T B (%10 Wireshark £5) T # A1 23 H7 () PCAP SC A o 145 3 7] DL R 3 AN /9 2% 1) PCAP ST 1,
N

R PCAP A AL AEBOSE Bt Wik D Re I vl H . @ AR B> RERE > BELH R
RWOE Bt L SR T BE, VRIS 1E 2 B MU i 3K PCAP S AXE H T 5 W 2% 3% Bl AH 55 1 S 44, 4
02 1) 45 95 20« I 4% 8 . SCADA =4 F1 38 43 28 L 1) ) 4 A

T # PCAP X 4

A BN 3 PCAP U, i 34T BN #4F
1. 7E B ol im b, 2k 2T $00L PCAP U 1 g4 55 1) Sk HE .
2. FEFR A i R AE
BRI 2 Bl R AR
3. MEFT BRI
B 5 46 1) PCAP SCAF R #0205

£ 2 FortiGate 5% 1%

I BB OT Security P AE EH A, TH. 244 H

FortiGate 5 i 7t ¥ 1 H ¥ 52 i1 OT Security # {1, £ FortiGate #r — 4 B ‘K 4 7 61 & By 5 55
s PRI o S5 e T B ( 52 SCFF I 3R ) B9 S0 SR A O 2 2R 0 22 R 22 SR BLI X Ul N AR A 0 A
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#Packet

O

RDP 3% 42 ( R & #2AUH K 24 5 43 % 3F ) . FortiGate 5 g % & & E 3 % [ 3] OT Security F 4
W R BRIV E bR B BT L R, R 2 3 3L FortiGate 15 26 ( Bl BH 7)) $i8 72 2578 (1) i
i . FortiGate & ¥ 51 7] DL i # FortiGate v i F£ 5 1 i) S 0% ¥ & .

7E # #7 FortiGate S Mg 2 1, 75 % &% B FortiGate [ Kk 1% ik 55 %% 5 OT Security ) 5 1l . 15 2 4
“FortiGate ffj ‘K 57

B HESF FortiGate RS , 1 $ AT BA N #1F -

1. TEAH O UL 1] ((“HC B R “SCADA FA4", “IX 2% J3 i "B P 2% A7) R, ak R O
6] % FortiGate #f % ) 35 1f .

2. fEFREAL T, BB AEEOA B R A
BRI 3 HE B — > T s B
3. "8 FortiGate ",

FortiGate [if I |- 1) “GI G SEWE"T JT , 3U+1 CL 15 OT Security 7 4 i J% ) V7 9 i o
i B AR

4. f£“FortiGate AR 4% #%" 1 hu A v, 3k 4% i 55 10 IR 55 4%

Create Policy on FortiGate X

SOURCE ADDRESS:
DESTINATION ADDRESS:

FORTIGATE SERVER: ~

FortiGatel

fortigateSTAS

5. miii“gl&”.
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R W% L 1E FortiGate A 1) & H.TH A% 5% M . 7] LAFE FortiGate M 2 > A1 75 & BT SR I .
FortiGate & ¥ i ] iR 45 75 I B ik & .

P %

OT Security 2 i £ & W 4 o ({4735 3l , JF 48 BT 00 B 8 7R 5080
o PIEEIC I O X 4% 0 S HE
s BWARFHIR: Won KA IR PCAP THF 51 3 o v 2 7] “Edl B4l 3k

o U s R R 2% R I B 1 BT AT R ) A, e R T R AR N TR I B AR
WA KIS S . 82 W R

A BT R P 287 G, 5 AT BUT R AE
1. fEL M3 A M o, BRI
Al TR 2k S ST
P 25 L A
“P I S U T s VI X 3 Bl R T AL B AR S TT DAAE B R E I TR S R DY A B .
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= Otenable or security |
88 Overview
Network Summary
> [ Events
Traffic and Conversations Over Time
3 Policies

45

> 2 Inventory
¥. Network Map
> @ Risks
v @ Active Queries 08:47 AM
Queries Management
Credentials Top 5 Sources
v @ Network
Network Summary

Packet Captures

Conversations

0 200 400 600 800

> 2 Groups

W Traffic (MB)
> & Local Settinas

Vareiam A 0 & (Maw Euniras Nas 70 7002

S5UT ML EATEEELHEHER .

— B H) Py B O B R X i

08:57 AM

Monday, Nov 11,2024 @

sanjusha v

| From 08:42:18 AM - Nov 11, 2024 To 08:57:18 AM - Nov 11, 2024

08:52 AM

@ Traffic (MB) @ Conversations

Top 5 Destinations

0.0 0.5 1.0

W Traffic (GB)

Protocols

RSTP (554/TCP)

HTTPS (443/T...

UDP (40140)

UDP (40180)

IDEAFARM-DO...

SNMP (UDP)

CIP (TCP)

HTTP (80/TCP)

'WS-DISCOVER...

NetBIOS (137...

€74 TrDY

35.6%

29.8%

16.8%

16.8%

0.4%

0.1%

0.0%

0.0%

0.0%

n N

835.36
MB

699.75
MB

393.48
MB

393.48
MB

10
MB

533
MB

2.76
MB

1.02
MB

805.5
KB

429.84
KB

47720

7 42 B s 7 &% b I TE] AR AL IR B (L KB/MB/IGB Sy B4 ) ATt 4 B . & 4 5 o 7E /]
T o B AR BT AE B R B — AN s b, BT & F 5% 0 (8] B N 3T & R0 6 3 A G IR RE 8

Traffic and Conversations Over Time

36
34
3z
30

28
05:28 AM

34.92 MB |

T

05:33 AM

@ Traffic (MB) @ Conversations
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VER I TR B B o AR A TR 3R v R O I ) 22 BEHE AT IR R a0, T 15 B MV E T E , &
gt o> PR R B Bl RO BAlE , BT 30 KA 1] BT S, R G0 4 6 /N I R I B B .

B 5 AR
“HI 5 A SRIE/IN AL S 7R AR R S I TR) VI A, O8O R 4 R GRS AE O ET 5 N B R, RS BT
Xt Ul BB MR B R DUAR B L P st i ORI B s b s i A S B L, B B i
BE 7 R38O TR B AN

Top 5 Sources

0 100 200 300 400 500 600

I Traffic (GB)

B 5/~ H 5
B 5 A B bn /N AL S 7R AR R € I TR) I A, 38 I R 4 i 208 A R 5 A B R, RS BT

Xt Ul B MR R R DUR L 1P st RO H AR B R AR B AR TR, RIAT B R %
B3 S 2 B 0 3 B AR .
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Top 5 Destinations

f T f T f i
0 100 200 300 400 500 600

B Traffic (GB)

73N
U B0/ AL AT SO AE g E I RS N, A SR I 4 PN A e % A e 1L A A D B AR
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O

NetBIOS (137/UDP) 0.1% 910.19 MB

CIP (TCP) 0.1% 763.85 MB
SSH (22/TCP) 0.0% 330.26 MB

WS-DISCOVERY (370... 0.0% 525.29 MB

Protocols
HTTPS (443/TCP) IR 340% 483.18GB
UDP (6970) F— 21.0% 29851 GB
UDP (58940) F— 18.5%  262.23GB
UDP (56570) F— 16.6% 23559 GB
RSTP (554/TCP) = 7.3% 103.19 GB
UDP (49910) " 1.9% 26.63 GB
HTTP (80/TCP) ' 0.3% 4.06 GB
SNMP (UDP) ' 0.1% 1.25GB

|

|

|

|

|

HTTPS (8443/TCP) 0.0% 399.99 MB

IS HZ B H P (A2 TOUAR ) 21 fie AN H (2 R 78 ) A T HE 570 o A4S i DO 2 s BA R A5 B

o A A AR, b SE BTSSR O de e A R, T B 0 3R TS R AR I SRR
HH S T B v A5 Bl 10 H) A6 P R

o M E DL,

o AR EE

B e I [H] Y5

“PAGAC MU 275 0 BOAR 1 2206 2 I 100 B Ay 82 2 0 0 20690 30 o B 2 S8 13 24
5 0% O 090 o K 509 R S 3 15 40 R R I £ SR )9 R 1 T A7
A5 I 1]

5 B S 1) 96 R AT LR R A

FERR AL o, S I ) 55 B 38 0 . BRI 19D 5 PR 5 Sk 2 15 40

FHHE o8 T G
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Network Summary From 05:23:18 AM - Jul 25,2024 To 05:38:18 AM - Jul 25, 2024 |
. . Last 15 minutes
Traffic and Conversations Over Time Protacols
Last1h —
w st hour HTTPS (443/TCP) 30.0%  609.81 MB
Lest 4 hours UDP (6970) I 223%  453.86 MB
34 Lest 12 hours UDP (58940) — 19.7% 39931 MB
Last 1 day UDP (49910) — 197%  399.31 MB
32
Last7 days RSTP (554/TCP) —_— 7.2% 146,75 MB
Last 30 d.
estsn ey HTTP (80/TCP) ! 06%  1228MB
30
Custom cIp (TCP) ! 01%  25MB
28 20 NetBlOs (137/upP) | 01%  1.56MB
05:28 AM 05:33 AM 05:38 AM
SNMP (UDP) ! 01%  1.46MB
@ Traffic (MB) @ Conversations
SRTP (TCP) ! 00%  900.01KB

IR 81 5 ik 22— s £ )

o Bl PT S VO B DR FE U R E . R AT £ 15 d g £ 1 Tk 40
7y i 25 12 /8 it - R 2 7 RVE T % 30 R

© R TE U T AT DL TR
C X

LI 2 4 9L D S SR

© HUTTEA I TEAAR I 4RGSR
SR

e BN IR Y RS, b A 2 £ T 30k I TR S B 55 S s A 31/ T) AN 2 AR S/ TR
OT Security 2% fill #r U1 i LA & 755 fir 28 5 1] Y B A ) 090

PG/ TE RN
OT Security £ 17 fi £ 25 19 4 13 50 10 90 4% HO4R 00 5 35 000 ST o 5 00 1 o o W0 080 P 10 25 0y 0

o3 M R (1 Wireshark &) 73 41 (19 PCAP( E0dls B 4l 3 ) SCAF o 3K SCFp 0 SC B A EAT IR A
HWOUE A3 0T« M R G775 BT 1.8 TB I, 5 4t 2 M Bk 45 - (¥ S0 1

BB IR VM 2= Eom RGP A PCAP U “BSE B 7> 2 Bon Al it F & 7 258
JR SO 5 2 o “IEFEBEAT "R 00 & s AT 0% 2 T IE AR REAT 10 B0 S SR VRS
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HEXRIENEZELE, 1520 HE EK

l TR T ORI I N B8RS 1) PCAP SCA, VAR £ 1 T 3O ]
A B RS
B 4 3 9 2 R LU R VA

% R

FEORIE  HOHE R ST 4R 0 e ]

1Al

GiREE MR R SR E A

]

RS R AORES BB IEERT P,

fEIREE R IR K OT Security 1% /& 8% . Xt T OT Security % #% B 1/ 3% () £ 95 .,
HAH & 78 ~N“local”,

XHEZE SRR
XK R KN, BLKBIMB A HLA

N

fifi 126 2509 A0 4 3R o
S 3o N B T 7 SR T £ 2 8, 26 T DA O 6 4 SR LLES BB 5E PCAP.
A i 3 A A 3R, U AT DU R A
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BEEL A ¢ 2.6
2. EHITHAN LG, 4 R B 1 TR R L, SR S Y P
BRI 25 B — A H S
1R AT, VAT DL

a. M\T L3 B bk R BT R 9 9 % 1 AR AT I ) (BRI TR SR BT ) BT R
SE I E BE T

b. w1 RiEFE 1 TF IR IS (8] BT e TR A6 I 1R BE T, WK B — A B R e
8] A ) 1, DA e % H IR 1)

c. BN
3. A AL S5 RN A 07 3%, K AR BT A G R R b, RS R Y OB .
BRI 2 LA H Hr s
1. & Z R ERE KA, E AT DL AR
a. I P i 10 071 3 2% 1 - AR AT I 1AM BRAA ) | G RO ) BT e RO A B T

b. Wi ikFE 7GR B F el G R BT, W H B — A5 80w
VB "HE B B 1, DA s 3% 5% H A A T

c. H MR,
OT Security > 5 FH i 1% 46 15, 3 H AN 5 7~ 78 15 52 I 1) Y B P9 26 0 i St
O B A5 2P A R
Sl (E A H 3 B> R G C B 7> W A&7 B B 15 A BdE L 3R T R .
W R IR AR T AE O oc i, BB BRI IR 5 4 B on 2 I 6E o MR BE A

| EEPH T DU P g > R A A RO S S AR T e, (B e ok B AR A T T R

A O Bl R A R, 1 AT BT 3R AR
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1. Hemma>REaHR.
2. TE“BRREFE B T IR
OT Security 2> T - £ ¥z £ 4 3% .
N EC
A DL AT AT B S8 871 PCAP SCAF R 2 B AR M THE WL . 28 )5, 17T LA F Wireshark 45 5 £ 1)
W i T HBEAT 70 #r
A1 FE BEAT H B0 SO 47 3R 0 AN AT R o SR BL TR B 0% P IE AR REAT RO 3R, DU G P 2 I SO A O
IR CEGETS &L IR RS
A B 58 R SO, T AT LR 3R AE
1. Hemma>REamER.
2. MU AL A 3K 41 3 b ik 5 P 7 SCAE
3. fEBREE R B TR
OT Security ¥ zip ¥ 2% i) PCAP 2 T # 5 A i 5 1. .
A BT B 50 2 AT B Bl B R, U PRAT DU T R AE
1. P> REHIR.
2. (EBRREAE T, iR A IEFE AT AR
OT Security 2> {5 15 24 5 4 3k, SCHFEBE B AT fit T 22 . OT Security 2 H 3l J8 2l 357 1) 5048 £
EZNE
X

XUl AR B H bR B R R 2 A o B, TR AR uh AN PLC 2 8] 22 HL, BCE A
Ik 55 4% 18] B 52 . o %o T DU T S s 24 B 6 A 2 00 1k ) 2 3R, B EE A SR 0 1 B TR AR AE S

{ AT DUAE “SoF 95 00 AT BLT R AR

-233 -



O
o R R RN N iR IE ORI R E X

o FHE:AEH T AL, R X E R R Y BT A HdE DL L esv SO AR R K B A M
THEAL L

I R 0 T R A% S R B I Y 10,000 AN R 45 50 4

By RO, VAT B R
1.5 SR
BE T £ th IR T

Conversations Search... fo 5
Start Time End Time Duration Bytes Packets Source Address Destination Ad... Protocol

v Completed(10000) l
Nov 11, 2024 09:02:58 AM Nov 11, 2024 09:02:58 AM 1 second 587 10 HTTP (80/TCP)

Nov 11, 2024 09:02:57 AM Nov 11, 2024 09:02:57 AM 1 second 202 2 HTTP (80/TCP)
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kK 1 PR ]

0 LimitExceededError X

Protocol: BACNET; Operation: CharacteristicsType

Too many failed Details Query attempts—query not available Try Anyway x
| S

B

X Jun10,2024 08:15:37 PM  Unknown SYSC MLX  2x62i

Backplane View

FRERA S
LA A AR AR B s AT R H G ] RO T % B AR 3 & b LA B AR A BT B
WY I 2 3 47 0 P HE B
HENR EXRERMHE, EWAT DU A
1. 2 BRBWE>EFE R
BEm 2 I ESEREERE O .
2. NERFIRS, BHEETHRBIEMNPHE, RERAT FIEHEEZ —:
o ARG EWIFERTRERBITHAZE .
o FEBERE Y, B TR ERETHAZE.
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Active Queries Management o

AcTIvE QUERIES ENGINE ENABLED (J) (IR ELT e

OT Queries IT Queries Discovery Initial Enrichment Nessus Scans Credentials

Credentials Search... 0o Actions v Add Credentials [

Name Type * Description Last modified by Last modified on

~ IT Credentials(1)

SNMP V1+V2 SNMP v1+v2 Commonly used SNMP credentia...  system 01:45:09 PM - Aug 26, 2025
<«
g
%ﬁ
Lo=]
]

Ny IR

BRI, VAT LT B
BECE S :1'E S E s
BT 2 4 L R B B A U

2. P REEIETR .

e 2t B AR R 1

3. HirA LA DMERE.
G 2 I A A T AR .
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Add Credentials

] @®

Credentials Type Credentials Details

WMI

NAME *

WMI Local User

DESCRIPTION

Authentication for workstations.

USERNAME *

localuser

PASSWORD *

TEST IP ADDRESS

Test Credentials

Cancel Save

4

4. (EBEYRRBAR 73, m i DL £ v 4 ST . ATk AL 4
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* ABB RTU 500
* Bachmann
* Concept
e Sel
* SicamA8000
* SIPROTECS
* SNMP v1+v2
* SNMP v3
* SSH
« WMI
. AR
BE I 2 B W VR4S BT A
RPN R4S S
o AR AR
o VEHR XA U .
s AP &M 4.
o B R IME,
o WK IP Hubk B % 1P ML
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4. R FHEBBEME R .
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1. HIE >R EH#.
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# 2L 5 H OT Security LA #1417 Windows Management Instrumentation (WMI) £ #] , #& 7] DL % &
WMI K 1 . OT Security & it WMI 25 i1 3 3% B ¢ Windows £ 4t i1 5 £ 15 K.

AT WMI ) I5, OT Security #& #i 5 Tenable Nessus #H [7] i) WMI J7 2% . B 4% & WMI Bk 5 i3k
ITH 1, 7§ Z W Tenable Nessus H F 45 7 ) 1 1“3 F Windows 6 5% DLk 47 A< it 1 6 742 5 4%

W
f1 2 Nessus ¥ 14 39

Nessus ffi {4 3 i = R 35 H 7 2 G 4E %) 2 5 CIDR AP #b ik 1) % d1 38 & B9 % 77 )8 3l i 2%
Nessus 9 ¥ »

OT Security £t % 45 72 CIDR P9 M B2 30 85 = PAT - (A2, 8 TR OT % 4,
OT Security A 2> 334 45 5 36 Hl 9 (A PLC) T WA 1 9 2% B8 7= . OT Security 2> M 51 4 71 HE B ¥
RRR 877

M OT Security 4.1 T 4f , v U HT BT 20 150 61 2 38 (9 49 4 -

o BAT A TH PR % T e VF Nessus AT VEAH 4 5, G rh B0 8 T BE R n 43 4 e (B A
Bl R DR N AT (B JAR ST R 2 22 3 (1) Python 22 ) (14 14

o RVEMISERAL TR (et T Lk 4T B B A A SRR RO AN VAR AR S, ST R T X e 4 B
B 45 3L R I . 3 A St 17 Attack Path Analysis i H] Nessus 5 4 3% £ 2040

o P2 I (7)) :Nessus 7E I T WL 1 g B 22 1717 40 200 55 45 1 8 1 IS T o 2 SR AE T R 18 1Y
LML E AT, AT DASE 0 #0 H. BRINE N 15 8D .

o BANMEHK KRR E B E  Nessus B0 T L6 2 AT B9 B R 7 208 . BRA K 2 2K

B2,
s BREAHKBKFR EHL LR : Nessus 7] [7] b 340 ) 5 K EHLECE - BOA VLR N
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o BEaARRK
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https://docs.tenable.com/nessus/Content/EnableWindowsLoginsForLocalAndRemoteAudits.htm

= Otenable o1 security 03:57 PM - Wednesday, Feb 5,2025 @ = Mr. Admin

8 Overview . = WIN-UEUPTS5DGAOH « M

OT Server
> O Events
P MAC Vendor Model Last Seen State Family Firmware 0OS
@ Policies (Direct) (Direct) Rockwell RSLinx Server Feb5,202503:53:39PM  Unknown  RSLinx Server 1.001 Windows Server 2012 R2
v & Inventory Details —_—
All Assets P Trail NAME WIN-UEUPTSDGAOH
Controllers and Modules Attack Vectors PLRDUE LEVEL Level 2
STATE Unknown
Network Assets Open Ports N
By “ Vulnerabilities ~ DIRECT MAC
¥ Network Map Active (123) FAMILY RSLinx Server
VENDOR Rockwell
7 Risks Fixed (677) MODEL NAME RSLinx Server
> @ Active Queries Events os Windows Server 2012 R2
> @ Network Network Map LAST SEEN 03:53:39 PM - Feb 5, 2025
FIRST SEEN 11:48:54 PM - Jan 30, 2025
7 e Related Assets LAST UPDATE 02:01:15 AM - Feb 5, 2025
> & Local Settings Sources SOURCES nict (Local),Nessus (Nessus),nicO (Local)
NETWORK SEGMENTS oT server /1 21X
CRITICALITY Medium
RISK SCORE
General
FIRMWARE VERSION 1.001
DEVICE TYPE Generic Device
COMMAND 1
SERVER TYPE 36871

Nessus Scan Information

LAST SUCCESSFUL SCAN 03:19:41 PM - Feb 4, 2025

LAST SCAN DURATION 15 minutes

LAST SUCCESSFUL AUTHENTICATED

SCAN 04:41:25 PM - Feb 3, 2025

Nessus i 5 & H B T4
o TR CUVE Al AR VAL I
o TR TR TS RO B BECE B B 1 E br
o FRAT A IR TR A O THD IR S AR SR . a0, XHE 4T Windows. Linux (1) 1T 287 5 7 AT
IR VEA A (TR A oA A B T VAl 4 23 ) 2 T AR PR R A A R AR
&

OT Security # ] Nessus $ ##i ffi 1 55 Tenable Nessus. Tenable Security Center 11 Tenable
Vulnerability Management H 1 2 A< [ 25 4= 45 AH [5] 1) 58 % ¢ & . ME— 19 22 7172 OT Security H 1]
PEREE T . LA R /2 OT Security H1 i T Nessus 7 4 it 11 A 1% 70 . X 26 3% Tt 5& B T V&
BOSBR A B UL S 80 1 “Nessus FE A H 4§
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YE & : Tenable Nessus /& 1 it & 7 |IT ¥ 45 Fh 4 H 1942 A T E . Tenable & A B 7E OT W & L fi A
Tenable Nessus, Kl N B RE & T E R & IEHWBE.

U B S6HAF fA] — TR 77 Is AT FE AR ) Nessus 34, 1 2 [ “BUAT R 2 T % 7~ 1) Tenable Nessus 1
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Al 22 Nessus 443 #

#2412 Nessus i 34, 1 AT AN #8245
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G IR 2 B B 2 o A O 1
3. i “Nessus 9 #"i% Tl I~ .
i 25 H B “Nessus 35 17T I
4. BilA EARKRIRERH.
B 2> 2o “B B Nessus 3 4 51 R 33 3 1 1 -
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Create Nessus Plugin List Scan

IP Ranges Plugins

Messus plugin list scan runs a user-defined
o list of plugins only on network assets within
the specified IP ranges (CIDRs).

NAME *

IP RANGES

*

C' PERFORM THOROUGH TESTS ()
() HIGH VERBOSITY PROCESSING ()

NETWORK TIMEOUT (IN SECONDS) * &

L |

MAX SIMULTANEOUS CHECKS PER HOST * O]

2 ﬁ\

MAX SIMULTANEOUS HOSTS PER SCAN *@

Lo |

Cancel Next >

VR EOR T T Q1 A Nessus #7948 19 BRI 0 2R 8k 35 DLBR B 3B 47 1 48, W43
48 5 22 143 48 A8 R A e B BE AT

5. fE“BFR"HEH, 9 Nessus HHfi i A — N4 K.
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14.
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EROHERBASE T IEH#ERMAE XIRFENG ARG L, iCaB THEERR S R+
fR) i) B3 I 328 T0GE fo 1 Attack Path Analysis #l| i Nessus $9 i % 2 34 .

. FEPIEE I (BP) "HE T, Hi N\ Nessus 7E M T2 L AT B Wi B 2 T 00 20055 455 0 B A I (] o 2R

FE R FE B 1) E L B BEAT 36, 0 AT BB D K. BROAE I E D 1585 .

e ALK B A OB, A Nessus £ 8 3 L2 4T 10k 25 40
R UK R 2.

FE IR B B K F B EHLECEHE . %\ Nessus 7] [F] I 456 (19 55 K B 0L o BRIA
LML RN 10,

Bl T,
BT 2 LS A

AR : OT Security % 2= 51 tRF € T 12 B0 2% B3 25 o 00 250488 FH 58T 10 ¥ W0k 4 e 2 WAL 4 1F .
& B VAL, 1 2 b SRV ATE

R RPI ARV, LSRRI & R 245, RS S
B B A 96 1 0 SR G AE

& i K Tenable Nessus i & 5| 1 £ 15 E., 15 Z 4 https://zh-
cn.tenable.com/plugins/nessus/families
$‘ ':_E‘ uﬁ%ﬁ ” 3

) Nessus 79 4 2= 75 “Nessus #7717 T &7 .

| TE R 0 g 48 5 BR B 19 Tenable Nessus 47146, 75 88 50 7 T 5 B9 451 16 47 I 126 2% %8 "2
B,
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* PCAP &7 8% - 7] DA b A% 00 85 90 3 19 W 2% 3% 35 1) PCAP A, JF4E OT Security |- "%
JBC, DT R H 4 0 2% 21 22 48 .« 18 2 i “PCAP #§ i 4:”.
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« SCD 3T — ¥ 4 iy i i B i & (SCD) S |- 4% 5 OT Security, A 7 #6517
IEC 61850 A & PA J& 5% T 3 52 ) 22 42 WL il o 1% 2 [ “SCD A
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O

There are sensors in “Paused” status. To start using them to collect data, you need to manually resume it. Go to sensors page

= (Otenable ot security ) 12:16 PM - Thursday, Jul 17, 2025 S Mr.Admin v

8 overview Data Sources

€ Inventory

Sensors Agents loT Connec tors PCAP Player Manual Uploads
> B Risks
AUTO-APPROVE SENSOR PAIRING REQUESTS @D Check for updates
> £ Events
> @ Network
v “8 Data Collection
G
Policies
SSSSSS Active Querles Active Query Networks Name Last Update tforms.
Active Queries
Paused Disabled Sensor # 12:15:58 PM - Jul 17, 2025 4353 Oracle Linux 8

Data Sources

> & Settings

Version 4.3.53 (Dev), Expires Dec 29,
2993

e IR A TRAF A LU TR A )

el

28 i B
IP & A% 1 IPv4 HodiE .

RE BRGHRECUT CEE. CER(RESMRIE) . it CHFEER
BEEE.

BERR Y ERE, TAERSEREEHSERACERE

o BT AL 5 Y (046 K B IR, W AT AR R
7 OT Security t, 47 # A il f 38, 4R & N BE B E B0 BE
B, 4 0

o BT BRGS0 50 UE AL A KORAS, AT DT R AE
7t Tenable Core + OT Security 1% & 4% #, T i £ “OT Security {& &
B>WXE B, ARG S EIRERE AR, N E OEBRRE.

EHE fERBREEHEANNIRCF - CRH. OB AER.

& ARAT A% I A% 73 T ) Y B
IZE S
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Sensor pairing requests are pending approval View Requests

= Otenable 0T security |

11:50 AM  Tuesday, Nov 5,2024 ® 2 Mr.Admin v

88 Overview

Sensors Search... el AUTO-APPROVE SENSOR PAIRING REQUESTs (Il Check for updates 53
> {) Events ) . Approve
P Status Active Que..  Active Query Networks Name Last Update o
33 Policies Delete
{2¥ Connected Disabled Sensor #90 1:49:52 AM - Nov 5, 2024

> i2 Inventory Pending approval N/A Sensor #98 11:49:16 AM - Nov 5, 2024

. Network Map
> © Risks
> @ Active Queries
> @ Network

> & Groups

sdumasa

v & Local Settings

Sensors

I TR R M B AR R A U T BR ARSI BR T, BOR B R T O 0k A B R o S R R BR

E &l

et G i b A N E I B &R, AR A AT B B R B AT s Bl
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1. fE B Im B R > B PE IE h, ih e BEE TR
R £t B R AR L I
2. P RFRE N BEE T,
3. il BAE> B, BO6 R T T ik
B 2 7 G B AR TR AR A
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Edit Sensor

MAML

Test3

Acthve Query Networks
ONE CIDR PER LINE

D Sensor active queries

4. G EEEE iy 44 AR AR, T O R A RRHE b ) SAR

5. fE“EFE MM HE T, @i {1 CIDR £F 5 I 78 B M i A7 LA IS 1 P &%, T
Bl G A% IR A e ) L A T 0 A A A % B

VER - AR A 7 52 A5 I 45 9 B 9 1 CIDR $AT 2590 o 6 OR 0500 o mT 3 i b £ U 2% 7 1] 1
CIDR. % #s I AN®] 17 171 ff) CIDR, U AJ g & T3 1CP J8 i H At U5 20 2 03X 48 7y B9 g

| TR RIS R T EE ML, W E A WL IP bk BoRE BB RS E S, OF A
CIETE

6. ik fERBFBEINE R VI LR H FEZEM.

7. B RAE
B 5, TR G - fE B RA" R “ESIEW T, R ARSI ESEREBBA.
B A% AR

M 3.16 kit - 4f, OT Security % B 28 25 M HAL B 8% 19 ICP B WO A Al 22 4 0 o ML RS &
ik B 3 50 UE FE AT HC XS S, k2 AR A% St B R AT AT 0 B B AE R G AR R . AR R
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YE R : OT Security i F 25 28 1SO 347 £ A o8 . BLAE R B T A ZE 82 ICP () B IE AL B 8%, 15 %
ICP/A% % 2% 55 £ I1SO XL/ i B #£ ICP 1] /srv/tenablecore/offlineiso/tenable-offline-
updates.iso 4% F .
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BT A EE R ICP [ U IEAE B 48, 5% EM B4R 1SO X B £ EM 1y
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an R AR R T B, SR LU RS O B
s Al
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s EHIE.
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1. (5 BB AR > BB IR UL o, e BRI TR
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R ZEENE T HMEEMNEM ENE NG . FREHBRNNEZELR, ESRHE
FREFEW.
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1. ¥ %23 A (Tenable-0T-Agent-version.msi) 1% % % Windows it 5.4l .
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1. 7f OT Security #', 7 1“3 W 82 ">“BIE V8.
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2. Rl REEDR .
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3. Rl A b A R B4
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Generate Agent Pairing key X
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4. 7E“ICP IP/EHLHEF, F24L ICP 1) IP Mkt 8% FHL 4 .
5. fEFR N RAMESF, Al R I 90 K, B4 € E YL L DK G R,
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11.
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OT Security 4= i Bt % % 41 .
ey o i B DS
T SE AR -

OT Security 2> 5 41 H % -

S MU ET Windows 3 L .

72 “BE T8 G5 7HE RS U A ICP 52 a1 B0 1E x5 A
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75 Enter ICP Details -

Enter ICP Pairing Details

@ Use Pairing Key

() Enter ICP Details

Pairing Key:

Back Next Cancel

- B\ ICP #4115 B
00 SR R B IO, B G54 SR A 6 B, AT BLAE G oP AR A ICP BT 1 VEAR (S KL
1. E“ICP Hubk"HE o', %1\ ICP (1) 1P Huhi.
2. fE“ICP J P2 & HiE e, 41\ ICP if 5L LI 4 7 -
3. 7E“ICP BB HE 1, #i A ICP 5L AL 2565 .
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10.

4. (EAPI A HE b, $2 4L M ICP AE B i AP %55 . i 5 1) “A2 i APL %5 47
5. EERBIELUHNE S, L4 ICP A= s 1 8 40 . i = i P
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W AR A A ek T, B AT DL R R AR
o AR EHA K OT ARHE,
13l S I
o &P OT AR5 1) I HE .
OT Security Ji H]“BfE">“Rb "¢ 5.
o R HE”
OT Security #t #E A BE 0 I ROIR S H O SR B
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Data Sources

Sensors Agents loT Connec tors PCAP Player Manual Uploads
AUTO-APPROVE AGENT PAIRING REQUESTS (J)  Generate Pairing key
Search jei + AddFilter
1Agents  GroupBy ~ &3 D:l
IP/Host Status Active Query Networks Agent Name Host Asset Scan Schedule Last Scan LastScan|
© Connected OTAgent #1 Disabled

ER fEisir OT E o, BIfE O 8 M8 St A B X ER "L 0, BiFmHAMNEE D
58 K -

Ja B AR
Ae & OT L3

i & OT U
T a6 Z i
o 23 OTARUHL.
Fo & OT LB D 3R
1. EREETR S, $4T FIREZ —:
o ABERdTH I INE) OT AQEE
BRI 2 B A
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o WP OT AR5 ) H I HE .
OT Security J& H “BefE">B B "1 4 .
2. BilmE”.
U I 2 i 30 TG B AR IR A

Configure Agent X

3. EBERHED, f NAE ALK
4. (E“EFHERME S, P2 OE TR AN L5 1 1P Hu bk

HERCOT A A R T 32 I 42 W 45 1 2 2 5 30 0 45 1P bk (PR  B>"P 4 58 >R
BT .

5. (Wlik) s AT vHRIFF D) e O LU BRI A
OT Security 2 J& FHH“BE & [ [@” T 7 4E .

6. (AT k) MR T EAR E v B L AN R EUE .

7. FEYRIEE S, TRk BT %
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HER GAEEHER>BETUENERE A TRKATER. ARELER, HSHE
1.

8. Hdfi“fRFE".
OT Security ¥ OT AREE PR S E B N BEE.
Ja sEHAE
E 4T F
i OT AR 12 17 11 #
BT ARE A, EPAT UL EAE
1. R >REET R, AT FAIEEREZ —:
o ABERR T HA A OT /RHL,
B 2 H B2 B
o YErPOT LI 5% i) I HE .
OT Security i H “BefE">“SC Bp A # 2 1. .
2. B SrEIEE.

OT Security ¥ X3R4 5 SO “IEE B #H JF 46 F i 48 2 1M 4% . OT Security 58 bR 47 $
Ja, T LS R R A P B E B R B B R R B, BRI A
i 4

il B OT A3
& M Windows it 5 HLEI £ OT AL HE, Il OT Security H 9 AQ BLR 204 5 0y T W FF g8,
M BR OT AR ) 20 4%
1. £ Windows 5 AL, 1T 2R F7, 5 5 T BR .
2. RIS AR D TR AR
C M Windows i1 &AL o 1 4 OT AU RE
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3. 1E OT Security ' 5 fiii & “Br#B IR "> P HE "1 Tk .
OT Security ¥ R KRS EH N CUWFEE".
4. EPAT T AL —
o BRI IR OT AQRE,
I 2 B
o & HOT A BEL"S5 1) Bk AE
OT Security 3% “BAE">“B B& "= 5.
5. FiiMHER".
OT Security il Bx OT L3,

|R%ﬁ%ﬁﬁ%ﬁ%$§@%ﬁ”j%ﬁﬁw , SR JE 7 e M BRACEE .

fi ] CLI %% OT AQ

W] LS A CLI iy 4 ok 22 35 4 A IC 0T 25 9 ICP SE 4 5 AP 25 91 1K) OT AR o £ the v DL ik
CLI#1 4, OT {2,

VAR A}
* M Tenable F#i 1 F# OTAREE 22 ¢ .

B I Moo A 2 3% OT AR B, 16847 LL N A

msiexec.exe /i "<OtAgentInstaller.msi>" /gqn PAIRING_KEY="<PairingKey>"

Horpr:
e OtAgentInstaller.msi i % 3 1.
* PairingKey /& &8 i3 OT Security H 1 “% 38 e 427> B0 38 Y8 ">“fRE 1% T K A2 B 1 % 4 .
N

msiexec.exe /i "OtAgentInstaller.msi" /qn PAIRING_
KEY="XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXOXXXXXXXXXXXX "
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o FH 4 R S 22 36 OT AR, 36347 A M n 2

msiexec.exe /i "<OtAgentInstaller.msi>" /qn ICP_ADDRESS="<IpAddress>" ICP_USERNAME="<Username>" ICP_
PASSWORD="<Password>" ICP_FINGERPRINT="<CertFingerprint>"

Horpr:
e OtAgentInstaller.msi /& % 3 4.
* IpAddress /& ICP ] IP Hidi: .
* Username &2 H T ICP I H F 4 .
* Password s& ICP % i,
e CertFingerprint & &7 OT Security 4 4 B A IE P o

A

msiexec.exe /i "OtAgentInstaller.msi" /gn ICP_ADDRESS="XX.XXX.XX.XX" ICP_USERNAME="admin" ICP_
PASSWORD="xxxxxxx" ICP_FINGERPRINT="XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX"

ZLEIL AP E Y 2%, s T L R &

msiexec.exe /i "<OtAgentInstaller.msi>" /qn ICP_ADDRESS="<IpAddress>" ICP_APIKEY="<APIKey>" ICP_
FINGERPRINT="<CertFingerprint>"

( PT#%E 2 %) INSTALLBASE=""<FullDirPath>""

Hop:

OtAgentInstaller.msi #& % % 1.

IpAddress 7& ICP [ IP Hb i .

APIKey s& M ICP 2E B H APl %5 4 .

CertFingerprint +& M ICP 4 5 i AF 4 .

FullDirPath /& % %% H X 1 B 1% .

ZN 7N
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msiexec.exe /i "OtAgentInstaller.msi" /qn ICP_ADDRESS="XX.XXX.XX.XX" ICP_APIKEY="KXXXXXXXXXXXXXXXXX_
XXXXXXXXx="" ICP_FINGERPRINT="XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX

T~ A7 248 B INSTALLBASE 2 %4

msiexec.exe /i "OtAgentInstaller.msi" /gqn ICP_ADDRESS="xX.XXX.XX.XX" ICP_APIKEY="XXXXXXXXXXXXXXX_
XXXXXXXXXXX=""TICP_FINGERPRINT="XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX: XX XX XX XX"
INSTALLBASE=""C:\Program Files\AAA"'

s OTAH, iKiz1T L F a2
msiexec.exe /x "<OtAgentInstaller.msi>" /gn

Horpe

e OtAgentInstaller.msi +& % %% .

b OT AR 3 A A% Jk 2%

Thse (0] v fE IR

H 5 F 1 T vF 4t « PoV 12 T Windows ] & F T 75 B A A R0 ) G o
% OT M85, BHE,

WERE 2 %5 F Windows 1+ 5 HL(HMI. T {¢ 22 %% T 3 T Tenable Core #: 1k %
vl L B AL) 25 1 R A B8R P o

ICP #k 7 T E 5 |CP fig X, {5 Ay k37 # 1F PAik 5E 4 K 3 ICP

xR LB (FF B E + IA)

R B, RiE,; T HESE FEYBE B E + A E

14

I ICP 3 58 1R G HE % 4 BRI (5 + i sh)

B B4

AT RE DENESE E PR FIEEE

e HORE I AR AT B M2 2 ) A T BRI At

ul i 25 .
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Nessus £ AL HE Nessus 2 1] 7] Jf i 1% & 48 #% i .

52

% TR BE X i FH ICP H ik A\ [ Nessus # 47 it % . 1§ F ICP ik A\ ) Nessus i 17
Bic ok AT B 4 4

B R SRR O A ) . SRR (O A ) .

FEE BN RIS B, (EJETATETS B W e R R AW
13 i)

A6 E ff B ANMMUHEE B 1L B ik E ICP i) 4 /B &3 .

BER W% X HF X

X F

LR 4.3 A A 32 FF X HF

FR 1

X} ik B Xt 2 45 (] — /) blob FF /) API %40 +  FEF AL E API 4. iE 8k
iEF +ICPIP) . IP.

B A4 I - 1B A Windows it E ML FiZ 47 . e B O AR Bl R UL .

IR E AN FF 584 S FF

IR

B loT ERE A

& B OT Security, & 7] LLIE o it B 10T #4851 23 7 25 o5k A R e v H R 7 IR 55 88 10 % 77,
B BT 32 I B R (loT) 3 4% W 5 21 H & E 1 N B R IR 55 2% F

PLIP #8214 Sk A, 8 a] DL & F 45 BZ 8345 Sk AL A R R 48 (VMS) il 45 2% - 76 “OT Security
BT F, SR VMS N FE T RS as Bl il FEVE B> MR B2 i F A HEZ RS
R AT B A% 3k .

R CEAE LT, M loT 828 S N B~ 1, OT Security 22 3 A\ & # ) IP Huhik Al MAC Mk . (X
TN MAC Hu ik, i35 4% 2 A B B> R B> B W B, 245 550 R loT B ™=K IP it ik
T

loT & 4 4% 51 %
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OT Security 4 & 7] 5 10T/VMS Jilk 55 #% 52 B ) 1oT 3% 42 4% 91 % .

b 51 B SRE PR RO 4 U7 R A AR B R P APL IR S5 HEAT B 0 SR E , B8 AR B .
IR ik 55 4% 5 51 B 4L i Jm , OT Security 2 3 AT A 328 B %%, W5 Sk 1145 R G A0
VSIS Jik &

&) PLER X loT @ 43 $ AT DA R AR 5%
W loT &R
&l DS B G 72 AP R 55 B B loT #2258 5 OT Security 42 % .

TFi6 2wl

o (PUER T AR FAT AR i (R 75 B R 7 I 55 4% b 22 3% OT Security loT 3% $ #5
R HREZ(EL, 1§ S 7L Windows | 22 % loT % 4% 45 403",

1. A REER>BIBE T, Bl loT BES ELIR
B 23 I “loT B8 887U M .

2. il LA loT S
BRI 2 LA H Hr s

3. WIS Nk Z —:

bl BUR v

1. EEBEBAWMES, N EEB LR

2. TE“BRSFARHY 1P HME"AE v, S N SN0 EE R 2 IP Mk .

3. EELIE B BBOWE B R AL I VMS, i HL T DL T CVMS SR IEU HT %
OT Security 2= Jii A VMS % 35 fit 75 1) /1 2% 2 Bt

4. TEBIEPER IP HHE"RE b, IR INFEE VMS (808 PR 1P MLk

5. fE“BdE v D HE o, WA THE R IR % s 1 H 5 .

6. fER P&, W ANEIEERH P 4.
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7. {E“SERGHE b, B O\ A E RO R,
8. M “RE".

VR BB RAE N R R 55 28 | 2235 OT Security loT 3% 35 25 4% B, 3% 8356 J< L,
I H OT Security 2= & /= # 1% 7H & o

HIT iz E API

1. £ BEBREA >, W EH N loT E £ 4
2. B R —7
BRI 2 OB A TR B HE
3. M BEHBAMMET, W N IELAE M LK.
4. FEIPHES, Fay NERE AR IP M ht

5. 7Y OHEF, i N OT Security AT 3 it % 3 1135 47 ¥ 52 (K03 115 BRI 11
5N 22609.

6. AP & MESD, MAH T EFERBOHI 4.
7. (BRSO E RS D
8. M “fREE".

Ay 2 R AFAE OT Security H1, I 275 75 “loT B EAR "I I L.

loT Connectors ctions v | Add loT Connector

Name

BEEED oT EEBNE™

}

R B N R P AR 55 4 ), S8 AE AT DU B A O B Bz B AR ik 55 4% B AR 55
BEE MRS &S EHEN A&, 1§ AT LT84
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. SR B
B 2 it DU B P

2. G E RN R R 5 2
P 0 52 L AR 5 2 RS 2 0L, o % B B B 5 91

02:56 AM - Wednesday g 14, 202-

DESKTOP-BMF3PP8 B oo -

(Directy VMware VMware Virtual Platform  Aug 14, 2024 02:54:53 AM  Unknown  VMware Virtual Platform  Microsoft Windows

Details
Q
1P Trail

Attack Vectors artner Asset amil nship Type First Seen

Open Ports nt Single Camer Si al o] o r 01:43:36 PM - Jun 17, 2024
~ Vulnerabilities {anwha Vision QNY-8080) Hanwha Vision QNV-8080R o o Partner 01:43:02 PM - Jun 17, 2024

Active (63) acceBefs210¢ M3046-V loTConnectors o Partner 01:43:03 PM - Jun 17, 2024
Events

Related Assets

WK loT 8
IS loT &8 88 J5 , BT Il k OT Security /& 75 7] LA 9] 1% 7% B2 4% .
1. fE“loT B # "%, AT FAIHRMEZ —:
o FEZZMNA M 10T HE 8 &5 X B AT, A B o o OF ok 2 PR .
o PN loT B4 4E, K5 i B> MR

OT Security 2=z 17 Ml X A5G UE F /2 75 ] DA U7 19 3% £2 2%
iR loT RS

. AE“loT &R T, AT P I ERIEZ —:
o FEEGRE N 10T MR & 0T N AT b, 4 B L IR A R m R
R BRI 10T EHE A, A5 i B B>
SE i 2 I AR BT R AP 4538 loT B8 4% 1 1 .
2. MEFEBESRIEHME R
3. Hli“RAE
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O
OT Security 2= PR A7 %] 10T 3% $2 4% 1 5 ¥ o

I loT 2458
1. fE“loT i8R, PUAT T HIHEZ —:
o TE M BRI 10T 3% 42 48 X B (AT H, A o o o R Ik R
o IEFREMIBRM loT E 2%, A5 o “BRiE> MR
OT Security 2= Il [ loT #2245 .

PR Z R — N R 7 IR 55 2%, 5 00 201 22 %5 OT Security loT 4 #4058 .

|/&’Eﬁ 1E B M 10T E 8% )5, OTSecurlty 2 N RS e ik 55 25 0 28 loT iE B2 2n A B . 223d

7E Windows I+ % 2% 1oT % $2 25 AL 2t

| rEfAf EHR

& B OT Security, & 7] LUIE o it B 10T 48 51 23 7 255k A Fr e N H R P IR 55 28 1 % 77,
4%@?%?2%@5’]%@%“ (10T) ¥ & it 5 21 H % 3 10 B A2 7 IR 45 2% b o B i R FE & & N
T2 7 R 4% 8, #8020 %2 %5 OT Security loT 3% 4% 28 /L H

B2 %% OT Security loT 2 #2 43 ACHE , ¥ P AT BL T 51
1. %% #|“Tenable F # T i .
2. S % OT Security 71 [fi .
3. TE“H %k loT W] W44 /3 v, 4 “Windows loT Z 8 88 R HE "L /7 ..

Advanced loT Visibility

& Windows loT Connector Agent Tenable loT Connector Agent for Windows Server 190 MB Checksum
2012, Server 2016, Server 2019, Server 2022, 7, 8,
10, and 11 (B4-bit) (v341)

& UbuntuloT Connector Agent Tenable loT Connector Agent for Ubuntu 20.x, 212 MB Checksum
22.x, 24.x(amdB4)(v341)

4. BT # ) “Windows loT 34 83 AAE I8 77 00 & i 31 Bl 22 B¢ 1y 0 JH 1 1 IR 55 4% 1
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5. iz{T“Tenable loT B H "1 & .

B 2 B — 25 R WE RSN A 3 IEAE AT A6 4L 1OV B, JF ISk W € ] Tenable loT
EERSNRERRENIE .

6. A “T—H"

BRI 2 Y BV AT IR B AT
7. EHFRERDW, A BT —D7

SeEf M EFEERERE D
8. i EH T %% loT M 4 AU 1 H S (B BN H %), RJs i F—27

Tenable loT 3% % #3 A P 22 36 T 4R
9. ZITEMT , Yk Tenable loT 3% £ 25 A H il 55 2 5 7] LLIE #1817

a. fE“BAT A H N, fii N“services.msc”.
se AR % E H AT IT .

b. ik OT Security loT £ 285 B H BLIE Y /T IETE B AT MR 55 51 R
2R e E , T DK B BRI 55 95 % #5 B1) OT Security. A 5% W] 38 i o 2 48 21 32 45 3 B
HIERF RS &KE2E R, 1§52 Rl A B AN loT iE R 487,

PCAP % i #%

OT Security ¥ #F A% 41 &30 5% 160 WX 2% 35 3 1) PCAP( #5085 1.4l 35 ) S0k, I+ 7E OT Security | “f%
7. 1E“FECPCAP S i, OT Security 23 W5 4% W 28 i &, 510 3% F A8 T 2 1 %77 L W& 0%
AR B AT AR B, W F U P % T — R kTR AL E 1, 5 AT AR
OT Security I 5 W 28 2 b Rk AR & 0, T .

beap layr - L ]
File Karme File b Uipkaaedind Al Updcadied By Liit Played & Lari# Pliyed By
T A 1557 MA p 2% 2020 07 10 AM ST P T
Tl ik A R fa i 16.48 MB Lap 29, 2000 07 1940 AM BT Movrt et

TR PCAP 3 il 2% 52 X 86 30 4 28%) - . pcap. .pcapng. .pcap.gz. .pcapng.gz. A LU{& I i
OT Security f 52 51 5% H At 9 2% 15 3% T Bd 3600 0.
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4% PCAP

A 2L AL PCAP SUAF, i #1047 LT 384

1.

72 BAR AR > J IR T, i “PCAP #8088 "k 10
BB 2> i B “PCAP #8287 0L 1H .

. Hdi“ F 4 PCAP XX,

UL 4T P SO RIR B B .

. R F H) PCAP g 3% .

BT
OT Security % PCAP X1 AL 5| R 4: .

¥ i PCAP X 1

A Z A PCAP SUAF, 35 04T LT 384

1.

72 BB B R > H 3B IR U, ol “PCAP 8 a8 " 1
JL I 25 B “PCAP #B 138 T

. IR PR EAR ) PCAP X & .

o B> IR

L 2% IR PCAP” ] %

FERRBOERE" T i fErh , G B A R SR WO I .
YE IR 11X, 92X, 44X “8XER “16X”.

l R R PCAP UM 2 3 B N B R G, Be 8 AF A2 AT J5 TEVE T 8IS Uk

LRSI )

A G PCAP LA - PCAP A A1 1 i A W 2% 3% 3 # & 72 & ge i, JF H & 48R )
R B8 7 2 i I B B i R

I ER AR, A BRI — > PCAP 3 A,
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F 3 b A%

I Fr & B OT Security I P AG EH B, L8 . o S/ER

FR AR @A LT R
4L CSV W 57 VAL B
o FEEING

« SCD 3

e Rockwell Tl H > 4

fi 1) CSV T B 7 P4 5 12

T DL ST B2 7" 10 CSV/ SO 63 AT 45048, 2854 30 A% 7T 45 7 B G0 -2
LA CEERE W BB BT EE TR

024 48 25 % BN EHE I, A e 6 P CSV SO T 7 8 7 V401 5 L o S B 3SR 9 R T DA
I et 78 5 0 CSV SO I U4 38 3E S0, SRR TR L 4 1 05 04 5

B AR VRS S CSV S, il AT DL A
1. 7B BB W E>BIE T, o Fah BAEET R
2. 7E“f ] CSV LB YME B b, d b,
3. W% CSV U IR A7 B ¥ Ak
T3 5 ¢ 7

N T ERERS B, RIE OT Security v AR K ) 21— L8 Ho Al 55 7, W BE A B BB X L6 ™. 7l
Lo i T 80T g B CSV SUA, AR5 4% SO AL B 2 48 ok T3 R 1K 28 55 7 s n B3 b 1K
HUfg B AR 1P R AR G0 BAT B P 68 A A 5577 o a0 R AR geda I 3 1A A1 R 1P Y 9 45 3 1
B, AR SRR A R B AT 0% oA B B 105 B T B B 2 A B AR ROAE S . e I B e
W 2 H il A5 I, RS T IR K % B P A N R B 7 AT A B

C EAE B ) P Mk 2 ik N RGVF AT

7t OT Security £ Wl 2] b A% (1) %8 7= 2 7, H X PE 2 48 0.
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R FIE T )5, OT Security 78 K Wl 213X L8 55 7= 78 W 25 1 K A28 15 J5 A =k i 5 2 A K 10 =
.

aE TN 7, AT BN AR
1. e 2 BB BR > BB IR
IS 2 B R T
2. FEFR) LAE"ETR T, 502 F I 0B S .
3. fEBRMER R, T E CSV M.
OT Security 2 F #% tot_Assets F bt 314 .
4. 3TJT tot _Assets BEH kY.

5. AR SO H U WA I 9 4B tot_Assets AR, I OR B B bR (44 AR L SEALSE) A
fH.

6. TRAF T2 4R 1 ST

7. R "B R B .

8. TE“BRE™R M, k%  bAE CSV”, S5 SNl £ 2 EAL ¥ CSV U IR 41 IF 304+
9. E“FHHFME =", B TR|E"

SO 2 SR — MRS IR I CSV S, “45 R A 2 S R AT R I B R B TE AR AE R
RN R RS

& B E 4 E F G H [ T E L ™ H
1 [Mame  Type  Criticality 19s MAC  Family  Model  Firmware o5 Purdue Le Location  Descriptic Resuht  Ermor
2]asa mi HighCritic 10.100.30. aa:bkcocd Siemens 57300 231 Lewell  italy Siemens, Failune (1P 10.100.20.21 already exists |
I Ban Sareed  Mediaml 10.300.30. 30 Wit Window Safver 212 Sttt
4 |occ Switch Alcbiood: Catabyst  C2960 123 Levelld Success
5 DDDD  Unknown MoneCriticality Linig Leweld  lsrawl Suness
P
SCD 3 %

A2 F v T B il 18 (SCD) SC A 0 7 48 WLl 1) i A 3 A5 A R PR A5 2 . I BLAE 7T K SCD A =
% #| OT Security, F 315 5¢ T (1 % 7 | IEC 61850 At & LA J ¥ 55 2 4= L g 1 v] L A2

R SCD 115 2, OT Security 2 $lt % 55 48 HL 3 B 1% BT B AR < A9 A BLES R, 4
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o RZBR % I Ui ) & W B VE (MMS) ) 5 .
o RAFBE 7 i (AR AE SCD XA g f2) 22111 4 MMS % 7 .

FER : OT Security 1 37 5 SCD SC A DL R A% K
o WHYEAL EE S (SCL) A 1.0 #1 2.0,
o AEE—AAE YL SCD XA

N AL SCD LA, E AT BL T 5 4E
1. 2 PR B> IR IR
b I 2 H BB AR YR LI .
2. (E“FI EAEET R, 5412 “SCD X H"H ) .
3. fE“SCD X4y, i b,

1285 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file. Download Details

ed per substation. The most recently uploaded file
n name will override previous ones.

Project SCD File Name Substation Last Updated

Station Indegy Station Indegy (1).scd Substation 03:59:12 PM - Jan 20
huh SBUSServer.scd 02:16:48 PM - Jan 2€
S/S 8860 SBUSServer.scd S/S 8610 02:50:54 PM - Jan 2¢
NIC STATION NIC STATION.sed 03:08:44 PM - Jan 2

W AR AL G B — A SCD S« W SR il b A% (1 SC A6 25 AH [R] 19 78 B 3 44 7K
R A 2 R

4. P T Ik FEE ARSI

OT Security b1 SCD ()5, & v ATE BB ">“FE4l {5 B A “IEC 6185071k i < & FH
P VEANAE 2 o SCD ST (AT AT #5 R il B 78 2 ik — AN, IF B gaME B
“IEC 61850 U1 [fj F Tl 5 2% & 7~ — 25 AR & 3 B0 7] BB 20 2. .

5. (i) B TR H KIS BEMGEE, TR GEREETHTREHAGSE.
OT Security 2> L CSV ¥ :0 F # £ 4015 2 .
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Rockwell Tl H ¢ 4

& LA F A% Rockwell . L5X SCAF, DAGN &2 55 7= | 56 35 55 = 14045 8, JF 789 38 k% 55 Bl mT 044 52
BIR PR A 358 A8 S B8 7 22 T IR 50 &R o I H SO [ 55 KK/ 50 MiB.

BHEEPH ZRINE M T, ProjectFilePopulatePrimarylLayerAssetIPs ¥ & N True H
ProjectFilePopulateNonPrimarylLayerAssetIPs i% & A False. A% & H A A [F IP Mkt (1) 85 07
H %2 AN H SCH I, B ProjectFilePopulateNonPrimarylayerAssetIPs At & 2 #1i% & N True ] fi#
WEHE R RS, XFE—K, RETUEREFTEZHZEZW IPHLE, DUEEK EAMHE IP L1
BEPERRNT N AT, G ERREAR — SRk b EENAE , 155 R Tenable X FFH11.

L F A% Rockwell S, 5 $ AT BA T #:1E
1. 2 BBERE>WIEIER".
I B 2t IR B YR T
2. TE“FIh L7 ET R P, 54t %2 “Rockwell 3 B A5 47

Rockwell Project Files

Upload a single project file (.L5X) to extract controller configuration and enrich
your asset inventory with details like controller type, IP address, and backplane
structure.

3. H“ kAR,
4. PRIk R B AL SO

OT Security =& Rockwell Tl H S J5 , #& 7] LATE “TE B >“FEGA{E Bk 0K i & & ¥ 77 7
RS
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w"E
OT Security 1 [ “# B "% 7> 114 OT Security 1)k £ $ i & 71

EZHEW BOEMAEMN BRI RO HBE AN I E  FEE L&,

P51 5 5 A A A M I e AR BB R R L T RS AT I0 E  E
. 2 B

2o E

o “WH/TEE MY R A EMEE LMEE . B, REh . B3y (BT sh 8
i) .

HEE &0 LLTE Tenable Core it & DNS ik 55 2% . 5 R ¥ £ 15 5., 152 W Tenable Core +
Tenable OT Security F J #5878 ) [ “F- 20 Fid & #5245 1P k",

Y OEE : & F WM E &S Lm D, AR ORENEZER, 1§55 HBE.
o BH B = b a3 gk oy AOn AR HEAT B BT B R .

. IE:E W AE R g A BOR B HTTPS AE B e B H O Wik, & A < HTTPS IEH |
B RIERE 22 EZH ARG E.

o APIZ ST Al AP AT, DL 55 =7 B TRy e W38 1 APIL 7 17 OT Security. T4 H 77
Py a0 AP . APLE 15 G2 E R 7 910G A R RO RLRR , . A RR 4 JHL Ay i o
AP B AE 28— A O A S s — Ik A R L IR AF A 2 A A2 B LR DR (A . 0
2 ) “AE i AP A

o YFWE: & E . HH M ST VAl E . F 2 [ “YF il E”S

FENE
o M4 E X
o SUSEEIM L 2 B G 4 R G0k VR 7R AT 4 2500 1P S TR A . 1 2 R s 4 Y
%",

o BeBhMAHE 5 FH wsh I 4% B fe VF OT Security & L 5% 7™ o 16 2 Bl “9 2t £57
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/ConfigureIPAddress.htm

O

« §EF CSV B B WS R 6 A CSV MR 45 72 77 10 V41 13 B 5 5 04t
CSV 1 ¥4 7™ T 41 i "

o FEITINF = A CSV LR B 0% 77 U N 2 B 77 51 2R . 38 2 BT sh s 0 B

R 1] & i% #) Tenable Network Monitor ) 1P ¥ [ 1) iz K #0 & A 128, K] it Tenable % i3 A
AT PR ) . B 2 B IP YA Bl 2 41, 7 T OT Security “F & 7 W P i AT 7 3 ML AT 7] 44T 3% 5h
(1) ¥ % #4 XIl 53 % .

o RBEBIBE P BF RGP AR EEE 7 41 3% o X H8 BT B A 3R o I R B
VEIE R 2 i V5 L7 8T LU L T T 3 Ji S PR 557

o HREXTFB G HE X7 B UM ARG RR L8 . B E L7 BT U 4
A%, At a] DL AE A R B IR B .

o BB ST LUK AR E I () VE N R AR 2 A RN R AR AR k2, DO AT
4% 15 S H AR

* PCAP #8088 - 4 7] L AR 85 10 SR K 1M 46 35 30 (K] PCAP U, JF7E OT Security |-
SRR, MK E s In B B R Girh . 16 S 17 PCAP £ iU

s AFPAAR .85 . mEMNSHSIARN K ARHER.

c APAREEE GRS R RGOSR (A% PSR, I T SO
PR oA R S (DEE L R P R R B ) .

o AHA P A B AT USRS E T A T K T O Rz K o B AR G, R
518 2 I “H

s APHAEHAHPES. WA S MAMERHE A ES RSB

o BY UG AR 45 8% TT LU ik %48 F) LDAP R 5% 25 (5]t Active Directory) 43 it Fi /7 4%
. FEIX RS LR, 7T LLZE Active Directory 1/ B PR AL, 15 2 R “H P B

o BRI H H AT G 4% . OT Security 24 1 52 £F 55 Palo Alto Networks 3 — 4% B K 5%
(NGFW) #1 Aruba ClearPass UL & H: 1 Tenable = /i ( Tenable Security Center 1 Tenable
Vulnerability Management) £ il . & 2 [ “42 1.7

c REHB EE. QR RS DI E RS A B BLT RS A 5 B BE R
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o SMTP AR %5 %% : SMTP iR 5% %% 7 38 i H 7 W A4 R 3% AR Jm 4.
* Syslog A 55 % : Syslog Ik %5 &% 7 # F - H il FAE 45 SIEM L.

* FortiGate B k3% : OT Security 5 FortiGate 4 /% J5 , F /" 7] LALHR 4l OT Security /¥ 4%
H1F 7] FortiGate By /K 3 & 32 7 K 35 55 B 223 .

 RGHRF ERRGEIEIN TR TRAME N HIEI:
s MEWH RE KA RERZ NH BARE.

| TR M ERAE IR0, RGP B A £k

Tenable Core H FiL7F 0] B [k Wi F :

o REGA/M:H 3.18, & T {# FH Tenable Core 7 [ “& 43 138 J&.” T [H] %
OT Security #17 & Ak 5 . B R E L2 EE, 16 S RN E 7 BUE & 0 Al ik
JE7. B EAE A CLIFATEE, S W 1 CLIEJE &4 .

e SHE ¥ OT Security PS5t B W BN .ndg XHFH B ARMFHEN . I
HHERGEEN & BEHT S A HH OT Security 7 4 .

s BANKE K HIE N .ndg XM OT Security - & i & W & 5 N A HL i+ H 4L .
s THELMHIE: /£ OT Security V- & 6 & 45 12 W 2085 10 S04, I35 5 H A7 1%

EARMIFHENL L
o EFr B3N EHr )5 sl OT Security 7 G .« X J& Wik i Lo i & o8 BT b 75 1
7k .

o BH AT A IS S . v LLBE B E B 0 I
o XM XM OT Security *F & . & ZIFHL, 1514 OT Security ¥ % b 1 L 5 4241

c RGHE ERAGTRAENIHRGEMEN DA, B, O IFH TN . 55805
W o A Ve 1 0 2 L AT LIRS % A AR CSV SO S SR 3% % 1% 31 Syslog fR 4% 22 . i
SR RGHE"

RGN E
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O

OT Security“ R4 BC & "0 IH S VF H s L B M F A AT IR 8, LA EFMER S5 & .
HTTPS ilf 15 - AP % B FLVE T E A OG0 445 . .

W&
“W &7 UL 2 s A % OT Security FL B I G E . ol AR U H L & F HmELE.

Device

Device Name

The name of the Tenable OT Security management system.

MANUAL SYSTEM TIME Nov 11, 2024 09:37:06 AM

DEVICE NAME
Device URLS Edit
Device URLS allows you | fiple URLS from which the system can be

ssssss d (FQDN/IF) in aciaon o e o lacally configured IP a airesses (Ch nge

requires restart)

System Time Edit

Timezone

riable O Security syscem. Tim
displayed time of alerts, acti o ysem\og

TIMEZONE EriUTC

Maximum Log-in Session Time-out

Determines the session period after which logged i users will be logged out

LOG OUT AFTER 2 Weeks

&
OT Security 1 £ 17 ME —Fr R 5F -
# % URL

RV E W] H T 15 0 & 48 1) 5.4~ URL (FQDN).

BR GBS URLE—IﬁEEEE&O B FQDN A £ FKE 7R - iR A BB IL X 747 8,
F K ToVE Vi ] o 38 95 0 B8 UE AT ER AR AT, SRS gk

RG]

2 G2 3 E I I TR H T, (R AT A G A
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I VER CE IR R R T A A E sk H S B RO B B ORE

B R4 B K i e e
SRR B, RS G, e8P BENEEFFEENERX. BEEREXS 1B
i), 35 BT YR aR. BT A I A Bk A HE 2 AL 30 4. 1 /NEE L 4 /N 12 /NEEL 1R
J& A2

B 0 20 B B ]

%

Jo RO 1) B, SR TR B, O SR P R B s O R R R B ok . B AN B I (A], O
R

FF i E 2 A0 3

T 2 — AN TR B, e BN TA) O S, an SRR Wi B 36 B i A3 A T AT IR A 1 — 22 U, T
v LA RAE 2 NS AN BB R AT M. A RENHE . AREZEL, ESH
.

Ping ¥ 3k
FF )5 Ping i 3K 7] 0% OT Security “F & XF Ping i >R i1 B 3 11 1
T Ping 1% 5K, 1 B 5 “Ping 8 R 71 ¥ HF 9% LLS B Ping i 3K .

BT aHHIR
F1FF 5€ 5 B0 98 6 4l 35 T e ] 0SS0 3 W 4% b BT T B 1 S R A AL SR 1 T g . 1% T sE

BLS 32 i B HE R A BOIE 1 & Th e . A7 R BB 1.8 TB I, & Gt & MM BR B - i 30 A . 18
A DLAE “PY 48 > B3 R 3R B A A R T BAT B SO, TR T 2 B P )

TEWOE B B R, 1 B IE R A IR T % LR Bt e AR

l YE R - T DL 3R T 5% U4 O 9% B I I 45 Ak HodE L Al 3R T RE .

E Bt A% B AR I X R

JA B Bl HE AR N A Tk 2 0 X K AT OR BT AT A T A G XT3 SR PR T 7 AR AT AR R HE B
T 00T BRIV AT R AT At v o o SRR 0 R R T, DU AT AR A% K AR T B e R T sl b HE
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7 REE B2 B M 45
TR A St N B AL BES BC XTI R, 1 B S AR N AR RS B R SR U T ok
LLE M B st .

5 KB

7] OT Security ¥ JI1 8 M8 7T 48 7 38 1 2% 3K 44 0T U7 in) W6 46 24 4 .
N EEAR AR, 1 o ARAR. IS MR S, AU RO AT R 4 SRR IR U e T Ok .

BB THE R

“Ja FE B B G TF B8 ik T 45 52 Tenable 68 15 U £ 5% T OT Security 3 & 1 FE 44 38 ) £ 4

Ja )5, Tenable 2> it 8 Jo ik A A T 45 5 A N B2 MIAE 8 AAE 2 7 g i 8 - X 23 B
EANEHE AN G0 E B (PN). 385 B A FEE A BR 56 Fr vy 8] (9 U1 B 458 1 42
R = 5 LA I i Bic & 1 T BE 1 208 - Tenable 2 % 1 Tenable 3= P 130 B 2 A A X 22 50 45, LA
oo P S F BT hie OT Security B4 56 A1 H T HoA & 2B rk H 9. ik BB AN E H .

LR AN R, s AR R RATHEEE

| TR B U4 T ¢ BT B I 48 R A R A L gk SR gt =

GraphQL Playground

W % 2% N GraphQL IDE. J& H /28 H st 4] 3 5%, 5o VR /2% 1k s A A 72 246 5% H 1) Playground il i
AP| & 11 .

v A B

M 4.1 R JFUE, %] PLEE 5 1 8000 A% 7 Al fic B 4% 43 i I Tenable Core #% 17 »
WE AR AN R A I

B LIRE BB REELEREBIR ES H N 7w iR,

HWE S MR T &I, AT BL N BAE
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1. mIAT FAIERAE 2 —:
s HEQRE>RGWE>"G AL
o EAMECRM TR b, Bl AR I
BRI 2 I 9 ki T

Compliance

2. EEMBEARBEBRIUE 5, Bl wE
Bhi 2 g 5 K& AR S A .

3. WP T A A A MEAE SR o AT DL LT 3k T AT Ik R .
« 1SO 27001 & 44
 CAF & U
« OTCC Fi%
« NIS2#4 (% 21 %)
« NERC-CIP E R

4. i REE7.
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OT Security 2 {817 &5 ML AE 2L & i T, JF 4% W38 e 19 8 1L Tk & 5t 20 2 & PR O
OT Security 2=~ f£“& MVEXCR A" EBor &R &R 4R

BB A A

| Fi®E W OT Security H P e . 1. “ a4 H

¥ Tenable Nessus i 14 F1 N\ A= 16 1 & St (IDS) 51 2 5000 & 58 3 B Hopr A, 13X 7] 0 42

OT Security | FH Bt A & #7 1 © %0 I T 048 /9 55 72 AT 5 4% . OT Security $2 1L 1 25 25 #8 80
S5 % (DFE) = by S0, REH 02K, R B B EI A B &I & LB = i 3 388
F AT B, AT B LR PAT

| VE & . A <% ¥ Tenable Core 115 & , i& 2 % Tenable Core + OT Security Fi /7 & 5§ 7 1 “& 38 9 917

Updates
(I Nessus Plugin Set Cloud Updates Update from File Edit Frequency Update Now
FREQUENCY Every day at 02:00 AM
LAST UPDATED
PLUGIN SET 202411070852

(D IDS Engine Ruleset Cloud Updates Update from File Edit Frequency Update Now

FREQUENCY Every week on Monday and Thursday at 02:00 AM
LAST UPDATED

RULE SET 202411062338

(I Dynamic Fingerprinting Engine (DFE) Cloud Update

FREQUENCY Every week on Monday and Thursday at 02:00 AM

LAST UPDATED

VERSION 202410230822

l HER AT DOE S WA > TR AR AT B ]

l VER O SR VR AT E I 5T, TR K TR A TORE A B b, R o T S R A A . ‘

Tenable Nessus i 1 5 T 3
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateManagement.htm

REEE =B EFHES

I R AE BENSIE B Internet, U AT DLIE L = BB i 11 - 5 M B 30 BB R, 9 1F o 4% 18 8 E R I (A
AT 5 1 A7 58T (BRIN B E R R g =R 02:00) o

AR ISR B 3 R T EE, E AT LT R AE
1. B2 RE>RALE>EFH"

Wi 4 th LT BT 11 “Nessus T fH 2 FHT 1 5 & R 1 S M50 5 L B
) 5 357

2. riti“Nessus BB = FH U1 #IT < LLR H B 3 8

B R AT IR

A B g B A B B B SR T R, E AT LR R A
1. 2 REBE>RALE>EFH"

B 2> LB FTE 1 . “Nessus # R = EH 0 7> & Bl F B M9 5 o b ET I
[Fa) A0 53 Tl

2. i GEmE
I 2 I R R T A
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Edit Frequency

REPEATS EVERY ™~
Days
0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. EEEME I, N — DECF I T FLAE gk B ) AL (R B ), BLkok i B
W7 4 A 1 B 1] [R] B o

U R PR, VR I A A A AR R A R A R AT BT

4. TEFEHAET 1) 4, B ok B B B bR S 3 8 i [A) 255 20 N B T B AT 15 B A A B OO 4 A
F) I 8] (R HH:MM:SS 1 1% 30) S

5 HH“GRAE
2 P — 25 VH 5, BB 2R Th B
BE=FEHEL
7 BT A O AR, E AT DL N R AE
1. BERB>RERE>"EH .

“BE UL BE BY 2R . “Nessus M E = EH " 0 & BoREEER S5 . I HTTE
AR 1R

2. PESLRPEF.
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e £ 40— 260, T O R AT . S5 R, AR B 4
i 5.

| B EHEAERKLRE D, 50 OR S & R RRIT T HAS ZE R U .

B4R TR

W R 1) OT Security & %5 1k Internet 2 £z, U 7T 3E i A\ Tenable #1 X 17157 W 3 T % 85 5 (1
TR I b AL SO SR T3 B A 1

AR AT, VAT BAR R4
1. B2 RE>RALE>EH"

BT 25 HY 9L T B DU - “Nessus 6 HH8 5 BH 20 40 & S i 1 IO 5 5 o 1 UCE B
DA S35 142

2. mii ASCHRER
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LANEEWIS S S
3. TSR R AT B R A, B R BE BT SO A R S, AR R R IR AN ST BT

I R R A& Internet( 5] &13E £ 2 Internet (1) PC) J& 74 g M Z 4 $2 T F 8508 10 3 48 S0 -

4. R, ARG S E M OT Security & 2 1717 W sl i T 4k 1698 1R 42 S0 1.
5 HELEHF.

-325 -



IDS 5| Z& 5 | 42 5 5
B E B3 = FH IDS 51 % N £

b1 S 465l B 5 Internet, U T BLIE I 25 5 47 1DS 31 90 S . A E SR, 1DS 315 4L
T8 £ 50 L0 D 4 EL T R <R — L DU 9 R 02:00) <
4 BN DS 51 BRI A 5 B 3 5, 7 AT BN R

I R AR AR E > B

BE I 2 L SE T UL - “IDS 5] 2R N 4R 2 B2 s U AR AR g S o R e T A
i P

2. niii“IDS 5] 2 M L = FEH U1 597 K LR B 3 .

%8 1DS 7] 2 M N L H KPR

4 4 1DS 5 RN S 1 1 30 ST, AT LR R A
IR RESRERE S

SN £ th BB UI - IDS 5126 M 48 7 BEHT 4 O LN A 0 4 . 1 UK T A A
CR TR

2. mii“mERE,
Vb A 2 H B G 8 0 2R 0 T AR -
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Edit Frequency

REPEATS EVERY ™~
Dy
0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. EEEME I, N — DECF I T FLAE gk B ) AL (R B ), BLkok i B
T 0 £ F e T TR R

U R PR, VR I A R A A R Rt B A R AT A S T .

4. 1F K5I IE] 750 2, B o ik A R bR 3 308 BRI [A) B sh i N B ), B AT ik B S A B
IDS 5| % 1 ] £ 1 it 1] (S A HH:MM:SS #1145 2X) -

5 HH“GRAE
I BE 2 B — 4T L, A S O R T T T .
X} IDS 512 H N L BAT F3 = EH

A BT Z) HEH IDS Gl SR A, B AT BL R 3R AR
1. RERE>RELE>EH-

SO £ L BE T LI - “IDS Tl 2R N 4R 2 B4 G s U AR A g S« S R R ) A
i

2. PESLRPEF.
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W 4 th B — 49 L, 0 U SR O 2 AT o O 9T 56 T, S PHE S 5L 4 T 1DS 3
SR B 1 50

B E B

W R A& H) OT Security % 7% G Internet iE 2, W 7] 38 ik A Tenable 2 77 171 W i~ %% ¢ 8 1)
R R I b AL SO Sk T 3 5587 IDS 51 2 R0 4R .

A R AR IDS gl BRI &, B AT LR AR
1. RERE>RALE>FEH"

SN S th I ERHE . “IDS 5 N R = TEHT 2 o WU AR 9 45 5 b DT I i) A
Lot

2. B ANCHEFR.
B i 2 BN SCHE TR
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Update from File X

o B®Download the latest DS Engine ruleset file
(Requires Internet connection)

UPLOAD IDS ENGINE RULESET FILE

Cancel

3. QR R S R A, 3 B ol BE 4 T BECHT (1 1DS 51 5 B S A

ER A ZEE Internet( ] 41 3£ 42 21 Internet (1) PC) J5 74 B M 1% BE £ T 8 B BT (¥ IDS 51 4 5L
A
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4. BB, AR5 S AL ZE M OT Security 7% /' 1177 [ 3 o R 4% 14 1DS 51 5 41 0 4 5 4
5. B EH
DFE Z it 55
$8 7T LA P B 25 HH SUIR BU5) B (DFE) 383750 40 ok B % 8 ol s 17 OT Security 2 45 ¥ T 19 43
%,
% B DFE =% B 3 B3
B, 4 AT DS o 25 3 O BT IDS SIS AL 4 . ) B 3 E B, IDS Bl S 4R S i i B
FY I T AR50 2 S AT BT (BRA 5 B AR SR A DU £ v R 02:00)
+ % J3 H DFE B 30 58, 36 47 AT #R4E
1. BERE>REGRE>EH".

B 2 B BEHT UL I - “DFE = % EHT"H0 70 o 7 H ) BB R B L B RE R Y
H 3T, A KB R =4 I RRCAS

2. FEJH M A E R, i $8“DFE = ¥ B U T % .

%% DFE B3 R

4 249 4 DFE 19 B 2 3E0gr iH &, 38 4T LR #RA4E
1. RERE>RALE>EH"

BRI 2 DL BE T UL . “DFE = % B8 HE 0 Son 1 E S AR i B B R Y
H 39T, DL S8 3 R 24 AT RRCAS

2. mimERE,
Vb B 2 H B G 8 0 3R 0 T AR

3. 7ECBEIRE ML, WA N T HHE sk B I ] 2R (K ), B A DFE
o A 1) 5B

R PR, R IR AL M )L 4T DFE & 4 B .
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4. TEFEWOT A0 4, B B Bl B b o O 49 B () B0 B N B ), B AT % B DFE B 87 1 B
5] (% F HH:MM:SS ##% ) «

5 B “RE
W2 H L — 45 B, B0 R O Th 5T .

FH AT DFE =i EH

1 T3 B H DFE, 5 AT DA 45 4E
1. 2 RE>RAEE>EH

BRI 2 DL SEFT UL . “DFE = ¥ EHTE 0 Son 7 OE 3 R BB R
H 3T, A KB 1 =5 I RRCAS

2. B SLBPE .

e 2 th 90— 4 9K L, AT R IE AR AT . BT S R, BRAIE 4 7 4 T 1) DFE B
e

BEREH

SR A ) OT Security ¥ & A BE M, U AT 3@ i M Tenable 25 7 17177 W sl T %% & 5 1 il A 9 A%
Ak F- 3l B Hr DFE.

A B 4 5 F DFE, 35 #0047 DA 8 4E
1. R RE>RALE>EH".

BEi 2 LS . “DFE =Y EHTE 0 on 7O SR AR B R R Y
H 39T, BA K S 9 = A RRCAS

2. M ASCHER
BE 2 LN SR T
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Update From File X

o W Download the latest DFE file
(Requires internet connection)

UPLOAD DFE FILE

Cancel

3. IR ME 1M R 5 L BRAE TR B ol BE R BT 1 A 25 A4 S

l ER R A B G A 78 % E 52 T 08T 1082 2 44 SO iR, 1 o BRI i PC
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4. WY, AR5 3 AR OT Security 75 7 1717 W sl T #1015 9% 25 44 SO

5. BB
i
4 B HTTPS iE 1

HTTPS iif 15 1 £& & 4¢ 48 FH % 4= (1) OT Security 15 % Fl Al % 2% 7% $2 . #1146 1F 15 2 75 99 4F )5 21401 .

A LLBE I AR BT B B 25 AR B IE B RO —4E .

Iﬁﬁ&ﬁ%ﬁ%%%%%%ﬁ%o

A RE A UET, 3 AT B R A
1. R R B> RALE>ER".
dE S 2 B E T .
2. fEBfEE R, R EREEZIESR.

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one.

SSUED TO Tenable OT Securi ty
SSUED BY Tenable OT Securi ty
SSUED ON Oct 31, 2023
EXPIRES ON Oct 30, 2025

CERTIFICATE FINGERPRINT

S I 25t I A BRI AR N B

-333 -

Generate Self-Signed Certificate
Upload Certificate

Download Certificate



® Generate Certificate X

Are you sure?
Generating a new certificate will override the current certificate issued by Tenable OT
Security.

Self-signed certificate will be valid for 1 year. Please note that your session will not

be trusted.

3. AR
OT Security & H B L UE T, B A SER" THH P ESE.

4% HTTPS i B

Y& : OT Security {8 F () 1iF 45 5 % 7£ Tenable Core ' 4% K3E 5 4 [7 . A 5% 7F Tenable Core #1 1%

WF B HE B, 352 % Tenable Core SCRS A 1“5 B R 45 223F 157,

A B AR HTTPS IE 5, 1 $AT LA N 8 4F
1. Bz gEB>RERE>EHR".
BRI 2 L E T .
2. EBMEE R, ik EAAER.

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one.

SSUED TO Tenable OT Securi ty
SSUED BY Tenable OT Secur ty
SSUED ON Oct 31, 2023
EXPIRES ON Oct 30, 2025

CERTIFICATE FINGERPRINT

BN 2 {5 O3 b AR R 0 T A
3. EEFICHE o, P B OF T A R AR RS SO
o e i M S S e A N S S o S T E Y
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Generate Self-Signed Certificate


https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/ServerCertificate.htm

5. 15 “Fh B3BBG HE b iy N FA B T
6. i EAE"LL LAE 0.
AR TSP S Zil

WER G HIUE T )5, Tenable & 1508 557 4k il Vi 28 £ U=, CAB LR HTTP IE 15 58 57 s o . i iR
A& W, OT Security £ &R &5 .

" AP
th 1 APIE B B T OT Security 5 4141 1 9 Hflh % 4 T H A RS

W EAE OT Security H 4 i API %5 45, 18 $h AT DL T #4E
1. B2 gE>RELE>API EH".
U B 2= tH AP 25 837 UL THI
2. HiEhH EANERER
I I 2 L I AR RSB B T A
3. BB HES , ik API AL D KRG &t #.
4. FE“HHIRE T, Hi KT AP BH A IR
5. B AR
b IS 2 B AE BB AR IH A, L b A A ID A SAPL E 4R
6. Ly o f A UL i AP
7. RSB

SE 2 HBLAPL B G UL, R R SR A N 1 AP 4T 1D,

¥ ICP 5 Enterprise Manager BC X

| R TAEVE R T OT Security 3.18 & 5 = il A .

& 1] LUK Industrial Core Platform (ICP) 5 OT Security EM Bt Xt 5 45 # AT 45 b 5 .
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R 5 EMBECX G, B A S8 #800 ZUAE EM 2053058 B, 1406 il i B H A% SRR A8 A B 42 Wi o5 9 ) R A B
o

THi6 2wl

T PR

OT Security EM 7] BLid it API 3% #2 2] ICP.

ffi & TCP 443 1 TCP 28305 & F J1Jik, LAf# M ICP 2| OT Security EM #4718 15 -

ICP F11 OT Security EM 2 [i] f7 7/ HTTPS & #% .

(A %) 7E OT Security EM 1 4 i API 25 4] .

l VER AL AP B 8 T BE AT B 6 I 4 7 R AE

¥ ICP 5 OT Security EM Bt %F, i $447 LA #4F -

1. 7& OT Security 1, % 2 “¥% B ">“& %4 it B ">“Enterprise Manager”.

I i 2t B “Enterprise Manager” 7T 17 -

2. R EM B> o, s dr TR E R
BRI £ Y BLEM e xS B AR .
3. EF PHIRIFLZ
o R AP 4 E AT BN
o ffH API %55 e Xt
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TSR k... BiE
% F F P 4 F&% 5 1. E“EHBNPHES , Fr N EM B EHL 4 5 IP He
pi W) HE

2. HEPEZES, MINEMBEHRZHP 4.
3. E“BIES, i\ EM [ %1,

4. 7E“EMAEFRFEECER o, A A EMSIE ST 1
52 ) AE P

Wz T DLk ok oD R, JF W EM EE XS T 3l
HEAEUEF .

R A LLEE OT Security EM i i “4s 3 %
B>RZ4GEE KV i MEHTH .

% F API 35 45 it X} 1. E“ENBNPHESF, Fr N EM B EHL 4 5 1P He
HE

2. {E“API ZEREHE o, KGN EM Bl AP % 8

3. fE“EMIE-P I8 G 2, Kl A EM*IEF57 L [
S AIE S .

W w] DLk k2D 3%, JF )EM BEXG” T T 3
HEAEUEFS .

W& 0] LLE OT Security EM H 3 i “2 3 ¢
B >R E R Ui 0 E BT

4. fidEEXE.
OT Security 2> & 7~ H A BL X R 72 1 “EM BEX 58 1 -

FER IR RS R v SRR R R LA R OR SR AEIE ) SR EM SRR (W REEH T A Bt v
P X 5 SR DI RE ) o

5. (Wlik) i FOR S R NS AE LA
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a. MBI IER".
A NI TR (1 1311 R TR /T
b. IiF MR ER ISR S S EMUEFR 0L F 48 S0 [ .
ik R
OT Security 2= #L#EIE 15, I BRSO F SO8“Rf EM L1 EM Bc X T2 .

6. WHRE L /RFEMHALHE", MRS EHRHE ICPEXFER I A, EIZM LT P
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Monitored Network

The Assets Network is an aggregation of IP ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within tenable.ot’s sensors subnets or any activity
performing device will be classified as an asset.

DEFAULT IP RANGES 192.168.0.0/16
172.16.0.0/12
169.254.0.0/16
10.0.0.0/8

ADDITIONAL IP RANGES

AR AT AT BR A VG B B I 5 1 X 2% ) Y B, 3 BT DA T 4R AE
1. R RBE > RRE > ML XL
SRR 2t L) 48 s LI
2. EZWITHIREE 7, i iR
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Monitored Network x

IDS engine will only monitor the
first 400 subnet definitions
(CIDRs).

‘ Default IP ranges:
192.168.0.0/16

172.16.0.0/12
169.254.0.0/16

10.0.0.0/8

Additional IP ranges:
IP RANGES ONE CIDR PER LINE

e.£ 10.10.10.10/8

Cancel
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Add Duplicated Network X

®

Metwark Details Confirmation

IP Reserve Pool: 240.0.0.0/4

This pool will be used internally within OT

Security for the purposes of background

reservation of IP address mapping for NAT IP
o allocation.

If you wish to change the designated

segment, contact Tenable OT Security

Support.

DUPLICATED IP RANGE *

f the range is not in the monitored
network, it will be added to it

‘ 192.168.0.0/16 ‘

* Duplicates (Sensors)

‘ Sensor #1 = -~

Sensor #1

3. HBEREK IPEREES, L CIDR#& 4 A\ IPJuH, #170, 192.168.0.0/24.
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Add Duplicated Network X

e @®

Metwark Details Confirmation

Please Confirm Asset Deletion

In order to separate these 33 assets into their
own networks, the system will need to delete
them automatically, allowing them to be
rediscovered again after startup.

If you wish not to delete these 33 assets, they
will remain in their current IP range and this
may cause data inconsistencies or
unexpected behavior. Best practices suggest
deleting the affected overlapping assets.
View Assets in New Tab

Delete Assets

¢ Back Cancel Save
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IP Reserve Pool: 240.0.0.0/4
@  This pool will be used internally within OT Security for the purposes of background reservation of IP address mapping for NAT IP allocation.
If you wish to change the designated segment, contact Tenable OT Security Support.

1Duplicated Networks Actions ~
CIDR Sensors In Use - Discovery Queries In Use - Nessus Scans
192.168.0.0/16 Sensor #1
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Create User Group

NAME *

Name

ROLE *

Select

LOCAL MEMBERS

Select multiple

ZOMNES

Select multiple

AUTHENTICATION SERVERS

Select multiple

Cancel

Create User Group X

NAME ¥

‘ Name
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A DL A S AR SR W G B P A R R . 38 O 6 A G IR AR HEAT A 4, T DA B R
B LT PT A AR OGN B3R SRS S JE R

HER B ARG R SE — DR T Bk, QU2 2K AR A DURR E . 2 IRA
SR S 1N AT VSRS 0 - WP i RS

TR A, AT BT R A
1. B E>H>" T,
2. iR E T ERARA
G IR 2 LB S B T B A 4T A
3. fE“BFRME S, fy N AR
4. {E“SMTP 45 28" & R AE o, 2 35 1 T 3 v -7 M A1 38 200 10 IR 55 4%

HREWRARG P ORBCE SMTP ik 55 4%, W e 205 el B I 55 o, A RE QU s TR R4, PRI
5 2 i “SMTP Iz %5 237

5. {E“HLF BEAF7HE A, 76 B A0 AT FR e N 2 P AR S RO R R A
6. fdBIE”.

OT Security 2> &1 2 37 ¥ ¥, 5 W5 4 25 I 7“7 B AR 48700 1 b 2o iz 41 . DR AT AE G B
SRS I A FH e 4

i 11 2H.
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sy 11 2HL 2 P 8% b B B 7 A 0 o 1 4 o o 1A AR S OB AT IR B S 7R 24 S SR 1) SE
S CRMIE oN - SR T A I O

Wi X3k T E AT R R g8 e S S T4 o 3K e A 5 AT AR 4 s A S R A ) 2% T
T S 1o 5] 40, Group Siemens PLC 4T H- 1 ¥ 1149 45 : 20, 21, 80. 102, 443 1 502, ixX 7] fic
B TR DU 0 AN 2 6 i A R ) A g T ORI i Y SRR o 3K B A I v e B B
T BR , {H AT DL A

PP R SR IR R A T A B AL SR DL B R O R X L A

BEFEWAA

A AR RS LR RS S

28 #iR
2R TR 44 B
TCP ¥ O 2 PP B Y 3 1 8 R AN B 1 YE .

R WUR R AR BN AL BT R, T B R AR B R >R R I TR
LAEE R A i

E7E LT Heg ST AR FLTC B TP R P 0 B 12 B A SRS 44K
T AE A

R E AR A KN LA f SR K AR E B, R RE>EE >
FE DA T S0 o A 7 T

A8 4 1A

] DAGN s A SR G B AP R R P e SO B 4 o R SRABL R S 1 00 O (R AL AT B T 6 S AT
X 3G RCRF € 22 4 KU IV 3T I 9 3 1 H 2 AR SR

2 EQ) A AL, TE AT DU R E
1. B2 E>H>m OA”.
2. Bl Rl DA,
I £ H LR 2 ¥ 1 45T A
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3. fE“BFRHE S, Hy N AR
4. {E“TCP ¥ HHE | Ao N\ 2280 5 78 4L b 9 80 o 1 80— 3R 81 3 1
5. % LA s I H Al s 11, 3 IAAT BA R #R A
a. M+ Hndg H.
RIS 2 HY B AN B 0 i 3 A
b. 73T (1 “¥m 05 HEH, fay A\ B S AR 4L 1 A S e R B
6. s “BIE”.
OT Security 2% 1 £ 3B # I 11 2H 78 S 11 4170 32 o S 7 o 1 2 o I AE A W] 7E fic & 3R s I
fl L4
&

i U 2 A2 W 25 o (Y BT 22 T8 BE AT X6 T BT AR A K 2B o B S ZE P A TR 2% SRS 1 SRS 5%
P, AT BLE SR 5E B8 77 22 18] {5 FH AR 50 0 380 fid U5 SR s

OT Security fifi fff 1 — 21 A0 5 H 5 90 BRI 0E SC P WAL o X 22 20 mT ] 1 S o 18 TV 9 8 B
B IX L4, AT DA% R A8 R N R AT VR A B O B LEE AT 2 4

%40, Schneider 7t ¥ ) P i £ 4% : TCP:80 (HTTP). TCP:21 (FTP). Modbus. Modbus_UMAS.
Modbus_MODICON. TCP:44818 (CIP). UDP:69 (TFTP). UDP:161 (SNMP). UDP :162 (SNMP).
UDP:44818. UDP:67-68 (DHCP). #: b i L\ 1% I 1 il 267 ( 411 Modbus. PROFINET. CIP %) X
HobAT o3 1 o BGEmT LLAN g L 8 B9 F P s S B A .

BEWHINA

AR R RGP LA E R A A TR IR BN E T REE T H
0 o 0V g O B X e A, E AT BA AT P SR BRI B H E X
o 45T DL g L R BN B X LB A

PP RS Bos DU PR AE B

Z2H iR
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Pl A& EIR.

l T ’

CEDNTREE RO fEH B b b v 4 B B SRS ) 44 PR

45
VER AR A S A SR AR VA AE R, I R AR
E7> B LT SRS o A i R

A E P A

T my DLAY AR SRS L B R A I B e SO A o i I SRR W g A R, S RT DL
SE SR L B 1T BE AR S
B P, TE AT LT ERAE
1. g E>H> A"
2. Bl IA.
I HF 2 LR AR
3. TE“BIRMEH, Hi N 414K
4. FEPPV T RLAE A, B A .
5. A pr ik By TCP 8 UDP, I 7E “Wi B "HE v 46 N\ i 1 - B3 11 9
X T Ho At P SR, T 7 AE U B AR g N AR T E
6. 5 Z [n) 2V 0 Al B, 1E AT BA T R A
a. B+ B,
B I 23 B — A I <P B R AE
b. Fi M P B 4-5 vh ik (¥ 77 23 508 0 B Wk

7. SiglE”.
OT Security 2> fill 2 357 1t Bl W 2H I 76 “Pp i 41730 36 vh 5B 7R 3X e 241 . B AE {38 7 76 Iie & o s it
13 G4 .
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TR E SC T — A e— 4L [a) i L, 3% 28 I 8] v B 4L 5 A R E AR AL, (645 A2 I Ta] 30 1) % A=

(I35 SIS ORVE o ), 58 28 3% 3h T A8 A I m) N R 2B, i E A i s T £ A5 LR TR R A
BEEURA

TR 55 Wos RG D L ATRC B A v P N RIA S RS NE T R
WA . TR g A S O PR I e P TRV R s BRI BT H g X
o 4 AT DL g L R BN BRX LB A

“THRINE R Bos DU P45 B

28 #iR
2R F TR 4H i 44 FR
KRR HRM e TR

o ThRE: SRR E T e B 22 A TE SR

o RE B H A ELZR TR B0, "R TR R T O 2
—Z2EWAMNEFIRETH bR,

o )RR RN E H B H Ve B R AR ). il an, FTRAHE R 6 H 1 H
£ 8 A 15 H Y ] I R fi e ) 88 1 &l

I ] ¥ R R B A

| VB R T A UL T AR R, o B B R T ’

BAETR R fE K EE b v 4 A SRS [ SRS 1D,
W e A5

HE MEEEA R AR Sns 0 AR (E R, 5 TR AE>E
F7> T LT R A s R

B R4

A DL B A S I P B SO R A e 4R A B 2 3 A R AR B I ) S
LA 5im i 75 % I TR) 399 18] & 2R fR) Z A
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) L R R

o RE:FHAEERAERTR. G, 7 TAER e COyEN — 22T B4 9
MAETH 55

o —WRMEAERFE H I ELH BIVE B R AR TR o, TR 6 1 HE 8 15 H i
[F1) 309 PR ) S ) T U ) o A A SRR 0 o R AL AR N A R .

B AL T R AL HS A AN R B A
A R R, T IAT BAE R A
1. 8 SR B> >R
IR I 4 H BT R 28 T
2. pil“RIETHRIA”.
IR IS £ BB 32 v ) 45T A
3. Bl RE".
4. BB
et B T X B RIH K 2%
5. FE“BIRED, W NH LK
6. E“EREHE, Vb A o i WP L R AL AR TR
16 WAL 4% R R, R — 2 B W e — P iR E

ERWREEGFE AR B8, Gl 2 —MEH=, WEZERET— REIN— A5l
kA .

7. TE“FFUGET RIVHE A, S N v R4 FR BT sk TR) SE B F 46 1) 1) (HH:MM:SS AM/PM).
8. TE“BE BT IE]7HE A, 4 N it R 4 rp BT A e )5 B 5 SR 1) (HH:MM:SS AM/PM).
9. 7% T[] 1 X 2L s o Al 2% 4 B G Al B (DS L), O BROAT AR 4R
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a. BE+ImEa.
BE B 2 B — A7 8 Rl B S R

b. %M bk P IR 5-7 ik H 5 oF R 7 B .

10. Ad“gig”.
OT Security 4> 1] & 357 (19 1+ %I 20 I 18 “T R 40731 26 I s X Se 40 . 300 7E {5 m) 76 i B 5K IS It
1 FH 4. .

B — TR, 1 AT LR R AE
1. ¥ B>l >R
2. g it RIA.
GBS 25 Bl B R A 5
3. MR RFE .
4. BEHF—B.
I IS 23 3 s T SCIN T 3 B E R 2 2 4
5. fE“BIRHES, W NH AR
6. TETREE HEIHE D, st 1 B A B,
TR N
7. EEEVERIH I AE 0 B BN 4 ET H W .
8. FE“FRLB I I VHE A, d N i X 41 b BT A5 s IRDSE A F 46 B TR) (HH:MM:SS AM/PM).
9. fEBEIERE D, ik 1 s
Ub I H P AT T
10. LT RIH S5 R H B . (BA a7 H )
11, FE G5 R B AE o, B N v Sl 26 B 5 I TR) 3 L ) 45 R TE] (HH:MM:SS AM/PM).
12. fihglg”.
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OT Security 2 61 & 38 # T i 21 I £ “vF X 41791 3% b s iz 41 I {8 n) £ T B 5 s I i

M4 .
P2 il 4 A5 25 21

i 25 A 2] A TR SRR E R AT R 0 2 4. R A bn 25 4 T I A SCADA BB SIS 1 s 2%
fF o8I K A A LR FR 25 2 O R4, S RT DL B 8 S SR A I X R 8 2 MR T Bk 5 . B B,
I R A A IR R R AR 25 o IR, AT DA B A SR SR AR T T B X e i S AR
AL

BEEERSHEA

“F 1) B AR AR A DU 2R R G0 P Y AT B BT A AR AL
PR A bR 25 2 R AR SR BUR VRS

S iR

2R FF R A 1 4 R

Syt W5 25 (1) B s 287 . W AE 111 A1 4% Bool. Dint. Float. Int. Long. Short. Unknown
(41Xt OT Security JC 2 1R 5l i) Ax 25 2870 ) AT 2 27 (o] 40 36 A [R) 2R3 1) b
) o

il 2% 1E 7 M 12 b 25 1) 4 1) 4%
P BN H BRGNS P A 4% ] 45 1K A4

| VERR 00 S v B AT o B A B, T o AR S SR R I ’

E7E L s AE HL T B A A A v R AR R A SRS [ SRS 1D
T g
T AE A

ERCMEAE A R AR R A e (E S, F R R EE>EE
PATT SR A A I 100

BT LA . g iE . 20 sl BrILA A, RIS S A

ol SR 2 g3
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] DAGI S 7R SRS C B A A8 I B e AR ) A AR 25 4 o R SRALL R B R K o O IRV 2L AT B T 61
7 - 4L P A b 25 1 SRS o 0 B SRR A AU A 28, T D SR AL ) DUACER B 2838 FH e & (10 44

PR o

i T DL 2 P R R e BUR G A B AR SRR AR A AR XA OL T, B T A

R

HRE G X i 8 b 25 ) “EE TR AT A0 B O, (LA RE B D9 A DI A E A .

e nr DL B R BN 3k 4 ) 5 b 2 4

AN AR R, AT BAR R A

1.

2.

e R B> ] SRR AL

TR Rl R 4 ) SRR AR A

B 2 Y B 78R 4% 1) A A 28 4L I A

e £ — P bR 25 R

i% T €1, 4% Bool. Dint. Float. Int. Long. Short B¢ T & 257 (7] 41, & A [7] 87 1 FR 25) ©
BB

b I 2 S s IO 46 o g 4 o) 25 81 R

1 P HLAE 20 b A, 8 bR A IR 4 I 2R

TR

BRI 23 2 s 1 8 42 ) 48 LR € KRB FR 8 81 3K .

 AECBFRIE S, f N AL AR

e B A T R AR 5L M R EAE .

. R

OT Security 2 1] & 7 1) br 25 41 I 5 7 75 9% 1] & br 25 41751 3% o ILAE (8 7] A2 i B
SCADA = S g I 4 FH e 41

e

FIN) 20 Eh — 2ELAH O i R0 28 i, T DLl i - Suricata %544 ID (SID) #F 47 F5 1K o 1X 28 20 w] DA A
SE SN ARG N SR 1% 1 SRS 2% AF
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OT Security A LL 2 it — 2 51 4 & A1 5% e VI 10 752 SCAL . Be b, fam] DL ANFRATT 1 s 9 2 v 2k %
FAMNIFEIE A B E A .

EERNA

B he e Bom RS AT R B T A AL e R RS NE T RE ST A,
ok g i B UM BRI Le 4L, R P s SOIE IR & Bos H P A I A E A . 1T BL g
BB RO R X LB A

PRI AR A s LU RS

U R

£ TR BI4L 10 4 55

) 4L 0 )4 J0 ) (SID) H M

EZECA TS o7 76 SRR L eI 0200 A S £ 520 1D
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> ELAE DA T S0 o i P 0

ElE< S YIUE:N

QN A, 35 PAT BLR R AE
1. Hem g B> 1> A
2. Al EMNA".
S 2t B 3 AR ) 4 A
3. fE“BFRME S, d N AL AR
4. FEA] FFR R 23, 0k AL AR A o iR A I 55 30 ) R IR AR .

l TR A A R AME A R P 7 A

5. riili“gl&”.

OT Security 2 @1 & 35 #  2H JF 78 K W 4173 3% b o iz 41 . ILAE A W] £ i B N AR A
SRS I A I 4
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MEAE
2 4 E A AT 4L e 3 A S LI T 5 O ) ARSI e AT LR AR

s BF DORPIEAMEAE R, Gz A b S ke sk, DL R L SR 4 i AR N
RS K. ES A E AN NGRS

o SR IBALN VRS R . S g R
o HHAEH S48 e HAUI A B ) 25 4 . iE S T 4L
o MIBR : MR Gorb MR 4 . 35 2 1 I B 417

W I TCE g iR B BR TUE A . SR TUE R B TevE B T B A
KV 7] “BR AR

BEHARNHAR R

4 5 2 s A LD L T SRR BRI | 7R 55 2 % T AL LV 4 5
WLV B I bR R T LI 44 BN 2 R A R
o BB ELR ALY BT AL 052

o “TFEDUT RIS A8 A7 o il 45 e AL DN SRS 2% 1R B BRSNS 1 81 3K SR B 3R
EHTATIF ARSI I R AREZERE, ES W EE KK,

HEBEHNVEMEE, HHAT LT #4E:
1. FE@E, kPTG A 2H 2R
2. WHIMAT NI ERAEZ —
o L ERAET.
o ABE AT RRA.
I I 2 HH IR
3. WFEEE.
I IS 2t T2 TE GRS BB R

k|

-397 -



O

A DL 4 LA R VEAE S R
o R AL PRGNS S, AT B R AE
1. FEEHN, mFE PR AL KA
2. EPAT T AIBRIEZ —:
o HTERAET.
o A7k SRR AL
I B 2 HH R
3. ki wE".
4. Jbit & BoRwmBEHE O, Bonds e HRR A LS
5. M EHAT B
6. il “REF
OT Security ¥ 21 5 8 % B — R 17 -
A

N AL M S B R B B BB A, W AT DU AT . B AR, BRI A, e
LT 44 B DR A7 8 41

A, AT LT A
1. EEN, R P 7R 4 2R
2. EBREAE B H BRI A A .
3. WIAT T A ERIEZ —
o L ERAET.
s AR RET R A,
I N 2 Y B S
4. P,
A 2 BoR“BHIEE 1, Boxte e d R PIMHEE S
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5. fE“BRRMED, H NGB AR A4 FR . BOAEBLR, B 4 0 IR A A AR R A, /1 “Copy

of”,
6. X2 B AT B A O,
7. BB H7,
Kk I A 4140, OT Security 2 i F W B R A7 Hr 4.

T Bk 4

AT UL R F P e SCRT AL, (ELAS RE N B 2 SO 2 o 2R A 7 58 SCRI A AR — A B A S
R SRS 2 1, U IV e T B

B BR A, TE AT DL A
1. TE“H R, 3£ B 7 1 4 2870
2. GEFEEMIBR A .

3. WIAT FAHRE L —
o i ERET.
o ABE AT RRA .
LA E T
4. FEFEMER".
3 T2 i R N - N
5. HiliMER".

OT Security ¥ 1% 240 )\ & 4 7 7k A M Bk -

£95"%

BT LS HoAh 2 323 - & @K, BLE OT Security 5 HAl [ 45 %2 47 G 7] 25 .

Tenable 7=
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&0 LK OT Security 5 Tenable Security Center #1 Tenable Vulnerability Management £ Ji% .
OT Security i i iX 28 5 i 55 HoAlh 7 & 3 = 8 dm . [0 5 1 Bdls 0.4 OT il , BL A
OT Security & 2l ] IT 28%! Tenable Nessus 7 1 & Bl it £

3 & : OT Security A~ £ i i 42 oK “Ba g™ 0% 7= ¥ £ 4l < 1% 21 Tenable Security Center fil Tenable
Vulnerability Management.

HR A EERT G, OT Security £ 47 fE 9538 i i 1 443 Vj 1] Tenable Security Center fil /5 Tenable
Vulnerability Management. Tenable # i{ #& 7£ Tenable Security Center £/ Tenable Vulnerability
Management b @il & 45 & A 7 L AF OT Security B 4E B H /.

Tenable Security Center

i 4E i Tenable Security Center, i 7£ Tenable Security Center 1 61 2 5@ FI A B, UL 17 %
OT Security ¥4 3 ic S 77 1 FE ID. 7 X L5 B, 152 il J A7 %

VE® : Tenable & X /£ Tenable Security Center I ) & ¢ H 7, I T 5 OT Security & 1% . A 7 4
A 22 A8 B 012 A oy i T B TR o3 A O B, O A 40 I 30 5 4 U i) BB VA .

5 4E 1§ Tenable Security Center, & #1447 DL #1F :
1. fE£ Tenable OT Security % ifi i, S i & & B">ER".
e BB B DU TH]
2. b LA AR B R
e BT 0 R AR R T AR
3. fE“REHRAEE 4> 7, % $% Tenable Security Center.
4. BT —H7
AL 5 6 5 B R BR 8 ST AR RIS
5. 7E“EHLL& /NP HE S, % A\ Tenable Security Center 1] 3= #1 4 5% IP.
6. fE“HF&HEH, f Nk S H P ID.
7. FECEERHE T, B ONIK ARG
8. 1E“FEAEEE D™, $ 4L Al 47 fifi 2 1D

- 400 -


https://docs.tenable.com/security-center/Content/UniversalRepositories.htm

O

9. EFIBHME" T RMED, ¥ B [ B H M.
10. B fRAF"

OT Security 61 & £& & I 7E “48 5708 11 b 2 7 387 1 8 Bl o
M. ARG HER, RERERP.

Tenable Vulnerability Management

B & 14 7 E L 78 Tenable Vulnerability Management 5 il &t 4 il — A4~ API 25 49 (“i¢ B "> i ik
FU>API B> R « RGN HEHMN —BH, 16 £ 5B E B A
OT Security % #l & «

5 4E 1§ Tenable Vulnerability Management, i #4417 LA K #:1F
1. f£ Tenable OT Security %1, S £ &K B >ER.
e BB BRI IH]
2. b LA B AR BB
e BT 0 £R BB R T AR
3. fE“BEERIEH " 4y b, 1% F Tenable Vulnerability Management.
4. BT —B7
AL 5 6 52 B R R g8 ST AR RIS
5. 7E“U5 M 47 HE | B2k U i) %
6. fE“BAHME T, SR
7. EEEBIERT RHE S, 1k 5 F D B A .

Tenable One

3 5 Tenable One 4£ %, i #% 5 Tenable One % ik 1 5 IR 4 1E .

Palo Alto Networks: 3 — LBy k 1%
Al L 5 Palo Alto % 4t 3£ % OT Security & 3L % 77 & H.45 B .

#r ZF OT Security 5 Palo Alto Networks 81 — AR B ‘K 3% (NGFW) £E i, 15 AT DL #4E -
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1. 1f Tenable OT Security #- [ #, S i Z“B B ">“E R’
et B BT
2. B B AR NS BB
F I R AR BT A
3. TE“BEHRAHH 4 b, i % Palo Alto Networks NGFW.
4. BB
5. E“EHLLNPHEF , Hi A Palo Alto NGFW 1K 7 () 3= 1 4 5% 1P Mt hik .
6. fEF LT, N NGFW ik F (1 FH P 44
7. fEBREHES, N NGFW ik 7 1) % B4 .
8. Hdi“lRTE".
OT Security 4> £ 17 5 i .

Aruba: ClearPass 5 i & FH 2%
Al L5 Aruba % %t 3£ = OT Security %& 3 i) % 723 505 B .
15 B OT Security 5 Aruba ClearPass K /' 4 i, 1% $4T DL 484
1. ff Tenable OT Security 1 H, S i = “BEBE">ERR.
K LR BRI .
2. A b AT AR B R
e H I R AR B A
3. LB " 4>, % $F Aruba Networks ClearPass.
4. BEHF—B.
5. {E“EHLBNPHE+ , % A\ Aruba Networks ClearPass ik /' ff] 3= #l 4% 5k 1P Hhu ik .
6. fE“H A& HEH , % A\ Aruba Networks ClearPass ik /' ¥ Fil /' 4 .
7. {E“BRG7HE 4, % N Aruba Networks ClearPass I /' () % 5 .
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8. 7E“Z P ¥ IDHE + , i A\ Aruba Networks ClearPass 1 /7 [1] % F' ifi ID.
9. 7E“API % R340 T, %1 \ Aruba ClearPass ik F7' [ APl & 7 iifi 25 4H
10. Hd“BRAFE7S

OT Security 2> £ 47 £ i -

5 Tenable One £ 1%

7] LL¥ OT Security 5 Tenable One # i, %5 %% 77 A XU 1F 73 B4 % 2% 3] Tenable
Vulnerability Management. % 5 Tenable OnefE it , #& 4 Zii 45 £ Tenable Vulnerability
Management 1 24 i 5 % 55 40 IF $2 {1 45 OT Security. E _E % [F 25 LAk, Tenable One 4> 1 4 %
7 S TR

THi6 2wl

o Tfj f& £ 7F Tenable Vulnerability Management " A4E i T B % H. AR EZFE L, B S

Tenable Vulnerability Management J /7 #5 #5 ) 77 i) OT 3% 4% 2% .

| & : Tenable Vulnerability Management 14 £E i 1) 55 2 % 1 2 68 F T 5.4~ OT Security ¥k 55 .

% 5 Tenable One 4E il , 15 $ AT LA T #4E -

1.

f Tenable OT Security 71l 1, 5 i £ “B B ">
K LR BRI .

LR SR RTR i E- 5% &

o IV R AR R T AR

TE “BEER AR 3 v, # < Tenable One.
RAF—B7

Kt IR SE U 4

1T Y i ROHE T, BN 2 i A4 PR

W AR EE G, = ik 5 4% K 7E Tenable Vulnerability Management ) “%s il OT #E3
BEOPER.
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6. 7E“BEEEZEAE D, #24t )\ Tenable Vulnerability Management 4= i i) 5% % %5 4 .

7. B REES

OT Security & 7~ 5 B T A 98 B . 58 ik 58 i, 180T DUFE “BR BT THT AP &5 7 B 22 10
R, {F Tenable One #', “/E B8 ">“OT FEE A" 11 & 7~ N OT Security 7 () 3l £ fic B 1) 15
%R

ARG KB AR, B2 R E > B & T B & AR

VR W R EAE R X 5 B 2t OT Security H 1 35 £ 4 B% , #& 7] LLF 3)) 1% 24 Tenable Vulnerability
Management H [1) 1% J& 2% 44 uﬁﬂiﬂ“}‘ﬁ i g AR . B, ] LU B OT Security #1 Tenable
Vulnerability Management | () £E 5, 28 5 £ I BC X BA B 3l 588 il s 44 PR 56 5

1 9%~ Tenable One # & Tenable OT Security F1 H i A 5% VF 7] [ 52 B 7 (5 B, iE S W
Tenable One i & 155 ) -

A Tenable One Bt & SAML £ f§
7£ Tenable One =21 I i & SAML LL{# A SSO 1Jj 1] OT Security.

Tenable One“T/E X T 1 L 1 “OT X [ 2 88 712 W BR A 22 FH . )5 A “OT KU B BB "hi G, 4
¥ %t N Tenable One it & SAML.

Otenable  workspace Fo ]

Tenable Products

NEW
@ Attack Surface Management & Cloud Security
Unife loud Natve Applcation rotect
Understand your external attack surface. it mmlﬂgy
0T Exposure Vulnerability Management PCI ASV
‘Gainvisiiltyinto your Oper r vulnerabilites, view and rafine Allow you take comprehensive scans of your
e ify vl ated data, and share this netwa ntify and address
a with an unlimited set of users or wulner: € your arganizatios
systems. compiles with PCI DSS.
‘Web App S:anmng
Scan web applicatians to understand th
urity risks wit erout i epting or deaym g he
pp\cz ios.
Analysis and Prioritization Guidance
oc  Iventory Attack Path Analysls 0o Lumin
[a]=] Emb & the attacker' sperspective o manage Assess your Cyber Exposure risk and campare
o Oreanize manage, and reviewall of your Q'O Jourhealth and remediation pertormance to

organization's assets. ‘ ttack technique: ssyuur
& nization. other Tenable customers.

Lumin Exposure View
Unite the global eyber exposure sk of your
|

arganization in a single view.

JFaR 2 /i
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U E L & Tenable OT Security [¥) SAML, % AT LA T £ 4E
1. M Tenable One 1 £ %% SAML & 13 $#2 it £2 7 (IDP) ¥ 415 B A4 X & ID:

a. ¥ S2EE 3 R 2% B 5% https://cloud.tenable.com UL ] “TAE X "7 1 -

b, ity ki B .
B £ BB BT«
c. H it “SAML7BLI .
B 25 B “SAMLY T 7 -
d. o AH SSO™E T .

UL 2 B4 #s SSO” T i, H £ & Tenable OT Security 1] SSO it & .

= (tenable Vulnerability Management | SAML

Dg S50 Cloud 5S0 On-Prem

vvvvvvvv

e. ¥ i br B 15 7£ Tenable OT Security 17 _E Jf . d57 .
IDP ¥ 4 {5 2 1HI AR 2 S 7= AE A ] .
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https://cloud.tenable.com/

= Otenable | settings> samw

SSOCloud  SSOOn-Prem AUTH CALLBACK URL

O 1iem

\\\\\\

£ O %A A X VA B
* IDP %1% ID
« IDP URL
* IDPiE$
g. il LTI E R A A R

h. Ao 2L A Bl . A RAN R IDE L, EH 2R E > Y HER>A, RE A
BN INAH R 4L

#1411 - 7 Tenable One 7, €1 & % /> 41 : OT Administrators 1 OT Read-Only. % ¥ H
W55 31 OT Security H 1 7 #8085 41 4 FR 8 0 2 OT Security SAML T2 [ 1 AH
J3i f¥] Administrators 6%} %2 ID 71 Read-Only F P 4% £ ID F % .
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0T Read-Only

General

USER GROUP NAME

@tenable ‘ Settings » Access Control > Groups > Edit User Group

| OT Read-Only

[] Managed by SAML (&)

USERS

| Select Users

£ OT E2E 550 Access

0T Administrators

General

USER GROUP NAME

@tenable | Settings » Access Control > Groups > Edit User Group

‘ OT Administrators

[[] Managed by SAML (@)

USERS

‘ Select Users

S OT E2E 550 Access - Site Supervisor

Permissions
X Search

0 Items | # Add Permissions

NAME

USERS
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2. 1t OT Security 1 it & SAML:

a. & OT Security.
b. ¥ &= &> P B H">"SAML.
i B £ H B “SAML” T TH]
c. UM ANE, it ME N RE".
SIS 2> i BB B SAML” I .
d. #2ft M\ “Tenable One SAML">“ZA #t SSO” T 1 & il i) LL T W4 {5 & -

a.

b

C.

{E“IDP ID"HE 1, 445 W\ Tenable One SAML T ffii & #1 () IDP 32 4% ID.
E“IDP URL"E 1, 4 i A\ Tenable One SAML U1 [fii &2 1 /) IDP URL.
TR B8 HE v, 0 B AT BRSO B R B A
P AR, A

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddres
s

76 “4H @M HE T, i N “groups”( % 2N /NS H S BE /& Groups) -
Pt )\ Tenable One 15 Z 41X % ID 15 & .

Bl an £ h v, 8 7E Tenable One F 61 & T P 4~ 4H : OT Administrators F/1

OT Read-Only. 4 iX L8 41 44 FK 75 I 2 “Be B SAML” 5T [f H1 AH R
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Administrators 41 %} % ID fl Read-Only Fi /P H5%F & ID 7 & .

g. PR

OT Security 2= & 7 B & 7 &7~ L5 B

= Otenable o7 security |

88 Overview

> O Events
@ Policies

> @ Inventory
. Network Map

> £ Risks

> @ Active Queries

> @& Network

> & Groups

v & Local Settings
Sensors
> System Configuration
> Environment Configur...
v User Management

User Settings

Local Users

Zones
User Groups
Authentication Servers

SAML

| Version 4.1.24 (Dev) Expires Dec 29, 2993

SAML

@ SAML single sign-on log-in

Populate SAML account with the following

ENTITY ID 1 Tenable_OT_

URL 1& https:// fauth/callback
Configuration details

IDP ID https://dev.cloud.a ablesecurity

IDP URL https://dev.cloud.aws. tenablesecurity.com/
--~BEGIN CERTIFICATE-~~

CERTIFICATE DATA

Read More
USERNAME ATTRIBUTE http://schemas.xmisoap. org/w: 5 ity/claims/emailaddress
GROUPS ATTRIBUTE groups
:?JDMIN\STRATORS GROUP OBJECT (it rators
::EAD-ONLV USERS GROUP OBJECT 7 gt oy

08:03PM - Tuesday, Feb 4,2025® = Mr.Admin ~

BENBA RARE G, 52 EF B 5. iU 5 i OT Security Al Tenable One |-
(e B 5 B 5 4 E A B

h. fE“SAML’TL 1 |, & #| L F1{H . Tenable One I [ i & it B 75 223X L6 1{H

e 524k ID
« URL
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SAML

@ SAML single sign-on log-in

Populate SAML account with the following

ENTITY ID 15 Tenable_OT_

URL 15 https:#/ 'fauth/callback

. 52k Tenable One | [{ i & it & :
a. 1t Tenable One /', T /i & “¥& B ">“SAML">“Z 1t SSO” 1L [ -

LR 2 H B A H SSOTL T, 7 £ %5 Tenable OT Security /] SSO fit & .

b. . OT Security 1T .

I £ H B OT Security it & 1 40 15 . TH A -
c. At OT Security SAML 71 [ & il i) & 43 1 E B URL LA & SP Sz4& ID #4115

it o

= Otenable ‘ Settings > SAML

SSOCloud  SSOOn-Prem AUTH CALLBACK URL

ppppppp

[ htpsur Jauth/callback

SPENTITY ID

ENTITY 1D 10P URL 1DP CERTIFICATE [Tonaie_oT.

https://dev.cloud.a f93e23-68b! . https://dev.cloud.a com ‘

TP ENTITY ID

IDP URL

L Download File
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d. iR
OT Security £ {7 17 SAML fit & .
4. FiSAML B R E R Y] IT 56 LR A SAML.
OT Security 2% #/ 7= % #38 J5 30 .
5. #H ¥ J5 3) OT Security.

Tenable 7£ “TAE X "I [ _E 5 A “OT KUK 2 B8 "4 G o B o5 “OT I [ 2 B8 " Ut JF: 1y 1]
OT Security.

Otenable  workspace o

Exposure Management Identity Exposure o
T rioritize weaknesses within your Attack Surface Manaqement
resel isks, existin, e Directory domains and reduce Understand your external attack surface.
ena asures. our exposure.

0T Exposure Web App Scanning

Gain visibility into your Operational Technology Scanweb applications ta understand the frue
monner security risks without disrupting or delaying the

syete applications.

Hi 55 4%

A DUE R G h ¥ B SMTP fili %% 2% Al Syslog Ik 55 4%, LA JE FH 2238 5 H 1 B 4 18 1 /80 A2
SIEM | ic 5% i) 35 40 38 A o 48 0] DL B FortiGate By k3, LA #E OT Security ¥ %% = {4 [r)
FortiGate /& 1% [ /K $isi S 2 1%

SMTP ik %% %8
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O

N T REWEIE I HL T S A SR T ROB A I A, 7 EAE R G B E SMTP IR 55 A WA X
B SMTP Ik 55 4% , 4 T 10 S A0 T I A i, 38 G0 8 T V5 Kt R 1 IS 1 38 R0 o A AT 17 400 T
] LAE A B & (0 ) BB R R AR A A

A ECE SMTP Ik 55 2%, 1 AT BL T #84F
1. = RE>RFH>SMTP k%87
2. g in SMTP AR % 2%,
Ui 2> ILSMTP Bk 55 88 "B B & 11 .
3. TE“HRS5 288 FRE i N B T 3k F - W0 4438 %0 (1) SMTP fil 55 8 1) 44 FK
4. fE“EHBPHE T, 4 N SMTP Iz 55 88 19 =L 4 58 1P bk .
5. 7% A"HE T, H N SMTP e 5% s K 78 2L b I Wr =4 10 3 1 (BRA (A 1 25) .
6. TE“RAEN B S A H bk "AE o, SN SR O SR 0 H T R A R A N TR R A b
7. (W) ECR P AT BERGHE S, B K T U5 18] SMTP IR 45 4% 11 F 7 44 F1 2 65

8. T EL ik WK F S DA E i B A R Ty, i R IE PR R T R, AR N
FIE B WSO Ik, R AR A SR A 2 R T T R o G0 R R ORI A, T
B FE B DL B R AR RO P BLZ OE .

9. BRI
] DLiE ok 5 gt B ok 1 B H A SMTP Ik 55 45
Syslog Mz %% #%

N T AEANER IR 2 bR S RO 1 T AE R G b i B Syslog R4 5. R AR B
Syslog I % 2% , W % F 44 0 (7 77 £ OT Security T & I

#7 5 % B Syslog M55 78, 15 $AT DL TR #1E -
1. B E B> RG] >SYSLOG R %287,
2. Fii“+ ¥ Syslog R 45 887, i 2t Bl “Syslog AR 55 88 "0 & & 11 .
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Syslog Servers

SERVER NAME *

Server Name ‘

HOSTNAME / IP *

Hostname / IP ‘

PORT *

‘514 ‘

TRANSPORT *

Transport -

[ ] send keep alive message every 10m0s

Allow syslog message caching

Cancel

CTEIRS BB RRHES, N T 0 5% & G F A 1 Syslog i 55 4 1 4 F

. FECEHLLBPHE S, % N\ Syslog IR 55 2% i = AL 4 58 1P Hudik .

. TE“W OHEH, 46\ 2 ) 1% Syslog i 55 & K 1k A IR 55 4% B S . BRL 1514
L FERRERN ROAE b, b 4R LA A AL P i . 1 TR TCP B UDP.

- A0 AR R B USRI B R ), T R TR IR B, AR R A B R ik
K WIARE B RIE L, )RR R B DA B ] R D A O A IR

C(E) 10 OB RIE — IRIRERTESIIE Bk 0, WA RS
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9. (k)X T TCP R4t H &, ik R syslog ¥ B 47"k Wi, ] 75 % 22 b Wr i 22 17
i, IEAE i%ffﬁﬂjﬁifi L

&

l 1 & : UDP syslog 4 B A B &AE MRS KA AE ), R ERZ P, KL R TR E K.

10. B “GRAFE.
fanr DLad ol 2 I 2 ok 1k B L Aih Syslog ik 55 75 -

FortiGate [ ‘k 1%

W E FortiGate ik 95 &%, 1 A7 LA H #21E
1. ¥ 2% B> % % ">FortiGate B ‘K 3%
2. i IR K A
B 2 B OR ‘B i FortiGate B K 35 Hic & % 11 .
3. fE“MR S a% FRVAE T, i N\ B AE H ) FortiGate IR 55 #5% 1) 4 R
4. fE“EHLBPHE 1, 4 N\ FortiGate I 5 # 19 =L 4 5% IP Hu bk .
5. TE“API Z4"HE h , %t X W\ FortiGate 4= i I “API 47 ic .

[ : https://registry.terraform.io/providers/fortinetdev/fortios/latest/docs/guides/fgt _token.

WHE A x4 FortiGate API R UL B, 5 S W BL R T ‘

6. G,
OT Security 2> ] 7 FortiGate [ -k 5% ik 55 25

FER X T VR bk (8 OR AN T I8 2 E AT B EHLE AP AR 18 BT 7% 9 L hk) |, 15 {8 B OT Security
HE IPH AL,
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O

4 OT Security @/ &% 2 51 fic & AR, B OR MRH5 DL B & R U5 1) AR -

Access Permissions
Access Control Permissions SetAll ~
Security Fabric ® Read & Read/Write
FortiView m ® Read # Read/Write

User & Device S ® read £ Read/Write

Firewall @ None @ Read € Custom
Log & Report m ® Read # Read/Write & Custom
Network @ None m # Read/Write © Custom
System SR ® Read # Read/Write & Custom
Security Profile [ZRIGUEN ® Read o Read/Write & Custom
VPN I ® read  # Read/Write

WAN Opt & Cache LR ® Read o Read/Write

WIFi & Switch [ZRNNTN ® Read # Read/Write

KRG HE

“RYGH B I R R OR AR PTE R GF (SR C T OT . R S R R
)R S H S ERE M ORI FEA, BB R AR RS FA (B T A IR
g%, SRR 3K - e HE AR R B SN A R S R DK H
EAE N CSV U3 i o IE W LLAC B & 4 LUK &R 4t H & R K8 3 Syslog Ik 55 &5 - A 5 a0 i €
H L KEE, 1§ W R H Gl S TR

MR T 0 T PR A A DUF VR

ZH iR
B TE] H A R A B I TR A E
B2 Pt Az 25 AP 1% T R 2 P

R 4 REFEHAWHFER. T ESRAEREMS, TREH 4.

N

4 2 4 H & ik 3 Syslog iRk 55 2%
B R G lE B N 1) Syslog ik 55 2% K iE R G H A, 15 AT BLT EAE
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1 HERESRERS.
2. ekt A0 B T HHE LA R 5 B8 A1

| ER WER N Syslog AR %5 #% , & 2 7 “Syslog ik % 287

3. EFEAT T MRS A
OT Security ¥ 5 4t H & F 4 & i 245 %€ ) Syslog Ik 55 £5 .

Bt % : Microsoft Azure i) SAML £ J%

OT Security ¥ #7 1% 8 SAML ¥ 5 Azure ££ il . K b, 43 Bic 2 OT Security ] Azure H /' B8 %
it HL 5 3 (SSO) B % OT Security. & 7] LLAR 3 A P 78 Azure H 3R 15 19 4H 73 BC, 43 FH 2
Y 1E OT Security & 73 it £ {4, .

823 i B 7 v OT Security 1 Azure ¥ B SSO # 1 i) 52 B i f2 . il & 3 3l i 7F Azure £
% OT Security W H 2 7 R B . 285, AT DLRR I o 3 6 22 1) OT Security W F 72 17
15 B, 355 & 4 3R LR 5 B9 E B 4% 3] OT Security*SAML T TH « 24 %55 B 43 32 AL R 5 o 1)
2H i 5 2] OT Security H 1) F /7 24, e & 5k 5 AR T s

BB E, 72 VE M P B &4 & 5 Microsoft Azure 1 OT Security.
% 13 /E Azure 1 81 @ Tenable B FH 15 7

W AE Azure 1 6l & Tenable N FE 7, & P47 DL N R 1E
1. 1 Azure 77, # % “Microsoft Entra ID”>“®NV N R, ARG+ TN HEF.
I 2 H 3“0 B8 Microsoft Entra ID B2 T 1 .
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TENB OT RESEARCH AND DEVEL...

Create your own application X

,ﬂ? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

| Input name

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra 1D (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

2. P+ QBT RMARRF
il i R S o B B R B LA R N T A
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3. 1ERLFRFE I HRRA A2 "RE b, 0\ R P O 44 9 (90 00 Tenable_OT) Jf i% % 88
PR v SR 31 A 7 B PRV R P (R ) "R, AR O R R B R
20 HIIRACE

P PR & 12 Azure th £ 47 OT Security M HI T2 5 W 4G BC B, @45 Jy 2 A SAML IC & 14 (45 iR
FFAIEI R URL) € 2 i i {5, PAN 809 7 BOAE 5 .

| ER U B AR iR R S R A 2 B BAE .

AT YRR B, T AT BLR R4
1. 1E Azure SRS, i BRI B R, 2R )5 1L P SAMLE Jy 8 50 8 5% 07 v
G IR 2 BT SAML F) B 3 0 1H
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e e e

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT

Tenable_OT | SAML-based Sign-on

Enterprise Application

] « T Upload metadata file 2 Change single sign-on mode i= Test this application £ Got feedback?
& Overview Set up Single Sign-On with SAML
Deployment Plan An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlID Connect or OAuth. Learn
2 Diagnose and solve problems mare.
' Manage Read the configuration guide ' for help integrating Tenable OT.
11! Properties o
Basic SAML Configuration 2 ki
2 Owners Edit
o, Roles and administrators Identifier (Entity “?) X Requ!red
Reply URL (Assertion Consumer Service URL) Required
&2 Users and groups Sign on URL Optional
Relay State (Optional) Optional
2 Single sign-on Logout Url (Optional) Optional
2 Provisioning
0 Application proxy e Attributes & Claims
C Self-service
A\ Fill out required fields in Step 1
| Custom security attributes givenname user.givenname
> Security surname user.surname
emailaddress user.mail
> Activity name user.userprincipalname
Unigue User Identifier user.userprincipalname

> Troubleshooting + Support

e SAML Certificates

Token signing certificate £ edit
Status Active

Thumbprint

Expiration 11/27/2029, 11:04:39 AM

Notification Email

App Federation Metadata Url - - . s
Certificate (Base64d) Download

Certificate [Raw) Download

Federation Metadata XML Download

o TEH 1M (A SAMLIEE) 1, ik /“zﬁﬁ”o
B 2 5 7 A SAML AR B 00 T 4% -
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 Copilot @ 5o
: TENB OT RESEARCH AND DEVEL...

Basic SAML Configuration X

E Save ,!-'3.,'_'J Got feedback?

Identifier (Entity ID) = @©
The unigue ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL e

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state |

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url e

3. 7E“FRIRFF(S24k ID)"HE 1, % N Tenable 52 I F2 F¢ /9 IR IS ID( 4] 401, tenable_ot) .
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4. 7E“BEE URL(B 58 % & R4 URL) "HE |, % N A 201 URL( 1 40,
https://0T Security).

l ER AR RAF A EE URL 8 i I8, 7T DL 5 76 i B 1 AR b gk 1742 25

5. i i <l AR LR A7 I I A 9T 9% PR B A SAML R B ") T 4R
6. 7EA A3y (BB, s Oy %41 Ll & %] Microsoft Entra ID $3 iR % .

o Set up Tenable_OT

You'll need to configure the application to link with Microsoft Entra ID.

Login URL | https://login.microsoftonline.com,
Microsoft Entra |dentifier | https://sts. windows.net/
Logout URL | https://login.microsoftonline.com/

7. V1 E OT Security 5 #l &, 2R )5 # £ “FH P & #">“SAML”.
8. MM E "L R HE SAML M TH AR , K & H] () {4 K4 I 2] “IDP ID"HE
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Configure SAML X
iop 1D *

[ https://SAML_Host.com ]
IDP URL *

[ https://SAML_host/saml-authresponse ]

CERTIFICATE DATA *

____________________________________________________

USERNAME ATTRIBUTE *

= |

GROUPS ATTRIBUTE *

[ GroupsID ]

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

Cancel Save

-

9. £ Microsoft Azure ¥ il &+, #dd; Oy B 45 DL & ] B 3 URL.

10. i [7] OT Security 4% fill &5 I K & il 1) {5 K I 2 “IDP URLHE 7 .
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11. 7F Azure 24 5 115 3 #4r (SAMLIEF) + , X TiE+ (Base64), #H“TF &,

12. iR [8] OT Security 2l &, /E“UEFHEIE "7 T, W < 40k 0¥ Hikd .
13, 15 Azure Bl G 05 2 05 (REERIE ) | 2o il
14, {E“FHAh B B 7# 5> T, 3% £ JF & #5518 user.userprincipalname %I i () 75 B 44 #% URL.

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns £ Got feedback?

Required claim
Claim name Type Value

Unigue User ldentifier (Name 1D} SAML user.userprincipalname [.. ***

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML User.surname

~ Advanced settings

15. iR [7] OT Security £ il & 3K b URL %5 0% 2B P 48 8 1 HE o .
16. £ Azure Il &, i+ Be N4 = B,
LU A £ H B4R 7 A 0 T AR .
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“TENB OT RESEARCH AND DEVEL.. 0

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

Group Claims X

Manage the group claims used by Microsoft Entra ID to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?
<+ Add new claim| -+ Add a group elaim| == Columns | 2’ Got feedback?

() None
(®) All groups

Required claim O security groups

Claim name Type Value O pirectory roles
(O Groups assigned to the application
Unique User Identifier (Name ID} SAML useruserprincipainame [.. +**
) Source attribute *
Additional claims ‘
Group ID. ~
Claim name Type Value
SAML usermail . [] Emit group name for cloud-only groups @
SAML .
usergivenname ~ Advanced options
SAML useruserprincipalname e+
SAML usersumame

v Advanced settings

17. £ FE R NR B S5 i P RERA? "H o h, R E A", R)n kR

R R Azure h R THBE , Tk BRAENABRFRA T AR FEA, F A
Azure X & $E i 7y B 45 2 FH A Fe B0 FH P 41 .

18. 7 “HAhF= B 5 b, 5 H B R 9 & % 518 user.groups [All] 5 Bk 1) 5 BY 4 8 URL.
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery » Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns & Got feedback?

Required claim
Claim name Type Value

Unique User Identifier (Mame D) SAML user.userprincipalname [... *=*

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname

~  Advanced settings

19. iR [5] OT Security % #l] & 385 & il /) URL %5 W5 21 “¢H J&§ PR "HE o .
20. (A i) 78 R HE A I SAML L B (1) 1 34

% 30 % Azure A S LI 21 Tenable 4.

FE B B 50K Azure HI P 20 B ) OT Security N F2 FE o W1 75 % 0T #2 7 A FH 7 #BLR 1R
e E, EEH P BRI K Azure 21 5 il L OT Security A P4 (B B H /A B A1 — 4

BURR) 22 Ta) 33547 B 35 45 4 « OT Security Fil € LI H P H N BB G R P 220, %
S U NEBERMEE . FRELZEL, WS RS LIRS Azure H T E D

3B — AN WL E OT Security P4 B 4H .

WR B SAML ¥ R 50 B 2 B B R (SR P, BOR MR T A B G BT A AL
BR o 73 P 2 2 A4S F 7 i P W] RE IR T B e O BURR

W E ¥ Azure ] i 5F 21 OT Security, i 047 BL T 84 -
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1. £ Azure i, SALE R P AT, 2R )5 di+ WA P14

2. BB KRN, Bl R G R
BV £ 48P P

Home > lilil | Users and groups >

Add Assignment -

TENB OT Research and Development

A\ Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to
the application

R WIRAE Azure R T A B IR ISR T o B N AREFRA T A BrA A", WA
oy F 4H T AN 2 AR

3. WEIFLEFE A LTFRH I, AR5 i m#EE”.
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Users

Selected (0)

z) Reset

() Try changing or adding filters if you don't see what you're looking for.

Search
| | No items selected

25 results found

All Users liat

Name Type Details

User

User

User

User

User

User

User

User

User

User

O 00 4doooogd

Be Be Be Pe Po e Po Po Do Bo

4. Wiy me”, R T o TS N R T
B 2 H B P A L
5. By P (BAL) BB as AR R iz (AL R E O
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D e e i b

Home > lilil

Users and groups

Enterprise Application

0« + Add user/group &7 Edit

tial () Refresh 5% Manage view &P Got feedback?

Overview

0 @ The application will appear for assigned users within My Apps. Set ‘isible to users?' to na in properties to prevent this.
[ eployment Plan

X Diagnose and solve problems .
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
~ Manage

O First 200 shown, search all users & groups

1! Properties

8 Owners Display name Object type

Role assigned

O . User User
3 Snglsionon O = ser Usr

@ Provisioning

L, Roles and administrators

S2 Users and groups

£ Application proxy

C self-service

J Custom security attributes

~

Security

~

Activity

~

Troubleshoating + Suppart

AR -9 & IR
6. fEA M S HA T, dFEE,
AR A T B = R T
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Microsoft Azure

Home > lilil | Users and groups >

i,

| A& Overview

& Edit properties

Overview Monitoring

& Audit logs
D sign-in logs Basic info
¥ Diagnose and solve problems

El Custom security attributes

L. Assigned roles

& Administrative units

£ Groups o
User principal name
Applications
PP Object ID
s Licenses )
Created date time
Ll Devices
User type
Azure role assignments R
Identities
@ Authentication methods
B New support request My Feed

Account status
@ Enabled

a

Edit

Quick actions

—
—
-—

Edit properties

) Refresh

O

P Search resources, services, and docs (G+/)

Q) Reset password (3 Revoke sessions  £03 Manage view A7 Got feedback?

Properties

Group memberships 1

Applications 1
Sep 6, 2024, 611 PM

Assigned roles 0
Guest
ExternalAzureAD Assigned licenses a

B2B invitation

a

Invitation state: Accepted

Reset redemption status

7. {EXFRADF ik £ I K 1R 4 2 Tenable ) 28 ) {F

Home >

User

| Groups

+ Add memberships

X Remove memberships

O Refresh | == Columns | 27 Got feedback?

Overni
& Ovenview [ .2 Search groups | v Add filters
E Auditlogs . ’
Name *. Objectld Group Type Membership Type Email Source
2 sign-in logs
O . O test Security Assigned Cloud

K Diagnose and solve problems
] Custom security attributes
&, Assigned roles
& Administrative units
&2 Groups
B Applications
w4 Licenses
[l Devices

Azure role assignments

@ Authentication methods

2 New support request

8. ik [n| OT Security = #l &, ¥
XTH 1D,

A2 4] F)AELRE W 2 P 5 ) X B IDPHE . i, B R A
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GROUPS ATTRIBUTE ™

[fsf

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

READ-ONLY USERS GROUP OBJECT ID

| |

SECURITY ANALYSTS GROUP OBJECT ID

| |

SECURITY MANAGERS GROUP OBJECT ID

| |

SITE OPERATORS GROUP OBJECT ID

| |

SUPERVISORS GROUP OBJECT ID

Cancel Save

9. o Z W s F] OT Security o A ] F 41 1 45 A 2 7 52 45 9% 1-7,
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SAML

(I SAML single sign-on log-in m

Populate SAML account with the following
ENTITY ID Tenable_OT_

URL https:/

Configuration details
IDP ID fsfsf

IDP URL sfsfs
-—---BEGIN CERTIFICATE-—-—

CERTIFICATE DATA

Read More
USERNAME ATTRIBUTE fsf

GROUPS ATTRIBUTE fsf

ADMINISTRATORS GROUP OBJECT 11

#4352 B Azure TR B

U5 58 % Azure RS B, 5 POAT BLR R AE
1. fE OT Security*SAML T i 7, 87 o #4241 DL & 1] S24% 1D,

SAML

(I SAML single sign-on log-in

Populate SAML account with the following

ENTITY ID enab\E,UT,

URL (& httpsi/.

Configuration details
IDP ID fsfsf

IDP URL sfsfs
---=-BEGIN CERTIFICATE-----

CERTIFICATE DATA

Read More
USERNAME ATTRIBUTE fsf
GROUPS ATTRIBUTE fsf
:&DDMINISTRATORS GROUP OBJECT 11

2. fE Azure | G b, Bl £ S HE R B RBER.
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A 1D) "HE DL e 2 i e N B I I

L e o e ondgec e I 2 Contot
TENB OT RESEARCH AND DEVEL

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > lilil Basic SAML conﬁguration X
lilil | SAML-based Sign-on
Enterprise Application B sae & Got feedback?

o« T Upload metadatafile %) Change single sign-on mode = Test this application 7 Got feedback?

Identifier (Entity ID) * ©

The unique ID that identifies your application to Microsoft Entea ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Overview

Deployment Plan Set up Single Sign-On with SAML

X Diagnose and solve problems An S5O implementation based on federation protocols improves security, reliability, and end user experiences and is easier to Default
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth, Learn
~ Manage more. [Foter an entier e =
11l Properties Read the configuration guide ¢ for help integrating Il Add identifier
& Owners o

Basic SAML Configuration

&, Roles and administrators Reply URL (Assertion Consumer Service URL) * @

Identifier (Entity ID)

& U d The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
sers and groups

Reply URL {Assertion Consumer Service URL)  Required Consumer Service® (ACS) in SAML
D Singlesign-on Sign on URL Gptional
Relay State Optional) Optional index  Default
@ Provisioning Logout Url (Optional) Optional -
5 -
£ Application prox -
PP proxy Add reply URL
C  Self-service e Attributes & Claims
] Cust security attributes o
ustom security attribu A Fill out required fields in Step 1 Sign on URL (Optional)
> Security givenname usergivenname Sign on URL is used if you would like (o perform service provider-initiated single sign-on. This value is the sign-in page URL
3 At surname usersurname for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.
ity emailadress usermail
3 Troubleshooting + Support name useruserprincipainame Enter a sign on URL 2
Unique User Identifier useruserprincipainame

e Relay State (Optional) ©
SAML Certificates The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically
2 URL or URL path that takes users to a specific location within the application.

Toke i rtificate
oken signing certifica 2 i
Status Active Enter a relay state ]
Thumbprint
Expiration 11/27/2029, 11:04:39 AM
Notification Email Logout Url (Optional)
App Federation Metadata Url i i ..
PP Federation Metadata Ur [ - 0 This URL s used to send the SAML logout response back to the application.
Certificate (Base64) Downloa ‘
Fariiomto ot Pt ErDw—— 7

4. Y143 OT Security, 4R J5 7£ “SAML”TL i # , # & #40 LL & ) URL.

5. V) 3] Azure ¥ & , S8 5 7E“FE A SAML BC & "3 7, H SH F URL RS UG 2 £ URL
(b7 = W B F RS URL) "1 U7, DB e 2 1 A\ ) I I URL.
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@ System Restart ®

In order to apply the configuration changes, a restart is required. Restart may take a
few minutes and, during that time, the system will not be available.

Cancel Restart Later Restart Now

2. S B TR R 307U T T 2R G S0 R SAML I R, 58 . o R 5 2R 9T 3L
¥ 5T SAMIL I LA 38 51 0 R 96 918 20 . SR 46 48 R 90 0, LT A
REEWRAD R H &R

Authentication servers changes are pending a restart @

% | SSO & %
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53 Bt 2 OT Security 1] Azure F /7 1] LUHE H H Azure ik P & 5% OT Security.
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£ Username

“ Password

Sign in via S50
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