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¥ & : Tenable A & I /£ Tenable Core (1) 5.4~ 52 b5 & 2 A~ N 2 7 . W 3 2 7E Tenable Core |3
BLZANNHER, NG NHARERF S E A s,

15 2 8 4R o

| & : Tenable 3T £f A & 5 Bl fif v 5 AL AF 28 S8 AH 5 10 1) 8, BRIV S8 465 7 22 e B 0 28 390 1) 38 3] ok 26

Tenable Core XX ¥

71 B o BEEXER
R LML VMware .ova 1 1E VMware 1 3 % Tenable
Core
Microsoft Hyper- Lzip XA
V
i 4 .iso % FEfE A | 22 %% Tenable Core
Tenable $2 fit i) fif £
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https://docs.tenable.com/OT-security/Content/Installation/InstallOTSecurityICPVirtualAppliance.htm
https://docs.tenable.com/OT-security/Content/Installation/InstallOTSecurityICPVirtualAppliance.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Install_TenableCore_ISO.htm

O

VR BRI ] DLAE AR A 7E HAih 2R 55 0 iE 4T Tenable Core, {H Tenable o #2 {1k ix S48 B¢ (1) 356 B S
I

OT Security fifl - 2 5k

A % OT Security 8% OT Security /% & #8 P BARMAE R E ZE L, S0 CRERIGH)
i ] “Tenable OT Security fifi {4 #7657,

OT Security Ji 12, A {4 %2 3K

Ak 2 AE PR BE L AR T UCRTS AR B BRI BE AT P AR o B I B 8 Y B YR R A
JE e 0 4% T L L R ) DR % R/ AR AR T

RN T AE B LA 5 R # 4F Tenable Core + OT Security [ & A< 45 7 »
Tenable Core + OT Security 75 % 37 £ AVX fil AVX2 ff] CPU( %1 41 Intel Haswell B¢ 5 15 B AS) «

REGFR CPU # P T 4% 23 )
R L 8 % i 16 GB RAM 200 GB
A7 fifg 523Kk

Tenable % i 7£ B 3% A7 it (DAS) ¥ 7% (i 4F 2 [l A& i £ (SSD)) %2 %& OT Security, PA3R45 i
P BE . Tenable 58 ZUHE 32 48 FH B A & & & H 845 5 N X3 (DWPD) 1 [ 2 77 fii (SSS) LA T
TR 73 i -

Tenable /N 52 £F 78 W 4% Bt 32 47 i (NAS) 1% % I 22 %% OT Security, /£ W ZAE WL T, 7% 48R A
10 2= Fb Bl 5 45 I 18] (1) 77 i [X 380 09 2% (SAN) B Tenable i 14 15 45 2 b AE 1 B A7 % .
i B 2 1) 225K

b 2 AE PR RE L AR PO R RIS B R RE A P AR . B I 25 8 1 B R R A
JEL e O % o R L M AR A R 2% RN DA R L AR TG L o AR PR P AR A R R Yk AR AR K
R b IR T 3 S 2 C B o WA TR R AT P AN R, LA B T 3 T oHE A R O
LR AE 2 G0 B A7l Bl

OT Security 75 Z AT 52 I 4% i = 1) 5¢ B 4095 Bl 38, OT Security 17 i 1 38 & = 48 204 K /N B
e 1 % BRI B R
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https://docs.tenable.com/general-requirements/Content/OTSecurityHardwareSpecifications.htm

O

n] LLiE SRR R A A7 i 75 SR (GBIR) |, T 75 v it &3 % (Mbps) 3fe DA 2.7( 2%+ 0.25 1 J& 4ii
AH) -

T W S AL B AR & #2105 23 Mbps SPAN it & 1 7 9 | 5 K B9 7 it 223K (GBIR) &R A
(23*2)*2.7=124 GB 7= ] H} T- it & 17 1% -

VR W RS M B 4 R E B 2 A 30 R &, U 75 % 3.75 TB ) PCAP( # 4 G 1l 3K ) 17
il 3% Bl 4% A i AL ML ZER o A7 i 1O U B Mo A8 2K IR S, OT Security & 7 i #ix [H 1) PCAP ¢
&, IR B BN R R .

ICP 24t ZKTaFd
SPAN/TAP &H. & CPU
R z PUBR g oDRe)  mEER R&ED
(Mbps) i
AN it 50 Mbps 4 16 GB RAM 128 GB /N 4x1
Gbps
50-150 Mbps 16 32 GB RAM 512 GB /N 4x1
Gbps
150-300 Mbps 32 64 GB RAM 1TB /D 4x1
Gbps
300 Mbps £ 1 GB 32-64 128 GB RAM &, 2TB 8 & w4 x1
e~ % Gbps
i 5 43 DX LR
OT Security i FH DA F #3010 40 X
X &
/ BIER S
/opt I FE e A0 B8 S A
Ivar/pcap AR AL R (e B AR B R AR Af)
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O
P HE 22 2 T 2 03X 28 g3 XA [R] — MW A - - Tenable 2 U0KF IX 28 ) 25 # 2 3 B0 g 4 b
(¥ 53 X LA $E = A it & . OT Security & # 45 % 48 24 N RS J77, A B AT el B35 /5 N O 5 ) il 4
(5 SSD) A 3k 45 B ££ £ it - Tenable & WAL OT Security i 1) X dfs WA SR ThRERS | 7E %
Jr B O A A 22 3 b A B AT = DWPD 2524 1) SSD.

l RN AERC B A ML TR BE S (RAID 0) B 441 & L &% OT Security 7] & 3% 52 JH 1 g .

IR : Tenable B xf & K (1 %5 77t AN SR A FH RAID f 5 . (BAE —ASsEfl b, e TEEEL A4
AN 2 7, SR P G 2 BE PR ) RAID R A, A D RS2 IS TR) AT LAD 4 AN B — D

P 5% 43¢ 11 3K

W& BB A (B 2) N 25 32 14 RE %2 3¢ OT Security. Tenable & i i F gigabit %
1. VMWare OVA 2 H 2 81 i 1X 28 4% [ . % %% 1SO( 41 Hyper-V) It 3 3 ) @ X L6 552 1

R :Tenable A2 i 10 G M R 1 1 #5 42 fit SR-IOV SCHF, A RIEAE FH 10 G W < (1 ¥ 4 ] 2
L 10 G I JZ .

NIC 25k

OT Security X 7 % — > NIC LL | T+ EM.

OT Security 7% % 2 /b Py A~ NIC LLH T ICP R A% & = .

OT Security 75 Z# 25 IP Huhik PLH T ICP/EM/A% 26 3% .

e J& 4 A1 ICP # AT AC & O 5 4% 2 4> SPAN #% [ .

HR M OT Security 4.1 7T 45, W 45 4 11 O S B SCAF 44 B0 R o

nicO — & 4t v [ 1
nicl — & St [ 2
nic2 — A 4t v [1 3
nic3 — & G it [1 4

U 1% 7E B 41 B R 4L 2R 15 o 2 %5 Tenable Core + OT Security I, nic0 2{ & Zi % 0 1 (192.168.1.5)
Al nic3 Bl R G 0 4 (192.168.3.3) B A 4% P Huhik o HoAd k9 2% 3% 10 4% 41 2% (NIC) { ] DHCP.
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O

4 4 7E VMware | # % Tenable Core + OT Security It , nic3 5 &R %% 0 4 (192.168.3.3) A A i
A 1P ikl . Ho Al NIC {5 F§ DHCP. i\ Tenable Core + OT Security nic1 5 & 4t 3% 1 2 MAC #h
HE 5 VMware #5 2 471 1 B2 & 1 (9 NIC MAC H hEBE % . a0 24 2, & 45 2 VMware Bt B DL BC 6
14 i) Tenable Core MAC Hh 1 .

BFREZELR, HSHFIHMLEFHE P HHE", “E I R 48 W %% " “VMware X #£47

1CPU # 02 2 5 W % 0y, AR 18 1 IR 55 %% 4% CPU( Xeon. Opteron) .
Ty IA] ZE R
15 1 350 25 0 29 2 DA SR

o K E R

o Ui 1ZER
.k SR
T8 B BEE VT M) H BE W 4 BE N %% Tenable Core 1 If $h 4T 76 2k 22 3 .
B ST S B LS, 352 5k F 3 Tenable Core 119 5 1E W 1 i) 22 3Rk 2 R 2R 55 11 5%

ER 5 W appliance.cloud.tenable.com 7 fg i it £ £k 1ISO 2 %5 (IR B AE 28 6 387) , IF H.
W Z5ii)j In]  sensor.cloud.tenable.com 74 fE K B HEAE MY .

g Tenable Core #% EERMER

A

&2 UL VMware .ova {4 AN T V5 Ia) 5B ) B AT S 2 Bl B
¥t Tenable Core.

i 44 .iso L% B U7 ) B X A BE 2 2 Bl B
#r Tenable Core.

Core”,

| R HE L iso XA LR, AFE BRI . FRXELEE, 153 M "BLEH Tenable |

oiig H 2R
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/ConfigureIPAddress.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateTenableCoreOffline.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateTenableCoreOffline.htm

O
#h & Tenable Core IFf 75 22 U5 [v] RF & 1 i > 4k BE N 3k A1 H 35 3 & . Tenable Security Center
e B 8 TN R I U7 RAR o A S 25 5, 1§ 2 {missing or bad snippet))
“Uig I 223K ”. OT Securityth 75 Z 5 & T B H R 7 8o U5 AR . AR ZEE, 62 WPk
ERE= e (L
A i it B

JOVF B BN 3 1RO 3 A

|

| HEE NG E BN E Tenable Core [ P = A IR & .

¥ H &

TCP 22 Nl SSH % #% .

TCP 443 OT Security £ I /] X 35 18 15

TCP 8000 Tenable Core £ I ) A 3 HTTPS J# 15 .
H 3 i

FOVF B PR i 1A HY o A

i H RE

TCP 22 th b SSH &2, AL 45 2 72 A7 il

TCP 443 5 appliance.cloud.tenable.com fl sensor.cloud.tenable.com fI% 55 %%
W H S IE S, H T AT KRG EH

UDP 53 OT Security fil Tenable Core ] tH %4 DNS i {5 -

[ 2% 3 7= 2 T
OT Security # # ( 4311 Kz 1) 77 B35 F 14 4 6 2, 30K 6 308 el kg 11 1 €67
B R ) A

RREWEA PR O, WL M S, DUE BN B Ao R D fo VA U5 A R 4%
Bt LEEAT E 8l &) (77, ERliE) .

“E ML B\ O B (PF i )
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O

REA] DLAE P AN A B BT 2 TR B R B A WA L i, XA TR R H SRS
IT M2 HERE, YL OT W4 it Al 82, A A8 = 3h &l 05 i) OT %77 .

N, #ERIFEENA RN, SN RO TH T b A,

HEICP R e vr M &4, sl LUl E3h &l 0 5 ICP & 37 2 A 19 8 #E 2 JF L Bl IR
HIEAT .

58 i OT Security ¥ &, 16 /5 £ 328 PR 3% . 80T DU J Be & 3% 70 I AT 32 30 25 30 3 4%

7t Tenable #& it (I REF 1 & &, R H B3 BARINE DM O CE BN E3) &6 A O
45 4) Ity OT Security .

VER R 9 WA B2 CRC B IP bk, Tenable 22 WA 9 B A (0 % HI 46 DG B BRGNS . TiC B
i N NI WA S ke K = p = A L P

W O
— AN S I 4 1R FE T kB0 4% W 42 . kB s % (SPAN) 82 11
o I RN AR U B LLIEAT AT

o BT B B BN B AR L S Lo 1 B ds (SPAN) Bz 7 5T Bl 3 1 03 A
(RSPAN) H Fr#z 1.

VR Gl W& O E R R R R v OT 4% 2k 2% B3 3 i 2 SPAN (ERSPAN) i & 2
T

Bl K 5 I = 5 T

£ ¥ & OT Security 2 Gi I, KK o 080 89 I 11+ 70 3 22, X B 7] DA Ok Tenable % 4t 1E 7
iZAT. PRSI T 7B LLEL OT Security ICP #1 OT Security 1% /& 2% f# F 19 3% 11, DL M 3B 4T
*+ 8 % ) A1 5 Tenable Vulnerability Management #1 Tenable Security Center£E % fit 7 1 ¥ [ .

| R A KL VI8 I BT K 3% 1K) Tenable I il A1 51 32 145 8., 18 2 D) Jan i e S

OT Security Core V- &
PLUR 3 18 CR KR 4T FIRES , BAE 5 OT Security Core - 5 18 15 »
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O

I FER O EM 8 oh 2 B 2k, ICP 4 2 B 5 U 1 3% 11 28305 A1 8000 (TCP).

(PN

e th

(PN

fe N
e N

e
f i *
e
e

f i *

f i *
e
f i *
e
e i *

f i *

TCP 443 A1 TCP
28304

TCP 443 #1 TCP
28305

TCP 8000

TCP 28304

TCP 22

TCP 443
TCP 443

- Tk B X

TCP 25 5 587

UDP 514

UDP 53
UDP 123
TCP 389 5f 636
TCP 443

UDP 161

TCP 443

OT f& /& #%

OT Security EM

Tenable Core 1] Web Ft1f]

ICP/OT Security

SSH v I 5 %

Tenable Security Center
cloud.tenable.com
PLC/#% #l] 2%

P 53 T A 1) PR S A Al
55w

Syslog I} %5 %

DNS flz %5 #%
NTP Iz 55 #%
AD fiz %5 #%
SAML 2 fit 12 ¢

SNMP Jii % #&

* tenable.com
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o I 48 5 4y B ik < S Xt
AR WAL ARG B

ICP £1 EM it Xt

18 3 ) Y A U ]
Tenable Core

e I8 4% 18 15

Xt #AF & 48 B 7 3R
A7 5 AT Ui 1]

K% A T A R 2 e
K% T 4R R 2
EB)EH

SMTP( % $ L 7 s F -
)

R IE TR W A e A
syslog 74 &

4 R A
b 14 i 55
AD LDAP £ iy % iiF
B R

%} Tenable Core i 17
SNMP 15 #

B sh ¥ fF . N 2 P
W AE R 0



O

e th

] i i 55

TCP 10146( % 4= i

H)

R A AR Y

OT Security 1% 2 #%

LR i R OR KR 3T JF AR A, BLE L5 OT Security £ 843 38 15

i el
e N
e N

e

et~
f i *
e i *

et

et

] 1 R 4%
+ 3 AW

¥ EI
TCP 8000

TCP 22

TCP 25

UDP 53
UDP 123

UDP 161

TCP 28303

TCP 443 Al
TCP 28304

*.nessus.org

loT & #% %%

BAEXTR
Web 7t 1fi

SSH 1 ] % £

P 5 38 2 A A R S A Al
% A

DNS Jik 55 &
NTP Iz 55 #%

SNMP fik %5 #%

ICP/OT Security
MAL B 38 R IL B, 18
ICP/OT Security I #21i
ICP/OT Security
MAR SR 2% K L@ fE, 7F
ICP/OT Security I #1fk

_55-

¥ ICP £ 3 loT E £
A

H

T8 o ) N Es U | A P GUI

X BEAE R Gt 5 ik & AT 2
AT U 1)

SMTP( 2 % 1+ Ml 4 ) 25)

4 FR AT
it 1) i 55

%} Tenable Core #1777 SNMP

s

K2 5 3 95 UE A 3 4% Ik 4%
E %

& AR ICP Z [0 & i & 4y
96 R /22 4 ) bR B



O
LR s R OR KT IR A, BAME A6 32 30 230 Th g

AL ¥ H BEXNR =]

& H TCP 80 OT & % HTTP 45 20K 71l
& TCP 102 OT % % S7/S7+ il

& H TCP 443 OT & %% HTTP 45 80R 7
& H TCP 445 OT & % WMI % i)

& th TCP 502 OT % % Modbus 1 iX
& H TCP 5432 OT & % PostgreSQL 7 if]
& UDP #1 TCP 44818 OT % CIP 31X

& th TCP/UDP 53 OT & #% DNS

& ICMP OT & % AR )

& UDP 161 OT & % SNMP % 1]

& H UDP 137 OT & % NBNS 7 i)

& H UDP 138 OT & % NetBIOS % 1

VR B A A0 1 DR Bt R R o 2T S o A S T DR T 3l A ) B B P /i AR S i 11 AN B L) 41
®,HS R R RS R A,

OT Security £ h%

PLR 3 11 R AR FF 4T JFIR 4, BLE 5 Tenable Vulnerability Management 11 Tenable Security
Center & Bl 15 .

AL ¥ O HAE X R H

& TCP 443  cloud.tenable.com Tenable Vulnerability Management ££ ji%

& TCP 443  Tenable Security Center Tenable Security Center ££ ik

OT
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A H - | BEBEXMNR H 1
& 443 OT Security Bk OT /L H it Xt .
& H 28306 OT Security 5 OT AR B 1Y & %

WA A 5 2 &
S AT DA BE I L S 1 AT R R 4 £ A

| R A B TR BT IR P k8 BBy O, OT Security 8% A% 1 28 A B8 U5 18] 58 (1) 55 7 1 AH ¢ 3 ]

¥ O ¥y K 4% #R

21 FTP

80 HTTP

102 Step-7/S7+

111 Emerson OVATION
135 WMI

161 SNMP

443 HTTPS

502 MODBUS / MMS
1911 Niagara FOX

2001 Profibus

2222 PCCC_AB-ETH
2404 IEC 60870-5

3500 Bachmann

4000 Emerson ROC
4911 Niagara FOX TLS
5002 Mitsubishi MELSEC
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O

5007 Mitsubishi MELSEC
5432 PSQL / SEL

18245 SRTP

20000 DNP3

20256 PCOM

44818 EthernetlP / CIP
47808 BACNET (udp)
48898 ADS

55553 Honeywell CEE
S9905 Honeywell FTE

4 OT Security ICP

| H 4% : 22 %% OT Security ICP Jf i % f# /] .

VAR P
o WES PR EAES
R A 7 2 o MR I 6 5 B 22 % OT Security ICP J1 7% 22 31 W 2% -

» 2% OT Security ICP i {f % %

¥ & : Tenable £ 1it i) Tenable Core fiff 14 2> il 22 %% Tenable Core + OT Security. 1 5 B 77 % 15 85
HEL B i b, TiEHFEe L. AREZER, S R CE Tenable $& 41 {1 B 4+ F AT
Tenable Core + Tenable OT Security 4 3 % 55,

o %% OT Security ICP & #l % %
Ja 820 IR
% OT Security i% % 3| ) 2%

22 %% OT Security ICP A 4 ¥ %%

7\
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O
A LUK OT Security 1 # 2 A /EHL L 1, 7] BLE 828 HO8CE P 1 B, Bl a0 521

7R :Tenable & i & 76 5 1 I 58 B % B Tenable Core #1 OT Security # & 1] 5 & AIF 38 1) 3% A it B A%
B, 5B B4 5 B ML AR BT ] e Ath iz FE AL B .

DR 2 s
17 B OT Security % #4522 25 B bR (19 T ~F) HLZE E, i AT DL 34 -
1. Bk &S 28 oo id ANLER IR AL A0 1U 46 ks .

=

EE:
o WAERALEEHEHL .
o TR ER B R HE RO (A TS TR ) A S L (AL T TR AR ) R i g

2. (EFIIE 2 LR 225 P MR 22 (R 4R, R HLER 2 e NSO R (D FR 1) il e 2UHLSE £, DAAE
Rl B BN L

3. R FR AL A AT Ut H VR LR A N i T AR TR H R S T, R R ORE B Sk A N S LI
i
A e P 22 3¢ OT Security ¥ 4%, 15 4T AT #:1F :

1. W B & AE T % B3 R (W s ) b

_H

HE:
o T OR S TH P TR
o TRARBUHNE HE I (AT 5 AR ) A S AL (AL T TR ) ok kb ZE .

s WMR¥WERETZAIAE T IRA D, FHRBHE (LT R L) 5 ImA 2% A
6], DA IE 5 48 AT A .

2. Ry 3R A AZ i HL YR 2 A ON A AR R YR i T, AR R A Sk 3 N A2 U LR
AREFENEZHEL, HS R MWEIE S HI.

Ja SR AE
¥ OT Security i% #% 3| W 2%
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https://docs.tenable.com/OT-security/3_18/Content/Installation/InstallTenableOTAppliance.htm#Step7

O
7£ Tenable #2 fit i) il £ F $4.47 Tenable Core + Tenable OT Security 4= i % %

Tenable Core + OT Security & Tenable #& £t i) 5 77 8 {4 | 751 22 & 1 H 6 BRI FH DI BE o 7E 5= 2L 5 i
T, AT AR 1 B (WA CE T RETY)

l R R A W B R R s, RS DL R AR Y

AR il

HRIERA LT IH

HI % AL AT B v) 5] T USB [N A7 B 3h 4% (1 B Y A2 /7, %1 40 Rufus.
H AT L

H3 AT 2% o N RE P, Bl PUTTY .

KT 8GB ] USB x5 = .

51 42 % Tenable Core + OT Security ISO X4, i #1047 LA T #:1F
1. M Tenable T %k U2 [ T %5 % Hr 1 85 25 1ISO 3L A

Tenable Core + Tenable.ot (OL8)

@ & Tenable-Core-0L8-Tenable.ot- Tenable Core Tenable.ot VMware Image 2.75GB Mar 15, 2024 Checksum

20240315.0va
OVA Specifications:

o CPU: 4

o Memory: 16384 MB

o Disk: 205 GB

o Includes Tenable.ot 3.18.51

@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot Installation ISO 958 MB Apr4, 2024 Checksum

20240404.1is0 . . .
o Requires aninternet connection

o Installs the latest version of Tenable.ot and
the latest system packages

@ & Tenable-Core-0L8-Tenable.ot-offline- Tenable Core Tenable.ot Self-Contained 3.32GB Apr 4, 2024 Checksum
20240404.is0 Installation ISO

o Includes Tenable.ot 3.18.51

2. ¥ USB UK 846 A\ PC, 44 J5 /£ DD B3t F 45 1S0 5 A 5 7 17 UK 2 28 i
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https://zh-cn.tenable.com/downloads/tenable-appliance

47 Rufus 4.4.2103 (Portable) -

Drive Properties

Device
NO_LABEL (Disk 1) [16 GB] e

Boot selection
Tenable-Core-OL8-Tenable.ot-offline-20240315.is0 ~ @ SELECT

Persistent partition size
| 0 (No persistence)

Partition scheme Target system
MER v BIOS or UEFI

» Hide advanced drive properties
(L] List USB Hard Drives
[ ] Add fixes for old BIOSes (extra partition, align, etc.)
Use Rufus MER with BIOS 1D 0x80 (Default)

Format Options

Volume label
TenableCore Install 1SO

File system Cluster size

FAT3Z2 (Default) v 8192 bytes (Default)

# Hide advanced format options
Quick format
Create extended label and icon files

(] Check device for bad blocks 1 pass
Status
READY
D O = START CLOSE

“Using image: Tenable-Core-OL8-Tenable.ot-offline-20240315.is0
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ISOHybrid image detected

'@ The image you have selected is an ISOHybrid" image. This means it can be

k. written either in IS0 Image (file copy) mode or DD Image (disk image) mode.
Rufus recommends using I1SO Image mode, so that you always have full access to
the drive after writing it.
However, if you encounter issues during boot, you can try writing this image
again in DD Image mode.

Please select the mode that you want to use to write this image:
() Write in 1SO Image mode (Recommended)

© Write in DD Image mode

3. 55, ¥ USB JX5h #5#F N OT Security 1 % I /) USB i 1 .

4. B G AT E B R & (ML E %A 115200 bps, 8N1 &) , SR J5 47 JF s 5 .
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Zmerican Megatrends, Inc.

5. HILFE /RN, #% <DEL> # N E ¥ .

6. LAY BE N, (A Sk B B AR B A
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O

Aptio Setup Utility - Copyright (C) 2024 Bmerican Megatrends, Inc.
ilelelll Save & Exit
i T
= Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot [Enabled] T
¥
Boot Option Priorities Y =
¥ =
v =
Boot Option #2 [UEFI 05 (WD PC SN740 T e
SDDPNQD-256G) ] ¥»<: Select Screen =
Boot Option #3 [UEFI: SanDisk] ¥: Select Item s
Boot Option #4 [UEFI: SanDisk, YEnter: Select e
Partition 2] ¥+/-: Change Opt. =
Boot Option #5 [WD PC SN740 YFl: General Help =
SDDPNQD-256G] YF2: Previous Values =
F3: Optimized Defaults

4: Save & Exit =
=ESC: Exit

7. GEFECBBYEEIR #17, JFR H SOV USB KA 4

|E%ﬁﬁ%‘ﬂ#%@ﬁﬁuammﬁﬁo
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O

EZP COM6 - PuTTY — O X

Aptio Setup Utility - Copyright (C) 2024 RAmerican Megatrends, Inc.

Boot .

SE——————————
Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot

[Enabled]

Boot Option PriSiujuls=(elsi wEiy
)5S (WD PC SNT740
Oracle Lir (WD PC SN7T4 2560
Boot Option #2 UEFI: San =
UEFI: SanDisk, Partition 2 Screen

Boot Option #3 SRNEEIAEL tem =

BOECROEEn—r-.-—————— B =
e Opt. =

Boot Cption #5 [WD PC SN740 YFl: General Help =

SDDPNQD-256G] ¥YF2: Previous Values
==F3: Optimized Defaults
=F4: Save & Exit =

SESC: Exit

Version 2.20.1271. Copyright (C) 2024 RAmerican Megatrends, Inc.

| VER AT DU — Ok B B (0 R A SRR IZ T RE) -

8. MR B MY, EFREELSFER"

9. W&EHBIG, YH ML Ru, EFEMEHBITESN S (ttyS0) &3 TenableCore”, iX
AT T AR B 22 2 iy LD IR B R A I R AT I B R

VE R ¢ SR8 1 B A S R AL AR B (VGAL HDMI 2§ |, T A] DL 3k % “%2 3% TenableCore” s 1t «
EXMIER T, 2¥EmH 2B R EBEZHEMLS L,
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10.

Ef COMG - PuTTY — O X

command prompt.

ﬁ?‘ﬁ'&%%ﬁi?“o?‘@ET‘HE%Z&\E%F o MG F R mE, Bl RIR 235 il . 1%
Mg, RS FR RS RE S L2 5E K E R A .

A

HEAMMEAHN SRR RZ)E, RGHE RS HIT D & 23 . Tenable & I IE &£ )L
B SR J5 H J2 3 Tenable Core 223 7] & .

Vi AL 22 %% 58 B IRt USB JX 3 25

e BEHEEAE
¥ OT Security i 2 21| )Y 2%

% OT Security ICP f& #l i% £

Zl4 Tenable Core + OT Security # % & VMware & #L#l, 4 2l | % Tenable Core + OT Security
cova I HEFZ AT HEF b
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O

ER MR E iso WA A E 1 .ova X
. i#% % 1§ Tenable Core + OT Security ft) 2 4 3K .

o YR E IR, k%3 Tenable Core”. i % 7“4 ¥ % 3 Tenable Core
+Tenable OT Security”.

s BT BN GHEHZERN P A RREM B 2SR, 2B IEEHEB)5E
B, R iE N ELZ R TR S KRG H .

VAR AR I
o MHINEWIM R LB, AR EKRFP AL,
o BN IR X RN S 11 U n) 57 R S B T A a&, a0 vy 1] R A R ik

EW Tenable Core + OT Security #5354 RE 1, 1 04T BLF 4

1. M Tenable | %k 71 [ K % Tenable Core + OT Security .ova 3 {4 .
2. fEE HAR T 4TI VMware i AL

3. ¥ Tenable Core + OT Security VMware .ova M it Z L 5 A K LLHL .
AREEEMIME ZE L, 152 M VMware LY .

4. R E SRR, BCE KL LU 2 AW A7l 7 R AESK, LR OT Security & 4t % 5K

Hh BT IR R R SR ATEER
5. J& 3 # 1) Tenable Core + OT Security 52
2 T A BE R 2= BoR AL G Sl R . 58 i) 50l AR T BR R L 4 B B I

EEAEAERNERIERZE, RGBT D & 2R T E . TenableZ 131K %5 £5 )L
sy %h, SR )5 1 8 3) Tenable Core % 3 7] & .

| 7N < A0 IR 0G0 Hh A 7 TR) DA A2 2H 23 ) B A7 4 7 0K, 1 2 I R

Ja SR AE

¥ OT Security % 4% 5 M £%

¥ OT Security % £ 3| W 2%
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https://zh-cn.tenable.com/downloads/tenable-appliance
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-17BEDA21-43F6-41F4-8FB2-E01D275FE9B4.html
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/DiskManagement.htm

O

OT Security 7] [F] iy F T P 2% W 4% A0 32 30 25 1) o i OR 165 75 9 5% 25 il 48 it g TRD A0 17 A R b 7 4%
EXRXELZER, BSR MNEEERFI.

EHA AW

Vg BT I B 25 B IR B B W 48 X e LB T (BC BN R VFAR I F5 E 1 5 ICP 1 HUE #2)
W R 7E AT 3% 1) OT Security ¥ % #% 0 I i@ i Tenable Core Bt & 1P Hb il £ H A % 2 % & .

U SR R oy B R B A WA R, U R OR T I8 R RE A 5 RO B R R A A
Pl o Dy B4 1 20 B 1P 3t bk R AR 48 75 2200 B A B pL 3 11, b 37 50 2 RE #0332 I 4%

AREZER, ES WG N T & W A 7 8 (I dn 1) .
W 5% e 2

B — a2 Nk e Tl sl 2% I 4 B e A B D B N 4 T e L B B R e D B H
Fr (SPAN/RSPAN) #2 [ . & 0 20 IC B iy 8315 74 68 1L OT W 4% B i3CFN I8 45 4 A 1E 8 i) mT L
PE

R G T LA OT 4% /& 45 53t 2% i 72 SPAN (ERSPAN) i 38 6 v 18 i 15 #% 2 11 B 4 I 4% 1 I

B

7 E¥ OT Security ¥ £ 1% 2 2 W 2%, 15 017 BLF 82 4E -
A RE L

Tenable £2 4 i) 1 44 15 2% 1] 58 [l P 2% Fh %02 A1 287 ( RJI45 B SFP) 19 W 2% $% 171 . OT Security il
GHET N AOEFRRBOANE D B G B, 0T DUAR 6 75 2 5 b A B .

7£ 9E Tenable 42 fit B B4 b, %806 405 &AM e 545 10, SR )5 15 F 30 J3 3 OT Security %
et MR ERAON A A AT RN
BRI KE LR

IR A cova SR ERE B, WiZ v & ) I AC B 1 DU 4 % 1. RT DLAE 8 S 1A
B Ja BB BN I H At R 2% 3 B g 4 .

WRECATH iso 8¢ .zip (Hyper-V) XA HE B @ L 4, 15 B0 B P 75 20 10 N 2% 4%
M.
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O

MaORIZ I RGBSR PR EREE BN . A XRAEEUN LRENENEZHEE, S0
VMware 3 #%4 8¢ Hyper-V SCAY% .

fic & OT Security ICP

l H A AE 2 B BLBEAT B0

4% OT Security ICP J5 , 7 LA & OT Security. it & ¥ & DL N2 3%

1. 1% & Tenable Core :j# T CLI 8¢ H /' 5t [l 5¢ i Tenable Core 1) #] 45 1% & -

2. {f Tenable Core I % %& OT Security: 7/£ OT Security _I* 52 i Tenable Core % %& .

3. i 2% m Sl & OT Security % B i F %2 %% v S i B OT Security ICP [ & A% & .

% B Tenable Core
Tenable Core ¥ #] 44 it & 7] LLiE i CLI #1 Tenable Core FH J* 5 THi #E4T -
& 2148 ] Tenable Core F /' 511 A B 5¢ Al g 00 2% 356 & O I & .

l ERCWRARAE T30 M AR LM T, EEH R E.

i CLI#EAT KA 46 HC B (7T i)

¥ ] CLI AL & Tenable Core , i #1447 LA #:1E

1. W & ¥ % 4% Tenable Core + OT Security H Bt ik, {5 FH 5 47 $2 & 3% $2 2] OT Security %
%

2. ffi A P 4 wizard F12 10 admin & 3.
IE I 2 H B ) 2% A8 T B 2K i ST
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https://docs.vmware.com/
https://learn.microsoft.com/zh-cn/virtualization/

B | | | | | A | | | | | | T | | | | | | | | | | | | | | | | T T T T | | | T | T 1 A T

pting

3. (FIik) EEEE M IPHME, EW y.
EPERGS D 1( W RE R wm O E, MEFREGER D 3) .

Ethernet <Add=>

System portl <Edit...>

System port3

System port2 <Delete=
Bridge

docker®

5. ¥Enter.
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SO 2 B B R 1 .

| Edit Connection j

Profile name
Device

= ETHERNET <Show=
= IPv4 CONFIGURATIOMN <Manual= <Hide=
Addresses SENIENINSSENNNNNNNNN <Renove>
<pAdd...=

Gatevay

DNS servers <Add...=
Search domains <Add...=

FRouting (Mo custom routes) <Edit...=
[ 1 Never use this network for default route
[ 1 Ignore automatically obtained routes
[ 1 Ignore automatically obtained DNS parameters

[ 1 Reqguire IPv4 addressing for this connection

= IPve CONFIGURATION <Ignore=> <Show=

[X] Automatically connect
[%] Available to all users

<Cancel> <0K=

CAE TS A, IR R E TR A IP IR L BRI S . DNS R 55 4% 55 o 885 T DURY JE BE Bkt
L &

I 1R Sk, S B B A I P O 0k B <A B >
B 2 LM R AR
B EE<B T,

HEEBRIAEW T, &N nico B RS 1 1 Hikid & IP Hhk 192.168.1.5/24 . 14 1] LI AT A7 7] 3
i) IP % 2% i) PC, i F itk IP #3113 i Tenable Core 51 ( ¥ [ 8000) 3K 7€ i% & S Fid &
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O

9. My y IFHx B~ G B ik o . ik S AN AT B T & 3% Tenable Core( 2% i 4% il £
SSH Al Tenable Core [ /" 71f) - Jy OT Security N F £ 5 fd F B 00 1k 7 .

II you Il:cd t.___. 1P ;
command to return to

10. Gk P J, 8 0 F ik Pl ol 5 ] & 8 sk e, B R I 4% 0% 9 5 o A i <l 1 SSH
g Tenable Core 7 i (https://<mgmt-IP> :8000).

i# it Tenable Core A P St H AT ¥ SR B

35 3@ i+ Tenable Core i /' 51 ( 7] 7E https://<mgmt-IP>:8000 | 3k HY) 5¢ AT W il B, &8 75 2N
V2% LA W P 4%

R R BC B S P sk, R A A B 2R PC E0E B AT W 2% U5 18] PL R AT — i
] Tenable Core F J* 51 :

RGN O 1B BIEE O, TACE IP Mkl 192.168.1.5/24
c RO 4 TR, WL E IP ik 192.168.3.3/24., 1 B 2 J5 A& W ok, w74 H A T &
SR
FIE A PC B % 10 4 HL fix B 4% 1% 4% | Tenable Core, 15 #1047 L N4 1F :
1. 48 FH LK R H 45 % 42 PC A1 OT Security ¥ 4% (9 H o — AN T i & i 1 .

2. 7t Windows & i, fi ] win+R T - “i847", % A ncpa.cpl UL4T FF“W & E£".
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(1
£
X

@ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

QOpen: ‘ ntpa.cpl| w

'!" This task will be created with administrative privileges.

Cancel EBrowse...

@"—\U"_‘;_n._mﬂm » Network Connectioss & = | g || Search Network Commections
Organize =

Lacal Asna Confectaan

e — e
Staburs
Cragnase
W Eredge Commections
Creste Shorloud
Dieles:

3. AR MG ERE( BN EHER) IR B
2 BoR AMEEBEE 1.
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Connect using
& Iuel(R) PRO/1000 MT Network Connecton

(oo

i = Chart for Microsolt Metworks
Eiﬂui'ﬂﬂm

o B Fin arc Preeer Shveng for Mossaoft Hetwerks
W 4 et Protoss! Versen § [TCR/PVE)

W 1 interet Protocel Viersion £ (TCPAPvd)

W i Link Layer Topology Discoveny Mepper L0 Driver
W 4 Link-Laywr Topology Discovery Responder

Descnption

Y

4. % “Internet r il iR 4 4 (TCP/IPv4)”, %X 5 i “J@ {7
BB 23 7R “Internet Y AR A 4 (TCP/IPV4) J& #7511 .

Internet Protocol Version 4 [TCP/AIPwd) Properties 4
General

Yo 8 et IP settngs seagned sutomatealy if your retwark SDporE
s capabiity. Otherwse, you need to ask your network sdmrstrator

for the appropriate P setings.
() Ok & 1P skdress automaboaly
{8 Use the folowing [P address:
Dbk DNG senver address automatically
{8 e the Folowang DNS server addresses:
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)]

CEFER TS IP kT,

CAEIP HEHEAE J, N EE R OO E S P . B4, 192.168.1.10 £ & 4t i
1 1 BRI hE, 8% 192.168.3.10 Fx R i 1 4 BRI M b .

. AE“F M HEERHE b, % A\ “255.255.255.07,
e T

9. 7& Chrome % %i 2% /1, T & https:/<mgmt-ip>:8000.

(o))

~

00

Tenable Core

User name

Server: tenable-bztwsz8g

Log in with your server user account.

10. WREMAREEEH AN KD, KRG GOERCE , 285 18 H B & d /g F ik
EHEX ARELHEL, B W QY0 E H Z K,
O g 8 2 51k S )5, Tenable & 3G & & 3 IP Mk o 4n SR BT 540 F YR 4w BTG
HHARZE O AT MIE KM% . HREZELR, ES WM ST EFHI,

VER A EE B B IP H btk |, i & % Tenable Core 3 J5 F & ¥ 7 Ial BLBR |, 4R )5 4 8 I 245 i
Ho

Ja SR AR
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/CreateAdminAccount.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Login_TC.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm

O

1E Tenable Core | % %% OT Security

7t Tenable Core I % 3% OT Security

Tenable 2 fit ) i 14 15 4% [t Bt 791 22 2% () OT Security B F F2 JF « 16 H 5€ SCRE 14 51k 40 % % E 35
2 OT Security I, & 75 2 F3) 5 3h 2Rl 1

VER (fETT 4R %2 3 OT Security B H #2572 1, 26 N84 1 43 Bt /M 5 . B Ok 7£ Tenable Core /it &
B A& b I 2 Rl it , DUV IR IE R . A RHE ZE R, 155 1 M4 S EHAK
OT Security 7% 2 21| W 4% -

T Z Hi
o ORI E A E HAUR .
L {F Tenable Core I % %% OT Security, & 447 LA F #:1F -
1. 7E Chrome ¥ % 2% 11 % 5% Tenable Core:https://<mgmt-ip>:8000.
2. St OT Security.

I 4 1 B OT Security 5T i o

I FER ERE AR FE Tenable i £ &, & 482 #2716 %2 2% OT Security.
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https://docs.tenable.com/OT-security/Content/GettingStarted/NetworkConsiderations.htm
https://docs.tenable.com/OT-security/Content/Installation/ConnectOTSecuritytoNetwork.htm
https://docs.tenable.com/OT-security/Content/Installation/ConnectOTSecuritytoNetwork.htm

indegyadming

tenable-

Tenable OT Security has not finished installing. Confirm that the network interface role assignments below are correct before continuing.

Active query ens192 (

SPAN / Passive Monitoring ens224 ()

Management (The OT Security WebUI) ens192 (1

Install OT Security

Accounts

rvices

Diagnostic Reports

Terminal

Rem Storage

Update Mar ment

LS Certificates

3. #ii“& 3 Tenable OT Security”.

Tenable Core <= J5 5 % 35 31 Bon — NN A N“OT Security IF 7E 2 38 8% T 2 I % 76 #4F
5E I B AT Y R A R
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indegyadmi

tenable-yg6sekl7

Q Search

QOT Security

Overview

System Log

Networking

Storage

Accounts

Services

Diagnostic Reports

Terminal

Remote Storage

Update Management

SSL/TLS Certificates

Backup/Restore

SNMP

s
Sl
=
Il

Administrative access @ Help ¥ n Session ¥

@OT Security is being installed or upgraded and will be available again when the operation completes

OT Security
OT Security is configured to use ens192 for both active queries and management
URLs:  htipsy// 443
License:  Status Unavailable (not-found) Change split-port settings

Service Status:  Stopped Start | Restart

% Error: OT Security install is not complete enough to determine application

Application
Version:  Version
Role Interface Mac Address Ip Address
RPM Version: 4240 Active query ens192
SPAN / Passive Monitoring ens224
Management ens192 1

OF Security installation/upgrade v

Last 24 hours Only emergency ¥ Identifier  tenable.ot-install.sh

Filters Q priority:7 identifier:tenable.ot-install.sh

1:14 P DEBU[23/07/2025 06:14:14.830-04:00] Deploying File from /tmp/dataToDeploy515938476 to /etc/sysconfig/iptables
1:14 P DEBU[23/07/2025 06:14:14.830-04:00] Executing template /opt/indegy/manufacturing/templates/iptables.t

1:14 pu INFO[23/07/2025 06:14:14.830-04:00] [Deploy] Running SetlpTables

o TRV 2K, W RTEIR A5 A AT B O R AT IR AL
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indegyadmi
tenagbyle- Administrative access @ Help ~ c Session ¥

Q Ssearch OT Security
OT Security

OT Security is configured to use ens192 for both active queries and management

URLs:  https://1 2443
License:  Uninitialized Change split-port settings
Overview
Service Status:  Running  Stop | Restart
System Log
4240

Networking Application Version: \_._11cq. 7/23/2025, 1:14:48 PM
Role Interface Mac Address Ip Address

Storage RPM Version: 4240 Active query ens192 0
SPAN / Passive Monitoring ens224 o

Accounts
Management ens192 o 1

Services
Diagnostic Reports

Terminal

OT Security installation/upgrade v

Last 24 hours ¥ Only emergency ¥ |gantifier

Priority

tenable.ot-install.sh

Remote Storage Filters Q priority:7 identifier:tenable.ot-install.sh

Update Management

SSL/TLS Certificates

Starting OT Security

Backup/Restore DEBU[23/07/2025 06:15:07.843-04:00] Starting service anthology.service

INFO[23/07/2025 06:15:07.827-04:00] [Finalize] Running StartService
SNMP

4. (WIik) LR DA

<

EREETTUEFERATARE. AR IR ECHERD 188 + T E WM w0 2: 430 I
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Administrative

OT Security

OT Security NSTALLATION INFO:

OT Security is configured to use nic0 for both active queries and management
URLs:  hitpsy// 443

License:  Active, will expire in 353750 days Change split-port settings

Service Status:  Running Stop  Restart

System Log

ORK INTER
. . 4324
X Application Version:
Networking
Role Interface  Mac Address Ip Address
RPM Version: 4324
Storage Active query nico
SPAN / Passive Monitoring nic1
Accounts .
Management nicO

Diagnostic Reports

Terminal

Remote Storage

a. EHFHWmOEEBFER ST, Pl ERRsmOBE".
I 2 B8 B 22 B OT Security B3R BB "% 1 .

Active query nicO (

nicO (VEOTRGET)
nic1 ()
nic2 ()
nic3 (

SPAN / Passive Menitering

Management (The OT Security WebUI) nicO (

Update split port configuration and restart OT Security  Close

b. #£*“E# (OT Security Web UI)'HE /| K& Bl L& 2 55— A& 0, §l iy D 3.
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@When configuring OT Security in split-port mode, be sure the selected management interface is configured and reachable before continuing

or this machine may become unreachable.

v Active queries gateway { |

Active query nicO (7 !
nicO (1 h o+
SPAN / Passive Monitori nicT 0
assive Monitoring nic2 (
nic3 ( ) v
Management (The OT Security WebUI) nic2 () b

Update split port configuration and restart OT Security | Close

c. (WIiE)FE“EINE WM RAE H, 24 K 1P Hudik
d. BEEHFIRS N OB HF EZH B3 OT Security”.
Tenable Core <= R & 77 22 & 37 J5 sl sl %2 % .

TR AR LR B, 1 20 2 3 At TR BUE B R B o S8 R AR I AR T RE S B LRI (A], 15 20 P T k0l

o

2% e i, T PR T URL HE A i) B 422 0Kk 5 5% OT Security Fl ) 51 -
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English (English) v

Otenable oT security

Welcome to Tenable OT Security setup

Start Setup Wizard

IEE % X8
i 22 %5 7] 5 fid & OT Security % &
i F 22 %5 1) S Bc & OT Security W &

OT Security % %% i) 3k 5] FEE ML B A KRG E KT .

l ER AL, G LEEHEs e (R 7)) B R ESRE.

B ) & A A 5, DA S B St OT Security B H IS H & o B R WA & FEFHLEH G KE R,
i % 7] “% 3% OT Security & # 35 i 4

a2/ RO E BL R IUH -
1. A ER
2. W

3. I fc B AN 2 A ) I 11 B

I ER TR EEN TS, OT Security & /RN B EH B R4t -

-82-



N4

il

% s OT Security & FL {4 &
¥7 B % 5% OT Security & #5414 -
1. WIMAT T A EE 2 —:

o A LR W H 255 B B I & LA (F W PC. 2830 A HL i &%) B # EE #: 3
OT Security 1 £ I ¥4 [ 1.

o CREE B PR AR G AR ul 4 B R 2 A L .

YER R B & T/EN 5 OT Security 3 4% (B 192.168.1.0/24) J& T [F — T % 81 7] % th &
%%

2. HEWEFA P LLIERE OT Security ¥ %, & 047 LL T #:1F
a. HR ‘MR Internet’>ME ML EHL">FHERBRE".
Ui 2 BRI B EB N 5 .

GO"“" Meetwark s Inbemset 3 Wetwork Connectsoas + = | by || Searn Merwars Commectarns
Organize =
- Lecal Ases Conmection - Wit Metwork Connection
Hetwon B HetworkOverlosd.com
C % Dablc ol Compact Wineless-G USE Adapter
Stabun
Cragnase

W Eredge Commections
Creste Shortond

Diclete
B Reume

O g

|&ﬁ%ﬁﬂ%ﬁwmmmm$$ﬁﬁ%ﬁ%%°

b. A A I R
G 23 R A R
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Connect using
£ Intel(R) PRO/1000 MT Network Connection

([ Confpre.._|

Thes connection uses the following gems:

i o8 Chant for Microsolt Networks

¥ JBl0oS Packet Scheduler

i 4% Fils and Prnter Sharing for Mcosoft Networks
W 1 lnlemet Pretacsl Versian & (TCP/IPYE)

v 4 infernsl Protocol Varsion 4 (TCP/1Pvd)

b -a- Link-Layer Topology Discovery Mapper /O Driver
Wi 2 Link-Layer Topology Discovery Responder

) [ Uvis ) [ o

Description

[ Concel |

c. & ¥ “Internet tHil R A& 4 (TCP/IPv4)”, R )5 i Bk~
LI 23 2 O “Internet B L AR A 4 (TCP/IPv4) J& 44 "% 1 .
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Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get [P settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtan an 1P address automatically
(@) Use the following IP address:
IP address:

Default gateway: | . . . |

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

(] vaidate settings upon exit  Advanced...

L IEFEER T IP #bk.

. TECIP M hkHE 46N “192.168.1.107,

. AECF PIHERGHE o, 4 A\ “255.255.255.0”.

R E

OT Security 2 W H #7 i% & -

. fE Chrome I % 2% 1, 5 i & https://192.168.1.5.
I IR 2 T TF 22 3¢ 1m) 3 1) SR BT 4
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\ R
s Powned by Indegy

Welcome to Tenable.ot setup

l R 8 AL OB IRUA ) Chrome 74 BE V5 i) FI 7 1

i AR RER R
A ST, BaRCE P BRI
Ja SR AE
HrER
HEPER

OT Security Z &% a2 ¥ 5| FE TR E R A KRG W E KT 2.

l EE AL, G UAETEER G (R Ao kB R E .

EDAREPS!
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Set-up Wizard

English (English) ~

®

User Info Device

USERNAME *

| admin

Otenable ot security

RETYPE USERNAME *

| admin

FULL NAME *

| admin administrator

PASSWORD *

© 2025 Tenable™, Inc. Version

fERPER W L, ISR ER,

R AR N T, B R EE B R . B S s, T BL e Al A K .
ARAPIKHEZEE, 7§20 A e 5.

1. £ RPEET, MANTEXRENH 4.

WP 22w id 1240574, HREE S NS 7Ry .
2. EEFBMAR/ B D, HHFmAMN 4.
3. &AWy, MANTENBFERER,

I ERHPABERGNREENES HE T ER.

4. 1EBRED, N T E R RENED . ZEDLHEDSEE:
o 12/ F4F
W NCE 352

. NG E
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. KT
R 2/ =
5. fEBEFWMABEE T, BN ED,
6. Hili“F—3",
B I 2 T JF 22 % 1n) 3 1 e &0
J& B4 AE
ie B Bk

B

OT Security % %% ] 50k 5] FREEMACE R A KRG E T FE .

R QA 2, T DU B 6 (H P S ) s BB e O E

English (English)

Otenable o1 security

© 2025 Tenable™, Inc. Version 4.2.40 (Dev)

&I L, R F 5% OT Security “F- 6 115 B :

-88 -

Set-up Wizard
le] @
User Info Device
SITE NAME *

The name of the site where the Tenable OT Security ICP
device is installed

" Site

I Fnable Usage Statistics

Enable this option to turn on telemetry and to
access the OT Security Resource Center. After
enabling or disabling, refresh your browser for the
change to take effect. Note: When enabled, Tenable
collects anonymous telemetry data from your
account. This information cannot be attributed to a
specific individual; it does not include Personal
Data. We analyze this data in-house and also send it
to third-party partners for analytics and
optimization. We use this data to identify ways of
improving the user experience in future Tenable OT
Security releases. We may also use the data for
other reasonable business purposes in accordance
with the Tenable Master Agreement. You can
disable this option at any time, in order to stop
sharing usage statistics with Tenable.

< Back Complete and Restart




O

1. E“Sh R RNE R, $2 4L 223 OT Security 1) 34 £ 1) %4 5 .

2. (TT) A B P T G BB He OF 56, 70 ¥ OT Security i 558 I 4 I i il %
YR

3. B “SERMIFEFEIN.
OT Security 2= 5381 )3 3
Ja S AE
o EEIEEE S P B A I 14 B
e OT Security ¥ 7] ilF &

IR B AN ) B A &

EATER PR, WREF THRrmO"ZNCEENERNZOACSERMAOSE), B
7E 0] LU OT Security ¥ & F0 5l Bl 22 11 3% 52 31 HoAH B 0 9 285 22 e L2 11, A 2 02 I R 1
Tenable Core 1 ix £ i .

T LB, TS R A B 60 B (R A ) -

B E R M O, 35 AT DL R AE
1. 7& OT Security 1% 7% &, & LK W HL 45 ( 252 4t ) 3% 32 3 v 1 3,

2. K HLBEIE 1 BN 28 A2 L b B T

OT Security ¥F 7 iIF ¥ 7%

l B A5 38 o O v AT e R AR R G D e .

Tenable 7] LLAR 45 & 4 b Ml — 1P A BB o S0 VF Rk o &4 1P bl #6852 450 ) # 00 B0 F mTHIE

Blhn, BIAEA 2 A>3 36 AR R 1P M bk, o B0 348 432 28 [A) — T AR 22 A 10 36 A [R] 9
=~ IP Hhl, Tenable 175 ¢ HR 45 iE — IP () H & 1H 5 VF ATHIE . BRI, AN s B v, 1890 75
BAH 3NV AL,

‘% 4% OT Security 5 2% J5 , T PABUE VR AT HIE

VER AT W H BE ¥ Y 4G 1k OT Security ¥ 1 E , 15 Bk R Tenable & /7 & # . 7£ & ] Tenable % J*
6 PR T VF TR S, 465 T LA S8 5 5 06 40 46 00 VF T
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https://docs.tenable.com/OT-security/Content/Installation/InstallTenableOTAppliance.htm

O

H %N Tenable One ¥ & Tenable OT Security A1 H i fH ¢ ¥ 7] 115 &, 15 = W Tenable One
HEIER D).

46 2 T
o 2% OT Security % % »
o W LR G VT W £ M Tenable U 2 14 VF AT IEACHS ( 1 20 AN 74557 19 72 BT %) S

o HiiREHA Internet (K U5 18] ALFR o 41 5 OT Security ¥ %% K 7% 4% 3 Internet, 14 7 3@ i AF {7
PC VE M 7T 3E o

o WR{RIEA BT M Tenable 1K S & FL T . Wi 75 U5 I AUBR , 15 Bk & Tenable Customer
Success Manager.
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https://provisioning.tenable.com/

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. {EBAEI N, i R VAT
BT £ A AR F M\ MO RS 08

License

LICENSE TYPE Perpetual
MAINTEMANCE EXPIRES Dec 29, 2503
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID
Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to .
: ’ . Enter Activation Code
activate your evaluation period
Cancel

3. TE“(1) BB WEE B HE F, o AR RUE
I B AR BRAIE T AROR S SRR P iR B
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Generate Certificate X

ACTIVATIOMN CERTIFICATE

Ik Copy to clipboard

4. Bl R SCA L HI BB RERR ", 285 L SERR
BRI, 0] T AR 2 Ok
5. %%E Tenable M /= & B 7] o (13 fUVE4E(E

a. ff Tenable Ik /7 F H# [ o, 5 /il £ “Tenable OT Security 7 41 {5 BT, 2R 5 1F
T8 T Ik AT R o TR L

BRI 2 e A
b. Wil PGB
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Enter Activation Code x

ACTIVATION CODE *
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License

LICENSE TYPE Perpetual
MAINTEMANCE EXPIRES Dec 29, 2093
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER 1D

Follow these steps in order to update your license

0 Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to -
§ =elEsenvice portal s [prlladilS i Enter Activation Code

activate your evaluation period
Cancel

“BS LR WG OT Security” & 14 76 38 1% T & A T JF
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Otenable  Account

Tenable OT Security Offline Activation

Activate your Tenable OT Security instance offline. For detailed instructions on
offline activation, visit the documentation page.

Activation Code
Enter your Tenable OT Security activation code

Activation Certificate
Enter your Tenable OT Security activation code.

Accept License Agreement
Please review and accept the Ten

| have read and understand the Tenable Software License Agreement

Submit

R AT DUAE O M B B4 N BL R URL PAS i) “BS 40 0% OT Security” )5t

¥ : https://account.tenable.com/offline-activation/ot-security
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Otenable = Account

Tenable OT Security Offline Activation

Activate your Tenable OT ity instance offline. For detailed instructions on offline
activation, visit the docu ion page.

Activation Code
Enter your Tenable OT Security activation code.

~ |have read and understand the Tenable Software License Agreement

| VER W E A E VA B, 1 B T “Tenable 844 ¥ AT OF B 980755 £ .

6. i RAL.
OT Security 2 4 B B0H A0S
7. B HIBIE AR, iF A O 14l
8. & [fl OT Security H1 {1 “VF AT UE 1% 1 K, 48 )5 5 i B N BIE AR AS ™.
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period
Cancel
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Enter Activation Code X

ACTIVATION CODE *
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LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. (EBEE RS, L BB T TE".
I £ Y BT R 1
3. R EHBIIEA".

@ Reinitialize License X

Are you sure?
Once you complete the three-step process to reinitialize your license, the current
license will be replaced by the new one. Until the process is completed, your current

license will remain in effect.

Cancel

B £ R ATENE 11, 3B = R RIA1L R.
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License

LICEMSE TYPE Perpetual
MAINTEMNAMCE EXPIRES Dec 29, 2503
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to reinitialize your license

o Enter license code Enter license code

2 Generate activation certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to
activate your evaluation period

Cancel
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Sensors Search... 0 AUTO-APPROVE SENSOR PAIRING REQUESTS (D) Check for updates B
IP Status Active Que... Active Query Networks Name Last Update ¢
{* Connected Disabled 04:37:54 AM - Oct 29, 2(
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Tenable Core

User name

Password

Server: 1

Log in with your server user account.
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I I 4 B “OT Security £ 8 28 Bt %75 11 .

- 108 -



*ICP IP Address: | |

1P Uner:
ICP Pairwornd:
IEP AP Ky

Unsuthenticatsd Pairing
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a. 1t Tenable Core ] “Tenable ICP iE 53 7 i) “RE MR, 45 1E 115 Bk .

Certificate Subject:  Tenable.ot
Certificate lssuer:  Tenable.ot
Certificate Fingerprint:

Mot Valid Before:  Sun Jul 25 2021 16:46:57 GMT+0300

Mot Valid After:  Tue Jul 25 2023 16:46:57 GMT +0300

val Status:
Appro Pending user approw. Delete

Upload Approved Certificate | Choose File | certificate {1).pem
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Cortificrte Sulsject:  Tenatiect
Cortifiewts lamser:  Tenabhs ot
Cortificate Fingerprint
Mot Valld Babore:  Sun jul 25 3021 184657 GAAT <0300

Nt Valid Afber:  Tus Jul 23 2003 BESEST GMT-0300

( Appr 5‘-19““

Uplosd Approved Certificate | Chizcas Fie | Wo fie chosen
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Sensor pairing requests are pending approval View Requests *

= Otenable ot security

11:49AM  Tuesday, Nov5,2024 @ = Mr.Admin v

88 Overview
Sensors Search, 0 AUTO-APPROVE SENSOR PAIRING REQUESTS () Check for updates B

> 0 Events
P Status Active Que... Active Query Networks Name Last Update 4

@ Policies
{2 Connected Disabled Sensor #90 11:49:22 AM - Nov 5, 2024

> i€ Inventory Pending approval N/A Sensor #92 11:49:16 AM - Nov 5, 2024

. Network Map
> @ Risks
> @ Active Queries

> @ Network

s8umasa

> & Groups
v & Local Settings

Sensors
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Sensor pairing requests are pending approval View Requests

= Otenable 0T security | 11:50AM  Tuesday, Nov5,2024 @ & Mr.Admin v

88 Overview

Sensors Search... el AUTO-APPROVE SENSOR PAIRING REQUESTs (Il Check for updates 53
> {) Events ) . Approve
P Status Active Que.. Active Query Networks Name \ast Update L
33 Policies Delete
{2¥ Connected Disabled Sensor #90 1:49:52 AM - Nov 5, 2024

> i2 Inventory Pending approval N/A Sensor #98 11:49:16 AM - Nov 5, 2024
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Sensors

W HORE VI ey TR, R 7R BE X B Dy o LAt AT B8 FRDIR 35 0 45

Bl (R B S IATE) (6 AT O BRI, (R 2 5 0 IR AIE . 86 5 1L A 3T B
21 4% K 0

EEE LR O IEERE, HEEE.
WP R AL RS R . X T &0 5 40 B0 R A A R, R RE A DR D C ) i R v R A
R BN, JE I R A AP ],

CERE(EEHEIR) B BT, HEE E RS AE A AT A o R A i 1 28304 M A% 25 £
ICPIE# . ARELZE R, 12 WP LI S 0.

2 OT Security 4 288 B £ 46 11E 1A% 1 4% 58 IOBC XS Jo, B8 mT DUBE B 2 7 Ih A% I LIS AT I
EEhER. S EE IS AR

1NIsa

| ER L 52 5, Tenable 2 i & X £ B ICP T [ i A & Tenable Core F 7 5 T K & PR AL Ji% 2% .

BB AR A

n“ OT Security Sensor™#f 73 Fr ik |, 1% 828 A P i B4 5 - ML 4R 22 2% A% J8 3 A i) i B A% B8 o AL

20 22 4 AL R A P 22 R BUARME ) 19 SE~F HLEE b, B w) DUBCZE ~F 17 b o W] C B A% R s W] 2 3 7E
DIN 41 £, B2 3 78 b e 1) 19 9 ~F LR b (A A 2 22 U B d il 4% B 1) o

BB LS 22 e AR B AR

-112-


../../../../../Content/Hardware/HardwareComponents.htm#Sensor

O

T 0] f A KBS 22 BE A AR HE A 19 TE~FHLZE b, B mT DO L e P T (a2 1) E s
PBEZE(GEHTHIERERE)
45 B0 OT Security 1% B 8% 22 38 B bR HE (19 TE~F) ML 2L b, iF AT PA T #1E -

1. WS EFroR, H LRSS 3 2I4% I 4% P9 00 1 R 4T 4L

2. (ERE( N PR T, AR J5 A3 FH R 22 ) K L[] 52 247
3. REHC % SO AL R AR Sl A ML ZE A SR AL 10U Sl

4. P 2O WL 5 MR 2 (R AR 08 , 4 B 0 0 L2 53 5 S B s B L, DL
B FI L

113 -



HEEPH:
o MHIRAMLZEH: M,
o T AR B RS R (AL T JE T AR ) A S AL (AL T TR ) R s ZE .

5. 5 A2 LR £ ( ELHRE) R AR 0 S 1, 40 0 A
FH
5B F %% OT Security f6 4 3 , 47 DL FHR

1. BB HCHE T P B KT T ()

HEPH:
o TR 5 TH P 3H TR
o TR LR BE X O (6L T S AR ) M S AL (AL T TR ) R ki .

2. MBKEEETZ2A KA & T, BRI (6 T E R E) 5 A 2B 2
], DA I 5 =R AR

3. RE AT UL HL R AR (BRI A N T AR AR PR IR 1, AR R RS 9 Sk N 3SR FL YR .

114 -



O

B A i B AR A

f LR ) G B AR R A 2 A AE DIN LB, B2 R AR AR R ) 19 T~ 2 R ML R b (A e A
H7id i % B 1F) .

DIN &8 %3

T AR AE DIN § 80 I 22 2% OT Security 7] fic. B 1& B 2% , W5 P47 BL T 41 -
1. AL T Bk s T T A S, g A R 22 3 21 DIN BUE L.

-—l';'_'
o
[+]
e Y e
(]

H o B
:ID QE
e[ 2|2

2. LA ik —EE R

o HIRHIE I 12-36V i 6 4 Phoenix Contact i 12 28 4 A\ f& B 28 15 4% i ) i1, 3
P 55 B A TO0 AN 35 B ik N SRR AT, MRS ELIR VR 2R E e PR R8s . AR A,
B YR 28 1) 55— i 1 B B R TR .

=0 o |
- T
L ——=
—
— o
e
i .+
———
h——
e [ e]
R
——
o
L
— ——

-115-



O

o XWMHBIR I 12-36V E i 6 4 Phoenix Contact i 12 28 4 A\ A& B 28 15 & i ) i1, 3
P25 o 2 8 U0 0 R R 30 A ok N AR AT, MUK 28 I HA VB 4% 3 % B AL R s

PRJFE 4 U LR LB 00) A S B, A 5 S A 5 0 D
M EHE(EATATRELS)
T LA P 2 R G 2 ) 5 2
TN T AR G BB (19 96 ) BLAE b, W AT DL SR
1. HE 6 6 LAE £ L2 53
a. R B AN 3BT
b, FH AR AT ( ELHR ) 75 8 4 P 00 50 3550 B HE T

2. B M55 & B oo AL AT F A U S

HE:
o MATRMLZEE: ML .
o T AR HRHES HE R O (AL T 5 AR B A S L (AL T TR AR ) R b gE

-116 -



O

3. M FH 2 AR AT (L HR L) R o e i B[ S BIHLIRAE SR b, ARS8 [ e BUALZR |
4. fER AT ik — H R e

o EHIR I 12-36V E i 6 £ Phoenix Contact 3% 22 28 3 A\ A% 2% 28 % & ()il , I
P 65 2 2% TR A JES 30 Ay e N MR AT, MK B U VR R L BIME RSy . R e,
FH R 28 1 2 — i O 22 B L IR HRLVR

= R
=

% o
= |
z. u.
-]
Ch—

o WM HEIE I 12-36V H i 6 £ Phoenix Contact i 3 28 4 A\ A% 5K 2% 15 4% i i1, 3t
P 155 34 o A T 50 0 JEG 35 140 ik N ZQ MR AT, T K A2 IR o U 2k 0% o B R8s .

GRJR K ST U VR R (LR ) SN B B, R0 5 — SR N SR A
R A T A I 2% B R 4%

OT Security % B &8 F T W 5 N 2% i 5 JF K H 3% % 31 OT Security W 4 o & ZHAT W 25 15 1%, &
7 L A B ) 2 A2 e L b B A e 1, o 1 0% B B A OC Y 5 i #8 /PLC.

IS AR AR, TR B AR B 2% . T RLR 5 T AT R 4R A A R 2% A [ R R 4%

117 -



O

4 EOR OT Security Bl A8 22 25 A% Jl 45 32 4% 31 W 2%, 18 AT BL T 38 4F
. £ OT Security 1% /& a5 L, K LR B85 ( SR fit) EZF 3w O 1.

- R HL B0 E B B W 48 S L b A H R T

3. & L, B MUK M R4 ( R ft) ERZBw O 2,

- R HL B0 E B B W 4 2L b B R e

—

N

N

£ B K% OT Security 1] e B A% 18 25 3% 422 21 W 2%, 18 $AT BL TR 45 1E
1. £ OT Security f& /& 4% L, # LUK K 45 ( 232 4L) iE = 2w 0 1.
2. R P2 R B X 2% S e Bl b ) L I

CHERA R, SRR B (D) R B 3.

4. F% R 2% B2 B I 2% AT L B R B AR S 1D

Ui AR KR B AT
R G,
1 ERAT AR Z

o fifi F LA IP0 HE 2 0 A B 5 i) 5 AR Sl (Bt PCL B D A N SR ) H i E R R
OT Security £ /2 45 i1 % [T 1.

w

o R B AR G AR ul 4 B 2 A L .

2. W iRE BIZEH] & TAF s 5 OT Security 1% & 25 (B 192.168.1.5) J& [/ — 5’ , B AT #%
EZRE.

3. FHUL TR FWEFHS IP(L % B FA IP, 4 688 2| OT Security £ /% #%) :
a. HZE“MER Internet’>WE ML EHL">FHBEELHEE.

l R 5 00T RE F Windows Fi A< A [R] 17 B A 2 7

B £ R P R 1 .

-118 -



O

i@!ﬂ!“ Netwoek and Inbernet » Network Connectces » = | 2 || Search Meteeark Comnections
C
Lecal drea Conraction g ‘Wirelert Metwesrk Connection
H HetworkCverioad.com
‘ #""Qnmh: .‘cmﬂﬂu & LSH Adapter
'0‘ Brasge Coampctions
Create Shortont
Delate
ﬁ Renarne
i & Properties

b. i 5 A M E R L R A
SE I 2 R A MR 1

i ) Fils and Printer Sharng for Microsoft Networks
¥ 1 Intermet Pratocol Verson 6 (TCP/IPVE)

i -1 intemat Protocol Viarsion 4 (TCP/IPv4)

i i Link-Layer Topology Discovery Mapper LD Driver
M i Link-Layer Topology Discovery Responder

) (o [ oo

Description

c. 1% #“Internet YA 4 (TCP/IPv4)”, A J5 f @ ik
LR 2 B R “Internet B AR 4% 4 (TCP/IPv4) J& 4% 1D

-119-



Internet Protocol Version 4 (TCP/IPv4) Properties bt
General

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwse, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtain an IP address automatically
() Use the following IP address:
IP address:

Subnet mask:

Default gateway:

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

[] vabdate settings upon exit el

d. EHF“EHATH IP ",
e. 7E“IP HbhE"HE A, % A “192.168.1.10”.
f. 7E“F MMM P, % A “255.255.255.0”
9. MR

OT Security = N FH B W & -

4. 1t Chrome H % 28 4, T i & https://192.168.1.5:8000.

I HER HEEE L Chrome 3 % 2% U5 i) Ul i 1 F 58T iR A ) Chrome.

5. 15 fl; B B2 BT
f# F CLI &R &

f&sm] LLf#E A CLI 5@ it Tenable Core 51 i 5k it Jii OT Security. 5 5% i i Tenable Core A /7 ¢
[ 38 J5 4% 43 B B 2 {5 2, i 2 4 Tenable Core + Tenable OT Security [ /45 55 ) 1 ) 38 J7 %
07 FAFH CLI AT R IR, & AT LN B

-120 -


https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Backup_Restore.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Backup_Restore.htm

O

VERE A B8 R H Tenable Core % i 52 H T H #4710 & 4y - A% OT Security 3.18 2 Hij ik A& $44T
[ 58 L 2 0y o o S 4 A8 2% 08 JRL OT Security 3.18 2 RiT 45 1H i A il 37 10 4% 43, 15 16 R 08 A\ A SR EL
L) Ui B A A

THaR Z W
o HiREAEIR % tar X

E% f& m] LM Tenable Core H (1) “%& 43 178 JR UL 1] T %%, OT Security % 1y L. H R HE £ 15 &,
%% Tenable Core + Tenable OT Security i /7 48 78 ) H [ “48 J5 4 437
OT Security % £ S 75 %1 - tenable-ot-tenable-s2cc78kg-2024-03-21T135648. tar.

Tfi Ff CLIIE JF 48 1 OT Security #4543, 1 #4047 BA F #4E
1. ATBL N #AEZ —, LU A ICP & 45
» E % Tenable Core Jf 1j [n] £¢ ¥y
o ffi j§ SSH % 3.
2. fE% s AT LLT dr &

sudo systemctl start tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-backup.tar)

Horp:

« /home/admin/my-tc-ot-backup.tar /& & AR E R B .

VRS ETFEMRKK A A GEEKR, FRNESE RS TR AE R &0 el LUE bL T 5 A
b JR 3
1f Tenable Core i J* 5t Il /b ¥ i “B 4 iR JR>>“%& R R H B> F R H & 827 L F i 4

journalctl -xf tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-
backup.tar)

H.rf: /home/admin/my-tc-ot-backup.tar & & i T A & .

OTSecurItymﬁELE: ] LIF U6 U5 1) 1% B H FE R - BEISF OT Security 2 5 1EE i 47, 15 £
FH 00 5 28 38 L i 11 443 (HTTPS) % s OT Security [ /7 71 .

BHERSH/ A HEITER

-121 -


https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Backup_Restore.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Login_TC.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Terminal.htm

O

L] & H S SV A B TR AL U5 iR OT Security & I 5 55 7= 4 B W 2% 1% 3l f &2 4
FH O I E A o AR DURR 3 /5 2443 1Y P S T B & OT Security 1 5 TIfE

TEM A TR

= Otenable orsecurity |

88 overview

> B8 Dashboards

Overview (@imuso

> [ Events

@ Policies
T13 o7 controllers
> iE Inventory @ 6atHigh Risk

¥, Network Map

> @ Risks

What's New E

> @ Active Queries

> O et 366 Assets Discovered

> 2 Groups

> & Local Settings 1000 IT Vulnerabilities Found & Nessus

Network Assets by Type

All Assets

7 \l
2. &M
TRNA T EERHP SRR ITE

| & 145 Endpoint

| @ sopLe

SI.No HPAHETE

1 ESCA

2 FFEH

3 BRI R/ B

4 = HI H 3 A A

5 TP

1000 0T Vulnerabilities Found

0 Code Modifications

04:46AM  Tuesday, Oct29,2024 @ 5

o

249 Network Assets L 10T Assets

@ 0atHigh Risk @ DatHigh Risk

21448 High Risk Events 366 Assets Updated

/%, Snapshots

Assets by Criticality

All Assets

7\

| Wl 113 High

| W 87 Medium

#iR
FEEHER, BE =B
IR S E .

R EFHERCHHIL R CEE
H .

R 5 7 B £ S8 B el O B 1) 2B
H a4 5K .

TR A g8 TP M R T H A
[

OT Security 7 J§ 410> o

-122-

(5 I 6

® Generate Report

Last 7 days

@) Active Queries



mainnavigation_menu_v1.png

O

6 4 1 P o 7% 24 B B R G R
i B 0 F Sk B i
I *5 TF(R OE f ) B
B,

% OT Security J& , %5 v PAAE
“RT "M E & F Tenable %
ID. HK & $3 R 3 #F 5 Customer
Success [ B\ i} 75 B2 ft b & 7

ID.

7 YA IR B ‘&7~ OT Security A Fi A< A1
A IE 23 H .

8 EY BRBEESHPIEERER.

3 A A 7 R R
{5 T3 3ot I ) T 6 1 T A B LA R IR 6 K
T R Ak P e

1. 20t 7 0 TR 1 (@M e e ) T

OT Security 4 fi7 i ¥ B 1 Fi 51 7 4 5 % .

0. ERE AR E, s B A ) T k.
K2 AT AR A
{4 T DA P R RS A 7 B FE P R S TR A R A O A

A EE R AT A, 38 AT U R AE
1. EEREE T, Bidih EAR 8 B,

OT Security 2> & 7~ H F1 32 HL

-123-



About

Logout

2. pUkRTF 7.
OT Security £ & 7 24 5 BAF A

Otenable ot Security

Version 4.0.4 (Dev)

Updated Oct 25, 2024
License Type Perpetual
Maintenance Expires Dec 29, 2993

Licensed Assets Unlimited

License Code dummyActivationCode

Computer ID dummyUniqueld

Customer ID 0

© 2024 Tenable™, Inc. Version 4.0.4 (Dev)

Vi 1 B IR

BREH O R T — RHMEBRIRYIR, G 2% Tenable 2 il 5 A1 7 5 F9 SO .

I VER U EIR A O T R .

By A R L, AT LT R AE
1. A EAr @ 4.

BRI 2 B PR AR 0 7
2. Rl R EE RN SR R R R AT SR DL R

- 124 -



o {2 OT Security %15 &
o i T RE B BT

M % OT Security
(TN 11 B LTI 7 T N e S i
o BEYE ;R AT B A R 43R RN 22 AR A AR A B N A 1 2 R “OT Security #E %7

o B RN W TSR E M T A E R PTA BAE . BT BRI O B AR S R R R
BRI BE o 90 G G B SR F - SCADA FEAT L R4 45 il B 2% A o 3 2 B A

o SRE&EE IR NEE R G R T S R

o WERRORPTA CORBLEE I B, 0 VR EAT AR BE L MR R IR 7 IR S OF
B HA R AT BT B g SR B (2t A AR B [ 4 BE 7 A 10T) B LA
(¥ 5E % o 15 2 D T 7

o PIEEBRGT: DL LA 75 2R R 2% R R LR T S B g A

o WK : 2R OT Security £ il iUEI’JFﬁﬁH?%@ZHJJ(@% CVE. 5 3 Bt i il 5 5 Moy
23T I i 155 ) DU R Wi B0 3R . 16 2 IR

s EHFRNEER . RAVWKEEMSHENE . FSHEH LI A"

o WX 2% A s X 2% T 2% TS 7 22 T IR TR HE RS R 2R O Il AR O BodlE , SR g R
RTINS I 7= ) el T

OT Security £ =A™ FL 30 1) & 1P 2R 2515 B
o PULEIC S 1 i om I 45 I HE MR O
o B\ IR W M 45 U 11 58 B B0 A 3R

o R TE R AE 2% b R 2 B BT A N TR A3, b B o6 R R AR AL BT B
PRI TEAAE R .

o W AEE. QMG E RIS E KA. 35S L.
s AWMBE AEMNLERGRE. HESHKE".

ERES

-125-



O

OT Security T ] DA 2 4% % 3 5 75 B8l BL BRI H 1) 81 3% o X 28 3R A R A A AL 1) B € X T
e, 8 T AR U A RS R .

BEEPH E 4.0 LEEBRAT, OT Security 51 A\ T £ i Ul 48 5, {5 I oK 5 37 N F2 7 10 BT B 1
M. fE A T, A ER AR RIG B>~ 00T F ook i 5 72533847 B @ X Ffiik . He e Al
R X LD PRAC AR bR T 18 4.0 4790 1936 4 o B 1 - ¥ OT Security 4.0 X EERAEH H & X
HEIR .

b - S RN R D N < X S B G TINE (BN 2 @R (PR o <X V85) e e WO i A i
Hp R E>RREEEANRARE R E NI R E . X T OT Security 4.0 A1 5 i i A,
R g B B 5> B BRIAE.

H & X3 &R
A ULH E SCE R 51 R L H RT3
A B E R R A, 35 PR AT LR R AR
1. ERBAN, B RE
O £ th LR BRI AR, b R T RE Y .

- 126 -



(Otenable.ot

v & Dashboards

Meens oo @
Risk =

Invento S, 4 LogID Time Event Type Severit; Policy Name Table Settings X
ry g YPp! y v g
a
Events and Policies O Notresol... 1 04:22:14 PM - Oct 29, 2021 Snapshot mismat...  High Snapshot Mismatch ;0' Columns
v & Events O Not resol... 1 01:52:27 PM - Nov 3, 2021 Change in Key Sw...  High Change in controller key state
All Events Notresol.. 14 04:39:34 PM - Nov 3, 2021 Snapshot mismat...  High Snapshot Mismatch LogID
Configuration Events Time
Not resol... 23 03:14:33 PM - Nov 10, 2021 Snapshot mismat...  High Snapshot Mismatch Event Type
SCADAEvents Not resol... 79 09:57:43 AM - Dec 30, 2021 Snapshot mismat...  High Snapshot Mismatch Severity
Policy Name
Network Threats Not resol... 107 11:28:06 AM - Jan 17, 2022 Snapshot mismat...  High Snapshot Mismatch
Source Asset
Network Events O Not resol... 108 11:28:33 AM - Jan 17, 2022 Snapshot mismat...  High Snapshot Mismatch Source Address
ici . Ed Destination Asset
@ Policies Not resol... 113 05:29:09 AM - Jan 19, 2022 Snapshot mismat...  High Snapshot Mismatch B2 Destination Asse
Destination Address
> & Inventory Not resol... 240 09:33:21 AM - Mar 7, 2022 Rockwell Code U.. Low Rockwell Code Upload Protocol
¥ Network Map Not resol... 241 09:33:21 AM - Mar 7, 2022 Rockwell Code U.. Low Rockwell Code Upload [ Event Category
- [] Resolved By
& Vulnerabilities Not resol... 242 09:33:21 AM - Mar 7, 2022 Rockwell Code U.. Low Rockwell Code Upload ] ResolvedOn
> U Active Queries Notresol.. 245 09:33:35 AM - Mar 7, 2022 Rockwell Go Online  Low Rockwell Online Session [] Comment S
> d Network (] Not resol... 246 09:33:36 AM - Mar 7. 2022 Rockwell Go Online  Low Rockwell Online Session M
»
> @ Groups te 3
> o i ;
@' Local Settings Event1 04:22:14PM: Oct 29,2021 Snapshot mismatch High Not resolved
I (D A new code version was detected which doesn't match with older versions of the controller code
Version 3.16.55 Expires Sep 17,2024 Code . .

2. FEFNHE oy, e R R 81 55 3 B IR AE
HRCYH 32 v RS K 1) 21 55 30 1) BRI AE
OT Security X 2 & 71 3% H {1 41
4. (BB E IR R) BVR] R AR B B L
ELA BB IR s Y, 18 $hAT BAR #R A
- L A b AR i h B P 5 AL B

#£ OT Security 4.0 & & & R 4A&F B & X5 B~

Iﬁﬁﬂﬁﬁuﬁ%?ﬁﬁﬁ

tepp e eh, e (0 et
B IR 2t B0 5% B BT A

-127 -



L

Displayed Columns

— )

Select All

ID

Slot

<]

Mame

(< I <]

Type

Risk Score

(< I <]

Criticality

IP

a

Source

<]

M AC

(< I <]

Category

Reset to Default

2. kR 5 55 1 1) Bk AE

| R BV 2 Hh B REGEU 51 55 31 ) R AR

l Rz BRME 2R E S

3. i X A % R B BT AR
OT Security 1X 2= 2 75 1% 1 /) 71 .
BRI P 4 4
S T OPEARTUI , 145 T LA 42 B 15 25 2 5 AT 6 10 4% A 2 Mk 310 26 40 41
A7 B B R AT 43 AL, AT LT B AE

- 128 -



O

1. PR A UG RE LR

WG A 2 B SR B B A DA BB AN o L G
2. [f MRS B GH

Table Settings
ey

Caregory

Wendor

Bl ramay
Wadel

B Frrrrenre
o5
Srate

Pusdus

Hetwors Segment
First Seen

B Lot Seen
Locanon
Backplane
Desripton

Geouping

%) Ko grouping

Crincaliy
CHegery
Vardar
Famidy
Woded

Fimmsne

Seate
Pundioe
LeCanon

Bachplang
Mas=srninhn

3. EHEHIR S AR . B0, REL,

OT Security ¥ 7~ & 73 4 1) 291

-129-



Al Assets B =aa
S P Lt ] Loty L] Leeper - ey Lkl T -
et} BN gy 5
el o
1B remy
e e (7} s
Bcice [ -
o
Bngrrarwng by s
- B i
[ e,
ki S § P
W M e 1 [- Rl
e
B i, et -
oF BTy S i
o Sere ey
LT
[ -
e gk 1% i i
LI L
o fr—
gty
WL PP O T ek
a1 Py
Whadel
Tk T L
B L
L
Pt 1 —
Lilm
-
DT,
> 6y, > ) ”2 AV b T3 > NI
4. B ( BB E R IR ) Bl A OG pR AR R E T E .
\ N NN o 3 B = 32 E/] ﬁﬁ > 1 J
5. B 55 14 1 Sk T R 2% 28 I SEB .
A pssets o [ Yo
L] e Hith; Srore Crims sy L3 Coreguey Warsior Fa
¢ Camaesil)
¢ Comtroleritl
Comvmaniaban Madule (1T
e Acace i Coamimaars s M E L TR EIC TR || L PO Cortroden Pl L
Come Adagte 834 tommuncesonn (BB - TELBICIGLIH | 700N Camtroen Bireed
Comre Apcher 843 Cimmarasticanion ML | = | HE 10 IEIG1LIH1 | 10100 Cantromien Buscicnd
Lo Aiaes 851 { trrrnomt gt M Ea - AELIBEIAILAET | 0000 iy e [ [
v, Adkmes 01 e TR . | HE T ] fo— TR [
e, A @y} £ (e ] a7 A Ea e FEEIEIGIAST | T000 ity ol Eaireeed
B BT Sl £ a7 B | i | g VO B0 O Loy Bira i
D) twmmsponit. [0 g WIGIELI0 | 00T Comtroleny e
1S, e ) Cormmasnication M - 101 1LS Cortrofieny ViRpa Corpoeption
Come Adacte: #15] Cormmasnication M | o | L Cortrofien Esciwad

¥E OT Security 4.0 & 5 & kg A A #% 5%t 51 R 7 4

| FER A O0E H T T BN

1. RS, Pl AR h K.

-130-




+ Add Filter v

840 Assets Group By ~

Search...

| None

. Slot

I Name munication Modul

| Type

1 Risk Score munication Modul
Criticality o

| munication Modul
IP

1 munication Modul
MAC

| munication Modul
Category

i
Vendor

2. HFEM T XL SANSH. B0 BFR.

l R R R E S

OT Security $% fit 1% 2 5%} 51 38 53 20

I R A SR IT e R T B HL AT 0 BRI BT & AR

Xt 3 #EAT HE

- 131 -



l HERHEFENTIARAE.

A X AR AT HE, BT DU A

1. Bl B bR RN AT 442 1% 2 H00f B8 77 B AT HF o B, 5 48 BR b R RT 4% 44 B Y 5 BRI
R B

2. F IR 28 bl B AT S B SR R (B A—Zs Z—A) .
fit 146 31l

R ar BN — A B2 A A s R B L O 328 2% 1 o 07 0 2% P 2 R, DN R R R BT AT O A 5%
P 00 51 3 o i 326 308 TN BT Xt A AN S b L o A A BF AR 2 SR — R B I SR L Ak AR . Bl n, A
PEHIBRB RGO L, BT LU RRT Mk AL, B AR “BERL R Ak 1 S AT R Ik .

A R H R, U AT AT R AE
1. B Bbr & s S br e L, 78R 0 1k B AR Y
2. Ll i % B b Y
IR R L B 0 328 8 TR 81 2R . R TR S TR S 4

EVENT TVPE L4

Unauthorized € | kaarct

Unauthorized C [Select AR)

SIMATIC Hardw Asuet Mot Seen

SIMATIC Hardw Faed Unsecured FTR login
SIMATIC Hargw! Infrusicn Detection
SIMATIC Hardw [ 1 Conflkct

SIMATIC Hardw Madicon Code Liplasd

EEEEEEEE

SIMATIC Hardw Modicon Go Online

Unautharized ¢ [F Rockowell Code Upload

Unauthorized ¢ “

EE

3. MEFEEIRMITTER, AR5 MU Gk ZRRER 1 7T R K R IEAE

| WRCE DB AR ERE G, RFEFEE RN EIEHE.

-132-



O

4. T n] DLAE A1) 3% rp 48 2 0 a6 2% 1R, R Jim 2R 4T 38 % BUDUTH 1 F
5. Hdi“MA".
OT Security 2 #% [ 15 % 75 30 8 51 3% .

l FIbR 55 A e 4% Y Al R s 2 S Uik 4 R .

A LT T O 028 2 A, 1 AT AR B
1. PRk Ay Y H2 4
2. il R AE DUTE BR P A I
3. MR ik I HE Lk T A TR
4. LRI,

fE OT Security 4.0 % 5 & kit 4 = i % 51

l VER R A4 0E H T B BT

1. FEREIE T, B BRI Ka T R,
BERF & AN, KA S kT R .

-133-



All Assets

+ Add Filter ~
ID >

ind All Collapse
Slot >

Type
Name >
Type >
Risk Score > M PLC
IP > E Communic
Criticality > M PLC
MAC > @ PLC
Categor >

gory m PLC

Vendor >

m PLC
Family >

m PLC
Maodel >

® Power Sup
Firmware >

2. WP EAR NI IEAKYE ) TT R
R R H B O 34 38 T 810 3R

-134.-



B’ER

£

3. 3k B A 1 % I 55 3 i) R IEAE

2z}

+ AddFilter ~

ID

Slot
Name
Type
Risk Score
IP
Criticality
MAC
Category
Vendor
Family
Model

Firmware

Ir"' Al Mallmme e AL

Search...

(Blanks)

0

| 13

| R ol AR R 1 R R E e T

UUE, ST DA 2R E IS K
A ERIIR, AT BUR B AR

-135-




1. 6“9 RME o A8 R A
R < EET
3. BIERRIE R OCA, RO .

7£ OT Security 4.0 X E R A BT H R

| ER A SUEH T8I .

PEAE T L, A HTT LU R A R
BRI, W IAT BLF R AE

1. 75 R E i N SO

2. it & 4.

3. B MR SCA, W X

T

& AT LR OT Security UL A7 2 75 (Y AE ] 1) 26 A (¥ 20308 (9] 4 3 4« A7 55 ) BL CSV U A #s 3 &
t .

| ER S RSO A AR 2 0 A B, RO AR S X 2 Al R A N O 0 Sk AR R RT3 .

A BT U, U AT B R AE
1. B2 B W od 1) LI
2. EhpE T, BE(S) %Hl

OT Security 2= T #; CSV #% =X 1 24 -

(e

HA bR EHA — R T iZRERE TR ERE. flin, £ REEE L, BTUEE.
B S0 SO BR SN 7R AR R L, T DR BT BB R

A BT R BRI, AT P AR L

- 136 -



O

o EEAIUER, RJE B AR R R AR H
s B ATZITR, R IEEERE

All Events Search... o) ResoveAl B O

Resolve
Status Log ID Time ¢ Event Type Severity Policy Name Asset Source Address
Download Capture File |
Not resol... 62630 05:35:48 AM - Nov 11, 2024 Intrusion Detection Info - SMB U t0A
Exclude from Policy
Not resol... 62626 05:34:25 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATICHar______ ____sindegyloce
Nt wamn £neno AC.2A437% ARE Ria 4 A4 CINATIA 1 lawrhainn [ CIMAATIA | lmvinimin Fammfi LAUAA E s Lamm

- 137 -



OT Security # %

i FH B B8 o i, 8 52 BN B A O T OT MR85 0 B 22 LAk o 3d i ok o i b g /b A A

NP I 7R RV K T
o ARAE 2R NAE L

o I AN [R] SRA B N YA
o BEE MR A TR
o X R e R IR B

o ERACRAZ T I I Ta) B

B L& K, T 50l o w2

G 5 1) N B8 U, 5 AT BL N R A

1. LN S HAE T, Bd R
LA Sy AN

= Otenable ot Security
88 overview
A .

> 0 Events []Ve rview @mmnw Risk ®
@ Policies

> 2 Inventory

14 0T Controllers

© 6 at High Risk

¥. Network Map

> @ Risks
> ® Active Queries What's New
> @ Network
> 2 6 .
roups 248 Assets Discovered

> & Local Settings

723 Assets Updated

Assets by Type

All Assets

| & 363 Endpoint

|

| = 210 OT Device

| @ sorc

@ 32 Communica...

Version 4.0.11 Expires Dec 31, 2024

K ATTREREE Y Wi

@) Active Queries

| £ 84 Engineering...

T35 Network Assets

© Qat High Risk

5 loT Assets
© 0 at High Risk

1217PM  Monday, Nov 11,2024 @

Executive Report

42 6K Vulnerability Finding

© 532 Critical or High Severity

Last 7 days

1K 0T Vulnerabilities Found 25.4K High Risk Events Network Traffic 2.3K Hosts Involved
1K IT Vulnerabilities Found Y Nessus 1 Code Modifications /3 snapshots Nov 05 Nov 07 Nov 09
Assets by Criticality Highest-Risk Assets © All Assets
All Assets v
Asset Name Asset Type Vendor RiskScore - Criticality
| al 14 High Rouge @ PLC @ Rockwell — 74l High
| W 345 Medium Yuval @ pLc & Rockwell e 72 Il High
[ Comm. Adapter... B Communicati @ Rockwell — 71l High
Praetorian Gurad [ PLC 9 Rockwell — 70l High
Comm. Adapter.. B Communicati 9 Rockwell o— 70l High

-138-



O

MNAK R

RURHE 5 U P53 o o B 809 72 % (8 T 348 °F 5 SR V43 10 99 4«
ﬁj\

VEREAT SR U R B 2 RIRAS o B B R R R R (O 58 2%
W lT B SN LA, R R R Y R R G R P MR

| R R AR 70 70 S BL b B B3 7 A0 O e KU B 7

MR ERCES DOR T O, B0 5 U R A KU SR RN TR AT
T AR L (0 B8 7 25 B TR DT, LB O A A I B L IR TR B A

i F R 3k TS i, 2R 1 R R 7 RO(BOAME) BiE £ 30 R vk 45

R
B 2R (403w 11 PLC. OT ¥4 55 ) i 7 1 58 7 H &
(3R
H)
B 1% BB R 19 B2 AR e R B
(%=
i)

REgs S P m R B RS S, BB A AR SRA L BET  XURE DR AN
BB R, ERRBTAE R UM B A bR B
Fz

PATHR  ER OT HE W K PP . A RELZE LR, S WA R PAT &,

A
=]

A RPATIR T

B mr DLAR 8 32 25 30 IR A0 B0 5 A 30 558 A 1 U BF A 4 7 . OT Security 38 1 £ A XU “TH
B DA SRl 0 S M AR A i S B /N A A, R B R A R ) BT B o XS B 2 R
7 fry AR B 7™ AR LR IR S R LA A AR A DA el O IR B

ik FH 3t 35 A P 3R (8] e 7 R o A R TR e URSE T 0 Rl o R B, DL R B R R
(1577 ) IR 2 30 R A 5 Y B B N aR ™ B A R

-139-



A E A T FEARTE 18 AT B AR
1. LMW S AT, =R
LA Sy AN

==
Overview (Tisouo
114 0T Controllers 5 |oT Assets 744 Network Assets 48K Vulnerability Finding
© 7 atHigh Risk © 0 at High Risk © 0 at High Risk © B34 Critical or High Severity
What's New Last 7 days
242 Assets Discovered 1K 0T Vulnerabilities Found 25.2K High Risk Events Network Traffic 2.2K Hosts Involved
T8 Assets Updated @) Active Queries 1K IT Vulnerabilities Found ) Nessus 1 Code Modifications if7 Snapshots m

2. Bl EARPATIRE .
OT Security 2> 75 3 %0 25 W T FF 4 75 »

3. HEW R T N PDF #% 20, 1 B U 1006 (1) “53 #7 8 PDF”.
SR I 2t AT B 1 A

4. fE“BHA"TNHAEF, EFERHFAN PDF.

5. W U E LR AT i 5 AL B

6. iR

OT Security 2> L PDF #% 20 8 47 #) 45

OT Security (f] B 246 58 7 K B« 7 FERE B 2l e T LU I 475 282 R PR O 6 4% 2847 1 T 47 B8 2,
SR B2 A VA B 100 S5 B B R . IR TIAL T 4R B IE Sk L T FE RN & A AR . e IR AE KL
RIAES I0H B2 TH AR e g 0T #E3E  F0F w0 BAT 22 filt AR o Rk ¥ SRR A .

"E B

- 140 -



= Otenable orsecuriy B 0831AM - Voroay, e 10,2005 @@ (@ =2 v

Inventory

© Inventory

All Assets Controllers & Modules Network Assets loT Assets
> [ Risks
> [ Events + AddFilter ~ Search... el
7 8 Network B54 Assets  GroupBy - )
» '8 Data Collection Name Type Risk Score Criticality P Source
> @ Settings Rouge @ PLC o 76 il High . nic (Local) '
Comm. Adapter #46 B Communication ... — 74 il High . nicl (Local)
Comm. Adapter #24 @ Communication ... c— 74 il High . nicl (Local)
Praetorian Gurad @ PLC o— 72 al  High nic1 (Local)
Al0 L 81E @ PLC — 70 dl High nic1 (Local)

X 3% (4 BT A 55 7 8 A s 2 T BRI b o BRI S B R B, SRR AT R BE
BB, DA M A R IUEE 7 HIRAS S A 5SS F A . OT Security 48 HI W 2% d6x I A1 3= 3h 2 iy ) g 1
S S HHE o A ER U R T A R B RO L e A, DUN A BRI R e B TR
SR AE BRI E A ARER P 48 BE A loT

I FER P 4 BT A R A B A ) 8% AR VB 0T R R v i B A R A B

TR B DT (AR A AR R AR R P B R “10T”) |, RT DL i R R R 1 4
DAL &AL E R B 8 SR8 BB o BIE T BAXE 88 7 51 R 347 HF 5 0R  AT R o A R
ERIRRELR, ES R EHEEE S A m TR

TERMNETER N LS
bR A ) 2 B A R o A R ] A8 T

Z2H iR

2 4 o 2 0 46 o 965 7 0 4 TR B T O 0 0 DR
(V188 2 B )

IP BT 1P ik .

l R WEATRAAZA P,

pRid, MZR 7R Tenable /£ KR & 2 B @ E KH L T A T IP.

| R Frid N Direct’] IP Hidik 5 Tenable & 5 2 @ 7 B2 E R A IP Ho bk . 0 5 R

- 141 -



O

MAC
PREE
M B
KA
R

T
VA
R
& £+
fir &

Ewi
B B
1]
BIER
4
RS54

HR A% IPHERER™ . ARBENEZHERE, ES R E R & 07 A m
TR

YR )4 FR 9 40 A H YR 1 nic 1 B nic 2 B AR BR AR 4 BR (SRR A2 AR KRR ) .
5277 1 MAC ik .

W AE B 7 2H AN 8 T O BE A A R

BB BE 7 1 1P 23 BT 21 R B

BRI SRAY | 1 g L VO BUE (R &5 . HEIRIE 2 B 7 RAL

WP ERBM T B E . WA R RER S B A XTI & A Ah 1
gEH,f:‘é A%\o

Xt AR BB, R B BT B A R G S

57 I

577 B N T E SRR 2R B A4 R

BE 7 b 2RI 2 ] AR A

H P £ OT Security 5 7= W41 15 /S f A B9 5577 B AL B o 15 2 18 "9 B 55 77 TF
LRSS

OT Security &= IR & F e & [ 18] o 3252 3 #f b 0 432 3 0 4% B3R AT 35 30 /1 I
[

N

Bre Eis T #IE RS

WS AR

WEIRA . W RERIME
o F A IE ] A AR O iR AR A AR B AT
o PR PR A% Ak T iR AR
* NoConfig: i & Jy 4% fil] &% X A HC & .

-142-



o BATH IEH & IEEEBAT
o CfFIL EHI S REAT.
o RAIRENARK

iR P A U0 B, B A P #E OT Security 5 7= E (S B i B . 16 S [ G 48 5%
}_L‘_ﬁéél}]/fmu_,\’o
R K 55 B 7 O A RS R R I B R, YRR DY O( T XURRE) B 100( K v XURE) - R

LR 01 W v 7 L2 IR 7o o W v

HEM BB R G IEH s ¥ H BRI BT 3 R MRE 577 KRB0 B 0 5%
AR ME. AT F R

B = HER S EE(O=ERE, 1 =HR&, 2=8BH K%, 3=HEE2E 245,
4= JEE RS

H & X A RABIE H € 7 BEAE AR SR A5 BARIC B8 77 o B R SO Beal Bhs Ah 38 Bt IR

FB B %

TERNG T OT Security P HIIF) & Fh 7= 2884, i B8 T OT Security & FE 4% il & A A % & Ff
BE P A ) B b (9 T, AE N 2% i B J:'%L)

R
mEE R
wyE
Bl WA A T LR R G, TR I s o) 2
2 BN R A, SE AR IR 5 SRR
R DB R R A ek
o 8 A ST 1 2 % B 6 2 0
15 PLC
15 DCS

- 143 -



@ IED
Eﬁl RTU
BMS #5 il

A

DIEZPN

=
Y
@ 15
©

/0
CNC
E
& G
GR RS
{
B3 /1 i F Tk o WK 15 B K IX 31 ICS RS H) S 7 W 2%
W Tl ¥ 2% (1 A% JE s AT A% L BAL) o
DhE it
© iz 1/0
Hh 4k 3%
)

- 144 -



S AH 2%
®
Tk A% 8 28
©
X ) 28
AT 28
e
OT # i1 /2 A FE A R A OT W45 . OT ik %
i Py
Tk % i 2
&l
Tk AZ 1,
&
IRAZES
A2,
A S
o %
& T T BRI

-145-



O

OT fik
%

o 2%

W /2

/3

F 5 ) ol i 1 vk AL
bSR3 BT A R OT i 55 4 M
HAH R A A

P 2% 5 46 (51 n A8 e L B i Eh 4% ) o b
FIN L1 Bt A5 SR 1 W 4 e & S FL A
R

- 146 -

i

I

[

OT fik 55 4%

Historian

HMI

AR 10 % A

RE &

A%

A2 He Ml

# 47 LR M

tr

BES

LA



T A vk

fi%/3

& 2| W 2% 5F H T2 PLC )it 5F
Bl o b SR 60 355 Bir A7 2R 1 AR wlhi %

HAH R A A

- 147 -

U—I

W

%

(93

LA R

577 <K 4

2 1 45

gk A%

T H

A

OT L{Euk

TREuh

JE 40 T A 3k



O

i 55 45

fi%/3

e SRR 7 B Al SRR IT AR 55 4%

- 148 -

i)

i)

SO R 55

Web fx 5% %%

JE AWk 55

A

TenablelCP

TenableEM

Tenable 1%

$ol A% ] A%

loT



loT

fi%/3

I ST 60, 35 25 Al S {0 AH OQ B A%

- 149 -

=
=
'

€

AL

T A

VOIP % %

3D T EI AL

ITEIHL

UPS

IP H i

;oS
Faui
(ayay
—_
AfF
ch



T 28
=l

V7 1R 42 ) &

a 4t

A 4% )
@

% I A R
§

B RO
&)

2 e
(3

BE 97 B %
&

P B F i
B

% 8w %
u

17 fith Ve

- 150 -



WA /3 5 4% 51 9 R 9 1P H i s

BE R EHNEL

‘B WA AE B U s A7 5% OT Security Jy it 36 B 7™ L 19 i A7 £ 1) 4 T VF 4045 2 o bl
FE L — R AL TR A 5 &5 2 BoR FEE B o JE Bk TR R - B A S o e B SRR
Ko

@ Fouee a
PLC
P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Now 27,2024 06:52:31 AM  Unknown  ControlLogix 5560
rimware
20.055
Details
Overview Backplane View
Code Revision NAME Rouge
Backplane #4 (IO
; PURDUE LEVEL Level 1
IP Trail 0 1 2 3 4 5 6 7 8 9
STATE Unknown
Attack Vectors a
ADDITIONAL IPS @ @ @ (m m @ O © @
mh mh mh
Open Ports ADDITIONAL MACS
v iliti FAMILY ControlLogix 5560 2 Q F Q 2
Vulnerabilities g i I i i 3+ 3
c o pd b pd c
VENDOR Rockwell z z 2 Z2 g 2
Active (3) L] = = ] L] ]
MODEL NAME 1756-L61/8 LOGIXS561 = = = = = =
Fixed(0 £ 3 £ = [ £ £ £
ixed (0) LAST SEEN 06:52:31 AM - Nov 27, 2024 5 3 5 3 e 3 5 5 5
S S S E < 2 S S S
Events FIRST SEEN 09:53:34 AM - Oct 30, 2024
LAST UPDATE 06:51:44 AM - Nov 27, 2024
Network Map No card selected...
SOURCES nic? {Local),nicO (Local)
Related Assets NETWORK SEGMENTS Controller / | Controller /
Sources CRITICALITY High
RISK SCORE
General
PLC NAME Rouge
SERIAL D7D63D

A BT AR RE BRI R SR AR R
1. BIAT T AR —
o TR BT AL BR LR 3 % X8 R B AR A T _E Rl B AR R AR B A
o EEBIH Y, M RE>EE
‘W VRAE B A S LU JT R (B A SR B )

- 151 -




O

o BRSkTERE EORA R L A ARSI EAE BRME, Kb g — AR
BT REZE R

s BHRBRE BRI NS T MTEAE R, Kb A& 58 R 51 SR G 1R E H
¥

o RGBT (HUEH T 16 28) - B/~ i OT Security“tt B8 73h 58 & B #2485 A1 LA AT AR5 42
IR OG5 B o X LR A1 RS 51N 8 P A 4 8 58 O VR RS B, ) s ) R B
(' E’Jlj*]ﬁ(ﬁﬁ%ﬂ%/Rung) .

o IPIBER: IR 5 B A0 < M BT A7 24 1 A D 52 TP

s WA B H XA B AR, Eﬂlﬁzﬂi'ﬁ_fﬁﬂ:%’ftﬂlﬁt%?ﬁ’]%m Tuﬁiﬂi
F T il 38 A SR R B B E W Bl g AR, R DU R E B T B AR B g

o BITFFRS O R oR A KB L CATIT R DA R .

o W 2R R 40K P IE B AR AE R B AR B R BRI, B @ i) Windows #: 1E
RS A 5 52 B 0 ORI 0 X6 R e 2R A 15 A% A XU BE 6 7 I O B0GE AE o 1,
1518 2 W s I

o HM MW KE I EMIIE
o P E LG 1 R E I 4% 0 4 1 T AL AL BT
o WA (&M T M 48 A2 e b)) < o 9 258 22 e L b 945 2
s HRE BRI AMRER ™MK,
s W RS RUEMEMITAEEE, flunftr & KA, %70 IP A Mac ik BL A &5
b R T
b Sk B
B Sk R R B AR A AL B
0 Ded o

Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560

EaRNELREU TN ITR:

- 152 -



O
o BRRIBTHIA I
IR (BB R R (R R 0 BE R I BE R

o B7EIREL W OR B A A EAR A A R

s MEEMK D RE XA HNEARAGE, B IPLHENE . R4 M5 E4EMEXEE(H
BAATESTA]) o

o RIS VR A /NG R B R VT 2 o RS VR 40 A 0 B 7 B T I R 1 R R R AT DR
fili (A1 F] 100) o A 5% 40 ] T 52 12 A8 0 U8 B, 18 2 B XU P A 7o B ol XU B 4 748 b T
WoR A RE/NAA, A E T BT PR Al R 2 ) PR 2 (R R e B S A D TR A R
BRERED) 4l oy o Hodr — 20 2R FR M W 1% 0t R VRIS B AH OC B R I BE R

Unresolved Events  Vulnerabilities  Criticality 74
3544 3 High

VRS B g R % 7 VR4 45 B 532 17 Tenable Nessus 134 .

EHED AL Fea i TF]ES DR ER . ES HPATE R D,

1 EEPS)

“VEYAAS Bk TR B R A K PR B AR VA R . AR B B AN, BLER R E
PR A5 MR 48 25T N IC B M - OT Security A 2 78 5 18 € % 7 M R U EE 7« DL R AR A&
T AT R B A AT RS 2 X ) MENE L L TIUH L S AE L BLUK I Profinet. #:1F &
i ARG AT VLR AR RE - USB ¥+ % 3% [ B L IEC-61850 AT R 75 .

HE R :OT Security & 78 B M & 72 IR LIS B . AT A BT A &8 0 #6828 . B,
“EH”. “Nessus HHEE B,

TREIR TR MRS R

i iR
K B 77 44 R B 18 I 4 B I R B E S A RS 1, A R A B SR A R
— bR IRTE B B AR .

i 18 PP X B8 7 [ 334

TR RS 5 ERE R Y.

- 153 -



O

W&
HEIP

H%
Mac

HAh 1P

H At

Mac
EYl
HE R B
e 4
R
R H
LA B
]
IR H
I 1 B
(]
R
EE ol
(]

® Ex
HE M

B AT ERAEIR S . e BOE T E R R B, A
RS E B BB B AFAE A B CE B Y IP Sk
ZRF RE B OB BR b S B AF AE 1Y) B C G B 1) Mac s it

5 B 7 3 T AR B S i 5t ) EL A SR T SQ IR A 1P b kb, AT i B
77 B TR) 82 7 )

Bl dn, PLC( 42 il 45 B 5k ) W REV A H C Y W 2% 3 1, 17 A2 18 1 22 2% 78 JH Al 37 1
o) 3 {5 AR R b G B A 1P M Bk 3R AT U5 ) . TEVE R, B AT RERCA AR DL AN
FoAt 4% 7

55 36 2 A B AL 2 i 8 it ) L A A B B SR K 1 Mac Hudik, R R % B
Fy 8] 3% V7 1]

B TR I A R B B A R
BE 7 1) 1) 36 T Bt L

BRI E S

OT Security 5 U f U 21 55 7= 1 H 51 F0 & 8]

OT Security 7] §¢ & B it PCAP( it & i 3K SC 1) B AT SR80 43 A ik B8 38 e 2 B o

137 QR € 4 o1 ES LTS IS i TR s o Rl w7 @ 27 1 S A A e
T B

BE 7 AR AT E AR A5 2 AR e BE T A T

TR B R B AT AR A T 3 5 () a0 BE R R ) AR ST ME, TR R
A 75 Ak 35 3l R 2 Bl A2 75 e 21

O iR BB 5 % 77 AH JC I B SR UE (40 7% 2% 25 - PCAP. A Hb 2 17) .
A Z B S 2 SRR B .
BEPE ) B DA AT R E T A E e IR B

- 154 -



O

MU VY

i)
E

S W55 B 7 AT 9% R XS FRD 98 E 52 W AM%%EPI%E’J?ZH BREEEN. N
T AR S R B F A (S L SRR ) L AH SR B (B n, dE
Ho A A 2% 5 8 DR &

'ﬁ

— |Rouge
(D &
PLC
P
Firmware
20.055
Details
Overview

Code Revision

IP Trail

Attack Vectors

Open Ports

¥ Vulnerabilities

Active(3)

Fixed (0)

Events

Network Map

Related Assets

Sources

NAME

PURDUE LEVEL

STATE

ADDITIONAL IPS

ADDITIONAL MACS

FAMILY

VENDOR

MODEL NAME

LAST SEEN

FIRST SEEN

LAST UPDATE

SOURCES

NETWORK SEGMENTS

CRITICALITY

RISK SCORE

General

PLC NAME

SERIAL

XTI 2 B R B

A E@Eu%ﬂ‘]%ﬂﬂ%ﬁﬁo P

Nessus 3115 &

FERBEIFR 2 . 1 S R = AR AR

MAC Vendor Model

o ARG BB ) K

- X

Last Seen State Family

Rockwell  1756-L61/B LOGIX5561  Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560

Backplane View

Rouge
Backplane #4
Level 1
0 1 2
Unknown
mh
ControlLogix 5560 3 2 e
3 3 ha
] ] 5
Rockwell s s =
3 = 3
5 5 3
1756-L61/8 LOGIXS561 < < <
13 13 E
06:52:31 AM - Nov 27, 2024 E 5 £
S & S

09:53:34 AM - Oct 30, 2024
06:51:44 AM - Nov 27, 2024
No card selected...
nict (Local),nicO (Local)
Controller /10.100.101.X | Controller /10.101.101.X
High

Rouge

D7D63D

BT ARy, % BoR

Nessus 1 ##15 & A B T &

o T CVTAS AT PR AL ) B

° Tﬁgl

G R

RN $32 AL BT 5 B 1 H A

- 155 -

1@
1@
@

Comm. Adapter #47
Comm. Adapter #46

Comm. Adapter #43

Yuval
A0
Rouge

Wl B BE R R, A

&Y EDT?F?? Fop BoR HPEANE B



O

o AT 1 R B O ) 05 R S B 090, TT BAXE 47 Windows . Linux [ 1T 247 ¥ 7=
HUAT IR A5 998 o 59 O e A TE ) 5 B0 T V£ 2L 9 % 0 T 7E P9 390 0 4 4 R
fl 5

W75 A o< Nessus 34 1 5 2 {5 5, 152 [ “G) & Nessus i {59 "
“FEYAE B UL L) “Nessus i {5 B4 0 32 06 LUF HE4R 45 B
« ERBRIIBH
« ER&HHRIEREHE
o BERERRK

= {Otenable or security ‘
v & Inventory
' Tenable ICP #25
<
All Assets Tenable ICP
Controllers and Modules P MAC Vendor  LastSeen State 0s
[Direct) (Direct) Tenable Jan 6, 2025 08:40:33 PM  Unknown Tenable Core
Network Assets
. Overvi
loT Details verview
NAME Tenable ICP #25
. Network Map IP Trail
PURDUE LEVEL Level 3
> EJ Risks Attack Vectors STATE Unknown
v @ Active Queries Open Ports DIRECTIP
DIRECT MAC
Queries Management ~ Vulnerabilities
VENDOR Tenable
Credentials Active(73) os Tenable Core
> Network Fixed (0) LAST SEEN D8:40:33 PM - Jan 6, 2025
FIRST SEEN 07:38:18 PM - Jan 2, 2025
> & Groups Events
LAST UPDATE 03:16:18 PM - Jan 6, 2025
v & Local Settings Network Map SOURCES nic1 (Local),nicO (Local),Nessus (Nessus),Active-Ot (ActiveQt)
TS Related Assets NETWORK SEGMENTS Security Appliance
CRITICALITY Low
> System Configuration Sources
RISK SCORE
> Environment Configur... Nessus Scan Information
> User Management LAST SUCCESSFUL SCAN 04:19:24 PM - Jan 6, 2025
. LAST SCAN DURATION 21 minutes (12:20:05 PM - Apr 21, 1984)
Integrations
loT Connectors

IEC 61850
“FEYR A5 B L i “IEC 618507# 73 & o 4 52 IED BE 7 Y LA AL B

- 156 -



o BENIFE
- M5
s BT R

D43 o
IED

P MAC Vendor Last Seen State

ABB Jan 27,2025 10:08:18 AM  Unknown

Details

NAME IED #3
1P Trail PURDUE LEVEL Level 1
STATE Unknown
Attack Vectors
DIRECT IP
Open Ports DIRECT MAC
¥ Vulnerabilities VENDOR ABB
LAST SEEN 10:08:18 AM - Jan 27, 2025
Active(9)
FIRST SEEN 03:59:22 PM - Jan 20, 2025
Fixed (0) LAST UPDATE 05:36:18 AM - Jan 27, 2025
Events SOURCES nicl (Local)
NETWORK SEGMENTS Controllel
Network Map
CRITICALITY High
Related Assets RISK SCORE m
|IEC 61850 IEC-61850
VENDOR ABB
Sources
MODEL |EC61850 8-1 SVR
REVISION 155 V5.30.00.24

1Rk SCD XMHMEZER, WS U TAR:
» SCD 1%

» [IEC61850

(MCEC3%)

PR AT e T (DUE A T $2 6 8) 5% i OT SecurityHe U 3 2 1l 58 1 15 ) b 1
A L A BRI A L S B O AT AT 5 8, 3P G 24 5 4 (1R T
IRung) T ) PE 25 L o 65 "B IR 55 X R 0 BRI, R G602 0 R AR T
W AT B SRS o 45 AE RS 2 L 47 e, 7 A ) AR B0 47 7 b .

- 157 -




— | Rouge
< | (@ . S
PLC Finished taking snapshot successfully X
IP MAC
\ \ | | C

Last Seen State Family Firmware

Nov 11, 2024 06:53:52 AM  Unknown  ControlLogix 5560  20.055

Details

Version 1
- 06:55:07 AM - Nov 11, 2024 Version 1 Search...

Code Revision

IP Trail Compare to
Attack Vectors

Name Size
Open Ports

~ Vulnerabilities

Active (3)

Fixed (0)

Events

Network Map

T L 3 LA 7 5% R BB
o BRI PR LR R 0L S DR
o ESMR 1 S KB S AR 2 (R B T AR B A K BRI
o B RAB T LA Bt R E B 0 S 6, B AR R

5 T AL L X SRR 0 20 9 0 05 0 A S B, 09 5 2

N M o B T .0 A

LR #0 Sr 41 7 AUES BT Bos & Ao

R I O

Version 3

08:50:50 AM -

Version 2

Us: WO

Version 1

09:02:29 PM

MNov 10, 2021

A9:20 AM - Nov 10. 2

B i
b L0170 F

Baseline

W21

v Rouge(39)
v Tags(9)
(Unknown) 0:1 0
(Unknown)0:0 0
(Unknown) 0:S 0
(Unknown) 7:1 0
(Bool) False Ala 0

(DInt) RougeTag 0

- 158 -

o

Previous Version -

Compiled on

Nov 11, 2024 06:55:08 AM
Nov 11, 2024 06:55:09 AM
Nov 11, 2024 06:55:09 AM
Nov 11, 2024 06:55:09 AM
Nov 11, 2024 06:55:08 AM

Nov 11, 2024 06:55:09 AM

LA B G ey EE e AN [R] R

Model
1756-L61/B LOGIX5561

Vendor

Rockwell

Set Version as Baseline Take Snapshot

Version {{ordinal}}
Snapshots List

User-initiated Snapshot
06:55:07 AM - Nov 11, 2024

HE i AR




O

I A% s P R A AR BT P A T R PR 0 TR RA T E , RS R Bos 2Rl
RS () T G I 18] o A RN B b — AR IR AR TN, R GRS G AN RROA ok R
R o AR 2 AT RS A e B O T L B G RS o e B — N RROAS, BAE R IR A AR R
B A% P s AU BT

IV 45 B

version ) [ a] campar |_

3
a

A A IF Y]

§ F fF %7 0 |

:I!":!'.\_
e R g

VRS B A R A OC i ade R R A () R E AR B Rung FAR B B TEAHAE B ARG T R &
DARIR 2540 Bor, A H TR MU B R ERE B E k. ZEKRSERENIOREDN
BRR KNI G i3 H W 0T DL BT IR IR A 5 | — R AR B¢ %%”Hﬁﬂiiﬁﬁthiﬁ?, DLEFEHAT T
IR e B G, T G 2 B B B R AR

RS 3 S SRR A

Version 1 Snapshots List

User Inlrlated Snapshm
0B M - Mov 10, 2021

Routine Snapshot

U T A% S o A O S BT A RROAS PR BRI R AR S, I A L FE S B P R T vk DL R d 3R R R
9 H BA A0 B TE] .
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an R AR B2 18] AR A B 2, R Gt ok 2 MR 5 08— RO o i hiAS B PRI D Sl sk
BT R AT AR R PR
b S R 8 i A

A DL PR i AR b RO B 2 i AR BE AT BE B IE AT EE RS, R R A AR S R ORE
X 1 A BRI 2 TR) R 7% ] s GRS A8 Y B

R B ez B 21007 bR
o LS TN <A T 3k A R A R R AR

>l

W00 3 < AN T 3 A e D Bk g AR
£ G B AR BT I WA o g I B KRS

AR R R 5 b — A HEAT BERE, 18 AT LT B A
1. fE B> H 85 A L, BT R A .
2. R BT IR .
3. FERRARBFE G b, £ E BT R RROA
4. (EREEEGAE B G HE UKt B Borh, IR RS b i 2 B — A
5. il ‘BB ILHE .

“PRIGTEANE VG 2 B AR Z W BT 2 5% X TR R, #laf — A Eis
Ros P R A A TR

Version 3 | Search Comparets | Previous Version |:
Mame Size Campied on
Rouge(7)
< Tasks (6]
MainTask(s)
Programs (4}
MainProgram [3)
Tagsddl
W (Dnk) koko o Mo 10, 2021 DE4530 AM
+ (Dini) koko Mow 10, 2021 0&:50:50 AM
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o
1.
2.
3.

K PR I A 5 Z 10 B AR AR 34T FE A (B — AR BRAE) |, 1B AT BT A
108 B> R 88 7B R b, R BT A AR

R BIT LI .

FE R A SRR M T, UL 9 AR L R £ A AR

ERIB VR B & K K0, B RRARERNER".

TR P A )RR AR R, R os H QB E NI R RS

l FER R A e B O B 2R U WA B R AT R LB, AN R A 2 R T AN THE X PR S

FERR AR HE T M, R R B S AR BRI ROA .
BT E R R R AE o E L BRI AME 55 10 T Borh, AR 3 R AR G R R RO

“PRIGTEANE BVE s 2 B A RR Z W BTy 258 W TR RARE, #af — A Eis
TR R A A TR,

1) 2 IR
PP AT T3l A BRI o Bl 0, S BUAE AR N B3 4 A2 42 1) 5% 22 BT AT 22 A S DR

AR P A TR, AR AT LT R AR

1.

2.

3.

2T B> 4 ) 88 77 55 b, 0k 5 T A4 R

B R ABTT kIR

fERIBVEG S B A A L7, Rl R,
BRI P RS AR B

W0 ER AR R B AT AR B, ) 2R Gt 2 R 5 B9 R P R O B RS 0 B 5 B W AR B B AT B SR A SRk
B WER AP, W R 482 0 — > S on AR 2 17 48 58 198 iR

B ER

“IPIBER"ILE TR BoR 5 B 7 M R H B A 1P “W R 751 2 o e B8 7 4 R R R 2 3% il A
W 55 30 B Sk T AR, PR 7R 3 4% B 3L Sl AR e A 557 1 TP
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@ |Roee - X
PLC

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:41:46 AM  Unknown  ControlLogix 5560

P Start Date End Date

IP Trail
© 1756-EN2T/D | Slot 1 (1)
Attack Vectors Oct 30, 2024 09:53:07 AM Active
pen Ports v 1756-EN2TR/C | Slot6(1)
Oct 30, 2024 0%:53:48 AM Active
Vulnerabilities
~ 1756-ENBT/A | Slot 8(1)
Active (3) Oct 30, 2024 09:53:38 AM Active
Fixed(0) © 1756-L81E/B | Slot 3(1)
Oct 30, 2024 09:53:07 AM Active
Event:
Network Map

X 2L Z1) 3 A0 45 48 HT 1P b 9 0T 46 R0 45 AR H 30 . 4 R H 17 RY 2k T 4
o JEBN LB AT IEAE AT P k.

o (B RA/RFMED) ok BE 1P Mk b TS B R LR A (0 SR Az bk AR i 2 30 RZ N —
HAETEARE) .

o {B #/nt Y AEIEBh) < bR 10 1P Mo bk b G S0 RN A (0 SR %kt 7R 3 5 30
R BT KN ] A A T RS BRES )

o Je¥ESY 1P Hu bk IF B 5 — U
g Ep g

Wl 2 m] A X 2% v By 52 0ol FR) 95 B 2 R O B B A U I BURR o 1% B R 7 MLy
bR, B IR AR A Moy 5 AT BRI B U7 1) ALBR B 38 4%

G Ay B 5 ML g AR ?
HE 2 HRR V7, 2R 0K T B 1 B A IR S R A, R T R 9 B

FEIR AR . BE TR PA 2 A S BN R &R, FE A AT X 1 7 3ok IR Bl G R i B g R . &
AL+
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o BT SE 2

o BARMIKE

o BT MBS T A

o HMEREAE (HERM /2 F M 2% 5 A ERIE A

2 110 28 3 TR
BLWs R R BT 346 3 45 10 9 A8 Mo 0 OIS B &2 e I, W AT DL R HERE I 2 il 2D 0B
o PRAR I & 12 A B & B 77 I AR OC JRUBSE T 43 BYER i XGRS BF 43 o
o i KRE FE Rl D BT W X A R IR 2% (B B X B FD R 4% ) 1R U i
o A EE L RIEAE KA, HRUEIX KA SR A S . iR IX @5 A IFER CE
L) B AT (A8 o B v 1 BN B R 55 ), DAY BR T AR B & AR
ENs PG K o

T RN AR VS T A BT i o TTER T R V7 G ok e R K 5
SRR A o e T i R B T VA T R

* H3h:OT Security P fili it 47 78 45 X oy i 42 F IR 0l ik & 5 B B i@ 12

o FE e €I B )5, OT Security 23 e o vl F T U5 il H A5 58 7 KW A B A2 () «
AR RCH S g AR, 1 AT DU A

1. SHEPTH H bR KR REAE BT, )5 Rl g R i ik .

2. Bl AR, RGN R RIS R T R Bk ERIR

Details
°
Code Revision Select Source Automatically

IP Trail Select Source Manually

Attack Vectors

G IR 7 g A% 4 B B 2R B R R AR B s AR R R
BT A I A, W IAT BAR R A
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MR DT H AR R R R B, RS Tl AR R
SN P N A S NI VA B L s i o B - R
SRR 2 B IR
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Select Source

Search... 0
1757 Assets

Name Risk Score Type

Endpoint #1721 0 i1 Endpoint
Endpoint #1526 0 11 Endpoint
Endpoint #875 0 i1 Endpoint
Endpoint #286 0 11 Endpoint
Endpoint #258 0 i1 Endpoint
Endpoint #1458 0 11 Endpoint
Endpoint #1711 0 i1 Endpoint
Endpoint #95 0 11 Endpoint
Endpoint #1543 0 i1 Endpoint
Endpoint #1204 0 11 Endpoint
Endpoint #910 0 i1 Endpoint
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O

| R CBOAEOUN, B 4% XU PE o HE . R CLR B T R R 0 R s s B B AT R

3. LEFEPT T IR B
4. PR
I B B i A2 4 T B AR RO BOR 7E B AR Ik R .
e ERU G TpL

Details o
Attack Vector generated on 07:02:02 AM - Nov 11, 2024 ‘ Export Generate v

Code Revision

IP Trail

Attack Vectors

Open Ports

~ Vulnerabilities m
o (2] -*
Active (3) — /A\\
NetBIOS (137/UDP) NetBIOS (137/UDP. (€@ >
Comm. Adanter #60 OT Device #59 \V_/

Fixed (0) U @
(-

Events Rouge T

Wl I AR IR R R 1R BT X 4R 2 H AR BT AR R B i@ AR R AR . A O L 55 K T HE
BoR TR Bk i@ AR B A s AN R Bl i R B R AEE DL e R

o X H AT R, RS S o R ZONA P ik o B B A B AT
R A o8 H XU PR AR BE 2 TR AE

o RGN BRSNS E B A IE A
o LRI BT 4 DL Fe e

Network Map

I : Y- SN TR T o Eoaviy e N S = (1R 7 U 7 QL s w2 o v B At R AL

REAPIRIRT

“BITFRE O7E DR SR lE P~ BRI 05 R . KRG T BA ST im0
VEYRME B, A HE H A i P B0 L T8 e B . b VR R B BOHE 19 B R TR DL R 3R 8 e 1 LT
FF I B R VR (30 & . o5 0 B4t . X 1 . Tenable Network Monitor 5% Tenable Nessus 1
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i) o Wb, RGR RoR B RS T P AR SRR O AT O I S 181 3R (04l a3k 5 AR
] [ 3 1) o By 1P 55 [ & Sk on] T AR, DL R H O I 1 3 .

o a
PLC

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:46:41 AM  Unknown  ControlLogix 5560
Hrmware
20.055
Details

Search...
Code Revision

o Port mapping is turned off

Actions «~ Update Open Ports

Configure Queries  *

IP Treil
Attack Vectors Port Protocol Source Description Last update
Open Ports - | 1756-L81E/B | Slot 3(2)
80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 27, 2024 08:42:58 AM
v Vulnerabilities
44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:23 AM
Active (3) | 1756-EN2T/D | Slot 1(2)
Fixed (0) 80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 27, 2024 08:42:58 AM
44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:46 AM
Events
| 1756-ENBT/A | Slot 8(2)
Network Map 80 HTTR (80/TCP) Conversations Hypertext Transfer Protacol Nov 16,2024 04:13:17 PM
Related Assets 44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 16, 2024 04:17:50 PM
| 1756-EN2TR/C | Slot 6(1)
Sources

44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:43:37 AM

KRG HHE T BITFmARNERBR. v 5, ARG U 28t — 2 2 W] o 075 4k
THAPIRE a7, ST T o 13 20K 5 2h AR A N B o BRAOA T Oy J o 223 B2 AT JF
i 1B A6 T IR B I K, B 2 B %

A DLAE 22 2) 29 A S B O AT I i A3 96 2 8. 6 Rl BUA X BT B s AT Fah &, DL R
AT I 19 3 1 51 3%

T F) R CAT IT I i 81 3%, 1 AT BN Ak
1.5 W B> R P 4 B b T T
B 2 R B R VAR BB
2. B BT IR 0L IR .
3. FECHT I Mm H"E &M A ARG EFHCHTANRD”
AT H A, SR O A A s R R B 29T T B .
“CLAT T I s 7 TR R At 1 A

A DAAE JE AN 45 E B2 1 AT T I i PR TR T, BEERR E O T T 3 R B RLR Bt b 1R
1.

o
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ActiveQueries.htm

O

i 3B AT P 38 B 1R 4 4
o BF EI U A B & I Web FEiT, s H Al v A K 4E A4S B S W .

of

AR E I H B AT, W AT BL R R AE

1. FE TR > SR BRI R = b, BTSN B
BER 2 R B PR VRG4S BB

2. BB IR IR Ok IR .

3. MEFE—ANHEE I H .

4. iR

5. MW FH ik,
OT Security %J it %t ¥ 1 3z 17 4 4

HEBE DT R, T IRAT BN A

l YER : UL A 75 1 80( T Web 1 1) I8 T CL4T JF By 11 2 — I ol A

1. fEB R >R BN T =5 b, & 5.
BES 2 BN R RS BB
2. BB IR IR Ok IR .
3. MeFE— AN E I H .
4. i ERAET R
5. Wikt EE.
S N R 3T O — A 7 B0 NE RSk TR, BRI B B 1.
i ¥

W7k IR = 8 on OT Security i {45 I 21 1 52 W0 15 € 587 10 T A7 I 17 (0 51 3% o & 48 2 1R 31
I, B s iR Windows #8AF & 4t A3 H 5y 52 B0y 1 B WORT 2 R0 0 4 e JRA e A A XU B
e T BT BOBAE 3w 1o IR 22 A BL R KRB R BB R &SRR R T
Jo K R R R PR S o ek TR R S RS R > IR IR O T SR S B A
A, WA 58 E B 7 A Ok I R B A o A S TeTRAE B Ul B, 3 2 YR
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| @ |Roee a
PLC
P MAC Vendor Model Last Seen State Family
1} Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:55:33 AM  Unknown  ControlLogix 5560
20.055
Details

Search... 0o 202411200946 Actions Update plugins S

Code Revision

o You can enable automatic cloud updates for the Nessus Plugin Set Configure Seftings %

IP Trail

Attack Vectors Name Severity + VPR Plugin family Plugin ID Source owner Comment

Open Ports Rockwell Automation Logix5000 Progra... Critical 6.5 Tenable.ot 500002 Tot I?
S
a

Rockwell Automation Logix Contrallers|... Critical 5.9 Tenable.ot 500451 Tot “
~ Vulnerabilities

Active (3)
Rockwell Automation Logix5000 Programmable Automation Controller Buffer Overflow (CVE-2016-9343) Critical 6.5 Tenable.ot 500092
Fixed(0) Plugin Output
Events
Port: 0/ tcp Source: Tot Last Hit date: 11:20:26 AM - Nov 25, 2024 Copy to clipboard
Network Map

Vendor : Rockwell
Related Assets Family : ControlLogix 5560
Model : 1756-L61/B LOGIXS5561

version : 20.055
Sources

FAF

BRI IR SRR OT Security $7fi £ o I 2 9 W9 45 o 8 K2 5% 7 B S5 (0 T 40 51 3% o w] DUd i
BEEIR MBI LR S BRI B R B g R s WE - ATARYE A R S0 (B dn 4R S8R L 7 AR
JE SR 44 BK) X 2R AT o0 Ao 3R] DA S A R AT R AN ik, i a] DR R SOAR . AR
HE CHRER B, 15 2 b8 B 6 H P T R
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P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 09:06:39 AM  Unknown  ControlLogix 5560
rinware
20.055
Details
Search jol O
Code Revision
Status LogID Time + Event Type Severity Policy Name Source Asset Source Address Destination Asset Destin
IP Trail L.
Not resol... 119430 09:05:36 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.locz A10| Comm.Ada; 10.1
Attack Vectors Not resal... 119414 08:51:24 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C
Open Ports Not resal... 119412 08:50:28 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C §
o
Not resal... 119409 08:50:06 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce Rouge 1010
v Vulnerabilities
Not resol... 119384 08:41:20 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10 | Comm.Ada; 10.1C
Active (3) Not resol... 119364 08:37:27 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10| Comm.Ada; 10.1C
Fixed(0)
Errt: Event 119430 09:05:36 AM - Nov 27, 2024  Rockwell Code Upload Low Notresolved
vents
Network Map Details Code was uploaded from a controller to an engineering station
Code SOURCE NAME e | D o
Related Assets Why is this important? Suggested Mitigation
SOURCE IP ADDRESS
Source
Sources A10 | Comm.Adapter #48 | Yuval | Comm. The system has detected an upload of 1) Check whether the upload was done
Adapter #45 | Comm. Adapter #43 | Comm. the controller code that was done via as part of scheduled maintenance work
> Destination DESTINATION NAME Adapter #47 | Rouge | Comm. Adapter #46 | the network. and verify that the source of the
Comm. Adapter@ . When not part of regular operations, a operation is approved to perform this
Polic X code upload can be used to gather operation.
y DESTINATION IP ADDRESS information on the controller behavior
- o as part of reconnaissance activity. 2) If this was not part of a planned
Status DESTINATION MAC ADDRESS 3

operation, check the source asset of the
event to determine if it has been

B RS R A R TR F G R, IR N A TR . RGEANE R 5 Pk F AR F A
KRB RHIEINR . ARFMFNEZFELE, FS W FHLE

AT AT — A BRAE L A, 1% 3 AT T &1 6 BT 3 = 1 SR AT DL #RAE
o FRGR K ME AR D N TR
o FEHE IR T B UL F R PCAP S
o MSEBE HHERR - Dy ik T4 61 2 5 mE HE R I
ARXERENTEMER, S FM— =,
TERNA TEIN AT R ERME R

Z2H iR

7

H &
ID

RGLE MK T 25 H 1 D,

B[] HAE R AR H 3R A .
B4 Ui B fih 2 A TS B KA . AR AR R G R B I SRR AR . R & SR R (R
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JEE
BEE

R
2K

BRHE

IR

IR

H #5

i

H A5
i hE

Pl
B
eS|

VLHL, T8 S B g R
BRI EAR RO LR A& AT REE B
o Tk RIE
s [ERERILE KA. RITE T I KA
c B ORAEBAEMLFTES, FEERE. BAETTER T LA,
o PHIOKRAEWBAMLFTIES, HmERE. BALEI AR,
A R A TR SR 1) 44 PR o 1% 44 PR i T R B B SR R

JCHERF AT R BT B 44 PR o T B A R B R

FEFAF I B [ 1P B MAC,

KA I B (1 1P B MAC,

X AR R B A4 RR o b BUR AR A B S R BE R

X S RZ W B /) IP B MAC

P IS0 72 A 50 I SR s BT A R A A Ok A
TR FH A R

EE AR F A A F47FRF L RN B4R K F 5 &L

7~ 1 € R ) A
PAR 2 25 A R0 A ] 22 0 B (7 0% SE IR VE Al 1 15 B, 38 2 B S SRR 1 2R

A7) :
o BCEF M XM TR
o PR A% U6 UIE B X L N AR T X 2% P i I g R AE AR
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O

o 1 I 4% I 3h S I 3h BS54 T R 2R IR Bl (RIDAE WY 48 A BT 2 ]
S ) i 4 7) AH K o

 SCADA = {1 - 1R il 4% fil 4% K4 1 10 A2 5 SR

o R 4% B S A X 2 SIS R IR TR N AR B [ 1 2% 9 B

o PG A X L SR S 0% TR I BE 7 DL K B 2 TR KB AS TR R
RE BN HAF RS O IL O R R

B R b g Y 7 G T ST R E AR R G R AR TS R 7
*

R AT ORI, B A % R N D R
zE

TR ST 7 PR R A I S IR A ATV R

XX 2% ke 55t

“POY £ BRI E T S R B A T 4% R A T MR TR o AL IR O i i W AR 2 30 R A
ST A E

. @ Foue a
PLC
| |

Search...

Attack Vectors

Open Ports

Active (3}

Fixed (0]

a
(¢

A
>
g
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e 326 TR A R B AR RS P R R b R R A R SR L, (AR T R R e Y
o oehh, BB R BOR 5 B B RE R, A R OR 5SS W B R T BT 1 B 4
B ARMIET R PP EEU Y, 152 WP A
A ELA P B 2 A, R R N A R . Bl I, 2 A e B S TR
R BB, JF R R S HAR B A E R .
Bl RS B AR AT R R B R B s B VRGNS S, A oy BT A4 R o I B 5 R R AT P i
B VRIS 2B

B % v

“Be & i 0 I TR R T 2SS L, OF AL A R I 4 5 L o ) VE R 45 U2 . OT Security
it 3 xF A2 B Lt 4T SNMP 2 3 Sk Y 8k A o &R 48 2 B B S A BUR TEAR A4S S - MAC i
by AHR S E RS (A BB H) < 4 AU .

MAC Name Status Admin Status Alias Description Type Time of Query
P1.11 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P0.2 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

| P1.15 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P21 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.1 up up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.3 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.7 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.8 up up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P23 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P25 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P2.6 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.4 Up Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.6 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
vian1 Up Up vian1 Siemens, SIMATIC NE...  L3ipvlan 04:34:37 AM - May 28...
P1.16 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.2 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

lﬁ%ﬂ®%F¢ﬁ%%w%wﬂi%ﬁﬁfo%ﬁ%%%%,%ﬁ%Tmmbiﬁo

2R B
V7 R K B PRI £ S T AT WS TR PR 1 B 2%
5BV SR B RS DU , BT BL R R A
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O
1. EBESPE R R, Bl — W8 ™ DT T 57 4045 B TR .
2. RSN HUE R, R R
BRI 2> Y BLRE SR B I

Rouge

PLC

P MAC Vendor Model

| | b | | 0 Rockwell  1756-L61/B LOGIX5561
Last Seen State Family Firmware

Nov 11, 2024 07:06:07 AM  Unknown  ControlLogix 5560  20.055

Partner Asset Family Relationship T... Access Direction Details First Seen
IP Trail

Comm. Adapter #89 ControlLogix Nesting From Partner Type: ControlNet | Address: 1 09:55:37 AM - Oct 30, 2024
Attack Vectors Comm. Adapter #90 ControlLogix Nesting From Partner Type: Ethernet | IP:10.101.101.1...  09:55:37 AM - Oct 30, 2024
Open Ports

~ Vulnerabilities

«
I
Active (3) ;
]
Fixed (0)
Events
Network Map

Related Assets

Sources

“FHR TR 27U I 4 R BA R VE4EAE S

5l Ei: )

AR R ™ FHOR B8 7 B 44 K

REARE HMRETHRRER RKE.

Y 5] 77 [ ot 7 f H A A KRR Z ) U5 R 1A
HHE R 7 rE A ) VE A4S S . 40 : ControlNet 55 1P
B IR H B T OT Security 5 4] & ¥ 16 5 7 i) H 1

W B B OT Security b A I 21 1t 5 7 1) H #1 .

R BB RS B
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) 25 UL A% 2 TR R AE ] G B2 32 B 9% A 4% (PLC) T AR B0+ Jm 1T A PLC BRCHL Al Ml % 1) & ¢

(ICS) fit e o 1 e 2 ZRAL - L 12 3 4 238 15 1 S & 19 A2 M AR 3l &% (VFD). 47 A A R 5 57 1
FEARME S, TR MR B i b v ik B B B % . OT Security £ 1 77F B AR R 45 75 & B
o

@ Camm. Adapter #89

Communication Module

IP MAC Vendor Model Last Seen State Family Firmware
Rockwell 1756-CNB/E 11.004 Nov 11,2024 07:19:08 AM  Unknown ControlLogix 11.004

Details
Qverview Backplane View
IP Trail NAME Comm. Adapter #89
Backplane #187 III
Attack Vectors PURDUE LEVEL Level 1 0 1 2 3
STATE Unknown . .
Open Ports ] L:E LB ]
ADDITIONAL IP + i,
> Vulnerabilities  AppITIONAL MAC g 2 g
I
T 5 =
Active (0) FAMILY ControlLogix = - £
€ 5 £ |§
VENDOR Rockwell v > 7] ]
Fixed (0) v
MODEL NAME 1756-CNB/E 11.004
Communication Module Details Nested Devi 9
Events LAST SEEN 07:19:08 AM - Nov 11, 2024 ested Devices{9)
-54- . Communication Module Details
Network Map FIRST SEEN 09:54:34 AM - Oct 30, 2024
LAST UPDATE 06:38:10 AM - Nov 11, 2024 NAME Comm. Adapter #89
Related Assets
SOURCES nic1 (Local) RISK SCORE
Sources NETWORK SEGMENTS Controller / TYPE Communication Module

“Ik B VR RS S U & s BUR VRS S

#7

#iR

A
M

BRI ENE S, PlaB iR FEE RS HAh 1P 5.
A5 55 B AFRRA S B &R BT MG e 5 SR R .

B AHEEREEEAE . B ERAE ERR& 4R, L2 R BERREARGR”
R FIBR BB L TR .
IEC 61850

MR s b A% 1) A% W 3l fic B ik (SCD) SCAF, OT Security 23 AF Jli i ik A2 H il 55 7 22 [] 38 13 1) ]
I B LTS (MMS) #ik %5 511 3% . 24 OT Security £ 9l 2] SCD SCAFBC B H A7 75 R & 8 AL U 17
I, R — KR E . AKX B4 SCD XX E 215 B, 12 W “SCD X+,
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247 7 “IEC 61850” 7 [f |
5 >
LR & HBLBr B & 270 TH

Vs Tl

15 AT

o

DL #1E :

2. MEIFEFEEHR H IEC 61850 At B 1) 5% 7 8l 48 HL vl .
BRI 2 BB P 4R 45 S Ui
3. FEE M ATALH, 2 FE“IEC 618507,
HE i 25t ILIEC 61850701 i, H b AL & PL T P4 ME B

= |EN100_|
IED

P

Details

Code Revision

IP Trail

Attack Vectors

Open Ports

~ Vulnerabilities
Active (13)
Fixed (0)

Events

Network Map

Related Assets

|IEC 61850

Sources

il
Hw&E ID
#H & AW

b &
i

&4
W

E+ IED_Indeg

MAC Vendor

Last Seen

State

) SIEMENSPTDPA  Jan 27,2025 09:44:33 AM  Unknown

106 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file. Download Details

+ AddFilter v

<D

Search...

108 MMS Reports  GroupBy ~ [}
Report D Report Name Dataset Name Client Name Substation Project
IED_Indegy2PROT/LLNO$RP$urcbZ01 urcbA TEST HMI_M Substation Station Indegy '
IED_Indegy2PROT/LLNOSRP$urcbCO1 urchC TEST Client Substation Station Indegy
IED_Indegy2MEAS/LLNOSRP$urcbJO1 urcbJ Not defined Substation Station Indegy
IED_Indegy2PROT/PDIF2$RPSurchbB01 urcbB Not defined Substation Station Indegy
IED_Indegy2CTRL/LLNO$RP$urchbBO1 urcbB Not defined Substation Station Indegy
IED_Indegy2CTRL/LLNOSRP$urcbA01 urcbA Not defined Substation Station Indegy
IED_Indegy2MEAS/M3_MSQI$RP$urcbBO1 urcbB Not defined Substation Station Indegy
IED_Indeqy2CTRL/QOCSWIT$RP $urcbBO1 urcbB Not defined Substation Station Indeqy

#iR

P 3 & ME— b IR AF
P A 3 75 1 — b R A

5 MMS #i & < 1Bk i) B8 58 49K

g

D RE

f¥] MMS # % ID.

) MMS i 5 1D

VT I U A o B 2 7 N RE B G AR
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A¢ B, v A2 e MMS #7551 IED( B fE FL 1~ 150 #) T 7E (132 HL o
T H ot S FL OGR4 B s 1 S 4K IEC 61850 Wi H 2l R S i & .

4. WMEEFH OT Security £l 2 i 45 R K FEAHAE B, 18 AT LT #8415 < 72 T2 0030 60 2R
B, R TREHEER

OT Security 23 LA CSV #% 30N #1E 4115 & .

HE R B P MMS i B E A R E R, TR B CSV SRR 1 A BRI T
HER.

90 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant

Download
configurations from the SCD file.

Details

KR
B PRI SR 5 B IR A SR T A AR S, B s B L SR DAR ORI T 4
i AT LLAE T B> BT A B R LI b PR A A B R
ap EE Yy A PRI, VF AT LT A
1. R > FE R R, Bl — W08 DUIT I 87 W4 5 2 0 .
BRI 2 B8 4 A B T

2. ELEAN TR R R, R
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U IR 2 HY YR LI

e |Rouge - p— —
m |7 J €D CD

P MAC Vendor  Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 26, 2024 12:07:45 PM  Unknown  ControlLogix 5560
Firmw,
20.055
Detail
Search

CodeR

Name Type Reported IPs Reported MACs Last Reported First Reported
IP Trail

nicl Local 5 aq Nov 26, 2024 12:08:08 PM Oct 30, 2024 09:53:29 AM
Attack Vectors nico Local Nov 11, 2024 08:32:56 AM Nov 11, 2024 06:55:07 AM

pen Ports

VR 4 R DA R AN B

5 iR

% R (1 42 FK , 51 T A Hi Y (¥ nic 1 B8R nic 2 B A% 8 3 44 FR (0 B VR R AR KBS )
it} PR ZRAL AR B ICP B A% B 25 .

wmE B VB B R B IP bk .
P E

&1 JE B IR B Mac H ik o o B A% B 2SR 5 DA &2 % 7=, OT Security 1] 25
MAC %t 75 Mac btk o o R AL JE 8% BE = 08 = ez, (H R BB 2 11 X4 1% , OT Security
= AV 2= 4% &5 K I 1P M dik .

E &k YRR T R B AR IR
& B ]

I=R€ ER/E:S=8" Y oua I AL
=]

I B T T VRS S
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OT Security 2 R # H N & £t A o AE 9 28 o 135 3l B 338 0 51 77 RALRT 44 Bk 2R &R 48 vk
W R UE A5 B, BCE OA N E SRS HE R, U ) DUE EE G Ul Bl AR CSV A Rk g 41X L2
S 40 3 AT AN I — R B8 Ui B R R AT B U

L Ul g 48 55 7 A4S S

ARG A BT B RS B, I8 AT BUN R AE

1.

2.

3.

10.

11.

12.

FETB BT, oy R 47 ul P 4% B

9 £ P B

FEbR A o, il AR H

M B I R R

B AT T B R A R .

FERBLHE T, W iz 41 3 o ade 35 98 7 A

TE“BFR7AE B N A5 7E OT Security UL 15 5 55 7= 1) 44 7%
FEBEMEESD, ML N RAENEERE.

T H B HE AR AR B 7 R A N R
FEBRCHE (& Tz il 4% ), BN 23R B T AR A4 R

FE R BHE o, BN B AL B R U o I BOR I S B R SR B R AR B R T B
J e B 77 BB TR A AE R

FE Ui B HE 0, BN B Ul o B BN B IR B AT SQ BOHE s R B B RS
2T

B R
OT Security = P& 17 % 4 J5 B FE4H (S B .

AR B (R AR, AT BUN AR

1.

2.

TR, R SR B
o 5 75 VR 735 0 S
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3. Bl MEBBRIELY, RGN TR IR D LEE wE.

SO 2 BoR B w5, Hoh s T TR g R S

4. BB L N RN (A, B R B R B A
7).

ER AR BB, E R RR R R, R HEREMBERENT . BAZ AP
Hk 1 B8 7 A BE AL AE M B AL B g SR AR P B L T S R B

5. WR¥E i Z i BRADS A

R AEMERE B PMANGEREREER MM ANE. WREPSHFENE
6 ME B R Ay N B T, DU 2% 2 B0 =4 T EDRE I B

6. il “REF
OT Security ¥ 5% 7= 5 $r il & — & IR A7

EId E AL CSV % 4 b1 7= T 45 B
X b o 8 BT RS B T A SRR IE L CSV U i K E B, BHRAE Ul R F ol miE . T
DAASE F U J7 VR g 8 R B TEAIAE B R R BRI T R AL L U B E
4 EE I CSV 4R BT VRS S, T AT DL R AE

1. BN, Bl A R R8NP B

2. R
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Controllers and Modules

+ ilter v
Add Filter Search... Jo)
T4 Assets Grouped By: Backplane ~ Expand All Collapse All 1Selected m
Name Type Risk Score | Criticality IP Vendor
~ Backplane #101
140-NOE-771-01 Module @ Communication Module 57 il High 10.100.105.27 (Direct) £ Schneide
PLC #44 @ PLC 45 il High 10.100.105.27 & Schneider
~ Backplane #103
~ Backplane #104
v Backplane #106
v Backplane #112
~ Backplane #115
~ Backplane #137
s oh N
N #0510 CSV XU
TR T R SO IR R AT T
T 2 KT 2 G HAT I
F | & B [ (<] E ¥ L] (] L3 L L] L (4] L Q E 1
1 [ St Wamw  Type Bk Criticalty AddressesVemdor Famlly  Model Femware Slate Pordes Lt Seen locstion Asplee Decription
2 e AT DT O L AT HighCrisel B L0 Beckhofl C-Sesen 2U12NP Urinown Lewell  SEREEEE
¥ 0 e T AT S ARATI L B HeghCrtri B 180 |8 Sty §T-803  OFU 4125608 Falt Lewel]  asmsasss Serrrares, BAATH 53
Ll T TR BTN Yardagy (oM 0 HAgRLAnG) B3 1B 13 Helbriair ek AT Ll P L7 Uringwn Lewvel]l  sTmsam T bl
5 T N P g g bl s Cortroller 30 hghllkars 33 LBOLIE Tows, Insinementi Unitroam Lewel] areriaTl
(1 s B RACKCA 1) MaghCricy 0 LB 18 Schrepicier RAcdioon P MO 1% Urincam Lowall  EERRREeS b Schnaidr Dlectric M
¥ (L e L1 B Highrics B L0 1K Semorn.  SPROTEC PLIEY Urinown Lewel]  BSSERSE
£ ] O By LRS00 L B Haghlensci B3 L0 |8 Resthowel  Macrologe 1 ML 2OES Unhadewrs Lewtddl  ssmsasss AR frafry 1 Pe-L
* i g T e T (=& X Haghilmieg: ML G D Emavin §5enes 30 M BB B Ui Liwsl]  STmaRmed gt Teass ity - 50 Pl Sl
g O Ny TR AT BT RO T Coerenne 1 HaghLrnacy 33 LEO IS faprspra §T-BO0  OF M-LLDEE Urdngemn Liwdl]  eEReiem Tt rrabra WRATH N
n CEETIEATRATI O M 08 W1 HaghCribic: 53 LIS, Tonsbls Urinown Liwel]l  SSSSESSE
12 O AT W] PUTEEE Vi UL M MighCrie) B0 L0 1K Semera  SIPROTEC PUTEINRT CAET.00 Unincwn Lowell LFROTOCA [NLOD_

L 24T R R RO B (SR B MR R R
R i B W E T B )

TR AN T B E R IR S (B A R R ) N R o 0, A R

R 5% 77 R TV B R .

¥ SCAF T AR CSV SR RAY

ER-RABRME A ERGE T EH . REEE CSVIHHR™RRALELMITERS T
K DR FFANAR o TEI2 A8 FH 0 T 9% M B 87
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6. EAMBE T, HENERE>RK™RE".

B IRF 2 Y BB B B T

Asset Settings

Monitored Network

The Assets Network is an aggregation of IP ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within Tenable OT Security sensors’ subnets or any
activity-performing device will be classified as an asset.

192.168.0.0/16

DEFAULT IP RANGES 172.16.0.0/12

169.254.0.0/16
10.0.0.0/8

ADDITIONAL IP RANGES

Update Asset Details Using CSV

You can export a CSV file of the ‘All Assets’ table, editit, and upload it in order to
update asset details in bulk. Editable fields are: Type, Name, Criticality, Purdue
Level, Location, Description, and all custom fields.

The capability to update asset details using a CSV file is only available while using
English. Non-English users can switch to English while exporting and uploading the
CSV file and then switch back to their preferred language.

LATEST UPLOAD DATE Download Report

7. fEfEM CSV BEH R HAE B o, il bR,
8. Fi M v & 1 3 WL F2 o B AR IR LR A7 ) CSV ST .
BRI 2 MBS S, R SR AT HL.
O 5B CSV B 3 B 7 R 445 B8 2 b i Bl kAR B HHE

9. ETMAXEAERNEZHFEL, WAEMEH CSVEFHE S HARBE W 8L TR
wE"

OT Security 2 & # — /> CSV 3C A, Ho i Z1 HY 58 s 2y AT BE B 25 LA 58 7 1D

Sy, > L

K2 e BF P2

A DLRE e B3 7 3 B P A I 2 R . BRI B A 2 RoR AR o, JF Ha WA T
T B o ELATS 2 I s B R B 77 (14 2 A M IR 4 35 50

T DU B B> PR35 E B> e 5 A 3 7 O I A D ) B
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¥ i, — T B 22 T
1. FEEET, Sl S 88l PN 4 B
2. kb A BN B B — TR 22 TER 7 55 T4 IR AE
3. fEFR R, BB AR,
I N 2 HY B S
4. P RRBE
“Be B B 72 T
5. (FIik) fEERHE S, W INAA OSBRI SUAR TR

| ER X VR R B2 B B> P BEAE B> R R B 0 ) M R B A R

6. i B
OT Security B& ik ‘Y& 57 F1 “4H " T T b /1 % 7= .
Sz W

T DL R R BB T BB P AL RIS WA, 12 AR R 2 R R R BT AR LAt R . 8 AT B
5 Tenable 32 # 3t 52 b4k 5 DLEEAT R4 70 7 o
HES Wk S, W IRAT BN #RAE
1. M SHE D, 2 ER>E R
BE I 2 BB A B U .
2. fE A LR, R E AR Wk S S A TR T
3. IHHAT M EAEZ —
o XFTERAGE A B AR T RAE> R AR
o WTEAGE AL LM AT ERE> 2 HEE

OT Security 2> F # fT ik % 7= (2 Wr ik 25 . 2 Wi & & — A tar.gz X, B8 json U4 4%
XS B

2 Wl T 4 R A B 44 BRI TR BNT OT Security FRAS o 75 1 -
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X T BN BE P77 TOTS_Rouge_3.19.15_2024-06-03T07_05_27.tar.gz
X 2 AN ¥ 77 . TOTS_AssetsReport_3.19.15_2024-06-03T707_17_54.tar.gz

4. EZ W5 I 5 Tenable £ 3L Z DLk 4T 3 — 25 0 4 .

AT 4 € T % 7= i) Tenable Nessus $ i

Tenable Nessus J& — # 1] PL3 i 1T & 2% LR I IRV 1 T . OT Security S £ £ % OT ¥ 2%
4% %€ IT % 77 iz 1T Tenable Nessus Basic Network Scan. ix /2 —fh X R 52 8 24 94, 7f
DA B A O il 55 44 0 ) 465 152 2% U ) 1) B 245 6 o A 4 48 WML AT SNIMP A 48 (an SR T A ) -
IR AR A IE A T8 T A OC PC B TH &AL o B8 AT DL YR R " 5L 1 7 18] 49 i 45 2R . 8 w7 DLA i H
€ XA, DUAE e € I 2% 55 77 4 B I8 4T — R FI%F € 1) Tenable Nessus i ff, 715 15 2 [
“Tenable Nessusifi /4 3 4"+

OT Security 7 [] Nessus # #i {# il 5 Tenable Nessus. Tenable Security Center 1 Tenable
Vulnerability Management H [ 2 7% [ 2% 451 45 A8 [7] 1 56 0% % B . i — 19 2% 7152 OT Security H [
PEREIE T . DL R A& OT Security 1 F T Nessus #4114 A i Il . X Sk i iE H + N EBh&E
W 0 S 3 1 “Nessus 147,

o SANHT A AE A A ENL( 52 )
o BHEHATFENHAT 2R E(RZ)

o 15 75 W % 5 U B

¥ & : Tenable Nessus /& & 1& & 7 IT 3 85 tp 4 12 A0 T H . Tenable & I IE AN EALE OT ¥ & L fif
HEXTH, RAEWMRS T ZER&EEREE.

BT RE 5E ¥ 77 18 1T Tenable Nessus #14 , 115 #4477 LR 15 -
1. B E TR WG T=".
LB 23 PN 4 B IO
2. 1b PR E A — IUE 2 I T 55 1 R AE
3. smiili b A “#RfE">"Nessus 3 ##”.
B 2> BBk Nessus 35870 16 1E
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Approve Nessus Scan

The nessus Lcan for vulnerabilities in a55&0E is nol intended for OT devdices
of any sort. Scanning controllers, field devices and other industrial-specific
deices and SErvers I11It!.|1l_|!:l:lpq,lrt|l|_'¢ i Ju.jllal.uln:.'. Please make sure
that this asset is not one of the above before proceeding with the scan.

4, wii gk,

OT Security iz 17 Nessus 3 #ffi

AT R A P
3BT [R] 25 o B0 WY 4 A0 ) A O e AN A, DL IR I BT I R (S R . T LIS AT P
A&, B8R E & .
LAR & Rl H 38 A 25 "R &
o BRI BT B R H R
o DNS 395 : 18 2 I 2% 55 77 ) DNS & #% .

o WHNE R EW R R 1] A 0L A AR VEAEAE B . SR 2 R AR B TR ] 23 A
BB I (1 AR B

RAE W < 2 BB 330 BL S

NetBIOS & #] : & i% NetBIOS B3k B dl &, % Eu s 10 a] F T 20 2835 K6 I /X 2% o 1)
Windows it & Hl .

SNMP &E#H(GEMA T/E A T SNMP % 7™) &% i FH 1 SNMP 1 % 7~ (i iE B 7E 4015 5
W& W H 1 iR E (BT H . BFE L. B RMAMPR) .
ARP : 6 % 7 R 2% o I 21 (1387 1P 9 MAC ik o 45 5 5o 76 “VE 4R 48 B7>“BE %8758 20
TERE NG OL T, “BEHT R 25 T R 2 i AR . T BRI Ja DR A A

o WA AT ) Bk D W H A

o “EFHEW UM B KR AT A 2 BRSOk PR R R E A

* OT Security & & # K Ji FH & f] .
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« “EFHEBR>FIHHMoPRTAERNLCEM.
PR/ AT C R IP Mt

%

A BB AT EH F D B B, T IRAT DA #R A
1. & s iR e B im L, A LA EFHFEE.
I £ Y B A ) R B AR

Resync ~

Run All Queries
Ping Query

SNMP Query
Identification Query
Details Query
NetBIOS Query
DNS Lookup
Backplane Mapping
State Query

ARP Query

2. Bl EBEATHWAERN, R BT ERER LIS TA T AR
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22l

ANE I AT, #OH I E R, R B IR

@ Ping Query completed successfully X

The query failed due to a network error. This may be due

X 1o temporary network issues or firewall restrictions. Please X
check your network connectivity and retry the query.
Protocol: NBNS; Operation: NbstatQueryType; Ip:

State Family Firmware
@ SNMP Query completed successfully X
@ DNS Lookup completed successfully X

@ State Query completed successfully X
sSLopped
@ Details Query completed successfully X

X TR B 58 B &, OT Security 23 AR 458 B £ T 97 12 51 7~ (19 & Ge s .

R 1]
OT Security 7] ¥ 152 ) ¥ 2% 5% 77 (1 % Fh B « 75 2R 48 & DU IR TR 5 B9 H Ok A 3 — i A 3t
it , Tenable [ 5T A\ 5 2> % 11 2 )5 & 37 ## Tenable Nessus Xt I Vi i3t 47 #6 3 o

X S5 P 4 N 4E AE, UL Tenable Nessus & A I A5 = , % A Tenable Nessus I 7 il A< 1E
& (NASL). X 26 i £F 2 46 W WX 2% 71 /1) CVE, DL K& H 41137““,% Wi 5 77 B P (9 3 B R AR
R G2 B BAEH 552 Bod 0 2T e AR S
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RS IR AE S —4E R A, DR T 00502 15 A7 7 % & B ) B0 .
AREFFHFENGEL, BTSN ERE"

I 1

“I TR LI 2 < Tenable 37 4 K6 I 21 10 532 10 ) 25 A0 55 7 1 BT A I ) 1) 310 3%

A DL i B I R 1 81 DL R 25 AL EOR B e SRR B TR H E XIIRER R, 1§ S
I8 “E B 5 ) & P B I 6 A

(B0&E YT ReAs 3.19) vl 78 2 M S i A~ b i) R B B IR IR A BB KRR 7% Wb 2 M EE R
fifp LR AT CAB IR R

| ¥R :OT Security K BB IR RE —F. —F)5, dxHid .

— a ®
= Otenable or security | 06:22AM  Monday, Nov 11,2024 @ =
88 Overview i
pegs Plugin set q "
Vulnerabilities S £ 202410280920 &
> £ Events
License outdated—Nessus plugin set cloud updates are not available. Update license  x
@ Policies
> i Inventory Name Severity VPR Active Ass... Fixed Asse... Plugin family Plugin ID Sou
|
. Network Map v Tot(304)
Schneider Electric Modicon Improper Au...  Critical 6.7 1 ] Tenable.ot 500033 Tol
v @ Risks
Schneider Electric Modicon Quantum Im... Critical 52 1 0 Tenable.ot 500069 Tot
Vulnerabilities Schneider Electric Modicon Missing Auth...  Critical 6.7 1 0 Tenable.ot 500071 Tol
Findings Rockwell Micrologix Privilege escalation ... Critical 5.2 2 0 Tenable.ot 500076 Tol
Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 Q Tenable.ot 500084 Tot «
Compliance o
Rockwell Automation Logix5000 Progra... Critical 6.5 2 0 Tenable.ot 500092 Tot é
)
> @ Active Queries Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 0 Tenable.ot 500110 Tol
> @ Network Schneider Electric Modicon Authenticati... Critical 6.7 1 0 Tenable.ot 500122 Tol
Schneider Electric Modicon Exposure of ... Critical 6.7 1 Q Tenable.ot 500125 Tol
> 2. Groups
Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500134 Tot
> Local Settings Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500167 Tol
Schneider Electric Modicon Weak Passw... Critical 6.7 3 0 Tenable.ot 500170 Tot
Rockwell Automation Compactlogix 537...  Critical 59 3 ] Tenable.ot 500201 Tol

‘WU os LR FEE B

2 iR

2 I T 0 42 B o “44 BR 7 s 58 B R 51 3R A BE AR .
FEERE U BOR R BUEE R A I B A B T AR . R REME DN CME B IRET
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i fis™ T f "

VPR IR A 2 2 VF % (VPR) A2 7™ 55 72 B ¢ 5l 2h 25 Fe b, 2 MR35 U ) 19 24 60 R H
1% LA W 52387 o /E v Tenable il A 5 2% 53 #r 1 46t , k4B BH Tenable 4= %,
F V7 A s I BT 3 B 0 452 R 52 ) A g » VPR B 1995 [ v 0.1-10.0, {8 8 i 3K
7N 4% R R ) AT R B

WD AR E AR IRAT

&3 B 90 2% FF =24 i 52 b I R 5 Wi 1R BT AR
Fn

BEK 7E B 5E B TR BE(BRIAN —4E) I, X4 52 0t I VR 55 i R B T 218 B R R PR
B ¥ . Bt & Tenable 435 DL [ & SN ] BX o

WHR  SHEA R RSI(4H) .
%

HER A DA 0 5% B A AR B B H SCAS ERE .

11 S B
HEB ARG RS, BT LR R
1. EEBEE ZINAFEAE B RRFEAT S, S8ddRRE LK.
I N 2 Y B U ) VR A R
‘ISR ELNE B DB BL R 1S R

o BB EBORA RIEEINTA K EAE R W BRAE S B s S mB AR R, DL N
7 VE S J2 o 15 2 D G 45 O T 4R 45 2

o “VEYME BB < 50w I ) 58 B U0 B O 3R M 5C BT I BE 4

o ‘R R B FEIRIR R AR IR R T B A R A S RIS R
SO RTEANE S, LA T BRI BT R R VRS R DR B

ZnE =S/ R ERES AN EPS)
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5. Hili“RAEFE".
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HENRARNEHEEH R B EARGR, FIAT LT HRE:
(R o
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2. RIS RS, P EAF XTI HEAE R, R o EZ —:
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o Rl PEEERE
o FHEsE IR EER
o B FEH UM E AL, ARG N BRAET T R AE PR B
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3. sl “JWIFEIE IR
B 2 BRI A1 3, e BOR R AR, AR BL R A R
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| TR IF AR BT AT 3 A AT R L A A

Tenable Nessus 4 14 [t 4 1 % H 7 ]
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MS10-031: Vulnerability in Microsoft Visual Basic for Applications Could Allow Remote Code Execution (978213)

Critical 89 1 Windows : Microsoft Bulletins 46313

Details

Name Last Hit Date

Affected Assets

WIN-180FIPB12HM Jul 10, 2023 09:52:26 PM

Items: 1

WIN-180FIPB12HM (Direct) Engineering Station

Plugin Output

Type Risk Score

Criticality

Engineering S... Medium (Direct)

Jul 18, 2023 02:50:54 PM

Category

Network Assets

Port: 445 / tcp / cifs Source: Nessus

Hit date: 09:52:26 PM - Jul 10, 2023

Remote version : 6.0.87.14
Should be : 6.5.10.53

- C:\Program Files (x86)\Common Files\Microsoft Shared\WVBA\VBAG\Vbe6.dll has not been patched.

OT Security 4 £ 1 i 14 fan H 7 151

Rockwell Automation ControlLogix Communications Modules Remote Code Execution (CYE-2023-3595)

Critical 6.7 3 Tenable.ot 501226

Details

Name Last Hit Date + Type

Affected Assets
Comm. A Jul 18, 2023 07:05:36 PM
Comm. Adaj Jul 18, 2023 07:05:36 PM

Jul 18, 2023 07:05:35 PM

Comm. Adapter #50 10.100.101.152 (Direct) Communication Module

Plugin Output

Communicati...

Communicati...

Communicati...

Risk Score Criticality

61 High
67 High
68 High

Jul 18,2023 07:10:14 PM

Category

Controllers

Controllers

Controllers

Vendor
Rockwell
Rockwell

Rockwell

Port: 0/ tcp Source: Tot Hit date: 07:05:36 PM - Jul 18, 2023

[ Copyto clipboard

Vendor : Rockwell
Family : ControlLogix
Model : 1756-EN2T/D
Version : 10.007




RI & R

fil PR BRGE IR, 4% BF 7 B RS W 3 B 10 2% S R TR S (1 9 35 o AR BLEGE R LT i, &
A RAPRAT BAR #R 4

o A P BT R R S8 IR e R E TR A UE 9

o FAEAE L BT BT T LB (B RS R R ) 1R 1 R L A A e A
U 3k I TR B3R

o SRR PRI RIIER, Uy EER R
a0 Y7 R R ILGE R T , 1 AT B Bk
1. ELEMSHAE T, 2 RE>RALE R
“RBLEGE R 2= LLR K A% R i T

Findings

ﬂ ‘You can enable automatic cloud updates for the Nessus Plugin Set Configure Seftings *
Search... ol Status  Active, Resurfaced ~ % Severity Low, Medium, High+1 ~ % + AddFilter v Remove All Filters
13 Vulnerability Findings ~ GroupBy ~ &0
Affected Asset P Severity 1 Plugin Name Protocol Port VPR 2 CVSSviBa
Tenable ICP #9 Medium Client Data | eakage Detection (Userna... TCP 60482 N/A N/A
Medium Recursive DNS Server Detection ubP G5 NfA 53
Tenable ICP #59 Medium Client Data | eakage Detection (Userna TCP 54936 N/A N/A
Tenable ICP #9 Medium Client Data Leakage Detection (Userna, TCP 60310 N/A N/A
Tenable ICP #59 Medium Client Data Leakage Detection (Userna... TCP 51650 N/A N/A
Tenable ICP #53 Medium Client Data | eakage Detection (Userna... TCP 45174 N/A N/A
Tenable ICP #9 Medium Client Data | eakage Detection (Userna... TCP 50172 N/A N/A
Agent17 o Low SSL 64-bit Block Size Cipher Suites Su.. TCP [4] N/A N/A
Tenable ICP #59 * Low HTTP Plaintext Password Authentication TCP 0 N/A N/A
Endpoint #472 * Low SNMP Version 3 Detection ubDP 161 N/A N/A
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Findings

You can enable automatic cloud updates for the Nessus Plugin Set

Search... o] Status  Active, Resurfac

Severity Low, Medium, High +1 v X + AddFilter ~ Remove All Filt
13 Vulnerability Findings GroupBy ~
Affected Asset P Severity 1
Tenable ICP #9 Medium
Medium
Tenable ICP #59 Medium
Tenable ICP #9 Medium
Tenable ICP #59 Medium
Tenable ICP #59 Medium
B Tt L

s T LU LA R RS

. PR
o T
LR
« JifF ID

i

o7, 5
® X2

Eo

RS S, B A4 AR
B I U i VRS BT , WA BRI L A .
FORMIZ AR, 3§ i B X 24l

TEHE BN ETIEME R, B W) B

O

{3 Vulnerability Medium (D) Active

Recursive DNS Server Detection
57|

Plugin Source NNM  Plugin ID 3703 Last Hit 02:42:57 PM - Jun 10, 2025

[ Port 53/UDP

Copy to clipboard o]

Plugin Output

02:42:57 PM - Jun 10, 2025

Vulnerability Details

Overview

SEVERITY Medium
AFFECTED ASSETS 1

Plugin details

PLUGIN SOURCE NNM
PLUGIN ID 0

57
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SR EE BRI HARER
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Compliance

Security Framework Preferences

General Info
TOTAL ASSETS IN SCOPE 841
FRAMEWORKS IN SCOPE Not Defined (Default)

Incident Handling

Assets with abnormal unresolved events

Event Category Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
Network Events 93 16 @
Network Threats 91 38 19

Show Asset List

Vulnerability Handling

Active vulnerabilities by asset type category

BEE G MMEACGEE, B AT LT 3R A4E
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= Qtenable OT Security ‘ 08:25AM  Monday, Nov 11,2024 ® & sanjusha *
88 Overview
All Events Search... o Resolve All B
v £ Events
Status Log ID Time ¢ Event Type Severity Policy Name Source Asset Source Address
All Events |
Not resol... 63026 08:22:08 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Configuration Events Notresol... 63025 08:21:50 AM - Nov 11, 2024 Rockwell Code U...  Low Rockwell Code Upload B
Py
o
SCADA Events Not resol... 63024 08:21:50 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload éﬁ
Not resol... 63021 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload v
Network Threats
Not resol... 63020 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload -
Network Events Notresol.. 63019 08:20:29 AM - Nov 11, 2024 Modicon Code U...  Low Modicon Code Upload

@ Policies tems: 63026

o Event 63026 08:22:08 AM * Nov 11,2024 Rockwell Code Upload Low  Not resolved
v i£ Inventory

All Assets Details Code was uploaded from a controller to an engineering station
Code SOURCE NAME o ———
Controllers and Modules Why is this
s SOURCE IP ADDRESS important?
Network Assets ource
DESTINATION NAME Yuval_L71_A4 The system has detected an
Destination
loT DESTINATION P ADDRESS 10.100.101.151 upload of the controller code
that was done via the network.
i 1 O A AT When not part of regular
% Network Map Policy DESTINATION MAC ADDRESS 00:1d:9c:d4:70:34 operations, a code upload can
- op o el o e omtn
> @ Risks atus

part of reconnaissance activity.
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Suggested
Mitigation

1) Check whether the upload
was done as part of scheduled
maintenance work and verify
that the source of the
operation is approved to
perform this operation.

2) If this was not part of a
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Resolve All = C

Source Asset Source Address

All Events Search... fo
Status Log ID Time 4 Event Type Severity Policy Name
Not resol... 62947 07:48:59 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATIC Hardware Confi...
& Not resol... 62952 07:48:59 AM - Nov 11, 2024 ARP Scan ARP Scan Detection
Not resol... 62944 07:48:57 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi...
Not resol... 62949 07:48:55 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi...
Not resol... 62943 07:48:53 AM - Nov 11, 2024 Modicon Code U... Low Modicon Code Upload
Notresol... 62948 07:48:52 AM - Nov 11, 2024 SIMATIC Hardwar ... Low SIMATIC Hardware Confi...
Not resol... 62942 07:48:51 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Not resol... 62941 07:48:37 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
tems: 63027 Selected Items: 1 Deselect all

Event 62952 07:48:59 AM - Nov 11, 2024 ARP Scan

Details

Affected Assets
Policy

Scanned Addresses

Status

it D 2R AF

PROTOCOL

SOURCE NAME

SOURCE MAC ADDRESS

Not resolved

ARP scans are used to map devices in a local network

OT Server #5

ARP

Why is this
important?

ARP scans can be used for
network mapping. It is
important to know what assets
are mapping the network and
to verify that such mapping is

Suggested
Mitigation

Check the source asset to
determine whether itis
expected to be generating ARP
scans for monitoring purposes.
If not, contact the source asset
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Resolve all displayed events 20 =

This action will resolve all displayed events,
Clustered events will be resclved automatically

COMMENT

Cancel
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Network Summary
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Protocols
RSTP (554/TCP) ~|WWEESSSSSS 3569 83536
180
MB
130 HTTPS (443/T.,, [EESsssl 2984 69975
MB
80 UDP (40140) f— 16.8% 39348
MB
30 UDP (40180) f— 16.8% 39348
08:52 AM MB
IDEAFARM-DO... ' 0.4% 10
MB
Top 5 Destinations SNMP (UDF) 0.2% ;383
CIP (TCP) 01% 276
| MB
1 HTTP (80/TCP) 00%  1.02
| MB
WS-DISCOVER... 00% 8055
KB
0.0 05 1.0 15 NetBIOS (137... 00%  429.84
KB
B Traffic (GB)
7 rTrDy Ane 4o
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CIP (TCP) 0.1% 763.85 MB
SSH (22/TCP) 0.0% 330.26 MB

WS-DISCOVERY (370... 0.0% 525.29 MB

Protocols
HTTPS (443/TCP) IR 340% 483.18GB
UDP (6970) F— 21.0% 29851 GB
UDP (58940) F— 18.5%  262.23GB
UDP (56570) F— 16.6% 23559 GB
RSTP (554/TCP) = 7.3% 103.19 GB
UDP (49910) " 1.9% 26.63 GB
HTTP (80/TCP) ' 0.3% 4.06 GB
SNMP (UDP) ' 0.1% 1.25GB

|

|

|

|

|

HTTPS (8443/TCP) 0.0% 399.99 MB
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34 Lest 12 hours UDP (58940) — 19.7% 39931 MB
Last 1 day UDP (49910) — 197%  399.31 MB
32
Last7 days RSTP (554/TCP) —_— 7.2% 146,75 MB
Last 30 d.
estsn ey HTTP (80/TCP) ! 06%  1228MB
30
Custom cIp (TCP) ! 01%  25MB
28 20 NetBlOs (137/upP) | 01%  1.56MB
05:28 AM 05:33 AM 05:38 AM
SNMP (UDP) ! 01%  1.46MB
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Conversations Search... fo 5
Start Time End Time Duration Bytes Packets Source Address Destination Ad... Protocol

v Completed(10000) l
Nov 11, 2024 09:02:58 AM Nov 11, 2024 09:02:58 AM 1 second 587 10 HTTP (80/TCP)

Nov 11, 2024 09:02:57 AM Nov 11, 2024 09:02:57 AM 1 second 202 2 HTTP (80/TCP)

Nov 11, 2024 09:02:57 AM Nov 11, 2024 09:02:57 AM 1 second 200 3 HTTP (80/TCP)

Nov 11, 2024 09:02:55 AM Nov 11, 2024 09:02:57 AM 2 seconds 32487 688 SNMP (161/UDP)
Nov 11, 2024 09:02:53 AM Nov 11, 2024 09:02:53 AM 1 second 82 1 SNMP (161/UDP)
Nov 11, 2024 09:02:53 AM Nov 11, 2024 09:02:53 AM 1 second 82 1 SNMP (161/UDP)
Nov 11, 2024 09:02:53 AM Nov 11, 2024 09:02:53 AM 1 second 82 1 SNMP (161/UDP)
Nov 11, 2024 09:02:47 AM Nov 11, 2024 09:02:47 AM 1 second 54 1 3COM-NSD (1742...
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W R] DL I Atk 4R G 4R 2 TSR B 1) SRS B AR S L.
o B RN, T AT BLR R AE
1. fE“SKER" % H rh, ik v i 75 SRR 55 14 1K SR B HE
2. WERAETT i HE Ik AR
3. Ml mB R E O, Kb A TR E
4. FRYE TR LS.

| HEE ELERE NN RS (IDS) FH A48 WF B I % = 4.

5. i F—"
6. R PE T TR ERIE S S
7. M RAE

OT Security 5 5 i 5 8 Bc & — & IR A7
B 2 A RS (R AL B, 1E AT LR R AR
1. FE“SRMEE o, 3 o A BUE 2 30K 55 U ) R AE .
2. NHEBBRAET fAE bk
3. Wi & BoR HERE A 1, Horh RS w A TR g A R SR R A
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4. W B RN ST AR S HE R E M, “Syslog”. “H T HE A"

5. WR¥E i Z i BRADS A

W AMERB G L PR E SRE &0k E RTS8 A A RIETFSHENE
6 ME B R Ay N B T, DU 2% 2 B0 =4 T EDRE I B

6. L RE"
OT Security 1 5 W% 5 %7 Bl & — & IR A7
Rl S

i B R S T AR A 7 AT R, TG0 5 I A SR AL R SR 4 T LR e
SCRUHL P 58 SCHR SR (N AR AL U0 SRS 5% 41 )

A S SN, 3 AT LT 3R A

1. FE“SRMEE oy, 3 of T 7 SRS 55 30 1) R A

2. ERAETT RLAE ik £ R
L CEBIREE O WoR AT R, A RRBON B BN <R 45 T s SRR > R
4. MR A R B S

w

5. Bl F—#",
6. MR¥E T E IR EEIES S
7. R
OT Security ¥ % % 5 387 lic B — & R 17 -
JiH B S mes

AT LU 2 4 o M Bk S o 46 mT DL R] I I Bk 0 SO SR AR 7 e SR SR (TR N BR BN AR
A 0] SR W 55k A1)

i AT LU I Atk R R AR B 2 A SR
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I B SR, i AT DR A
1. 7E“SRME™ G Hrf, 6 b BT 75 SRS 55 30 I R A
2. MBRAE"T R AE ok £ R
[l S B U R N W
3. i “HBR".
OT Security 2K S g M 58 Gt 4 M B
M B 2 A s (R AR AE) |, 3 AT LU AR
1. 7E“SRME™ G H b, o b A5 AN i 75 00 55 14 1) S0 AR .
2. MWHEBBRAET i HE ok F M BR.
I I 2 BB R
3. i HHER”.
OT Security 2 K S g A 58 Gt 4 M Bx

) Ik R et ok 20
5 9 e 57 P 0 O B O, T 2 S 1 o AT SR 1
5 T B B U, AT LR R A

1. E SRR TS i T A A
2. WHRAET BLHE L R

l VE B - 15 T DS i A i L A S K V] B S

3. B HERR I IL 0T K .

b ISR L ok 81 3
4. 3% £ EE N B AR SR HE BRI
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6. fEMINE I, Bl R,

OT Security 2 K HE Bk 700 A & St 7 1 Bx

25 30 Y B 2 1)

X BEHEH T L, BT EMBH Esh &l . /E NP %E K —#8%, Tenable &
VOB WG BT A W) Th e o 18 n] DL B B 00E M52 B AT fr] 25 960 T e, 36 w] DL 2 25 1h) SR AT B TR) A 5 =0
1% E .

98 Overview Active Queries Management ACTIVE QUERIES ENGINE ENABLED (_Jl)
@ Inventory
OT Queries IT Queries Discovery Initial Enrichment Credentials Nessus Scans
> BJ Risks
5 O Events OT Queries

> @ Network » .
Identification Query  FUNDAVENTAL

v *8 Data Collection Identification Query is a set of unicast queries that will fingerprint the asset based
‘on network protocols, services, and banners.

Policies

ENABLE MANUAL RUN () C’

Active Queries

Custom Variations B | ccoteOuery veriation
Data Sources
Name Status Assets Recurrence Next execution Last execution
> % Settings
)  Iidentification query Created Any Asset (B every day at 12:00 P

tems: 1

Backplane Mapping ~ FUNCAMENTAL

e HHIZ AT 0 B 3 &l 2 4h, e T AT & R A 0998 B F 3B 47700 e 0F O% K 4% 735
HEW. MR BRHFESHBITED, MEABEHEAE R T (ER >R R ik
P AT B R B, OT Security SR R B A B EBHIZKE .

ARERNEARNEZEE, 1557 “OT Security £ K.

YE R : OT Security 7& & 2% A 25 1) I 7] 58 JC 15 R 3 85 7= » OT Security 18 i #% 20 15 2 F 3 2 25 1) BB R %
%’o

Ry EEEHEMNRGLER LA, SR CREAEIERNIE DRI <. BHESHERE,

OT Security 2 #£ 45 >k £ B 7R o , RN B G BEIEAEAT . Zis T EshE W, B840 58 &
AN B R A .
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s OTEW: BEEMM LA iz ati mEm Mk A& IRREZE RN E#.
OT Security $47 R & &R IR i & (5 2, 010 PLC Iz AT R3S PR H At 3 2 21 5 R
B, B 2 A IEAE M W OT Security SCHF H) & A B WK B #% . 710 R R RABE A .
BRES FHEREMN . REIE MR

o ITEW:H T M OT Security W %< 1| 1) 52 W 2 1T KA B 7 rp JRECE 2 Bl o5 0 & ) . BR
NetBIOS #b, iX 4 IT 7 i) 75 iy #8 75 2 A4k .

* NetBIOS & #) 2% 5 K L /£ OT Security 1% /& #5 2% OT Security 4% & ™ 4% i [l I
Wr NetBIOS HJAT: ] 5 #% o b 2825 i 3 H] T~ IR 3Bt 3 ) Windows & #% .

« SNMP # #]{# ] SNMP v2 o, SNMP v3 % 37 15 3R 3 £F SNMP 1) % £ JiE il 1% it 5k B¢
W5 4%, DA B H R BIPE 4 45 B . OT Security 25 #) SNMP % i 4 i 1 HiAih = %, LA
5 Bl s o g 77 BN SOIE U Bk AT 48 SR

4, OT Security i 2 £ DL R 3% 100 PAE & 51 Ff SNMP 2 )

* SNMP ¥ FRZS — /5 H “SNMP 3w 1R 2570 #9158 DL SR HLBE 7™ 1 1) 25 3 110K
A TR A R BB BT T K

o FREUPHIE B & — 5 FH & Wik, OT Security £33 i SNMP Uit 8 B i/t 15 4% 1
MAC A1 IP $lhit o BRI 28 88 P28 i 235 b, 15 8 R B> B B >W
4% 52 >E T SNMP R ILET % ="

o« WMI 4015 B & # M3 T Windows [ £ 4t 32 B & b B2 28040 5 . X oK
OT Security 7 1] 1] & 48 ] Windows MK ' ( A 3 8% 35 ) H 2% 2 9% 11 BUR Sk 58 11

Windows Management Instrumentation (WMI) ik %5 .

o WMI USB RZ 7 ) i 12 7 8% 3 S 4 (a0 USB 5K 5 #8 55 % 50 B 45 0K 5 2% ) /& 75 3% 4%
F] Windows 1 £, ] an T % T 0F o 8K 45 8% . it &6 5 “Windows 2 #1 £ USB i
BT R E UM, oA 2L NS EE TAER e &4

* Nessus AT R M ARG EME R, F0 IP Hht . FQDN. # 1F & 48 LA X% T iU
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6 ) $‘ I:_E‘ uﬁ%ﬁ ” 5
OT Security X 47 7€ 25 J dif F1 5% 7 20 5 H PR o A5 A 38 00 00 ToUaR <t I — DG, 0K
C W B PR .
= Otenable ot security | w 07:39 AM -+ Thursday, May30,2024 (® = Mr.Admin v
) Active Queries Management . aam QUERIES ENGINE ENABLED [@ B it restrictions

Applied active Query Restrictions: 1 asset group

No items

I 8 AT ) AL 1A
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AR W VEANE B, AT BN Ak
1. R BRBE>EZER
SO 2 I EFH B O
2. NEW R, e 35 B g AR IR AT R AR
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o AW, KGR BRIE>RE
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3. MiEHE B AW,
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OT Security £ {f 77 X £ 1] 42 4 1) 5 24 .
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1. R RBRE>EHER.
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o R O IRk A )
o LA, RS B BRAET>E ]
s > MBS R E R IR, AP A S ERNRIEMERE.
3. Han A EMIFRIEFH EZBUHEHE S
4. HBETRIE
OT Security # 2 ity £& /7 £ & iy £
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P DU 7R s AT £ B .

=

IR AT AW, T AT BLUR R AE
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1. R BERE>EHEAR.
b 2 BB BT
2. NEWHIRS, kAT E W RAT T BRIEZ —:
o A EW IR RS SLEET.
o fEBRIETR R, A S EIIEAT .
IS 2 I — U R i s AT W R .
3. mti'HhE".
OT Security 2> iz 17 T ik 2 i1

VER ST LU AR SRk T, 7R A& B 2 B Ak SRRt AT ERh A, DLAE xR ) A 2
R BR A

0 LimitExceededError X

Protocol: BACNET; Operation: CharacteristicsType

0 Too many failed Details Query attempts—query not available Try Anyway X
L S

|

X  Jun10,2024 08:15:37 PM  Unknown SYSC MLX 2x62i

Backplane View

MEAWHE

{45 T LT 4808 A P S AT 0 L R 1 T LA A% 1 Rk 2 3 7 R B T 5 5
UL i L30T B R

HE TR WA A, VT LR R
(BECES € :1'C ST EL
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2. NEWIES, EFEETHEDERGHE, R)5 AT ToRIEZ —:
s AP L ERIFERETRERBITHEE .
o fERER R, R TR ERBITHBEZ.

OT Security 2= M # Lix £ & iff i H &

i

R 7 AR SR 98 U I C BB A PR o 2 R AR LA I 2 B e A sl AR I, AR
i E AR o {22, OT Security 3247 [ 3¢ 58 ¥ 4 W] BE 7 2 4 4 RE AT B 7 K B .

88 Overview

Credentials Search o Actions v Add Credentials B
> [ Events
Name Type © Description Last modified by Last modified on
@ Policies
v T Credentials(1)
> i Inventory SNMP V1+V2 SNMP v1+v2 Commonly used SNMP credenti... system 09:48:11 AM - Oct 30, 2024

. Network Map
> @ Risks
~ @ Active Queries

Queries Management

Bumasa

Credentials
> @ Network
> 2 Groups

> Local Settings

N A
I AR, T AT DL R AE
1 R > ES B
IR 4t B B 2 B I
2. il ARAE L TR
S 2t BB AR I
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Add Credentials

] @®

Credentials Type Credentials Details

WMI

NAME *

WMI Local User

DESCRIPTION

Authentication for workstations.

USERNAME *

localuser

PASSWORD *

TEST IP ADDRESS

Test Credentials

Cancel Save

4

4. (ESBEYRRBAR 7y, i DLk £ v 4 ST . ATk AL 4
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* ABB RTU 500
* Bachmann
* Concept
e Sel
* SicamA8000
* SIPROTECS
* SNMP v1+v2
* SNMP v3
* SSH
« WMI
L AR
BRI 2 LR W VR4S BT A
RPN R4S S
o AR AR
o VLHR XA U .
s AP &M 4.
o B R IME,
o WA IP Hubk B & IP ML
s PR AR AE LA A OT Security 2 75 1 LA A 1 26 55 48 U7 0] 52 4%
C(EH T EERMS) A EER(ERES) M, B RE LK.
OT Security 2z {f /7 FE 5, X L8 FE 45 & B /R £ R 9870 i .
9w 4 T I
T DAgn iR SR AR VR AR 4 R

)]
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© o N

>l
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2. R REIEEIR.
SR 23 B4R R I
3. AT FAIHEZ —:
o LB REE, RE LR RE.
o EFEPTH R, ARG N BB Rk w .
SR 2% I G 8 AR 4R T A
4. R FHEBBEME R .
5. Hifi“REE".
T 3 A% 9
S5 I L A 7 0 SR
L R AT A, BT DR BRAE
1. HIE >R A H#.
B 2 B E S E W B E T .
2. PSRRI IUR .
BE B 25 H 3 SRR T
3. WIAT T A ERIEZ —
o G TR R, R E R
o GEFRP TR, SRS BRI B gt R BR
OT Security 2= Il & v ie #5455

WMI 1 f
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# 2L 5 H OT Security LA #1417 Windows Management Instrumentation (WMI) £ #] , #& 7] DL % &
WMI K 1 . OT Security & it WMI 25 i1 3 3% B ¢ Windows £ 4t i1 5 £ 15 K.

AT WMI ) I5, OT Security #& #i 5 Tenable Nessus #H [7] i) WMI J7 2% . B 4% & WMI Bk 5 i3k
ITH 1, 7§ Z W Tenable Nessus H F 45 7 ) 1 1“3 F Windows 6 5% DLk 47 A< it 1 6 742 5 4%

W
f1 2 Nessus ¥ 14 39

Nessus ffi {4 3 i = R 35 H 7 2 G 4E %) 2 5 CIDR AP #b ik 1) % d1 38 & B9 % 77 )8 3l i 2%
Nessus 9 ¥ »

OT Security £t % 45 72 CIDR P9 M B2 30 85 = PAT - (A2, 8 TR OT % 4,
OT Security A 2> 334 45 5 36 Hl 9 (A PLC) T WA 1 9 2% B8 7= . OT Security 2> M 31 4t 71 HE B ¥
RRR 877

M OT Security 4.1 T 4f , v U HT BT 20 150 61 2 38 (9 49 4 -

o BAT A TH PR % T e VF Nessus AT VEAH 4 5, G rh B0 8 T BE R n 43 4 I (B A
Bl R DR N AT (B JAR ST R 2 22 3 (1) Python 22 ) (14 14

o RVEYHSE R AL TR < ek T Lk AT B B A A SRR A AN VAR AR B, ST R T X e 4 B
B 45 3L R I . 3 A St 17 Attack Path Analysis i H] Nessus 5 4 3% £ 2040

o 24T (7)) :Nessus 7E I T WL 1 g B 22 /17 40 200 55 45 1 # 1 IS T o 2 SR 78 T R 18 1
LML E AT, AT DASE 0 #0 H. BRINE N 15 8D .

o BANEHK B KRR EBE  Nessus B0 T L6 Z AT B9 B R 7 208 . BRAKS & 2K

B2,
s BREAHKB KRR EHL LR : Nessus 7] [7] b 34 ) 5 K EHLECE - BOA VLR N
10.

H T 3B i 9 Nessus 3 #i {5 B 75 LU T HE40(E &
o EREIIEEHE
o BEaARKRK
s FRBIKE S B BRIERTHE
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= Otenable o1 security 03:57 PM - Wednesday, Feb 5,2025 @ = Mr. Admin

8 Overview . = WIN-UEUPTS5DGAOH « M

OT Server
> O Events
P MAC Vendor Model Last Seen State Family Firmware 0OS
@ Policies (Direct) (Direct) Rockwell RSLinx Server Feb5,202503:53:39PM  Unknown  RSLinx Server 1.001 Windows Server 2012 R2
v & Inventory Details —_—
All Assets P Trail NAME WIN-UEUPTSDGAOH
Controllers and Modules Attack Vectors PLRDUE LEVEL Level 2
STATE Unknown
Network Assets Open Ports N
By “ Vulnerabilities ~ DIRECT MAC
¥ Network Map Active (123) FAMILY RSLinx Server
VENDOR Rockwell
7 Risks Fixed (677) MODEL NAME RSLinx Server
> @ Active Queries Events os Windows Server 2012 R2
> @ Network Network Map LAST SEEN 03:53:39 PM - Feb 5, 2025
FIRST SEEN 11:48:54 PM - Jan 30, 2025
7 e Related Assets LAST UPDATE 02:01:15 AM - Feb 5, 2025
> & Local Settings Sources SOURCES nict (Local),Nessus (Nessus),nicO (Local)
NETWORK SEGMENTS oT server /1 21X
CRITICALITY Medium
RISK SCORE
General
FIRMWARE VERSION 1.001
DEVICE TYPE Generic Device
COMMAND 1
SERVER TYPE 36871

Nessus Scan Information

LAST SUCCESSFUL SCAN 03:19:41 PM - Feb 4, 2025

LAST SCAN DURATION 15 minutes

LAST SUCCESSFUL AUTHENTICATED

SCAN 04:41:25 PM - Feb 3, 2025

Nessus i 5 & H B T4
o TR CUVE Al AR VAL I
o TR TR TS RO B BECE B B 1 E br
o FRAT A IR TR A O THD IR S AR SR . a0, XHE 4T Windows. Linux (1) 1T 287 5 7 AT
IR VEA A (TR A oA A B T VAl 4 23 ) 2 T AR PR R A A R AR
&

OT Security # ] Nessus $ ##i ffi 1 55 Tenable Nessus. Tenable Security Center 11 Tenable
Vulnerability Management H 1 2 A< [ 25 4= 45 AH [5] 1) 58 % ¢ & . ME— 19 22 7172 OT Security H 1]
PEREE I . LA R /2 OT Security H1 i T Nessus 37 4 it 11 At 1% 70 . X 26 3% Tt 3& B T AN “9&
BOSBRA R UL S 80 1 “Nessus FE A H §i7.
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o 5T A AT LB )
o 5 H LU R I BT 2 Uk B (B E)
« 15 [ 4 5 LR

v & : Tenable Nessus /& 5 & & 7& 1T ¥ 55 4 i H 1912 A 30 T H . Tenable 2 WA E 1L OT % & b fif H
Tenable Nessus, Kl N B RE & T E R & IEHWBE.

U B S6HAF fA] — TR 77 Is AT FE AR ) Nessus 34, 1 2 [ “BUAT R 2 T % 7~ 1) Tenable Nessus 1

"

I HER AT I R B IS AT B A

A1 & Nessus 3 {435 #

#2412 Nessus i 34, 1 AT AN #8245
1. R EHEH>EAEE".
G IR 2 B B 2 o A O 1
2. Hem BB E>EHEM
G IR 2 B B 2 o A O 1
3. i “Nessus 9 #"i% Tl I .
i 25 H B “Nessus 35 1770 1]
4. Bilih LA RIRER.
B 2> 2 o “B B Nessus 1 4 51 33 3 1 1R -
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Create Nessus Plugin List Scan

IP Ranges Plugins

Messus plugin list scan runs a user-defined
o list of plugins only on network assets within
the specified IP ranges (CIDRs).

NAME *

IP RANGES

*

C' PERFORM THOROUGH TESTS ()
() HIGH VERBOSITY PROCESSING ()

NETWORK TIMEOUT (IN SECONDS) * &

L |

MAX SIMULTANEOUS CHECKS PER HOST * O]

2 ﬁ\

MAX SIMULTANEOUS HOSTS PER SCAN *@

Lo |

Cancel Next >

WRCIEE R R 7T 0023 K Nessus 134 BRI E « 2R ik 3 DUBR B 2 A7 3 4, 4
48 5 22 143 48 A8 R A e B BE AT

5. fE“BFR"HEH, 9 Nessus HHfi i A — N4 K.
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11.

12.

13.

14.

O
EPJEEEH , J IP 55 CIDR % A\ Ji [ .

(P B e N RARY) HOT 0%, B TR AR 4

R A T Rk T T RE 2 B0 45 I A A 4, (R T R iE UUA Bl T Nessus 94 K
BLRN 407, 640 JAR SCAF B 2 % %% /¥ Python F&

(k) R VR E LU I %, DUR H A B OE SRR TR R B A AR R AE R

EROHERBASE I H#ERMAE XIRFENG ARG L, SCaB THEERRE R+
fR) i) B3 I 328 T0GE fo 1 Attack Path Analysis #l| i Nessus $9 i % 2 34 .

. FEPIE I (FP) "HEH, Hi N\ Nessus 7E M T2 L AT B Wi B 2 T 0 20055 455 0 B A I (] o G 2R

FE R FE B 1) E L B BEAT 36, 0 AT BB D K. BROAE I E D 1585 .

fE A ALK BT OB, i A Nessus £ 8 3 L0 LA 10k 26 40
R UK R 2.

FE BRI 1 B 8K B B EHLECEHE . %\ Nessus 7] [7] I 45 6 (19 5 K B 0L & o BRIA
LML RN 10,

BT,
BT 2 ISR A

AR : OT Security % 2= 51| tRF € T 12 B0 2% B3 25 o 00 250488 FH 58T 10 ¥ W0 E 4 e e WAL 4 1F <
& B VAL, 1 2 b SRV ATE

R RII ARV, LSRR DRI & R 245, RS S
B B A 96 1 0 SR G AE

R % Tenable Nessus i R 5| [ £ {5 &, 15 2 7 https://zh-
cn.tenable.com/plugins/nessus/families
$‘ ':_E‘ uﬁ%ﬁ ” 3

) Nessus 79 4 2= 75 “Nessus #7717 T &7 .

| TR -0 = g 5 5O BR BLA (19 Tenable Nessus 47 4ifi, A7 88 5 oy T 7 (095 1 4T I 18 3“5 %8 "5 M
B .
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12 4T Nessus #& {43 #

17 Bz 17 Nessus i fF 434, 1 AT LT #14E
1. 7E“Nessus $9# "7l L, $AT T A#1EZ —:
o A5 BT BT R IS R R SRS BPIE AT
o EETIZATME, AR5 A ERE > SLRVEAT.
B 2> B Ak Nessus 33870 16 1E
2. R EE OT W& ANERMTEE AN | 1 i iR 48",
% if HE 5% ], OT Security 2> {# 47 13 4 .
3. A EIEAT MM, B A B 3 AT T I RS RTIB AT
bt I 23 T K L “HE #E Nessus 33 #7515 4E

4. WAk ER".
OT Security I £ 2 12 47 479 4 o £ AT AR 3 39 48 (10 4 AR &S B A=K R | 15 1R B2 R4
B U5

OT Security H [ “E 48 ¥ "5 70 £ 45 DL K Bic & 0T

o FRRRER EE R PI AL AR L At AE s BR AR N BA A% TR TN 3 R | TG B AR RS AT I
2B o 1 S B AR

o ARE QI OT AURE U 4 Jo i 2 2 A% I 4% U3 72 Windows 1541 . 16 2 4 “OT AL 3",
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There are sensors in “Paused” status. To start using them to collect data, you need to manually resume it. Go to sensors page

= (Otenable ot security ) 12:16 PM - Thursday, Jul 17, 2025 S Mr.Admin v

8 overview Data Sources

€ Inventory

Sensors Agents loT Connec tors PCAP Player Manual Uploads
> B Risks
AUTO-APPROVE SENSOR PAIRING REQUESTS @D Check for updates
> £ Events
> @ Network
v “8 Data Collection
G
Policies
SSSSSS Active Querles Active Query Networks Name Last Update tforms.
Active Queries
Paused Disabled Sensor # 12:15:58 PM - Jul 17, 2025 4353 Oracle Linux 8

Data Sources

> & Settings

Version 4.3.53 (Dev), Expires Dec 29,
2993
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el
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Sensor pairing requests are pending approval View Requests

= Otenable 0T security |

11:50 AM  Tuesday, Nov 5,2024 ® 2 Mr.Admin v

88 Overview

Sensors Search... el AUTO-APPROVE SENSOR PAIRING REQUESTs (Il Check for updates 53
> {) Events ) . Approve
P Status Active Que..  Active Query Networks Name Last Update o
33 Policies Delete
{2¥ Connected Disabled Sensor #90 1:49:52 AM - Nov 5, 2024

> i2 Inventory Pending approval N/A Sensor #98 11:49:16 AM - Nov 5, 2024
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> © Risks
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Edit Sensor
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11.
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75 Enter ICP Details -

Enter ICP Pairing Details

@ Use Pairing Key

() Enter ICP Details

Pairing Key:

Back Next Cancel

- B\ ICP %415 B
00 SR R B IO, B G54 SR A 6 B, AT BLAE G oP AR A ICP BT 1 VEAR (S KL
1. E“ICP Hubk"HE o', %1\ ICP (1) IP Hu .
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3. 7E“ICP BB HE 1, #y A ICP 5L HLI 2565 .
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Data Sources

Sensors Agents loT Connec tors PCAP Player Manual Uploads
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Configure Agent X
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Active Query Networks

m
w
z

3. EBIHED, f NAE LK
4. (E“EFHE M, 2L TR AN 45 1 1P Hu bk

ER OTREMNHAE T2 WM L& M % IP bk (“FERE W% E L >%
BEME” .

5. (AIik) A EBAT TRV T G LS R
OT Security 2 J& FHH“BE & [ [@” T 7 4E .

6. (FTik) ML T EAR E o Bh L AN R EUE .

7. FECREEE S, TR Rk T R

| ER EEEHERN>EETUENRRESAE TP E R AREZHFER, HSHE

.
8. BRI,
OT Security ¥4 OT (RELFIREEH N BB
Ja S AE

- 285 -



X ki
i H OT A B iz 17 9 #
1. 7 “BIBIR>REE DR, AT FHEREZ —:
o At INE OT ALHL,
I N 2 HY B S
o T OT RBL™5% i KA HE
OT Security J& H “BgAE">“SL BP9 #8755k . .
2. Bl SLEpE#.
OT Security # AQHUR 25 56 SO “IEFEFT /I I 46 49 5 48 1€ 19 M 2% . OT Security 5¢ Jil 47 i
Ja , ] DL B R A B R B i B R B, R TE BRI AR
1% 45
Ml B OT AL 38
# M Windows i+ 5 HL# 2 OT ACHL, U] OT Security # QIR &8 5 o BT TR E#.
T B OT AC B (1 25 48
1. £ Windows i+ 5 b, 4T 2 358 )7, S8 5 o i B R
2. FZ M pa) G i D R A
) M Windows i+ &AL ) 2 OT L,
3. £ OT Security #1 5 T 2= “BL 4B IR ">ARH % 0+ o
OT Security ¥ R HE KRS EH N B FEE".
4. HIMAT THBRIEZ —
o ABEEREHAINE OT AR,

BRI 2 B .

- 286 -



o 3 UOT R HE"55 ) & B HE .
OT Security 3 i “B/E">“B k& "¢ &
5. Fdi BB
OT Security fffl Bz OT AL 2 .

I VER R AF AE S IR 0 EE A 4, A SR EL N B, SRR A RE N BRAQEE

i CLI % 3% OT /A

& A] DLE F CLI a4 ok 22 25 7 A e 6 %5 45 L ICP 4L 4 5 AP 81 1) OT AR HE .

CLI #1 % OT L3,

TG 2 i
* M Tenable T #k 1/ F#, OT REL LR .
I HE 6% 5H e 2% OT ARHEE, iBig 4T L F w4
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OtAgentInstaller.msi f& % % 1.

IpAddress s& ICP [ IP M i .
Username & H T & X ICPHIH F 4% .

Password & ICP Zf5,

CertFingerprint J& & 7 OT Security H' 4= Al (I IE 15 .

)

msiexec.exe /i "OtAgentInstaller.msi" /gqn ICP_ADDRESS="XX.XXX.XX.XX" ICP_USERNAME="admin" ICP_
PASSWORD="xxxxxxx" ICP_FINGERPRINT="XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX"

TR APIE R, BisT UL R a4

msiexec.exe /i "<OtAgentInstaller.msi>" /qn ICP_ADDRESS="<IpAddress>" ICP_APIKEY="<APIKey>" ICP_
FINGERPRINT="<CertFingerprint>"

( FJi% 2 %) INSTALLBASE=""<FullDirPath>""
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e OtAgentInstaller.msi J& %3 A4 .
e IpAddress /& ICP [ IP Hbdi: .
e APIKey s& M ICP 2 1) APl %5 51,
e CertFingerprint & M ICP 4 & HIAE 15 .
e FullDirPath /& %3 H XM %1% .
NI

msiexec.exe /i "OtAgentInstaller.msi" /qn ICP_ADDRESS="XX.XXX.XX.XX" ICP_APIKEY="KXXXXXXXXXXXXXXXXX_
XXXXXXXX=""ICP_FINGERPRINT="XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX: XX

A5 218 FH INSTALLBASE 2 % :

msiexec.exe /i "OtAgentInstaller.msi" /qn ICP_ADDRESS="XxX.XXX.XX.XX" ICP_APIKEY="XXXXXXXXXXXXXXX_
XXXXXXXXXXX=""ICP_FINGERPRINT="XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX: XX XX XX XX: XX XX"
INSTALLBASE=""C:\Program Files\AAA"'
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T PR 45 2%, 5 0h 2022 35 OT Security loT 3% 4 23 /S F .

22 %% OT Security loT 3 82 a8 ACHE | 15 44T BLF #AF
1. %33 “Tenable | # VT .
2. S % OT Security 71 [fi .
3. 7E“BWK loT A WA 6 73 b, T % “Windows loT & # 88 A E " 7 4 .

Advanced loT Visibility

& Windows loT Connector Agent Tenable loT Connector Agent for Windows Server 190 MBE Checksum
202, Server 2016, Server 2019, Server 2022, 7. 8,
10, and 11 (B4-bit) (v341)

& Ubuntu loT Connector Agent Tenable loT Connector Agent for Ubuntu 20.x, 212 MB Checksum
22.x, 24 x(amdB4)(v341)

4. % N 10“Windows loT 12 288 A3 "R 7 10 & | 21 B4k 22 38 (1 N FH A2 e AR 45 2% |
5. iz{7“Tenable loT EERAH 1 5.

LI 25 B — 2% R WE R A ACEE 1R 3 IEAE AT a8 L 1OV B, JF LSk W€ F Tenable loT
ERSNRERERN I W,
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https://zh-cn.tenable.com/downloads/ot-security

6. i F—F",
SR 2 HE VR AT B B0
7. G RERBI, RERET—H"
Be 2 I EFEERERE O .
8. fHE M T %A loT A A H S (B0 F BN H 3%, R i F — 287
Tenable loT % 4% # X P 22 36 T 4R
9. ZHE A G, 3 iF Tenable loT % # #3 A B il %5 & 75 7T DL IE W 18 1T &
. AE“BAT A & I, fi N “services.msc”
BE I AR 957 E 14T T .
b. ik OT Security loT ZE R AR H I AT IEEZIT RS £ T
2R SRR TS TT LORE B R R 45 4% 7% 2 21 OT Security. A 5% 4 i 8 i ize 72 4K 2 3% 42 31
ﬁﬁ%ﬁ'zf?ﬂli%%%ﬂ’]%%ﬁ@, 2 ] “JE o ACHE RN loT JEH 487,
PCAP J il 4%

OT Security 3¢ ¢ A& AL 5 10 5 B 9 25 35 30 1) PCAP( 04 (.47 38k ) S0, £ 78 OT Security |- “#%
o 75 3% U PCAP SCAF I, OT Security 23 W5 45 0 45 Uit &, 10 3% 4 A6 I 20 1) 58 7= L Y 4% 3%
A FM A EE, mFERE S REER M h —F . bohge T TR E 1, 3 78
OT Security I &= W 28 2 b R AR E . Bl a0, 2 T .

PCAP Player <o [ scuors « Jlpiossrcwrie | epon |

[T File Sine Upiaated Al Upslsased By Lait Playedt & Lin® Played By

o AT LD 1557 MB Lop I8, 2000 O, 1904 AM T Pt et

Tull-dewritsd i hanpe po ap 16.48 MB Sp 26 202007140 AM ST et My

R PCAP 3 il 2% 52 £ ix 86 e 4 28%) - .pcap. .pcapng. .pcap.gz. .pcapng.gz. A LU{# i i
OT Security [ 52 51 5k He At /9 2% 15 45 T E3d 3600 .

4 PCAP X
7B AL PCAP XU, 1 $AT DL #e1E
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O

 AE BB > BIE IR, B “PCAP SRS "L IR

UE I 2 4 B “PCAP #& i 8% UL T .
#ii“ B & PCAP ST,

LIy 25 FT JF SO B VR B B A%

1% 8 i 7 1) PCAP id 3% .

AT

OT Security ¥ PCAP X /4 FA£ 3 & 4: .

78 PCAP ST A

A ZLAE B PCAP SUAF, i 14T LT 384

1.

15 B AR WA "> BB YR LTI T, i “PCAP #B 88 "k Il - .
LE I 2> I “PCAP #& B 28 " UL 1H

1% PR BT PCAP % & o

i R AR R

G 2 Y B BRI PCAP™ A 3

 AERRTBCE BT B AE b, 0k B A B R G R O R R

jﬁlﬁy\j :“1xu\ nzxu\ “4X”\ “8X”EE“16X”0

l R HE I PCAP U 2o Bl v N B R Gi v, Be 8 5 72 $h A7 J5 Jo ¥ iU B 1k

IRE &

R PCAP XL . PCAP LA B BT A5 W 28 G Sh #8 & 4E R G ik i, 3F B R 48K 51
B P2 2 U I B B PR R

I R A SO RR I, AN RERE TS — 4> PCAP XU

Fa A&
P BRI AU TN
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o fiH] CSV WM Gt EAHIE B
o PN B

» SCD X1

fl HI CSV 5T 5 7 P 15 2.

AT DL P SR AR K CSV S I HEAT G, AR S R L AR . W g IR T B A R AL
‘R CEERE.CHERCNRE RN B E LT

(2455 35 ¥ B WDV, 4 R 6 T CSV SCPE S B S VE I B o O SRR B0 P P T A
6 B 7 5 A b e CSV/ S P R ) e %8 9 S0, RS A MR AT 9

AR S B CSV S, W AT DT R AE
1. E BB R "> BB IR T, i P B AR R .
2. M CSV EAR SR M o, Bl b,
3. WY CSV A1 PR A7 AL B IR R e E A% .
T2 I B

N T ERERTE B, R OT Security i AR Al 2 — S8 H A 5577, M REA E AR X LB ™. 1]
Loid i T 39T g CSV SUA, S8 5 4 % SO AL B 2R 48k T3 5 1% 28 55 7 s n B3 b 1K
HURE B AR 1P R PER Ge b BUAT 57 B 8 F 19 587 o G SR & gt I 2 5 AT AR R 1P B0 190 2% 3 45
B, AR R e R B AT 0% oA Tl B B A5 BT B o AT B AR RS S . e I B A
P 2% TR B AR I, R G2 TR A% BT AT 9 B AT b B

© E AR B IP Mk 2 tE N R GV

£ OT Security £ I 2] A& {9 55 7= 2 #71, H P75 8 0.

ER TR MEE ™5, OT Security £ Yl 313X L8 B 7 7£ W 26 o Kk ARGl A5 J5 A A il 5 2 AH K i 2
o

A BP I BT, AT BN AR
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1. B 2 BAR W R > BB IR
EANESHTEI & F ST
2. fEFF BATET R, S EFIHHR MBS .
3. FEBRAE™EH A, T HR CSV EMR.
OT Security 2 '~ #X tot_Assets # i 34 .
4. §TJF tot_Assets FEH LY.

5. MR SO o B0 10 B RS 1 9 4B tot_Assets R, IR B B bR RL( 44 BR L SRALEE) AR\ B
1B .

6. TRAF %08 1 SO

7. 3R 0] “BE = v B

8. TEBRfE"E R, ik b CSV”, AR5 T M 2= Z bAL 1 CSV ST IR 4T IF S04
9. fEFRHME=", B TRRE.

SO & SR — DN RS I CSV A, “25 R F 2 s RS AT R M B R I TE AR AE R
RN AE R H

A E © [ 0 G| N T | 7 E | L M H
1 |Hame Type Criticaligy 1Ps BT Family Model  Firmware a5 Purdue Le Location Descripdic Result [Ermoe
2 |AM (4 HighCritic 1010030, aa:bicord Siamsens  ST300 231 Lawall Tealy Siarmens, Faibune |IP 10 1003021 alreachy' lxlsl:i[
I Bon Seret  Medeamt 1020030, 30 Wi Windgw Saner 2014 Sutgirid
4 |oCc Swirlchi Ak:biord: Catadyst C3560 1x3 Lewedd Sufreas
5 DDDD  Unknown MoneCriticality Linisr Leveld  lsrael SUDCRSE
i
SCD %

A2 F v e Al 18 (SCD) SCA 0 & 42 WLl 1) i A 38 A5 A R PR A5 2 o (8 BLAE T K SCD 3 E
% 2| OT Security, 33K 153 ¢ T & (1 %5 7= . IEC 61850 it & LA 2 34 55 22 4 WL A 1) v] LA o

M5 SCD 15 5, OT Security 2 % 75 15 42 HL ub £ 1= ic B AH 5C 10 A BL &5 2R, il
o REFEBIE ) v Yy 19§ 3E H B E (MMS) i 75 .

o REFBUZ P i (A AE SCD AP J) 22637 B MMS 4 & .
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O

¥E & : OT Security ¥ 3 ¢ SCD 41 LA T #% 2

o 7% B YK R 18 = (SCL) MR A 1.0 A1 2.0.
o NEE AN SCD XX,

%% At SCD SCAF, AT BA T # 1
1. RS SRR

G IR 2 BB YR I

2. E“Fah b ETEF, SHE“SCD XHH 47 .
3. 7E“SCD XXHF # 4r, Wi A&7,

SCD Files

1285 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file.

um 2d SCD files to \murt h fy substations’ configuration and define IED
ice communication settings accordin, gt o the \ECGTESDS nda r’d

Note: only one 5CD fi d per substation. The
taining the same substation na

ecently uploaded file
e wil verrde previous ones.

Project SCD File Name Substation Last Updated

Station Indegy Station Indegy (1).sed Substation 03:59:12 PM - Jan 20
huh SBUSServer.scd 02:16:48 PM « Jan 2€
S/S 8860 SBUSServer.scd S/s 8610 02:50:54 PM - Jan 2¢
NIC STATION NIC STATION.scd 03:08:44 PM - Jan 21

Upload  JO]

Download Details

BE% R AR Bk F AL — 4> SCD 3 AF o R e ils b A% 19 ST A & A1 [ A 38 B 3l 44 B

R ) SO = 408 i

4. PN L AR S

OT Security 1% SCD 3¢ J5 , #& 7] LL7E B B> “FE 4145 B A “IEC 61850”i% ik h & &
PR VEY S B . SCD X AT AT A R B B # Sk — A EAE, IF SRR B

“IEC 61850” 7T 1] f) J0T & 2 ik 7 — 4% AR G 2 BV Al f) 4 1R 3 8

C(FIE) EN SR REMGER, R L IREE TR TREAFSE.

OT Security 2> L CSV #% X T # W 4115 B
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w"E

OT Security ' (1) “ A # 3 B " & 4> 11 & OT Security f) Kk £ $id & 7 . AH R E 5L
DI

EHEW S E WA AR RN E  EAE AN,

A RS 7 A A PIAL OGS At v BRI R A N B A SRS O T R L T B AR R AT I s &
W o 15 2 P R IR AR

2o E

o WA AGMMGMB UL TEME R LMEE L. Hlan, RGN E . B 38 (R A s
)

R &0 LLTE Tenable Core H1 it & DNS iR 45 %% - B < #E £ {5 5, i 2" Tenable Core +
Tenable OT Security H /7 45 7 ) 1 “F 2 i & & 4 1P k",

s WHOEE EFWNMEENS LmE . AXmDEENEZEL, §S M BE
o SR 2 v R 2k U5 SO 2 BE AT 8 B BT 3 R

s EF EIERE T AEMH I HTTPS UE Bk LA B CRIE, &F A % HTTPS IE 15 1Y
ERIFHMER LY S . HS RS HE”.

o APIZE4H 2 Wk API 4], DUE 28 = J5 N H R 7 fg 9638 ik API vy i) OT Security. AT & H 7
Bimr G g API % 8 . AP 1 500 & & 1) H 7 A A8 F RCR 5 AR 5 I 6 e
AP %5 A 1E 85 — WA I OB OR — WK 1B 0k AR 2 WA B DL DU 4 . 0
Z I “4 i AP B 47

o VWAJUE: & F BB A 2L T VR AR o 8 2 B “VE AR

B
s BERE
o SRR LS ARG R G0 B AT 4 SR (P TR R A i S B
%,
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ActiveQueries.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/ConfigureIPAddress.htm

O

o fEF CSVEFE ™A B /1 CSV B 3 3 5t ™ i 415 2
o FPRVAIB A CSV B ACRE B B 7 IS N 2 B S 3K AF B B E

VER ;1] K i% 3 Tenable Network Monitor [£] 1P i [l (1] ¢ K% & N 128, K it Tenable & i3 A 5
A 3 I PR ] . B 48 E 1 IP YA Bl 2 46, A2 T OT Security “F & 1 I N 1 AE AT = A1 84T AT $04T 3% 3
(1) ¥ % #H Kll 43 % .

E>¢

. %ﬁﬁ‘]ﬁ?"‘ﬁ%%%*ﬁ’]]‘gaﬁﬁﬁﬂﬁ X b
FEE 1B 2 [ 5 SR 8 ] DL G T2 T 3 T 5 el ) %

o HEXTFB A HE X7 B UME ARG BARIL 5. B E L7 BOT U 4
A%, R DL A S R A B

o BB T LU IR T N VS R A 2 A RNF A AR A ok, Do kAT
W% 16 S b H AR

* PCAP FEJSAS - 47T Lh b A% 40 530 5 1) M 26 7% 3l 1) PCAP SC A, JF#E OT Security E
R, TR AR N B B R G 1E S A

s APMAGEE. WEMSHSIAR kA RRER.

s AFPBRE AFEMBEEAWEXREWH I EE (24 Ho A MEM) , JF E S5
SO R AE F (R BB o0 KR U E)

o AREA P A A PR UUOAREE B A E AR HL B bk PO bk P o BE ARt T
BB S W H &R,

s APHAEHAHPES. WA S IMAMERHE P AH ES B

o B I6E AR 5 8% ;1T DLk R % A LDAP ik 5% %5 (5] 4 Active Directory) 43 it F /' 4%
P o fEX A G T, AT LAYE Active Directory W48 B P 45 BL. 15 5 8“0 & L7

o BRI HH AT & 4 K. OT Security 24 /i 52 £ 55 Palo Alto Networks 3 — 1% Bii K 5%
(NGFW) #1 Aruba ClearPass LA & H fth Tenable = i ( Tenable Security Center I Tenable
Vulnerability Management) £ il . 5 2 [ “42 J).”

e REB . EFE. QIEMEIE RS P HE MRS 25 £ X BLR IR 55 28 SR Bl i) BE 55
o SMTP AR 55 %% : SMTP JIR 55 %% n 38 i H MRS 44 & 36 F4F T8 40 .
* Syslog it 45 #% : Syslog ik %5 #% W Ks = 14 H & id sk 78 458 SIEM 1.

77 S A 3K N B B

~

-301 -



O

* FortiGate B k3% : OT Security 55 FortiGate 4£ /% J5 , F] /" 7] LALHR 4l OT Security /1 4%
H1F 7] FortiGate By /K 1 & 32 [y K 35 52 B 223 .

 RGHRF ERRGIEINN TR TRAME N HIEI:
s MEWH RE KA RERZ NH BARE.

| WU BRAE IR ROE RGP TR BE AR E R

Tenable Core H FiL7F 0] B [k Wi F :

o RGAM:H 3.18, & T {# FH Tenable Core 7 [ “& 43138 J&.” T [Hj %
OT Security #17 & Ak 5 . B R E L EE, 16 S RN E T BUE & 0 A1k
JE7. B EAE A CLIFATEE, S W 1 CLIEJE &4 .

e SH&E W OT Security P&t B W BN .ndg XHFH B ARMIFHEN . I
XAHHERSGEEN & BEHT S A58 OT Security 7 4 .

s BANKE K HIE N .ndg XM OT Security - & i & ¥ & 5 N A HL i+ H 4L .
s THRELMEIE: /£ OT Security V- & 6 & 45 12 W 2085 10 S04, IF 6 H A7 1%

EARMIFHENL L
o EFEBN:FEH A 8) OT Security V- G - 1% & Bim b LU it & 5 T O 75 1) #
7k .

o BRI A IS S . v LLBE B E B 0 I
o XM XM OT Security *F & . & ZIFHL, &% OT Security ¥ % b 1 HL I 4241

c RGHZ REAGTREQFE REHEL A L. Hlln, T IF 05N O 558 05
W o LA U S PR L TT DL % G S CSV SCIE S H 3% 3 %3 51 Syslog R 25 42 . i
SH GG HE"

RGN E

OT Security“Z 4t Bt B VUi fo ¥ H 20 i B AP 2 AT 50 1F 5, DR R MR 5 3 &
HTTPS iiF 5« API 25 4 A1 ¥ Al 3iEAH 3¢ B9 R 4Rl A5 B

B
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm

O
“BE £ LI 28 A < OT Security it & A VEANE B . @ al DLAE TR E & F H wmEic & .

Device

Device Name

The name of the Tenable OT Security management system.

DEVICE NAME

Device URLs

Devic URLS llwsyou o secmlople URLs fam uhich e system
cccccc d (FQDN/IF)in a¢ aciton s the oc cally configured IF addresses. (Eh nge

requires restart).

System Time

Timezone

Determines the time zone for the Tenable OT Security system. Time zone, together
with the s s ime, e, determiine the u p\ yed time o alets, ctiviies, system log
et o e related fe

TIMEZONE EXcUTC

Maximum Log-in Session Time-out

Determines the session period after which logzed in users will be logged out
q (Requires i

LOG OUT AFTER 2 Weeks

W& BK
OT Security ¥ £ 1 M — xR T .
# % URL

RV E W H T U5 ) R 48 $ 4 URL (FQDN).

ER g A URL 2 — BUE 2 . B i) FQDN A2 Bk B WHR A REHER iId k7= /7 8, AP
GV A oV V5 ) o 1 55 0 B E AT ER AR AT, RS PR Ak 4.

ARGt [H)

ARG B CE R R 3, (B AT LG g

l EECREEMH MY THHICRHIEMNERT S EREE.

BR ST B A [A]

-303 -



O

SRR B, W B G, C B B A sk B E ok B B S S 1h e
i), 35 B o “gREE . mT A I I A B Gk AL HE 2 L 30 4. 1 /NEE L 4 /NEE L 12 /NEEL 1R
A2 .

B K T 280568 W ]

Jo RO 1) B, SR TR Bl e, O Sk P R B s e O R B R B ok . B AN B I (A], 3
g
T 022403

B e — AN TR B, LB )3 s, an SRR U B 3R B v O Ak T T RS i — DUl B, R
i A HRAT = NS DB RABE R R M. AR ENNE . AXEZERE, ESNH
‘I8,

Ping i& >k
JF |5 Ping i 3K 7] #3% OT Security T~ & % Ping % 3K 1 H ) Wi M .
ELHOE Ping 15 5K, 15 B 5 “Ping ¥ K "U1 #: 91 5¢ LL S A Ping i 3K .

HEAMIR
FTIF 56 B2 £ B 0 4l 3K T B T B80S % 220 % W 4% TR BT A IR B I 5E R 0N B R 1 T RE . IX AT S

BLZ (b HE R AV BOIE R & D e . A Bl 1.8 TB I, & 40 & M R B 1 S A 48
A DLAE P > B AR A R 0 B A A R on] SO, VR I 2 B 2R

TEWOE B L R, 1 R BOIR R R T 5% BLR B L A AR

lE%%ﬁﬂﬁﬁ%%%%@ﬁ%%%ﬁ@mﬁﬁ@ﬁﬁw%o

H Bt 4 4% R 25 FE XT38 R

JA B Bl 3t AR N A TRk 50 X3 SR AT ORI AT A S TS XT3 SR AR T 7 AR AT AR R 2 B
15 00T BRIV AT R AT At v o o SRR 0 5 R T, DU AT e R A% A AR T B e A (R Tl b HE )
7 REE B2 B M 45

T A LA N B AR B I TS R, 1 B B S b MR N AR RS I 3 R U 0T K
LLiE M B Bt .
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7 KRB

7] OT Security 75 i A M 7] 45 7~ 8 328 12 81 BT U5 i) WP 28 A0 40
W E AR, 1S A R WS IR IR e, S BT R 4 SRR R D) T Ok .

BRERBRLGETHE R

“Ja F 3 B 1B I 4o vH 08 ik T 45 52 Tenable 68 15 U & 5% T OT Security 3 & 1 FE 44 3% 1 £ 4
J& H J& , Tenable 2> W& T8 15 VA 45 2 A AN INE B AUFE A B G a4 . X5 EAE
EANNEBHE AN F 0 E S (P, BINAE S EFEE AR T 5T B b 6 U1 . B s
R A DL % BT e B 19 3h BE 1 $03E - Tenable 25 4% 6 Tenable 3= B i3 i K 52 £ ixX 26 % 45, LA
3 FH P A8 F BT R OT Security (14456 A1 H T A& B A ik B 19 bk B EBRIN A B H S

TR AN, 3 b e R A R LG R

I FER U0 TT < B AT e N 45 8 R 0 4t T B St

GraphQL Playground

N %5 %% N GraphQL IDE. 3 H /28 F e U) 4 5 5%, o VR /28 1 A8 F A2 7= 3 58 v 1) Playground 11 4t
AP| 7] .

iy P B
M 4.1 B4, 4 TT BAZE I 11 8000 E- & #5 I AC B 7 43 3 11 Tenable Core 2 11 .
BEE A R R A 3 T
165 TT DA SR S A MR (0 B 78 2F KO 5 (0% A HE AR
T A R T, 3 HUT DL R AE
1 WHAT F AL
- HERE>RARE > AR
o TEAHAE R AL U b, W g A NE 4R I
U £ th LA A 34 09 LI
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Compliance

Compliance Dashboard Preferences @

The frameworks that are selected here will be referenced in your Compliance
Dashboard.

SELECTED FRAMEWORKS Not Defined (Default)

2. EEMEMRBERICHE 5 h, B RE
Bhi 2 w5 K& AR S A .

3. WEFE P T I A A PEAE SR o AT DL LT 3k T AT Ak R .
« 1SO 27001 & 44
 CAF & U
« OTCC F%
« NIS2#4 (% 21 %)
« NERC-CIP &R

4. BERIE"

OT Security 2= PR A7 A B AE 22 1k 00, FF 4% B8 38 8 I 1 1k TS & sr L 2R & I PR 1 0 -
OT Security = fE“G AR F R R G MR A4 R .

5B A A
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¥ Tenable Nessus i 14 F1 N2 16 1 & St (IDS) 51 2 5000 & 58 5 B HopT A, 13X 7] 0 42

OT Security | FH Bt A & #7 1 © %0 I TR 0 48 /9 55 72 AT 5 4% . OT Security $2 1L 1 25 25 #8 80
551 % (DFE) = by B0, REH 02K R B H G EI A B 0E T & LB = i 3 358
F AT B, AT B LR PAT

| YER H 5% ¥ ¥ Tenable Core )15 K., i [ Tenable Core + OT Security ] /7 i 5§ o i “45 1 98 357

Updates
(I Nessus Plugin Set Cloud Updates Update from File Edit Frequency Update Now
FREQUENCY Every day at 02:00 AM

LAST UPDATED

PLUGIN SET 202411070852

(D IDS Engine Ruleset Cloud Updates Update from File Edit Frequency Update Now

FREQUENCY Every week on Monday and Thursday at 02:00 AM
LAST UPDATED

RULE SET 202411062338

(I Dynamic Fingerprinting Engine (DFE) Cloud Update

FREQUENCY Every week on Monday and Thursday at 02:00 AM

LAST UPDATED

VERSION 202410230822

l R T DOE A IR > SR AR AT R ]

l YER AR 7 VR R IR, 0T BRSO 0 08 ORE A BH Ak, R PR T i BT A A ‘

Tenable Nessus i 14 42 5 3t
REBT = EINEHEHEMLS

a0 R G RE WS IE B2 Internet, W R] DUIE L 25 SEW 4l AF o S8 B s S0 R, i 2 1 B E R I A
AP 2 HEAT 537 (BN B B R 2 /R 02:00) .

A 2L A HAE AR ) B 3 BB D RE, AT BUR R AR
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateManagement.htm

O

1R RS RERE S ER.

B 2> th LB HTE 1 . “Nessus R = EH i 7> & Wil B M9 5 o b T I
[ R B BT o

2. ridi“Nessus AR E =B H U 5 LUA FH B 30 F ¥ s
MBHAEIFRAR

AR A R B B B SE TR, R AT BLT R AR
1. B2 RE>RALE>EH"

Bot 4 th DLEHT 1. “Nessus T A8 5 R H 4 & B 6 12 0040 %« 1B 370
i i 58355 -

2. miidiwEHR.
B IR 2 LG 8 AR R 0 T A

Edit Frequency

REPEATS EVERY ~

Danys
0200200

Repeats every day at 02:00 AM
Mext run &t 02000000 AM - Jan 21, 703

3. M BEEME I, N — DECF I T R AME bk B ) B AL (R EE ), Ltk ok E
T 4 A 0 B TR] Ta] B
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a0 SR B, 1 8 B AR A AR R L8 IR A AT SR .

4. FE“FE R BFR) 750 43, PR o B b B b adk 4B B TR) BT B B N B TE) B AT i B AR A BE R R A
B 1] (SR F HH:MM:SS (0 1% %)

5 BERE.
WESHI—2%HEE, AR DRI E .
B = FhEHESF

AT A AT, F AT LR R AE
1. BRERE>RALE>EH"

“BE L1 B RO 2O - “Nessus JE R 4R = BEHT S 4 23 R 4l AR R B g T o b OCSE B I )
ANV 8 i

2. B SLRPEH.

BT 20 30— 2K T8 6, B DA SE T O AT ST 5 R, AR 4 0 9 4 0
55 .

l WRon E BRI AR o, A OR YT AR R AT T B R B U

BEEH

W R A& H) OT Security % % G Internet iE 2, W 7] 38 ik AL Tenable #: [X 71 B %l T~ %X &8 1
I A £ b AR SO R T 30 5 4 A

A LB LR A, 1E AT BN R
1. R RE>RALE>EH".

LR £ th B TE T LI - “Nessus i 5R = B H i 7> & WoR il S Mg 5 . b T T I
[ R BT o

2. BT ANCHEFR.
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LANEEWIS S S
3. QR AR IAAT BB AR, VF B BE BN BRI AR SO, SRR R RSO E B E H

I EE A HEE Internet( 4] 4% 2 3 Internet (1) PC) J5 4" R M 1% B8 B T 4% & 87 10 i £F ST

4. R, ARG S E M OT Security & 2 1717 9 s o T 4k 1698 1R 42 S0 1.
5 HELEHF.
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IDS 5| Z& 5 | 42 5 5
wE E3E TS EH IDS 5] N &£

b1 S 465l B 5 Internet, U T BLIE I 25 5 47 1DS 31 90 S . A E SR, 1DS 315 4L
T8 £ 50 L0 D 4 EL T R <R — L DU 9 R 02:00) <
4 BN DS 51 BRI A 5 B 3 5, 7 AT BN R

I R E SRR E > B

BE I 2> L SE T UL - “IDS T 2R N 4R 2 B2 s 0 U AR AR g S+ R e T A
i P

2. niii“IDS 5] 2 M L = FEH U1 59T % LLE B 3 .

%8 1DS 7] 2 N L H KPR

4 4 1DS 5 RN S 1 1 30 ST, AT LR R A
IR RESRARE S

BE IR 2 1 90T H U « “IDS 31 865U AE R T 2 % ML 565 b U T
[E e

2. mii“RmERE,
Vb A 2 L B G 88 00 2R 0 T AR
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Edit Frequency

REPEATS EVERY ™~
Dy
0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. EEEMME I, N — DECF I T FLAE b gk B ) B AL (R B ), Lk ok B
T 0 £ F e T TR R

U R PR, VR I A R A A R R B A R AT A S T .

4. FE RGBT IR 4y, o ki i el PR O 3 BNF U] B B0 N A, BT B A A O
IDS 5| % 1 ] £ 1 it 1] (S A HH:MM:SS #1145 2X) -

5 HH“GRA.
I BE 2 B — 4T L, A S O R T T T .
X} IDS 5| ZH N ERATF3I = EH

A BT Z) HEH IDS Gl SR A, B AT BL R 3R AR
1. RERE>RELE>EH

SO £ L BE T LI - “IDS Tl 2R N 4R 2 B4 G s U AR A g S+ S R R ) A
i

2. PESLRPEF.
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BER 2 L — 46 U B, B UL BT IE 6 AT . T se U , I BE7HE 4 S OR 24 7 1DS 5
5 10 14 5 5

B EH

W R A& H) OT Security % 7% G Internet iE 2, W 7] 38 ik A Tenable 2 77 171 W i~ %% ¢ 8 1)
R R I b AL SO Sk T 3 5587 IDS 51 2 R0 4R .

A R AR IDS gl BRI &, B AT LR AR
1. RERE>RALE>EH"

SIS I E R 1. “IDS 5 BN ER = TEHT 2 o WU AR 9 45 5 b DT I i) A
Lot

2. BT ANCHEFR.
B 2 BN SCHE TR
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Update from File X

o B®Download the latest DS Engine ruleset file
(Requires Internet connection)

UPLOAD IDS ENGINE RULESET FILE

Cancel

3. QR R S R A, 3 B ol BE 4 T BECHT (1 1DS 51 5 B S A

R R A ER Internet( 1 41 1% 42 2| Internet (] PC) J& A" B2 M 1% 85 # ~ #be B (K IDS 5 % A0 )
A
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4. B WY, ARG S HLZE M OT Security 7% /' 1177 [ 3 o R 4 14 1DS 51 5 41 0 48 5 4
5 B EH
DFE Z it 55
$8 7T LA P B 25 HH SUIR BU5) B (DFE) 38350 40 ok B % 8 ol s 17 OT Security 2 45 ¥ T 9 43
%,
% B DFE =% B3I B3
B, 4 AT DS o 25 3 O BT IDS SIS AL 4 . ) B 3 E B, IDS Bl S 4R S i i B
FY I T AR50 2 S AT BT (BRA 5 B AR SR A DU £ v R 02:00)
+ % J3 H DFE B 30 58, 36 47 AT #R4E
1. BERE>REGRE>EH".

B 2 B BEHT UL I - “DFE = Y EHTH0 70 o 7 H 3 BB R B L RE R
H 3T, A KB R =4 I RRCAS

2. FEJE M A E R, i 8 “DFE = ¥ B U T % .

%358 DFE EH KR

4 249 4 DFE 19 B 2 3E0gr iH &, 38 4T LR #RA4E
1. RERE>RALE>EH"

BRI 2 DL BE T UL . “DFE = % S8 HE 0 Son 1 E S AR i B B R Y
H 39T, DL S8 3 R 24 AT RRCAS

2. miRERE,
Vb B 2 H B G 8 0 3R 0 T AR -

3. FECBEIRE M, WA IR HHE sk B I ] 2R (K ), B AT DFE
o A 1) 5B

R PR, R IR AL M )L 4T DFE & 4 B .
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4. TEFEHAET I 4, B0 o i B B bR 9 18 £ 8] B80T 2 d N B[], B AT % B DFE 5858 (1 i)
5] (% F HH:MM:SS ##% ) «

5 B “PRE,
W2 H L — 45 B, B0 R O Th 5T .

FFAT DFE = 3% B Hr

1 T3 B H DFE, 5 AT DA 45 4E
1. 2 RE>RAEE>EH

BRI 2 DL SEFT UL . “DFE = ¥ EHTE 0 Son 7 OE S R BB R
H 3T, A KB 1 =5 I RRCAS

2. B SLBPE .

e 2 th 90— 4 9K L, AT R IE AR AT . BT S R A IE 4 7 4 T 1) DFE B
e

BREH

SR A ) OT Security ¥ & A BE M, U AT 3@ i M Tenable 25 7 17177 W sl T %% & 5 1 il A 9 A%
Ak F- 3l B Hr DFE.

A B 4 5 F DFE, 35 #0047 DA 8 4E
1. R RE>RALE>EH".

BEi 2 DL SEHT T . “DFE =Y EHTE 0 on 7 OE SR AR B R Y
H 39T, BA K S 9 = A RRCAS

2. M ASCHER
LANESEWIS SIS
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Update From File X

o W Download the latest DFE file
(Requires internet connection)

UPLOAD DFE FILE

Cancel

3. IR ME 1M R 5 L BRAE TR B ol BE R BT 1 A 25 A4 S

l HERE RGBS 4 e A% B 5T B8 B I B 2 44 XA, B n s FH 3B K9 ) PC
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4. WY, AR5 3 AR OT Security 7 /7 17177 W sl T 41 1% 9% 25 44 SO

5. B,
i
4 B HTTPS iE 1

HTTPS iif 15 1 £& & 4¢ 48 FH % 4= (1) OT Security 15 % Fl Al % 2% 7% $2 . #1146 1F 15 2 75 99 4F )5 21401 .

A LLBE I AR BT B B 25 AR B IE B RO —4E .

Iﬁﬁ&ﬁ%ﬁ%%%%%%ﬁ%o

A RE A UET, 3 AT B R A
1. R R B> RALE>ER".
dh S 2 B E T .
2. fEBfEERY, P EREEZIESR.

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one.

SSUED TO Tenable OT Securi ty
SSUED BY Tenable OT Securi ty
SSUED ON Oct 31, 2023
EXPIRES ON Oct 30, 2025

CERTIFICATE FINGERPRINT

S I 25t I A BRI AR N B
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Generate Self-Signed Certificate
Upload Certificate

Download Certificate



® Generate Certificate X

Are you sure?
Generating a new certificate will override the current certificate issued by Tenable OT
Security.

Self-signed certificate will be valid for 1 year. Please note that your session will not

be trusted.

3. AR
OT Security & H B L UE T, B A SER" HH P EE.

4% HTTPS i B

R : OT Security 1§ H i1 1F 4 5 #& 7€ Tenable Core 1 A% [{]iF 45 A [7] . 5 5< 7 Tenable Core 1 k1%

WF B HE B, 352 % Tenable Core SCRS A 1“5 B R 45 223F 157,

A B AR HTTPS IE 5, 1 $AT LA N 8 4F
1. Bz gEB>RERE>EHR".
BRI 2 L SE R .
2. fEBMEE R, ik EAAER.

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one.

SSUED TO Tenable OT Securi ty
SSUED BY Tenable OT Secur ty
SSUED ON Oct 31, 2023
EXPIRES ON Oct 30, 2025

CERTIFICATE FINGERPRINT

B I 2 I O3 b AR R S 00 T A
3. EEFICHE o, BB B OE T A R AR RS SO
o e i M S S e A N S o S T E Y
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Generate Self-Signed Certificate


https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/ServerCertificate.htm

5. 1E“Fh B3BBG HE b iy N FA B T
6. miii“ EAE"LL EAE 30,
AR TSP S Zil

WER G HIUE T /5, Tenable & 15018 5557 4k il Vi 28 £ U=, CAB LR HTTP IE 15 58 87 i 2 - iR
A& W, OT Security £ &R &5 .

" AP
th 1 APIE B B T OT Security 5 4141 1 9 Hflh % 4 T H A RS

W EAE OT Security H 4 i API %5 45, 18 $h AT DL T #4E
1. B gE>RALE>API FH".
UE I 2 BL“AP 25 457U IR
2. miEh EANERER
G IS 25t IR “HE R B T A
3. BB HES , ik API AL D K5 &t #.
4. FE“HHIRE T, Hiy NN APL S BH A IR
5. B AR
S I 2%t I AR R B I B, P LS “ID7 AT AP F 4
6. Ly o f A UL i AP
7. RSB

LI 25 Y BLAPL 8 87T, bR S B AN ) APLE 4T 1D

¥ ICP 5 Enterprise Manager BC X

| R TAEVE R T OT Security 3.18 & 5 = il A .

& 1] LUK Industrial Core Platform (ICP) 5 OT Security EM Bt Xt 5 45 # AT 45 b 5 .
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HWE 5 EMBECX G, Jr A 58 #R40 ZiAE EM 05058 B, I A 3 sl e A% K% 4 B 45 Wi 5 1Y i A B
o

THi6 2wl

T PR

OT Security EM 7] BLid it API 3% #2 2] ICP.

ffi & TCP 443 1 TCP 28305 & F J1Jik, LAf# M ICP 2| OT Security EM #4718 15 -

ICP F11 OT Security EM 2 [i] f7 7/ HTTPS & #% .

(A %) 7E OT Security EM 1 4 i API 25 4] .

l HER AU AE A AP 918 ITHEAT Bl 0 I 4 7 B R AR .

¥ ICP 5 OT Security EM Bt %F, i $447 LA #4F -

1. 7£ OT Security 1, % 2 “% B ">“& %4 it B ">“Enterprise Manager”.

I i 2t B “Enterprise Manager” 7T 17 -

2. fE'EM BEXF " 70 th, mdi FFIR BT
I N 2 H 3 “EM S %o S BT AR
3. MR THHEEZL —:
* & A P 4 MBS BEAT B XY
o i API %55 FE %t
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TSR k... BiE
% F R P 4 F& 65 1. E“EHBNPHESF , Fr N EM B EHL 4 5 IP HE
pi W) HE

2. HEPEZES, MINEMBEHRZHP 4.
3. FE“BILES, i\ EM [ %1,

4. 7E“EMAEFRFEECER o, A A EMSE 7T 1
52 ) AE P

s T DLk ok oD R, JF WEM EEXS T T 3l
HEAEUEF .

E>RGEE ks 7 EH TR .

| HERE &0 LLEE OT Security EM i@ i “4s Hh 5%

% F API 35 45 it X} 1. EENBNPHESF, Fr N EM B EHL 4 5 IP He
HE

2. E“API ZEREHE o, KGN EM Rl AP 8 .

3. E“EMIE-F I8 G 2, Kl A EM*IEF57 T [
S AIE S .

W w] DLk k2D 3%, JF )EM BEXG T T 3
HEAEUEFS .

W& 0] LLE OT Security EM H i i “2 3 ¢
B >R G E R U7 0 E BT

4. fidEEXE.
OT Security 2> & 7~ H A FL X R 72 1 “EM BEX 58 1 -

ER IR RS R SRR R R R OR SR AEIE ) SR EM R (W REEH T A Bt v
P X 5 SR DI RE ) o

5. (Arik) fn FOR A BoR NS AE b
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a. MBI IER".
A NI TR (1311 S TR /T
b. ISiF MR ER ISR S S EMUEF"0L I F 48 S0 [ .
ik R
OT Security 2= #L#EE 15, I BRSO F S8 “Rf EM RE#E1 EM Bc X4 T2 1 .

6. WHRE L /RFEMHALHE", MR SEHRHE ICPEXNFIER I A, HIZM LT P
R AE

W W {3t OT Security EM H i g Xt i >R, & J8 F OT Security EM“ICP” T T H 1) B 3l
L ICP EEXHiE R I g

a. & OT Security EM ) 22l S i £~ v, i& #2“ICP7,
L 2 tH BLICP I I .
b. ¥ B bx &I ZEI X M RFAEAT b, PAT NI EEZ —:
o A REREY, R
o fEH B, s B>
OT Security EM 2 fit #E FL xF , ¥R S B N BERE.

WoR A 58 S , OT Security EM £ B8 BA R A 4
o £ EM{XEA& Bk H ICP K5 .
o fEICP” T i I & 7~ #r B X 1Y ICP.

o FEICP” I 7 ICP & #%, RIW] 15 1] ICP. i@ i EM Vi il () ICP & 5 2= 7E b
B RINICP A% . H XE Z2(5 K, i 2 W Tenable OT Security Enterprise
Manager H /7 #& 1 ) (1 “ICP”.

£ OT Security ', “Enterprise Manager” 70 [l I [f1R 45 Bor N B R, & 1T LL Al “G
8/ & EM AL E .

i 71 5 Enterprise Manager ) ICP it %t
N 5 BEECG I, T BLA EM B ICP Wi T ICP AL X .
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https://docs.tenable.com/OT-security/enterprise-manager/Content/EnterpriseManager/ICP.htm

O

ME M OT Security EM F1 7 FF ICP EE X}, 5 $h47 L F 81k

1. & OT Security EM 1 Zc fil] T fiji 4= A1, & £ “ICP”.
B 25 B ICPY T T
2. ¥ bR 2T EE MR B ICP PR EAT b, $UAT T HIERAEZ —:
o fitg AR, AR JE B ER.
o piihh ICPAT o WL £ 58 th B oR 147 3 5 F “BRAE ™44 .
3. R MIER"

OT Security EM 2z i 7t 5 OT Security it %f .
WE M OT Security F ¥ 7T ICP BEXT, & 4T PA T 84k :

1. £ OT Security #1, # & “i% B">“K 4 it & ">“Enterprise Manager”.
It B £ H B “Enterprise Manager” 71 11 -
2. fE'EM BFCXEE 7, sl R
Ub I 2 B “EM BE X6 T AR -
3. M “JTCHCXT”
4. i EX.
OT Security > 7 7 5 OT Security EM ) it i .
VF Al IR
47 7 L HOHT B HT W) 4 6 OT Security ¥ AT IE, i Bk R Tenable % £ ¥, 7F #5 /) Tenable %

Jr e B RER VE RTAIE 5, 8 AT DASE R B R W1 AR AL VF RTIE . AT R 2 A5 E, 1§ 2 W OT Security
YF AR B0 -

WERE

REDS'E
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P 4 5 U6, 7 BL T 4
. U 4
o A0 2

o J#HJ+ SNMP & 3L # %

o ZREX loT 85 /™ (Y IP #h It

S M 7 M 4%

“xz W 28I B S — 4 IP VS [ (CIDR/F ), F T 5€ X OT Security ) I 45 10 7t .
OT Security 2 2% It & i [l 2 41 155 7~ o

BIMNTE LT, OT Security 22 it & — ™ BRI A JL5E [ : 10.0.0.0/8. 172.16.0.0/12 Al
192.168.0.0/16, LA % i $3: A Hu i ] 169.254.0.0/16 (APIPA).

Monitored Network

The Assets Network is an aggregation of IP ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within tenable.ot’s sensors subnets or any activity
performing device will be classified as an asset.

DEFAULT IP RANGES 192.168.0.0/16
172.16.0.0/12
169.254.0.0/16
10.0.0.0/8

ADDITIONAL IP RANGES

AR AT AT BRI VG B B I 5 1 X 2% ) Y B, 3 BT DA T 4R AR
1. BERE>HRRE>MEE L.
SIS 2 B 48 s SO
2. fEZMERIM L ), P g
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G PR 2 H B2 B 45 F9 O 8 1T AR

Monitored Network x

IDS engine will only monitor the
first 400 subnet definitions
(CIDRs).

‘ Default IP ranges:
192.168.0.0/16

172.16.0.0/12
169.254.0.0/16

10.0.0.0/8

Additional IP ranges:
IP RANGES ONE CIDR PER LINE

e.£ 10.10.10.10/8

Cancel
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3. FEH4R E I SCAHE thdk £ 75 BRI IP & B " /s n oAty IP YE (24T — A IP Y
) .

4. BEREE.
OT Security 2= R 7 52 I 15 11 I 2% it B
NS 2%

B IPHhE A 2 DA, 2K IPUBEES. HEK IP U B A ER T PRI, X
20y WA PR RN PR B BT A R T Bk, 3 2 3 s nT DL R T BE O IR R S R AL RT L
€ X OT Security 1 # 5 f 25, DUAE RIAEAE A 7] 9 B rp 5 2 A8 1P bk i, th 8 o ff 2R 5% 5%
i

TR 0 R AR AR AN 53— (130 55— A AR S B ICP) [ iR U B =R % o R B
OT Security #% M & H & IH A BT ™. HE, Gt FTHEN, RESK LA B . A
b Bt i L, Tenable 22 1501 B 5 55 1 R4 45 vl DL HE R b 2R 5 7 .

Ny T =N TS
VAR A}

o ORI O lC X & B A 56 UE A A% SRS

| R : OT Security A STHF7E R 4 5 4 B ik ) 4% S A5 b FH B W 4% .

G EAE A R E SCE WS, 15 AT DL B
1. R R B> RBRE>MEE L
WG N £ H LY 48 5 L7 O I
2. EEERINIME Iy, Bl BRI,
e £ LA I B AR P B AR, b B U EGEAR R .

= : OT Security fif i 240.0.0.0/4 1P i [ 1 3K 1P 3 1t e 56 21 NAT IP 73 FiT (9 P9 #08 0R B it o 22
Bk Or B Va5 Bk &R Tenable S #B 7.
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Add Duplicated Network X

®

Metwark Details Confirmation

IP Reserve Pool: 240.0.0.0/4

This pool will be used internally within OT

Security for the purposes of background

reservation of IP address mapping for NAT IP
o allocation.

If you wish to change the designated

segment, contact Tenable OT Security

Support.

DUPLICATED IP RANGE *

If the range is not in the monitored
network, it will be added to it

‘ 192.168.0.0/16 ‘

* Duplicates (Sensors)

‘ Sensor #1 = -~ ‘

Sensor #1

3. E“EHEM IPYEREE T, UL CIDRA& R4 A IPJEHE, 1, 192.168.0.0/24 .
4, NBEEF(LRIR) FHE T, &5 EE W IP L HE 5B 1E K.
5 T —P,
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IS 2 B A T AR
Add Duplicated Network X

e @®

Metwark Details Confirmation

Please Confirm Asset Deletion

In order to separate these 33 assets into their
own networks, the system will need to delete
them automatically, allowing them to be
rediscovered again after startup.

If you wish not to delete these 33 assets, they
will remain in their current IP range and this
may cause data inconsistencies or
unexpected behavior. Best practices suggest
deleting the affected overlapping assets.
View Assets in New Tab

Delete Assets

¢ Back Cancel Save

6. (FIik) ik B R B R AR
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WorR B A ik &40 5 3 % 3 KM%t Tenable 2 i3 %5 10 ¥F OT Security il B& % 7= - 76
BENEEFRIEAT WREREFMEBEEFERIENE, BB AEELRM IPEEN, XA]
RS A — BB HIABINMT N

7. B RES
OT Security 2> £ 77 = 5 () IP S5 Hl, A V0 B £ B R 76 “E 2 1 N &I %% b .

Duplicated Internal Networks Add Network
IP Reserve Pool: 240.0.0.0/4
o This pool will be used internally within OT Security for the purposes of background reservation of IP address mapping for NAT IP allocation.
If you wish to change the designated segment, contact Tenable OT Security Support.

1Duplicated Networks

CIDR Sensors In Use - Discovery Queries In Use - Nessus Scans

92.168.0.0/16

| EEYB 5 L B %% )5, Tenable & 1 14 5 %7 )5 35 OT Security, & 5 H 5 F A% B 2% .

8. ¥ 5 3 OT Security.

9. BJS ML KA, 1 2 AR E >R R

| Y 270 10 1P 76 [ (CIDR) J2 16 6“1 51 ) 7 9 I 48 18 o A 1 1 9 - ]

1. EHAT P AR —

o BAMBRS AR P EARS, RGP ERE. A mBERS R D, B
“fERB/BESHERVIHIT KRR N EEH .

o BAMERREE EFETA T ALK A, kR R B S
'

2. ARG, KRS N EEE LSO BEE UK L BOE .
Ja 85 B%

Mic B 550 W 45 JF #8583 OT Security 2 Ji, B8 BT A B8 h LH SEfs IP R . b
G NG Ao =R R Lo VR B E VA DR O e b - - @)
/Nessus T >“QIg T ", sl B> W EHE
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o ETEERSPR R, AT GRS bR 1P Ik R BT R . B A, YA 3L
R — 1P i ik {H 5 A [R] A% J8ds 50 Ik 1) 58 77

o EEFEW>BEHE I > RIS Nessus TH#">IEBTH ", B B W L EE WM
LA, R IP G B SR A R AR, X VIS AT 5 R AR IR AR SRR B
(2 i, [ I B At A% RS

= : OT Security £ £ % 5 5 10 9 2% th i) 1P Y [ 5 “FE S A% IR 38 "HE o Itk 0% P A A 1P 3
Bl R 355 28 RS

o EEFHEM>BHESWRAEEPICE R, wRE A T EZ WL PR P,
i b AL “ER B IR (A R AR VHE s £ 00 R A A% R

o FONJETELMEI T IR A, T R T, R AR R B R R
WG ES E P

ERH AP LR

R A ER AR B R DU A S

5 iR
CIDR H )M 45 1P H
o B4 5 E T 4% 1P Y B 0% IBE B A% I

IEFEEA - 87~ CIDRE G IEEE D> MR RW(ESEM)PFEH. k2, EH%
RIAEH % CIDR Ezh & 8L, 28 5 F M B A 55 % CIDR B &2 M 4%

EEFEHH - $5 7~ CIDR & &5 IE7E & /b — /> Nessus 94 18 B . 10 5 2, 35 M. Nessus
Nessus 9 FHi # Bk CIDR, 2R J5 M i & & 1% CIDR HJ 5= &2 W 4% .
]

Xt B A [ PN I X 2% 11 R AR
MBEE KM%
AP R Z B E LML E .
0 2 g B B S R 4%, 3 TRAT BL R R AR

-331 -



O

1. FE“E R B BB &H 5y, 0k £ BAE o B R 2%
2. HHAT T ERIEZ
o BRI 2 ORI B .
o EZMIA B, R RE>RE.
SR IR 2 L 3 G B B A Y i A, F b L T L R 0 TR AR R
3. M EAEUE .
4. PR —B7,
5. fE“BHINHIAR T, B RAE
OT Security <= R A7 % 5 5 1 W 45 BT i 1 56 24

T B B B2 A O 2%
A DA B A 7 R R 4%
A S B B R 2%, 15 PAT DL R $R AR
1. fE B S AP 2700 o0, 2 5 N R A 3 AT R 2%
2. IHPAT FAIBRIEZ
o B A E AT I 4% Ok T BR
o EZHE I B, kR MR
OT Security 2 il B = & ) /4 45 .

bl B B 52 Y 45 o IE7E £ R A5 iR AR

Gp T ik H A2 4% DR AE A P AR IR, B IRAT BLR R AR
1. M Nessus 5 $ii /3 34 & 3L 1 # Fx CIDR.
2. MEE AW 45 v B T B N B AR A
3. i e, VE AL AP E BT A% AS 1D IR 0 I A AR ks .
4. (E“fRRART U b, MHER TH A A% R3S
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ik SNMP & B 7 & 72

2 1 B i SNMP R BLET ¥ 727 151, OT Security 2% SNMP 25 ) % B % 7 W 0 5 % 7 35
L,

HHL loT % 72 1) 1P Hb kb

BN DL T, M loT #8288 5 N 77 1), OT Security 4 5 A\ % % 1) IP L hk Al MAC # ik . BAY
SN MAC Hitih, W25 “SREX IoT =1 IPHbE"E T . AR ELE R, ES WS 2 loT %
%%”0

AR EES

N T T W B, U A A T 1 2 A o 2 R 4 B — A B R L BESRE T A O () 5%
52 6 % 0 00 3 08 ) L VRN B R 7

W ZUAE DL P I TR T B A A R 3 B A AR ) S

o ESEM 2 H K B B 8] 8] B < 1% B 30 2 1) R0 i KR ) ) g o D SRR I b N ), 3
FAF WA 2 %) 75 3 — D REE T

o B—AHBE— B 18 BB B ] 18] BE : BE T A 91 R 9 — A REAR I A
[F1) 18] B o £ 0 I 8] 5] B8 22 J5 28 R A R AN 2 HE R 1 — B o

AR RS, B AT DL R
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1. BRI & IR R AR U -

Event Clusters
(I Configuration Event Clusters

5 manutes

10 minutes

(:) SCADA Event Clusters

& minurtes

1 day

C) MNetwork Threat Event Clusters

5 ranubes

1 day

O Metwork Event Clusters

2. A WE>UBERE>FHHE.
SO 2 BB R BRI
3. A Ul I 5% LAJR F BT 5 1 A 5 2000
4. G B RS SO I T 18] B, 35 R R
BERt & I m R
5. 1E B HE N\ P w5 1O BOE , IF 68 R B AE I 3 I [A] B4 .
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l Y B - A7 5 B [ 6 B 0 % 4 i, i e K

6. Hif“RE,

H - B

OT Security % il & 1) U5 7] AR 1 95 %€ 2 A~ ol FERLR 19 A 7 ik = 42 61 o A (R BCRR th o
Fo P LR E « N P BeAT — ANt o e T s T AR

Bb, i, o SRt SRR 3R AL el R AR D, U o B B2 AL i R P AR
A5 R A S R — AR o

RGHM —H 5T M eI XA, IERRAFA>EHERAG. W RE
ERAPH > RBERARS. LW LRI e X 4R E At

A =FfER G aIE BTk

o WINAHA A0 A K T DL S F T U AR G . K P S B e A i A
JUA

o B4 U0 R AR %28 - Al H 41 U1 B £ 56 iR 2% 2% (9] 4 Active Directory. LDAP) £ 7 H /' &
4t 5 i) AR o 7T LAAR ¥ Active Directory H () 31 4 4H 2> Bi. OT Security 1 {4 .

o SAML: &7 5 & 4y 11 AL 55 5 (4] 40 Microsoft Entra D) f £ i 34 H 2 23 it 45 OT Security
N FHFE T

A 4
M4l

M st

X35

5 10 56 i ik 55 45

SAML

A

BB O3 AT DUAY T R o A g AR AT K T R RS R T B A D AL
RS AL E T g iz T R
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IE%%ﬂﬂﬁ@@%%%?MF&%F%%@%%F%M@%FQO

AR A
MR PE OB R GRS P B2

Local Users Search.. o Mdduser B
Full Name * Username User Groups
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I IS 2t T2 TE GRS BB R

ki
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A DL 4 LA R VEAE S R
o R AL PRGNS S, AT B R AE
1. FEEHN, mFE PR AL KA
2. EPAT T AIBRIEZ —:
o HTERAET.
o A7k SRR AL
I B 2 HH R
3. ki wE".
4. Jbit & BoRwmBEE 0, Bonds e HRR AL S
5. M EHAT B
6. il “REF
OT Security ¥ 21 5 8 % B — R 17 -
A

N AL M S B R B B BB A, W AT DU AT . B AR, BRI A, e
LT 44 B DR A7 8 41

A, AT LT A
1. EEN, P AR 4R
2. EBREAE B H BRI A A .
3. WIAT T A ERIEZ —
o L ERAET.
s AR RET R A,
I N 2 Y B S
4. .
A 2 BoR“BHIEE 1, Boxte e d R PIHEE S
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5. fE“BRRMED, i NGB AR A4 FR . BOAEBL R, B 4 o0 IR A A AR R A, J1“Copy

of”,
6. X2 B AT B A O,
7. BB H,
Kk I A 4140, OT Security 2 i F W B R A7 Hr 4.

Tl B 4

AT UL R F P e SCRT AL, (ELAS RE N B 2 SO 2 o 2R A 7 58 SCRI A AR — A B A S
R SRS 2 1, U IV e T B

B BR A, TE AT DL A
1. TE“H R, 3£ B 7 1 4 2870
2. GEFEEMIBR A .

3. WIAT FAHRE L —
o i ERET.
o ABE AT RRA .
LA E T
4. FEFEMER".
3 T2 i R N - N
5. FiliMER".

OT Security ¥ 1% 240 )\ & 4 7 7k A M Bk -

£95"%

BT LS HoAh 2 323 - & @K, BLE OT Security 5 HAl [ 45 %2 47 G 7] 25 .

Tenable 7=
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&0 LK OT Security 5 Tenable Security Center #1 Tenable Vulnerability Management £ Ji% .
OT Security i i iX 28 5 i 55 HoAlh 7 & 3 = 8 dm . [0 5 1 Bdls 0.4 OT il , BL A
OT Security & 2l ] IT 28%! Tenable Nessus 7 1 & Bl it £

& : OT Security A 23 8 i 52 50K “Ba 587 5% 7™ 1) #1095 < 1% 21| Tenable Security Center 1 Tenable
Vulnerability Management.

HR A EERT G, OT Security £ 47 fE 9538 i i 1 443 Vj 1] Tenable Security Center fil/5{ Tenable
Vulnerability Management. Tenable # i{ #& 7£ Tenable Security Center £/ Tenable Vulnerability
Management b @il & 45 & A 7 L AF OT Security B 4E B H /.

Tenable Security Center

i 4E i Tenable Security Center, i 7£ Tenable Security Center 1 61 2 5@ FI A B, UL 17 %
OT Security ¥4 3 ic S 77 1 FE ID. 7 X L5 B, 152 il J A7 %

VE R :Tenable & 1 7E Tenable Security Center [ & 455 H /7, | T 5 OT Security 4 . F 7 24
A 22 A8 B 012 A oy i T B TR o3 A O B, O A 40 I 30 5 4 U i) BB VA .

5 4E 1§ Tenable Security Center, & #1447 DL #1F :
1. fE£ Tenable OT Security % ifi 7, S i & & B">ER".
e I B R T
2. b LA AR BB
e BT 0 R AR R T AR
3. fEREBLRAEIE 4> 7, % £ Tenable Security Center.
4. BT —B7
AL 5 56 5 B R BR 8 ST AR BRI H
5. 7E“EHLL&/NPHE S, % A\ Tenable Security Center 1] 3= #1 4 5% IP.
6. fE“HFA&HEF, f Nk S P ID.
7. FECEERHE T, By ONIK ARG
8. fE“fEfi BE ID™, B (i3l H A7 fit & 1D
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9. fE“FBMET fAE b, B E A B R
10. HdfRAF"

OT Security 61 & £& & I 7E “48 5708 11 b 2 7 387 1 8 Bl o
M. ARG HER, RERERP.

Tenable Vulnerability Management

B & 14 7 E L 78 Tenable Vulnerability Management #5 il &t 4 il — A4~ API 25 499 (“i¢ B "> 3 i ik
FU>API B>/ . RE RN UFEEAMN DR, 15 LR B L B R K A
OT Security % #l & «

5 4E 1§ Tenable Vulnerability Management, i #4417 LA K #:1F
1. f£ Tenable OT Security % i, S £ &K B >ER.
e I B BT
2. b LA B AR BB
e BT 0 £R BB R THT AR
3. fE“BEERIEA 4y b, 1% F Tenable Vulnerability Management.
4. B F—37
AL 5 6 52 B R R g8 ST AR BRI S
5. 7E“Vy 1) 8 83 7HE o, 5245 1) % 4 .
6. fE“FEHME T, SR
7. EEEBIERT RHE S, 1k 5 F D B A .

Tenable One

3 5 Tenable One 4£ %, i #% 5 Tenable One % ik 1 5 IR 4 1E .

Palo Alto Networks: 3 — LBy k 1%
Al L 5 Palo Alto % 4t 3£ % OT Security & 3L % 77 & H.45 B .

#r ZF OT Security 5 Palo Alto Networks 81 — AR B ‘K 3% (NGFW) £E i, 15 AT DL #4E -
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1. 1f Tenable OT Security #- [ #, S i Z“B B ">“E R’
et B BT .
2. B BT NS BB
F I T R pRABE BT A
3. TE“BEHRAHHL 4 b, i $% Palo Alto Networks NGFW.
4. BB
5. E“EHLLNPHEF , Hi A Palo Alto NGFW 1k 7 (1) 3= 1 4 5% 1P Mt hik .
6. fEH & HES, N NGFW K = (1 F P 4 .
7. B HES, i N NGFW ik 1) % B4 .
8. Hdi“lRTE".
OT Security 4> £ 17 5 i .

Aruba: ClearPass 5 i & FH 2%
Al L5 Aruba % %t 3£ = OT Security %& 3 i) % 723 505 B .
15 B OT Security 5 Aruba ClearPass K /' 4 i, 1% $4T DL 484
1. ff Tenable OT Security # 1 H, T i 2 “BEB">ERR”.
e LR BRI .
2. B A b AT AR B R
e H I I R AR BT A
3. TE“BEHRBAE " 4>, % $F Aruba Networks ClearPass.
4. BEF—B.
5. {E“EHLBNPHEH , % A\ Aruba Networks ClearPass ik /' ff] 3= #l 4% =k 1P Hh ik
6. fE“H & HEH, % A\ Aruba Networks ClearPass ik J' ¥ Fil /' 4 .
7. E“BRG7HE 4, % N Aruba Networks ClearPass I J*' () % fi5 .
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8. 7E“Z ¥ IDHE + , i A\ Aruba Networks ClearPass 1k /7 [1] % F' ifi ID.
9. 7E“API & P 35 E5"HE v, %1 A\ Aruba ClearPass ik /7 [ AP1 7 7 b 25 4
10. Hd“BRAEFE7

OT Security 2> £ 47 £ i -

5 Tenable One £ 1%

7] LL¥ OT Security 5 Tenable One # i, %5 %% 77 A XU 1F 73 B4 % 2% 3] Tenable
Vulnerability Management. % 5 Tenable OnefE it , #& 4 Zii 45 £ Tenable Vulnerability
Management 1 24 i 5 % 55 40 IF $2 {1 45 OT Security. E _E % [F 25 LAk, Tenable One 4> 1 4 %
7 S TR

THi6 2wl

o Tfj f& £ 7F Tenable Vulnerability Management " A4E i T B % H. AR EZFE L, B S

Tenable Vulnerability Management J /7 #5 #5 ) 77 i) OT 3% 4% 2% .

| ¥ & : Tenable Vulnerability Management 4 4= f§ ¥ 8% 42 % £ X 58 H T 5.4~ OT Security 3 51 .

% 5 Tenable One 4E il , 15 $ AT LA T #4E -

1.

f Tenable OT Security 71 1, 5 i £ “B B ">
e LR BRI .

LR SR RTR i IE 5% &

S IV R AR R T AR

TE “BEERHAY I 43 v, # < Tenable One.

R —B7

e H BB S 4

£ Y i ROHE T, BN 2 i A4 TR

W AW S G, = ik M 4% K 7E Tenable Vulnerability Management [ “%s il OT #E#
BEOPER.
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6. 7E“BEEEZEAE D, #2 4t )\ Tenable Vulnerability Management 4= i i) 5% % %5 4 .

7. B REES

OT Security i 7~ 58 5 Th 9 S o SR 5E il , 18 AT DATE “SB B T 1 25 7 B 42 1) i
R, {F Tenable One #', “/E B2 ">“OT ZEE A" 11 & 7~ N OT Security 7 () 3l 25 fic B 115
% 2R

ARG B AR, B2 R RGRE > B & T B & AR

VR W R EAE R X 5 B 2 OT Security H 1 35 £ 4 B% , #& 7] LLF3)) 1% 24 Tenable Vulnerability
Management H [1) 1% J& 2% 44 uﬁﬂiﬂ“}‘ﬁ i g AR . B, ] LU B OT Security #1 Tenable
Vulnerability Management | () £E 5, 28 5 £ I BC X BA B 3l 588 il s 44 PR 56 5

1 9%~ Tenable One # & Tenable OT Security F1 H i A 5% VF 7] [ 52 B 7 (5 B, iE S W
Tenable One i & 155 ) -

A Tenable One Bt & SAML £ f§
7£ Tenable One =21 I i & SAML LL{# A SSO 1Jj 1] OT Security.

Tenable One“T/E X T 1 L 1 “OT X [ 2 88 718 WG BR A 22 FH . )5 A “OT KU B BB "hi G, 4
¥ %t N Tenable One it & SAML.

Otenable  workspace Fo ]

Tenable Products

NEW
@ Attack Surface Management & Cloud Security
Unife loud Natve Applcation rotect
Understand your external attack surface. it mmlﬂgy
0T Exposure Vulnerability Management PCI ASV
‘Gainvisiiltyinto your Oper r vulnerabilites, view and rafine Allow you take comprehensive scans of your
e ify vl ated data, and share this netwa ntify and address
a with an unlimited set of users or wulner: € your arganizatios
systems. compiles with PCI DSS.
‘Web App S:anmng
Scan web applicatians to understand th
urity risks wit erout i epting or deaym g he
pp\cz ios.
Analysis and Prioritization Guidance
oc  Iventory Attack Path Analysls 0o Lumin
[a]=] Emb & the attacker' sperspective o manage Assess your Cyber Exposure risk and campare
o Oreanize manage, and reviewall of your Q'O Jourhealth and remediation pertormance to

organization's assets. ‘ ttack technique: ssyuur
& nization. other Tenable customers.

Lumin Exposure View
Unite the global eyber exposure sk of your
|

arganization in a single view.

JFaR 2 /i
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o TR B A5 H 2L Tenable One F1 OT Security ¥ A iiF .
U E L & Tenable OT Security [¥) SAML, % AT LA T £ 4E
1. M Tenable One 1 £ %% SAML & 13 $#2 it £2 7 (IDP) ¥ 415 B A4 X & ID:

a. ¥ 2 EE 3 R 2% B 5% https://cloud.tenable.com UL ] “TAE X "7 1 .

b, ity ki B .
B £ BB B«
c. H it “SAML7BLI .
B 25 B “SAMLY T 7 -
d. o AH SSO™E T .

UL 2 4 #s SSO” T i, H £ & Tenable OT Security 1] SSO i & .

= (tenable Vulnerability Management | SAML

Dg S50 Cloud 5S0 On-Prem

vvvvvvvv

e. ¥ i br B 15 7£ Tenable OT Security 17 _E Jf . d57 .
IDP ¥ 4 {5 2 1HI AR 2 S 7= AE A ] .
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= Otenable | settings> samw

SSOCloud  SSOOn-Prem AUTH CALLBACK URL

O 1iem

\\\\\\

£ O %A A X VA B
* IDP %4 ID
« IDP URL
* IDPiE$
g. il LTSRS R A A R

h. Ao 2 2L G Bl . WA RAN R IDE L, EH 2R E > Y ER>A, RE A
BN INAH R 4L

#1411 : 7 Tenable One 7, €1 & % /> 41 : OT Administrators 1 OT Read-Only. % ¥ H
W 55 31 OT Security H 1 7 ff 8, 8 5 41 4 FR 8 I 2 OT Security SAML T2 [ 1 AH
|3 ) Administrators L%} % ID fil Read-Only F 4Nt 4 ID 7 B .
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0T Read-Only

General

USER GROUP NAME

@tenable ‘ Settings » Access Control > Groups > Edit User Group

| OT Read-Only

[] Managed by SAML (&)

USERS

| Select Users

£ OT E2E 550 Access

0T Administrators

General

USER GROUP NAME

@tenable | Settings » Access Control > Groups > Edit User Group

‘ OT Administrators

[[] Managed by SAML (@)

USERS

‘ Select Users

S OT E2E 550 Access - Site Supervisor

Permissions
X Search

0 Items | # Add Permissions

NAME

USERS
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2. 1t OT Security 1 it & SAML:

a. & OT Security.
b. # &= E">"F P B H">"SAML.
i B £ H B “SAML” T TH]
c. UM ANE, HHrt ME N RE".
S 2> i BB B SAML” I .
d. #2ft M “Tenable One SAML">“ZA #t SSO” T 1 & il i) LL T W41 {5 &

a.

b

C.

{E“IDP ID"HE 1, 445 W\ Tenable One SAML T ffii & #1 () IDP 52 4% ID.
E“IDP URL"E 1, 4 i A\ Tenable One SAML U1 [fii &2 1 /) IDP URL.
TR B8 HE v, 0 5 AT BAIE 5 SO B R A
P AR, A

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddres
s

76 “4H @ HE T, i N “groups”( % i N /NS H AN BE /& Groups) -
Pt )\ Tenable One 15 Z 41X % ID 15 & .

Bl an £ h v, 8 7E Tenable One F 61 & T P 4~ 4H : OT Administrators #/

OT Read-Only. 4 iX L& 41 44 FK 75 I 2 “Be B SAML” 5T [f H1 AH R
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Administrators 41 %} % ID Al Read-Only Fi /P 5% & ID 7 & .

g. PR

OT Security 2= & 7 B & 7 &7~ L5 B

= Otenable o7 security |

88 Overview

> O Events
@ Policies

> @ Inventory
. Network Map

> £ Risks

> @ Active Queries

> @& Network

> & Groups

v & Local Settings
Sensors
> System Configuration
> Environment Configur...
v User Management

User Settings

Local Users

Zones
User Groups
Authentication Servers

SAML

| Version 4.1.24 (Dev) Expires Dec 29, 2993

SAML

@ SAML single sign-on log-in

Populate SAML account with the following

ENTITY ID 1 Tenable_OT_

URL 1& https:// fauth/callback
Configuration details

IDP ID https://dev.cloud.a ablesecurity

IDP URL https://dev.cloud.aws. tenablesecurity.com/
--~BEGIN CERTIFICATE-~~

CERTIFICATE DATA

Read More
USERNAME ATTRIBUTE http://schemas.xmisoap. org/w: 5 ity/claims/emailaddress
GROUPS ATTRIBUTE groups
:?JDMIN\STRATORS GROUP OBJECT (it rators
::EAD-ONLV USERS GROUP OBJECT 7 gt oy

08:03PM - Tuesday, Feb 4,2025® = Mr.Admin ~

BENBA RARE G, 52 E BB 5. iU 5 i OT Security Al Tenable One |-
(e B 5 B 5 4 E A B

h. fE“SAML’TL 1 |, & #| L F1{H . Tenable One I [ i & it B 75 223X L6 1{H

e 524k ID
« URL
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SAML

@ SAML single sign-on log-in

Populate SAML account with the following

ENTITY ID 15 Tenable_OT_

URL 15 https:#/ 'fauth/callback

. 52k Tenable One | [{ i & it & :
a. 1t Tenable One /', T /i £ “B& B ">“SAML">“Z 1t SSO” 1L [ -

LR 2 H B A H SSOTL T, £ 75 Tenable OT Security i) SSO fit & .

b. . OT Security 1T .

I £ H B OT Security it & 1 40 15 . TH A -
c. At M OT Security SAML 71 [ & il i) & 43 1 iE B URL LA & SP S24& ID #4115

it o

= Otenable ‘ Settings > SAML

SSOCloud  SSOOn-Prem AUTH CALLBACK URL

ppppppp

[ htpsur Jauth/callback

SPENTITY ID

ENTITY 1D 10P URL 1DP CERTIFICATE [Tonaie_oT.

https://dev.cloud.a f93e23-68b! . https://dev.cloud.a com ‘

TP ENTITY ID

IDP URL

L Download File
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d. iR
OT Security £ {7 17 SAML fit & .
4. Fi7SAML B E R Y] IT 56 LR A SAML.
OT Security 2% #/ 7= % #38 J5 30 .
5. #H ¥ J5 3) OT Security.

Tenable 7£ “TAE X "I [ _E 5 A “OT KUK 2 B8 "4 G o B o “OT I 6 2 B8 " Ut JF: 1y 1]
OT Security.

Otenable  workspace o

Exposure Management Identity Exposure o
T rioritize weaknesses within your Attack Surface Manaqement
resel isks, existin, e Directory domains and reduce Understand your external attack surface.
ena asures. our exposure.

0T Exposure Web App Scanning

Gain visibility into your Operational Technology Scanweb applications ta understand the frue
monner security risks without disrupting or delaying the

syete applications.

Hi 55 4%

A DUE R G h ¥ B SMTP fili %% 2% Al Syslog Ik 55 4%, LA JE FH 2238 5 H 1 B 4 18 1 /80 A2
SIEM | ic 5% i) 35 40 38 A o 48 0] DL B FortiGate By k3, LA #E OT Security ¥ %% = {4 [r)
FortiGate /& 1% [ /K $isi S 2 1%

SMTP ik %% %8
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N T REWEIE I HL T S A SR T ROB A I A, 7 EAE R G B E SMTP IR 55 A WA X
B SMTP Ik 55 4% , 4 T 10 S A0 T I A i, 38 G0 8 T V5 Kt R 1 IS 1 38 R0 o A AT 17 400 T
] LAE A B S (0 S iR R AR A A

A ECE SMTP Ik 55 2%, 1 AT BL T #84F
1. = RE>RFH>SMTP k%47
2. g in SMTP AR % 2%,
b 2> HLSMTP fRR 55 88 "B B & 11 .
3. TE“MRST 2B FRE H , i N B T 3k - WIS 438 %0 (1) SMTP fil 55 8 1) 44 FK
4. fE“EHBPHE T, 4 N SMTP Iz 55 88 19 =414 58 1P k.
5. 7E“¥y HRE T, fi N SMTP JIe 5% &% 4 78 F b W8 Wr 550 1 3 11 (BRIN B 25) .
6. fE“R AN B S A H bk "AE o, SN SR O SR 0 H T WA R A N TR R A b
7. (W) ECR P AT B HE S, B K T U5 1) SMTP IR 45 4% (1 F 7 44 F1 2 65

8. L ik WK FL S DA E i B A R Ty, i R IE R R T R, SR N
FIE B WSO Ik, R AR A SR A 2 R T T R o G0 R R ORI A, T
B FE B DL B R AR RO P BLZ OE .

9. BRI,
] DLiE ok 5 gt B ok 1 B H A SMTP Ik 55 45
Syslog Mz %% #%

N T AEANER IR 2 bR S RO 1 T AE R G b i B Syslog R4 5. R AR B
Syslog I % 2% , W % F 44 0 (7 77 £ OT Security T & I

#7 5 % B Syslog M55 78, 15 $AT DL TR #1E -
1. B E B> REBR>SYSLOG R %&287.
2. Hii“+ B3 Syslog R4 287, i 2t Bl “Syslog ARS8 "0 & & 11 .
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Syslog Servers

SERVER NAME *

Server Name ‘

HOSTNAME / IP *

Hostname / IP ‘

PORT *

‘514 ‘

TRANSPORT *

Transport -

[ ] send keep alive message every 10m0s

Allow syslog message caching

Cancel

CTEIRST BB RRHES, N T 0 5% & G FAF 1 Syslog ik 55 4 1 4 B

. FECEHLLBPHE S, % N\ Syslog IR 55 2% 1 = AL 4 58 1P Hudik .

. TE“W OHEH, 46\ 2 ) 1% Syslog i 5% & K 1k A IR 55 4% B S . BRL 1514
CFERRN ROAE b, b A LA A AL B i . 1 TR TCP B UDP.

- A AR R B USSR E B B R ), R TR IAIRE B, AR A B B ik
K WIARE B RIE L, )RR R B DA B ] R D A O A IR

C(E) R 10 OB RIE — IRIRERTE S Bk 0, I A R RR S
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9. (W)X T TCP &4t H &, ik R syslog ¥ B 47"k Wi, ] 75 % 22 b Wr i 22 17
i, IEAE i%ffﬁﬂjﬁifi L

&

l = :UDP syslog V¥ & A B & AR MRS B BE 1, W R IEL P W, XLEH B TRES K.

10. P “GRAFE
fanr DLad ol 2 I 2 ok 1k B L Aih Syslog ik 55 75 -

FortiGate [ ‘k 1%

W E FortiGate ik 95 &%, 1 A7 LA H #21E
1. ¥ 2% B >R % 8 ">FortiGate B ‘K 3%
2. i I B K A
B 2 B OR B i FortiGate B K 35 Hic & % 11 .
3. fE“MR A% FRE T, i N\ B AE H 1) FortiGate IR 55 #5% 1) 4 R
4. fE“EHLBPHE 1, 4 N\ FortiGate I 5 #& 19 =L 4 5% IP Hu bk .
5. TE“API Z"HE  , %t X W\ FortiGate 4= i I “API 47 ic .

[ : https://registry.terraform.io/providers/fortinetdev/fortios/latest/docs/guides/fgt _token.

HE A x4 FortiGate API R UL B, 5 S W BL R TR ‘

6. G,
OT Security 2> ] 7 FortiGate [ -k 5% ik 55 25

FER X T VR bk (8 ORAX T I8 2 E AT B B HLE AP AR 18 BT 7% 9 i hk) |, 15 {8 B OT Security
HE IPH AL,
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O
4 OT Security @/ &% 2 51 fic & AR, B OR MRH5 DL B & R U5 1) AR -

Access Permissions
Access Control Permissions SetAll ~
Security Fabric ® Read & Read/Write
FortiView m ® Read # Read/Write

User & Device S ® read £ Read/Write

Firewall @ None @ Read € Custom

Log & Report m ® Read # Read/Write & Custom
Network @ None m # Read/Write © Custom
System SR ® Read # Read/Write & Custom
Security Profile [ZRIGUEN ® Read o Read/Write & Custom

VPN I ® read  # Read/Write

WAN Opt & Cache LR ® Read o Read/Write

WIFi & Switch [ZRNNTN ® Read # Read/Write

KRG HE

“RYGH B I B8 R OR AR PTE R GF (0K © 7T . R S F RO
)R S H S ERE M ORI FEA, BB R AR RS FA (B T A IR
%, %i&”*ﬂigﬁz:baélﬂ) b H A4 A b O ) SR AR R S T DO
EAFEN CSV M it . i ] LLAC & R 4t LUK R 4t H & F 4 Kk IX 2 Syslog ik 55 4% - A < WA 52
HEKKER, 52 Iﬂ““fﬁ? fill & ™ F T R

System l_og Search... o Select Syslog server >
Time & Event Username

Monday, Nov 11, 2024, 03:29:10 PM Generated new self-signed HTTPs certificate

Monday, Nov 11, 2024, 02:32:35 PM Login by local user succeeded

Monday, Nov 11, 2024, 02:30:30 PM Packet capture turned on

Monday, Nov 11, 2024, 01:52:18 PM Manual NetBios query on asset Yuval has failed with error: Network error

Monday, Nov 11, 2024, 01:52:17 PM Operation Arp has been force executed on asset Yuval

Mondav. Now 11. 2024. 01:52:17 PM Operation Snmp has been force executed on asset Yuval

B LR AR S LU RS
2 #iR
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B TE] H AR A B I TR A E
B Pt Az 25 AP 1 T R 2 P
R 4 REHFEHAWHFER. T ESRAEREMS, TREH P4

N

4 R 4t H & ki 3 Syslog ik 45 2%

R RGN B O [H) Syslog Ik 55 4% K IE R G AT, T AT DU R AE
1. = RE>RAEAE".
2. g A B AR AR DL R iR 55 A A1 AR

| R W E A Syslog ik 55 48 , 1 2 57 “Syslog il 55 #3 7+

3. EFEFTHE MRS 4
OT Security ¥ R 4t H & & 1 & 1% 245 & 19 Syslog Iz 55 4% o

Bt 3% : Microsoft Azure ) SAML £ %

OT Security 3 7 # 1 SAML i 5 Azure 4 i . Ktk , 4 Bt 2 OT Security ff) Azure i /' g fi%
JH I B 5 3% (SSO) & 3k OT Security . &8 7] LR 4 H 7 7E Azure H 3R 15 1 241 70 i, {50 FH 4 B

S £ OT Security H1 43 i ff1 71 .

IR iR B 7 OT Security Fil Azure B SSO £ il ) 58 B FE .« BC B ¥ X i@ i #E Azure £
7@ OT Security M I F2 P R W B . 2R 5, 180T DL fI G 5¢ bk 3 € & 19 OT Security v F 2 ¢
15 B, 3% & 3R R AR 7 19 B E A% 3 OT Security*SAML T T o 24 %865 & 43 32 £ 52 7 o 1)

H Lot 2] OT Security I F AR, FCE BT T -

iR ENE, T ELVE B M W& 45 5 Microsoft Azure il OT Security .

% 15 7 Azure A1) & Tenable N 2 &

W ALE Azure 1 )] 22 Tenable N FH 2, 1 $1 AT DL R #4E
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1. 1E Azure 7, ¥ %= “Microsoft Entra ID”>fS MW B, Rig o+ RN EERF.

I BF 2> 1 3“0 B8 Microsoft Entra ID BE” T [ «

TENB OT RESEARCH AND DEVEL...

Create your own application X

,ﬂ? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

| Input name

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra 1D (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)
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2. R+ RIRERMARSF
i e K o B B R B S AR 0 T AR
3. ' MABRFRALRREAA? "ED, fi NS5 14 FR (5 41 Tenable_OT) Jf it 5“4
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT

Tenable_OT | SAML-based Sign-on

Enterprise Application

] « T Upload metadata file 2 Change single sign-on mode i= Test this application £ Got feedback?
& Overview Set up Single Sign-On with SAML
Deployment Plan An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlID Connect or OAuth. Learn
2 Diagnose and solve problems mare.
' Manage Read the configuration guide ' for help integrating Tenable OT.
11! Properties o
Basic SAML Configuration 2 ki
2 Owners Edit
o, Roles and administrators Identifier (Entity “?) X Requ!red
Reply URL (Assertion Consumer Service URL) Required
&2 Users and groups Sign on URL Optional
Relay State (Optional) Optional
2 Single sign-on Logout Url (Optional) Optional
2 Provisioning
0 Application proxy e Attributes & Claims
C Self-service
A\ Fill out required fields in Step 1
| Custom security attributes givenname user.givenname
> Security surname user.surname
emailaddress user.mail
> Activity name user.userprincipalname
Unigue User Identifier user.userprincipalname

> Troubleshooting + Support

e SAML Certificates

Token signing certificate £ edit
Status Active

Thumbprint

Expiration 11/27/2029, 11:04:39 AM

Notification Email

App Federation Metadata Url - - . s
Certificate (Base64d) Download

Certificate [Raw) Download

Federation Metadata XML Download

o TEH 1M (A SAMLIEE) 1, ik /“zﬁﬁ”o
B 2 6 7 A SAML AR B 00 T 4% -
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: TENB OT RESEARCH AND DEVEL...

Basic SAML Configuration X

E Save ,!-'3.,'_'J Got feedback?

Identifier (Entity ID) = @©
The unigue ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL e

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state |

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url e

3. 7E“FRIRFF (24K ID) "HE 1, % N Tenable 52 ] F2 F¢ # I IS ID( 4] 41, tenable_ot) .
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4. 7E“EE URL(W 58 % & R4S URL) "HE |, % N A 201 URL( 1 41,
https://0T Security).

l ER AR E R URL 1 9 i B, 7T DURY J5 76 B B 72 kAT B k.

5. i i <l AR LR A7 I I A 9T 9% PR B A SAML R B ") T 4R
6. 7EA A3y (BB, s Oy 4241 UL & %] Microsoft Entra ID $3 iR % .

o Set up Tenable_OT

You'll need to configure the application to link with Microsoft Entra ID.

Login URL | https://login.microsoftonline.com,
Microsoft Entra |dentifier | https://sts. windows.net/
Logout URL | https://login.microsoftonline.com/

7. V12| OT Security #=#il & , 2R 5 ¥ 2 “FH P & #">“SAML”.
8. M ‘BB LT /N ‘T E SAML N [ i, K & i it {58 5 21 “IDP IDHE + .
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Configure SAML X
iop 1D *

[ https://SAML_Host.com ]
IDP URL *

[ https://SAML_host/saml-authresponse ]

CERTIFICATE DATA *

____________________________________________________

USERNAME ATTRIBUTE *

= |

GROUPS ATTRIBUTE *

[ GroupsID ]

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

Cancel Save

-

9. £ Microsoft Azure ¥ il &+, #dd; Oy B 45 DL & ] B F URL.

10. i [7] OT Security 4% fill &5 I K & il 1) {5 K I 2 “IDP URLHE 7 .
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11. 7F Azure 2 # 5 115 3 #4r (SAMLIEF) # , X TiE+ (Base64), #H“TF &,

12. &[5l OT Security il &, 7£“UEFHEIE " 70 T, W 22 20k B0 R kb
13. 7 Azure F I &2 1055 2 54 (RMERI B ) b, 3ot G
14, {E“FHAb B B "E 5> T, 1% £ JF & #5518 user.userprincipalname %I i (] 75 B 44 #X URL.

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns £ Got feedback?

Required claim
Claim name Type Value

Unigue User ldentifier (Name 1D} SAML user.userprincipalname [.. ***

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML User.surname

~ Advanced settings

15. iR [7] OT Security £ il & 3K b URL %5 0% 2B P 48 8 1 HE o .
16. £ Azure Il &, i+ de N4 F B,
LU A £ H B4R 7 A 0 T AR .
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

Group Claims X

Manage the group claims used by Microsoft Entra ID to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?
<+ Add new claim| -+ Add a group elaim| == Columns | 2’ Got feedback?

() None
(®) All groups

Required claim O security groups

Claim name Type Value O pirectory roles
(O Groups assigned to the application
Unique User Identifier (Name ID} SAML useruserprincipainame [.. +**
) Source attribute *
Additional claims ‘
Group ID. ~
Claim name Type Value
SAML usermail . [] Emit group name for cloud-only groups @
SAML .
usergivenname ~ Advanced options
SAML useruserprincipalname e+
SAML usersumame

v Advanced settings

17. A FE MR BRSSP REBRKA? "Mt e E A", R)n b RE

WRCWIRAE Azure b R T HWE, it oERENHABERFRNA M AL AL, JFH
Azure X & $E i 7y B 45 2 FH A Fe B0 FH P 41 .

18. 7 “HAhF= B 5 o b, 9 H B R 9 & #1518 user.groups [All] 5< Bk 1) 5 BY 4 8 URL.
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery » Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns & Got feedback?

Required claim
Claim name Type Value

Unique User Identifier (Mame D) SAML user.userprincipalname [... *=*

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname

~  Advanced settings

19. iR [5] OT Security % il & 385 & il ) URL %5 W5 21 “¢H J&§ PR "HE o .
20. (AT %k 7E “HaR "HE A 8 i SAML Fic & A i .

% 30 % Azure A S LI 21 Tenable 4.

FE B B 50K Azure HI P 20 B ) OT Security N F2 FE o W1 75 % 0T #2 7 A FH 7 #BLR 1R
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Home > lilil | Users and groups >

Add Assignment -

TENB OT Research and Development

A\ Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to
the application

ER WURAE Azure R T A i BRI T ECE AR AT A BrA A", AT
oy F 4H T AN 2 AR

3. WEIFLEFE A LTFHH S, )5 i mHEE”.
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Users

Selected (0)

z) Reset

() Try changing or adding filters if you don't see what you're looking for.

Search
| | No items selected

25 results found

All Users liat

Name Type Details

User

User

User

User

User

User

User

User

User

O 00 4doooogd

Be Be Be Pe Po e Po Po Do Bo

User

4. Wi, R AR N AR
BRI 2 Y BLR P AT LT
5. By P (BAL) BB as AR R iz (AL R E
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Home > lilil

Users and groups

Enterprise Application

0« + Add user/group &7 Edit

tial () Refresh 5% Manage view &P Got feedback?

Overview

0 @ The application will appear for assigned users within My Apps. Set ‘isible to users?' to na in properties to prevent this.
[ eployment Plan

X Diagnose and solve problems .
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
~ Manage

O First 200 shown, search all users & groups

1! Properties

8 Owners Display name Object type

Role assigned

O . User User
3 Snglsionon O = ser Usr

@ Provisioning

L, Roles and administrators

S2 Users and groups

£ Application proxy

C self-service

J Custom security attributes

~

Security

~

Activity

~

Troubleshoating + Suppart

AR e & e
6. fEA M T HAE T, dEE,
AR A T B = R T

- 413 -



Microsoft Azure

Home > lilil | Users and groups >

i,

| A& Overview

& Edit properties

Overview Monitoring

& Audit logs
D sign-in logs Basic info
¥ Diagnose and solve problems

El Custom security attributes

L. Assigned roles

& Administrative units

£ Groups o
User principal name
Applications
PP Object ID
s Licenses )
Created date time
Ll Devices
User type
Azure role assignments R
Identities
@ Authentication methods
B New support request My Feed

Account status
@ Enabled

a

Edit

Quick actions

—
—
-—

Edit properties

) Refresh

O

P Search resources, services, and docs (G+/)

Q) Reset password (3 Revoke sessions  £03 Manage view A7 Got feedback?

Properties

Group memberships 1

Applications 1
Sep 6, 2024, 611 PM

Assigned roles 0
Guest
ExternalAzureAD Assigned licenses a

B2B invitation

a

Invitation state: Accepted

Reset redemption status

7. {EXFRADF ik £ I K R 4 2 Tenable ) 28 1) {F

Home >

User

| Groups

+ Add memberships

X Remove memberships

O Refresh | == Columns | 27 Got feedback?

Overni
& Ovenview [ .2 Search groups | v Add filters
E Auditlogs . ’
Name *. Objectld Group Type Membership Type Email Source
2 sign-in logs
O . O test Security Assigned Cloud

K Diagnose and solve problems
] Custom security attributes
&, Assigned roles
& Administrative units
&2 Groups
B Applications
w4 Licenses
[l Devices

Azure role assignments

@ Authentication methods

2 New support request

8. ik [n| OT Security = #l &, ¥
T ID.

A2 4] F) BB W 2 P 5 ) X B IDPHE . i, B R A
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Configure SAML X

GROUPS ATTRIBUTE ™

[fsf

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

READ-ONLY USERS GROUP OBJECT ID

| |

SECURITY ANALYSTS GROUP OBJECT ID

| |

SECURITY MANAGERS GROUP OBJECT ID

| |

SITE OPERATORS GROUP OBJECT ID

| |

SUPERVISORS GROUP OBJECT ID

Cancel Save

9. o Z W s F] OT Security o A ] F 41 1 45 A 2 7 52 45 9% 1-7,
10. ol G AR LU AR A7 $82 108 I K B0 T A5
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OT Security 2 il & 91 ¥ & 75 SAML Wi, KA 65 2 E /I E B

SAML

(I SAML single sign-on log-in m

Populate SAML account with the following
ENTITY ID Tenable_OT_

URL https:/

Configuration details
IDP ID fsfsf

IDP URL sfsfs
-—---BEGIN CERTIFICATE-—-—

CERTIFICATE DATA

Read More
USERNAME ATTRIBUTE fsf

GROUPS ATTRIBUTE fsf

ADMINISTRATORS GROUP OBJECT 11

#4352 B Azure TR B

U5 58 % Azure RS B, 5 POAT BLR R AE
1. fE OT Security*SAML T i i, # 7 o #4241 DL &= 1] S2 4% 1D,

SAML

(I SAML single sign-on log-in

Populate SAML account with the following

ENTITY ID enab\E,UT,

URL (& httpsi/.

Configuration details
IDP ID fsfsf

IDP URL sfsfs
---=-BEGIN CERTIFICATE-----

CERTIFICATE DATA

Read More
USERNAME ATTRIBUTE fsf
GROUPS ATTRIBUTE fsf
:&DDMINISTRATORS GROUP OBJECT 11

2. fE Azure | G b, BT £ AR R TD B RBER.
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3. % 180 (4 SAMLEE) 1, i%“/%%”, R J K A2 1R ELRG U 21 B IR AT (S8
A& ID) "HE o, AR e 2 B AR N D s A

L e o e ondgec e I 2 Contot
TENB OT RESEARCH AND DEVEL

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > lilil Basic SAML conﬁguration X
lilil | SAML-based Sign-on
Enterprise Application B sae & Got feedback?

o« T Upload metadatafile %) Change single sign-on mode = Test this application 7 Got feedback?

Identifier (Entity ID) * ©

The unique ID that identifies your application to Microsoft Entea ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Overview

Deployment Plan Set up Single Sign-On with SAML

X Diagnose and solve problems An S5O implementation based on federation protocols improves security, reliability, and end user experiences and is easier to Default
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth, Learn
~ Manage more. [Foter an entier e =
11l Properties Read the configuration guide ¢ for help integrating Il Add identifier
& Owners o

Basic SAML Configuration

&, Roles and administrators Reply URL (Assertion Consumer Service URL) * @

Identifier (Entity ID)

& U d The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
sers and groups

Reply URL {Assertion Consumer Service URL)  Required Consumer Service® (ACS) in SAML
D Singlesign-on Sign on URL Gptional
Relay State Optional) Optional index  Default
@ Provisioning Logout Url (Optional) Optional -
5 -
£ Application prox -
PP proxy Add reply URL
C  Self-service e Attributes & Claims
] Cust security attributes o
ustom security attribu A Fill out required fields in Step 1 Sign on URL (Optional)
> Security givenname usergivenname Sign on URL is used if you would like (o perform service provider-initiated single sign-on. This value is the sign-in page URL
3 At surname usersurname for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.
ity emailadress usermail
3 Troubleshooting + Support name useruserprincipainame Enter a sign on URL 2
Unique User Identifier useruserprincipainame

e Relay State (Optional) ©
SAML Certificates The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically
2 URL or URL path that takes users to a specific location within the application.

Toke i rtificate
oken signing certifica 2 i
Status Active Enter a relay state ]
Thumbprint
Expiration 11/27/2029, 11:04:39 AM
Notification Email Logout Url (Optional)
App Federation Metadata Url i i ..
PP Federation Metadata Ur [ - 0 This URL s used to send the SAML logout response back to the application.
Certificate (Base64) Downloa ‘
Fariiomto ot Pt ErDw—— 7

4. Y143 OT Security, 4R J5 7£ “SAML”TL i # , # & #40 LL & ) URL.

5. V) 3] Azure ¥ & , S8 )5 7E“FE A SAML BC & "4 7, H S 1 URL RS UG 2 £ URL
(b5 W B F RS URL) "1 U7, DB e 2 1 A\ ) I I URL.

6. ol B A L5 A7 I B T 5% B0 TR A
i B 5% ik, “Azure Al 7 AR BT I B 2 5 o 7 4 0 0
%5 O SR

EEOE SAML £ ik, 6 20 B R 5l OT Security . 46 0] 57 Bl 57 J5 2h & ¢ Bl ik % F6 Ja 508 )5
)

-

.
P

T YRR Tl Y X (o
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1. & OT Security % il & 1 “SAML T TH I, % 5 “SAML B 53 B ") #4241 DL S FH SAML.
Wi SRR RABF BN BAE M.

@ System Restart ®

In order to apply the configuration changes, a restart is required. Restart may take a
few minutes and, during that time, the system will not be available.

Cancel Restart Later Restart Now

2. S B TR BT 307 AT 2R G S0 R SAML I R , 58 . o R 5 B 9T 3L
¥ 5T SAMIL I LA 38 51 0 R 96 918 20 . SR 46 48 R 90 0, LT A
REEWRAD R H &R

Authentication servers changes are pending a restart @

% | SSO & %

HFE 305, OT Security 5% & LB FEH N 7 Wl — /N Fr @it SSO B F ;.
53 Bt 2 OT Security 1] Azure F /7 1] LUHE H H Azure ik P & 5% OT Security.

A EAE M SSO Fax, T AT BL R #RAE
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1. #£ OT Security &5t & 11 L, # @i SSO B8 4% .

Otenable ot security

£ Username

“ Password

Sign in via S50

5 2% 5 Azure, T 4> B8 3 N OT Security #5675 W 2> 3% & 52 174 & Azure & 3%
LT

WIS A Z A 0K 7, OT Security 2344 & 5 € 1] & Microsoft“i& Bk /"7l , & v LATE
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