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CPU Xeon®D-2177

L 14

N 64 GB

7 256 GB SSD
800 GB NVMe



2 TB HDD
ZEACGIEN N L)) 8 x 2.5 Gbps
P 4% (6 45 DL W) 4 x 10 GB SFP+
F, YR JU % 110-220v
A% U IR
R (%8 x# <) 430 x 426 x 44.2 %= K
EE 7T
TERE 0 ~40° C (32 ~ 104° F)
AR E -10 ~50° C (4 ~ 122° F)
AH X ¥ B 5% ~ 90%, . ¥4
AE CE/FCC/ RoHSA %

CB. CCC. UL. RCM. NOM

BEANBEEFLE 500 Mbps
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CPU Intel®Xeon™D-1577, 13 GHz
L 16

N FF 64 GB

e 1TB SSD

2 TB SSD
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CPU Intel®Core ™i7- 1185G7E, 18GHz
L 4
A 77 32 GB
70k 480GB SSD
ZELGIED) 4 x 2.5 Gbps
M 4% (6 4F) A& H
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HEE 19 T 5%
TAERE 0 ~40° C (32 ~104° F)
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FH X R BE 10% ~ 95%, G ¥ ik
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CB. CCC. UL. ROM. NOM
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W 2
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71 128 GB
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ZEAE R AT
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B C B I R ik L BATRIAESE , 5 2 8 JAT Y Tenable OT B 1 B RS "1 v 45 3 B LB .

OT Security i) it 75 4, (035 ICP EM AN A% 2 45 mT £E i 2 I Ve O AE 0 B A 384T

¥ & : Tenable A~ 2 X 7 Tenable Core i) B AN s2 41 b #5822 NN A2 7 . a0 3 27 Tenable Core L i
BEZANHER, ENEGANHETHBE s,

e 2 8 4R o

| = :Tenable ST RF A 2 #5 Bl i th 5 L4 4F 28 G0 AH 5 10 Il L, RID{S8 48 7 2 2 o 0 28 300 1) 38 38 ot 26

Tenable Core 3Cf4 N
HIE b ot BEZER
iz UL VMware .ova X ff 7 VMware ' #5 # Tenable
Core

Microsoft Hyper- .zip 3CfF

V
figf .iso % 7E i | %2 3% Tenable Core
Tenable #2 {4t (1) figi 14
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O

VER : BRI AT DA FH 2 P AL 7E L Ath 31 58 1 32 47 Tenable Core, {H Tenable ok 42 fit 1X 26 7% /5 1) 3 B 3
=P

OT Security fifi {4 2 5k

A 5% OT Security 5 OT Security f£ /& &% A ZE R EZE L, ESH CRERIFRH)
1 f{] “Tenable OT Security A& /4 #1 {6

OT Security ki U A /4 % 3K

Alk W 2% 7E PR RE L A B PN RIS B BT R I A [ o R I S R B R R OR L 4
JEL U X 2% S R B M A R IR 2% R/ BAR N R I T

N FZ MR T AE B BLFR B85 R 4F Tenable Core + OT Security 11 3% 45 45 7 .

Tenable Core + OT Security 75 Z 52 fF AVX Al AVX2 1) CPU( %1t Intel Haswell 2% 55 /& il 4%) &

REG R CPU #% P Rk 7% 23 )
iE UL 8 M Z 0> 16 GB RAM 200 GB
A7 fitg 5K

Tenable & Y 1E B % A7 fifi (DAS) 15 7% (5 I 72 [E 25 1 3% (SSD)) L % 3& OT Security, PA3E A5 ¢ 43
P RE . Tenable 3R %4 5 1 H G S E %8 H #4845 N k% (DWPD) 1 [E 25 47 i (SSS) LA {£
75 i

Tenable A~ 32 7 75 W 4% i 32 47 4ifi (NAS) 1 & | %2 3¢ OT Security. 78 281G O N, /£ LEIB N 10
== B Bl T R IR [R] 1) A7 it DX 38 4% (SAN) % Tenable fifi 4 % % & A &R0 £
i B 2 1) 25K

Al X 2% R PR RE B B B BN AR IS B BT R S T AN R o 0 I S R ) BT R AL A
JEL R X 2% S R B M A 0 X 2% DR/ BUORe B R R B o AR BE B L A AT R B R AE AR K
R PE R 0K B 3 C o A R R 2 T AN, R R 1 T ol R A A
LA AE 28 48 b A7 i 208 IR

OT Security 75 22 AT 52 M 1% I 2 1) 56 B 208 A 4 3K, OT Security 17 fif 19 5 B =5 48 2 95 K /N HX
T % & B A B T,
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https://docs.tenable.com/general-requirements/Content/OTSecurityHardwareSpecifications.htm

O

f&ny DL B8 R A 75 SR (GBIR) , 1HE 75 N i & 4 2 (Mbps) e DL 2.7( 2& T 0.25 1) & 48
4 .

TE P A A% 3K 5 25 2 U 23 Mbps SPAN Vi & IR 7 5 v, &5 R (R A7 i 225K (GBI R ) Bk R A
(23*2)*2.7=124 GB ~* [a] FH| T Il & 47

W R A R Bz 4 R HL T IR 2 A7 ik 30 R E, WU 7 E 3.75 TB K PCAP( ¥l 1 4 3K) 77 fil
YK Bl & A4 BE I A2 L EE SR o A7 i AU B R AL B K B BRJE |, OT Security 4 7 # #ix [H #) PCAP # 45 , Jf
e H B O LR

ICP &4t Z R T5 ™
SPAN/ TAP & it
=N FH& %7 (DDRA)
(Mbps)
ANk 50 Mbops 4 16 GB RAM 128 GB BN 4x1
CGbps
50-150 Mbps 16 32 GB RAM 512 GB /N 4x1
Gbps
150-300 Mbps 32 64 GB RAM 1TB /N 4x1
Gops
300 Mbps £ 1GB 32-64 P8GBRAMELE  2TBELH /N 4x1
% % Ghps
fi A% - X LR

OT Security 1§ F§ UL T H: #1955 X :

/ BIERAR
/ opt N RS A BOHE R S A
/var/pcap Bym B R (e B AR AR R A AOf)
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O
R 1 222 4 i 2 3K 8 ) X P () — /N A T o Tenable 5 UK IX 6 Py 25 5 3 B 8 M 4
F 43 IX LA 8 75 1tk . OT Security J& i 4 5 #7437 ) L Fe , 8 JH FLA 18 i ML/ 55 N 0l
({51 41 SSD) 7] 375 5 £ 14 fi . Tenable %5 75 1 i OT Security H ity ¥4 €38 9 2 g i, 72% )
2 A8 (10T 1 22 %% b 45 P LA 15 DWPD 25 4% 9 SSD.

l RN AERC B A ML TC AR BE S (RAIDO) 1 i £~ & L &% OT Security 7] & 3% 52 JHE g .

&7 i Tenable B %) & K% ' AN ZERAEF RAD#EAE « (HE— A Sefplrp, X T E#RBEE -7 /A1
T VPR 2 P, SRSt 9 R B PR ) RAID RE AR, 2 0 W NN TR) FT LA 4 A AN B — A

[P 5% 43¢ 11 5K

W BB WA (BUE 2) W 2% 42 H 4 RE %2 3% OT Security. Tenable & i fif i gigabit #2 1 .
VMWare OVA £x [ 2l i) 3% 26 432 11, %2 3% 1SO( 1 Hyper-V) I 5 3 01 i 1x 26 4 [ .

| Y& :Tenable A< 4 i [ 10 G £ (1) % £ #2441t SR-10V 32 3, AR E A A 10 G W 5 it % 4% A $2 fit
10 G K FE .

NIC L 5k

OT Security ¥ 75 22—~ NICLLH T EM,

OT Security i % % /b P> NIC LAH] T+ ICP 4% 2 45

OT Security 7 3 # 2 1P hk LU T ICPTEM AL & 25 .

£ K 3% F ICP AR v DAAC & N W38 £ 4~ SPAN #2111,

HER : A\ OT Security 4. 17T 4R, P 2% 35 11 B BC B ST 4 FRan F B

nicO —£& 4t v 1 1

nicl—2 4t i [1 2

nic2 —& 4t i 1 3

nic3 —& St i [ 4

U 1 7E B 2 B R $U0 3 85 b 22 % Tenable Core + OT Security i, nicO Bt & 45 % 1 1(192.168.15) 1
nic3 Ik R4 ¥ 0 4 (192.168.3.3) H. A i 4 1P dth bl o oAb X 4% 452 11 2 i 2% (NIC) 1 i} DHCP.
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O

Y48 7E VMware | #%5 % Tenable Core + OT Security I, nic3 5 243t 0 4 (192.168.3.3) H 5 ¥ &
|P #f 41k . HAih NIC i B DHCP. #fi i\ Tenable Core + OT Security nic15% R i3 0 2 MAC #i ik 5
VMware # 2 9 4 i & A 1) NIC MAC ik DT fC o Ay 4 22, 15 15 2 VMware fic B DL UL fic 2 11
Tenable Core MAC Hh - .

EXRELZER, EZRFIRESS IPHAE" 5 & 4 W % "F “VMware 3£,

IcPU ¥ 00 2 Wy B O, BB 18 IR 45 3% 4 CPU( Xeon., Opteron) .
U7 [A] 25K
R AT L S G N %

o HIPEE R

. HOER
BBk 9 2R

145 06 25 B G 55 0] HOBE I A4 fE T 2t Tenable Core U4 I 047 78 2k 22 3
SR R B NL S, 3522 B B Tenable Core (19 B 1 W 7 1) 22 5k 2 PR 30 55 117 5 .

ER B9 M appliance.cloud.tenable.com A B8l i 75 2k 1SO 2 3 (F 3k BUAE R 56 3r) , 7+ H
D iiJjla]  sensor.cloud.tenable.com 74 & 3K B3 1 b .

Tenable Core ¥

HE 2 5 Bk EL SR

K2 UL VMware .ova {4 AN T Vi 1) E BB B AT R B B R
¥t Tenable Core.

figh 4 .iso Mg B ) BB W A e 27 2 Bl TR

T Tenable Core.

R BT L Liso U RIEEHIMN, AFEY A LB . G RELZEELE, 152 W “BEL&EH Tenable
Core”

v [ B R
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O

#%& Tenable Core i} 75 15 n] 45 7 (1) ¥ [ >R 4b 2N 36 A1 H 3 It & - Tenable Security Center tH
TR TN AR B DU AR . A RE ZE L, EZ W (missing or bad snippet)) 1 ]
“Yig [1 %2 5K ", OT Securityth 75 Z2 4 & T B A2 /7 19 3 H U5 i AUR « A 215 5, 1 2 R Pik
o e

N Y T

FOVF 2 BN o AN 0 A

| HE R EZIEN E Tenable Core I P = A IR & -

|

Y 1 "E

TCP 22 Ak SSH % .

TCP 443 OT Security # [ [ N\ 553815 .

TCP 8000 Tenable Core #% ) N\ %l HTTPS i 15 «
H kIR &

FOVF 2 BN o A HS

¥ H RE

TCP 22 Huh SSHIE#:, t 45 IR A7l E 2 .

TCP 443 5 appliance.cloud.tenable.com fil sensor.cloud.tenable.com It 55 #5
fy b E s, T 3T R EH .

UDP 53 OT Security 1 Tenable Core 1] Hi %5 DNS il {5 .

WX 28 v e = I
OT Security & 7% (47 3 A1 i 401) 0 1 V7 7] 1X 46 ) 4% 452 11
B RN 3 B A R O
s MCEA IPHiME B O, v LLIEE M, LA E W & .
o VRV 2% b i ot = DL AT R sh A (SR, (BT iE) .
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O
o FUVFAE IS B A R 28 452 1 22 T 4% 70 o 18 2 D] 5 #0111 00 i

W 2 0
o B W P A RAE i LR AT 4 BT
o AT LI AR . B e B 14 BT 5 (SPAN) B 55 4 HL I 1140 H7 %% (RSPAN)

HFrH .
o (WJR) fi A% R 2SR F5F 2 S AR SPAN (ERSPAN) i &, W2 B HEE BRI R &E O |
HI & .

Bl K 5 I = 5

7E ¥ B OT Security R Gi b, WK H FF ) 55 4> 85 2, IX FE 40T PUEf & Tenable % 4t 1E
E4T . NRVIH T % E AL E Lt OT Security ICP #1 OT Security 1% 8 2% 15 FH (1) i 11, PA I8 47
T 3 & i) A1 5 Tenable Vulnerability Management 1 Tenable Security Center® i it 75 1) 5 11 .

| HER A KA 0 58 Vi dE G B K 3% 1) Tenable I il ATk i) %1 26 1945 6, 18 2 D) S i e S0 .

OT Security Core V- &
DL o 118 OREF 4T FIRZS , BAE 5 OT Security Core - £ 1 15 -

l YE R O AE EMAE = 5 A 2K, ICP 44 451 Bk W57 1) 3% 1 28305 Fil 8000 (TCP).

I 1) ¥ 1 BENR H K
f& N\ TCP 443 #il TCP OT 1% J& 2% 5 JE% 3% B 4 B8 IE T X
28304 TR AL R E R
& TCP 443 f1 TCP OT Security EM ICP Al EM [t %t
28305
&N TCP 8000 Tenable Core ] Web 7t [ 18 3 ) Y A U ]
Tenable Core
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https://docs.tenable.com/OT-security/Content/Installation/ConnectforPortSeparation.htm
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O

&N TCP 28304
&N TCP 22
1% TCP 443
& TCP 443
& &b Tl B
f& H* TCP 25 & 587
& UDP 514
& UDP 53
& H* UDP 123
& TCP 389 =} 636
& i * TCP 443
& H* UDP 161
& TCP 443
& TCP 10146( % 4= i
H)
*T] 1% ik 55
n] 0B LR
OT Security 1% &% #5

ICP/OT Security

SSH Vi [n) ¥ 4%

Tenable Security Center
cloud.tenable.com

PLC/ % il %8

P 538 S 4 0 L S A R

% %
Syslog ik %% 2%

DNS il % %%
NTP fif 5% #=
AD JIz 55 %
SAML ¢ it 1% Fr

SNMP il %% 2%

* tenable.com
*.nessus.org

loT % % 2%
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15 J% 2%l S

St R £ G0 5k 7% T
1T i 24T Vi I

Kk T8
% T 4R R 2 e
E 3 E M
SMTP( 2 2 H, -+ 5 £F
)

RIK TR W =5 A i R
syslog 7§ &

24 TR A
I 1) i 5%
AD LDAP £ 77 5 iIE
PR R B

%} Tenable Core i# 1T
SNIMP 15 #

B ¥ 1F . N A2 Fr
B AR &R G0

¥ ICPE 2 2 10T IE 4
AR



O

LA s R OR FF AT IR ZS , PAE 55 OT Security f% & 2538 15 -

I I % O
&N TCP 8000

&N TCP 22

fEii*  TCP25

f& Hi*  UDP53
f&Hi*  UDP 123

f&H*  UDP 161

1% H TCP 28303

£ H TCP 443 FlI
TCP 28304

*n] 3 A 5%

Tz &l

BREXNR
Web 71

SSH i In] ¥ %%

P O 328 T A 1D R S A Al
55 A

DNS fk 45 #3
NTP ik 4% 2%

SNMP Az %5 2%

ICP/OT Security
MAE R3S KX EAE , 1E
ICP/ OT Security _E # Ui
ICP/OT Security
MAE K B8 KX AE , 1E
ICP/ OT Security | #Ui

LA s N2 DR KT IR 2, BAME A6 A 32 30 290 Th g

i [A] Ui M

& TCP 80
i TCP 102
& TCP 443

BENER
or & %
or % %

or % %

-55-

H K

ik B3 A B P QU
SHEEVE R e 8% & AT S
AT V5 1A

SMTP( % #x B 1 S £« i &)

2 R e H
IS 18] ik 55

X} Tenable Core i 17 SNMP 1

i

R 22 B 4y B UE /A B A% K s
EHE

& A4S A ICP 2 [a) &2 i & 4y
6k /22 4 Y FiE E

H i)
HTTP 458 801K 7l
S7/S7+ il

HTTP 458 801K 7l



O

% TCP 445 Or &% %& WMI £ if]

% TCP 502 Or & & Modbus 3 1

& th TCP 5432 OT ¥ % PostgreSQL 7 i
% UDP/TCP 44818 Or & %& CIP #iX

& TCP/UDP 53 OT ¥ #% DNS

& ICMP OT # % 557 R

% UDP 161 OT ¥ #% SNMP 7 1y

& UDP 137 OT &% % NBNS % 1]

% UDP 138 Or &% %& NetBIOS 7

VR A A A0 i 1 DR Bt R R g 2T S o A S T DR 2 3l 2 ) R B P R R S i 11 AN B L) 4
x5S R R BRI E S A

OT Security % Ji%

PLR 3 18R FR 4T JFIR S, LU 5 Tenable Vulnerability Management £ Tenable Security Center
B .

VA Cl %y O

& H TCP 443  cloud.tenable.com Tenable Vulnerability Management £ %,

& TCP 443 Tenable Security Center Tenable Security Center £ i,

WA VEA (5 2 &
S5 AT DA I L S 1 AT IR HURT £ A

| VE R BT Ae % B AT R B KBS o 1, OT Security B A% 838 74 R U 1] 185 (19 9% 7= 14 A 5% i 11 o ’

g ¥ 44 FR

21 FTP
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80

102

135

161

443

502

nvn

2001

2222

2404

3500

4000

4911

5002

5007

5432

18245

20000

20256

44818

47808

48898

HTTP
Step-7/ S7+
Emerson OVATION
WMI

SNMP

HTTPS

MODBUS / MMS
Niagara FOX
Profibus

PCCC AB-ETH

IEC 60870-5
Bachmann
Emerson ROC
Niagara FOXTLS
Mitsubishi MELSEC
Mitsubishi MELSEC
PSQL / SEL

SRTP

DNP3

PCOM

EthernetiP/ CIP
BACNET (udp)

ADS
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O

55553 Honeywell CEE

55565 Honeywell FTE

‘2 %% OT Security ICP

| H b5 : % 3% OT Security ICP 3 #f % f# F .

AR i}
o B2k R
AR 4l 5 2 44 IR X 28 0P IR 22 3¢ OT Security ICP I 1 #5251 % 4%

o 223E OT Security ICP fifi 14 ¥ %%

VE & : Tenable #2 fit ) Tenable Core i £ 2> i % %% Tenable Core + OT Security. &1 5 % 22 % 75 5
IHEl B R4 b, aTdeFE e ad. A REZME LR, 62 WL Tenable $#2 4t i £F E $A7
Tenable Core + Tenable OT Security 4> ¥ % 35",

o 22 3E OT Security ICP J& il i% %

Ja 875 3%

o ¥4 OT Security i% % 3] M 2%

72 %% OT Security ICP fJ 14 ¥ 4%
&0 LUK OT Security 5 2 235 /EHLEE &, 0T DL E B0 Fo o AE ¥ i b, ) o 5 1

IR : Tenable 2 ¥ #4755 1f I 58 i ¥ B Tenable Core 11 OT Security ¥ & 1] 5 7 AiF I8 1 3L A it B A%
B, 5T B4R B B ML AR BT ] At iz FE AL B .

15 B0 OT Security ¥ £ 22 255 B A #E (19 JE~F) HLZE F, & 4T DL N 4
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O
1 Rk 55 A5 ool AHLZR SR LI U 4 .

R
o MATRMLZEE: ML .
o T AR EL GRS HE X O (A T 5 T AR B A S L (A T TR AR ) R i gE

2. fEHIIE 2 LR 225 MR 22 (R R L) , R BIL 2R 22 3 SO 2R (4R i) [ e B BL2R |, DAAE
R B2 R BHLR L

I o S R TS EIANG = 11 el S N L T FB S ANVl TS
[id]
15 BRI _F 22 3% OT Security % 4%, Wl AT DL R 4E -

1 W W A& e T M BRI R () b

-

EE:
o T OR STH P HH T
o TRARBIUINE E D (AT 5 AR ) A S AL (A T TR ) R bl i 2E .

s MARKBERETZAMAAE TSP, HHRHABME (LT EERLE) S 2 %0
], DA IE 5 48 AT A

2. R BRI R AT AL L VR AR AN T T AR AR R S T, R R RS 3 Sk i N SR LR
AREBENTEZE L, 53 W W% TS FI

Ja B A

¥+ OT Security 3% % 31| K 2%

£ Tenable #2 At i i £ | 3147 Tenable Core + Tenable OT Security 4= ¥ % 3

Tenable Core + OT Security »& Tenable #i& fi i) B 77 #8414 1 71 2 & 19 46 BRI A D B8 o 78 52 L8 4h i
T, VAT AR 2 3 (R O T RIET) .

| TR 0 R S i B B B e, U AT LR R Y

AR il
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R EAA LT IH !

O

o M # AL B v] 5] 5 USB [N A7 9K 2l 4% i N FH B2 P, 1 40 Rufus.

o FATHLZE.

o B AT Zum N RE R, B PUTTY,

e KT 8GB 1 USB 3K 5] 2%

54 72 % Tenable Core + OT Security 1SO X {4, i $4T LA T #5:1E :

1 M Tenable '~ %k U1 [ F %% &2 87 ) 55 28 1SO X4 .

Tenable Core + Tenable.ot (OL8)

@ & Tenable-Core-0OL8-Tenable.ot-
20240315.0va

(® & Tenable-Core-0L8-Tenable.ot-
20240404.is0

Tenable Core Tenable.ot VMware Image 2.75GB

OVA Specifications:
o CPU: 4
o Memory: 16384 MB
o Disk: 205 GB
o Includes Tenable.ot 3.18.51

Tenable Core Tenable.ot Installation ISO 958 MB

o Requires aninternet connection
o Installs the latest version of Tenable.ot and
the latest system packages

Mar 15, 2024 Checksum

Apr4, 2024 Checksum

@ & Tenable-Core-0L8-Tenable.ot-offline-
20240404.is0

Tenable Core Tenable.ot Self-Contained
Installation ISO

3.32GB

o Includes Tenable.ot 3.18.51

Apr4, 2024 Checksum

2. % USB Ik 5h 246 A\ PC, SR J5 /£ DD T4 1SOE5 N B A 17 WK 5h 2% b
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https://zh-cn.tenable.com/downloads/tenable-appliance

47 Rufus 4.4.2103 (Portable) -

Drive Properties

Device
NO_LABEL (Disk 1) [16 GB] e

Boot selection
Tenable-Core-OL8-Tenable.ot-offline-20240315.is0 ~ @ SELECT

Persistent partition size
| 0 (No persistence)

Partition scheme Target system
MER v BIOS or UEFI

» Hide advanced drive properties
(L] List USB Hard Drives
[ ] Add fixes for old BIOSes (extra partition, align, etc.)
Use Rufus MER with BIOS 1D 0x80 (Default)

Format Options

Volume label
TenableCore Install 1SO

File system Cluster size

FAT3Z2 (Default) v 8192 bytes (Default)

# Hide advanced format options
Quick format
Create extended label and icon files

(] Check device for bad blocks 1 pass
Status
READY
D O = START CLOSE

“Using image: Tenable-Core-OL8-Tenable.ot-offline-20240315.is0
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ISOHybrid image detected

'@ The image you have selected is an ISOHybrid" image. This means it can be

k. written either in IS0 Image (file copy) mode or DD Image (disk image) mode.
Rufus recommends using I1SO Image mode, so that you always have full access to
the drive after writing it.
However, if you encounter issues during boot, you can try writing this image
again in DD Image mode.

Please select the mode that you want to use to write this image:
() Write in 1SO Image mode (Recommended)

© Write in DD Image mode

B, B USB I 2 2% 46 A\ OT Security ¥ %% ) USB i 1 .
AN
=

AT 5 1O 2 B £ (1R Fa i ROl 115200 bps, SN1AL &), SR J5 47 T IR .
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5. H LR RI, #% <DEL> #E N\ % B 2 F

6. fERGBE T, MM H LA EIE
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O

Aptio Setup Utility - Copyright (C) 2024 Bmerican Megatrends, Inc.
ilelelll Save & Exit
i T
= Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot [Enabled] T
¥
Boot Option Priorities Y =
¥ =
v =
Boot Option #2 [UEFI 05 (WD PC SN740 T e
SDDPNQD-256G) ] ¥»<: Select Screen =
Boot Option #3 [UEFI: SanDisk] ¥: Select Item s
Boot Option #4 [UEFI: SanDisk, YEnter: Select e
Partition 2] ¥+/-: Change Opt. =
Boot Option #5 [WD PC SN740 YFl: General Help =
SDDPNQD-256G] YF2: Previous Values =
F3: Optimized Defaults

4: Save & Exit =
=ESC: Exit

7. ERBIET #1, IR H E O8N R USB 3K Bl £

l&%w&mﬁﬁﬂﬁ@H#%DGEmﬁmo
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O

EZP COM6 - PuTTY — O X

Aptio Setup Utility - Copyright (C) 2024 RAmerican Megatrends, Inc.

Boot .

SE——————————
Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot

[Enabled]

Boot Option PriSRiiniR{elsi:yE: I
)5S (WD PC SN
Oracle Lir (WD PC SN740 256(
Boot Option #2 SRUNASEETEN k =
UEFI: SanDisk, Partition 2 Screen

Boot Option #3 SRNEEIAEL tem =

BOECROEEn—r-.-—————— B =
e Opt. =

Boot Cption #5 [WD PC SN740 YFl: General Help =

SDDPNQD-256G] ¥YF2: Previous Values
==F3: Optimized Defaults
=F4: Save & Exit =

SESC: Exit

Version 2.20.1271. Copyright (C) 2024 RAmerican Megatrends, Inc.

l R AT DA TR B 3l R B SRR T R

8. E“RAFFBE ), BHERFEXIHEE".

9. WREMBEINGE, UHIMERI, EHEMEHPITESE (ttyS0) &3 TenableCore”, X 1]
i 05 K 2 5 By o 2% B W A% O A AT R A B

‘%"&me‘ﬂ"]ﬁﬁ"iﬁ ¥ WA A0 2% % B (VGAL HDMI 45) , T AT DL % $% “&2 28 TenableCore™i% 1 . 1F
EXFERT, #EmH S BERERERMIEME L.
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10.

Ef COMG - PuTTY

VR F TR LI R Y T“E

B, s RS

2 R B A
ﬂ:

command

prompt.

2o HBLE SRAR R, B R R 28 5 o 4%
58 R K M -

E%'F‘ﬂ@"ifﬁfﬂ”?ﬁi\‘zr’, R4 ] gE

th SR 5 T B 3 Tenable Core 223 1) & .

SWATOERELTE

. Tenable 7 1 1 25 47 )L 4y

15 AN AE 22 3¢ 58 il m R USB B 51 45

Jr B A

¥ OT Security i% 52 31| W 2%

% OT Security ICP f& )l i% £

Ef% Tenable Core + OT Security 3 & 5 VMware ki #L#L, 2 Zil T 4k Tenable Core + OT Security

.ova X 3

ur%fkkliﬂe}i %J:
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O

ER R E iso XM A £ A B 1 .ova XfF:
« & /E Tenable Core + OT Security ] & 4t Bk .

o MPRINE R W E VAR, & R 3 Tenable Core”. i £ [ “42 ¥ % 2% Tenable Core
+Tenable OT Security”s

BN EH G HZER P A RBEMBEEZE IR, 2B IEETHI T
B, RiENEZE TR LM ERAELEH

VAR G (I
o MMM LR p Wi HI&, AR EKRAF AL
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I

e % Internet [V A BURR - Wik OT Security & % K 4% £ Internet, W wJ 3@ 1T A% 7 PCE
itk VF AT AE o

BB E VR RTAIE, UE AT DU T AP R
1 #RRE>RARE >WAIE".
I B 2 tH IR AT E R H
License

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17,2024
LICENSED ASSETS 43/100 (43%)
LICENSE CODE

COMPUTER ID

2. fEBRAESE R, B EH AR
R I 2 S5 7R AR GTIE 5 R e O\ s AR P R
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period
Cancel

3. EY() ERBUFBESHHEH, 1 arERIEF"
i A BRE A3 T O S WOEEE R R R R .
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Generate Certificate X

ACTIVATIOMN CERTIFICATE

Ik Copy to clipboard

4, R CAREH B BINEIR, AR5 BT SRR
DU, 0 TH bR 2 2R 1A .
5. 4w 4E Tenable Tk F & BT ob (g sk S VE4H(E B,

a. ff Tenable Tk S BT d, 5 il 2 “Tenable OT Security V4015 S T TH , 2R )5 7F &
L B )l s AT R e R

B 2 L SE
b. i G M.
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https://provisioning.tenable.com/

O

BE I 2 I iz R AR .
c. MUHE I EIEAE S
d. 7E“WIE R HE ORI 1 N OT Security 1“4 BEAE 355 1A & il (9 45
e. P TEH"

[0 A sty 2 2 7 A 2 S0 AR B 6 4 HE o IX 2 — MR AR R ARES 2 2k L A
OT Security £ .

£y o $ AR, ARG s E N
6. FMilEl OT Security 5241
7. fE QYMABUE AR M T, N BE AR

8. 7E“WE ARHG HE T, K Ui 45 M “Tenable OT Security M /4 B8 71 & i (19 — UM A A
i,

Enter Activation Code x

ACTIVATION CODE *

9. A WIE".
OT Security £ 7 2 45 £ 3y S0 05 T B, IF LY ATE 9T 1] 4 o 58 347 5 1 V6
WEEAE B
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ERLEA T EHFTIE

1 AT “HBT VF Rl UEHRR o> AT IR D IR 1E 4
2. fE4Q) MNBE ARG HE b, | B SS T R

License

LICENSE TYPE Perpetual
MAINTENANCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER 1D

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to -
i 221LSelvice pofts) y p- Lo here Entar Activation Code

activate your evaluation period
Cancel

B LR W IE OT Securitytd H 2 75 8 & IR 4T FF .
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Otenable  Account

Tenable OT Security Offline Activation

Activate your Tenable OT Security instance offline. For detailed instructions on
offline activation, visit the documentation page.

Activation Code
Enter your Tenable OT Security activation code

Activation Certificate
Enter your Tenable OT Security activation code.

Accept License Agreement
Please review and accept the Ten

| have read and understand the Tenable Software License Agreement

Submit

VER A DLTE 2 W & % N BLR URL BLS 1) B8 28 3 3% OT Security”5#

¥ : https://account.tenable.com/ offline-activation/ ot-security.

VR 0 R IE K & 3 tenable.com, & BT DA I FE - R A2F Hb ki A0 RS 3E 4T B Sk . U i B2 SO T
WEARHD 1) | 7 R AF K 7 o G SRV A 8 S AR, B AT DL s iR B RS (O % IR R R R AT R AE) BR
Bt & Tenable % & 1 .

3. fEWIEAEHE T, N 20 AT I AT EARAD (T VR AT IR R O RS )
4. {EWIEUEFHE A, R G WAFUEFS "
5. Hi R B PR HEME Tenable 3K 4FVF AT HIE B R & HE
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https://provisioning.tenable.com/activate/offline/tenable-ot

Otenable = Account

Tenable OT Security Offline Activation

Activate your Tenable OT ity instance offline. For detailed instructions on offline
activation, visit the docu ion page.

Activation Code
Enter your Tenable OT Security activation code.

~ |have read and understand the Tenable Software License Agreement

I WR A S VFAE PR, 15 5 i “Tenable 344 ¥F W UE #5058 % .

6. Hdi R
OT Security = A& BC0E 65
7. BGOSR, I e o 4.
8. i[5l OT Security " [ “VF AT UE"E Wi~ , 28 5 5 o S A\ B AR RS
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period
Cancel

LANELE P e v T KIINITE
9. 1 WIEARG HE | KGO A, AR S R
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Enter Activation Code X

ACTIVATION CODE *

N THI AR % P B R 7k OT Security 5 87 VF W] IE .

E 4196 4 ¥ AT E

HHT ) AR A VR AT IE R N FR G I R 2 R VE AT E I 0 B B VE TR, R AR S AE R G0 3 1A
WO VAT UE 2R ABL o G0 SR FR B E T ) 46 A VE Rk (B A0 SR BT 1 VAT E) , 1 4 A DU R
FF o

AR il

* Tenable % 7 22 B A J00 O AE H 28 48 WURCHT VF PTAIE , JF 32 B ¥R mT UEACAS (20 A7 75 1 7
BRI .

o T Internet U7 ] AR o 0 5 OT Security % £% 76 122 7% 4% 3 Internet, #& 7] i@ i /£ 7] PC
VEMEF AT E

A E I A VE AT IR, T AT DA #R A
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L s RE SR AR E S

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. (e AR, i PR TR AV T
BB 2 8 T A
3. H B AL

@ Reinitialize License X

Are you sure?

Once you complete the three-step process to reinitialize your license, the current
license will be replaced by the new one. Until the process is completed, your current

license will remain in effect.

Cancel

SO 2 BOR VAR E H, Kb G & = A EHYIm P 5%,
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License

LICEMSE TYPE Perpetual
MAINTEMNAMCE EXPIRES Dec 29, 2503
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to reinitialize your license

o Enter license code

2 Generate activation certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to
activate your evaluation period

4. IR R 908 30 BEOE VAT IR - 1§ 2 B BUE Y AR
& A WO ARHD 5, BT I VR )RR B 2 HT VR AT
5 S 1

J& i OT Security % 4t

J& 5 OT Security

Enter license code

Cancel

| HAs: B30 R %, I T 4R 1% & 48Kk 2 OT Security % K .

fic & Tenable Core + OT Security &, Ji F & 4t UL I 465 f# B OT Security.
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1 Jo J OT Security £ 4t : #03E ¥ 7] 3iF J5 J2 A OT Security & 4 .

2. fiiH] OT Security: fic & 52 W2 W 4% 3 H2r 25 FH 7 BEA L B 0 Bk ik 45 48 5%, LLJT 4R
fi F OT Security.

J& F OT Security & 4t
58 % VF AT UE 00 5, OT Security % 5 7~ 8 B 4 .

( dtenable.ot

System is Disabled

Enable

J5 F OT Security 4" fe#ih & 4t (1% 0 Dy g, i
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ActiveQueries.htm

= Otenable ot security

~ @ Dpashboards

Risk =

Inventory

0.8 6 0

> & Events

? Policies
> & Inventory

# Network Map

& Vulnerabilities
> ¥ Active Queries
> &% Network Unresolved Events by Severity (Last 7 days) i Events Status (Last 30 days)
> @ Groups

Total 6 Total 6
> © Local Settings

IHE% A GUR G B B 7R B AL L B I I 8] o 48 AT BE 75 2R B 0T A4 fE Lk BE T 46 SR .

FF U6 /£ H OT Security
74 f5, BRI AT iC & AE A OT Security.

BCE Z WM& %

BC . OT Security [ 1 Bt , LI 13 I i (5 40 9 5 145 11 190 26 AR 6 0 BT 47 (X 0o 145 25 B 92 0
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ActiveQueries.htm#top
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm

23 OT Security /& /& 28

| EE T Al B AL 3y 3.4 L S RA R K.

2 %% OT Security 15 B 28 ¥ ¥ /£ & 28 5 Industrial Core 7> 4 (ICP) it ¥ » B /L B 88 5
OT Security ICP Bt X}, i [A] B H ICP & B 4% il & 1 /% [ #5 1) Tenable Core A % FL1i

Ear Ll R B st AR IR K, sUEE B st il , I o VRS B 10 4% K s X
R ALEEAT T B L HE

TFa6 2 i
B R 3 2 BAR 251
o ARKES AT IR 2 R (16 2 D R E AR AR -
o AR LI 3 B M 8 A2 ML (T8 S D A A TR A JE FE B M 2% )

o H BRI AT T O A 1PVA B HE (I 2 B A R 28 5 1 5)

o KPS iR Tenable Core *F &, 3 HE 2% B A T & 5% Core /' FLTHI I FH 7 4 Al
0. A5 ¥ A Tenable Core F F* 51 1) 5E 2 15 ., 15 2 [ Tenable Core + Tenable OT
Security f ) f6 7 o

* ICP#ZE il & H IIEH A TARBCIRE(F S WIES)

HE = Tenable £ i 8 22 #1474 B AR (9% A ICP JH 7 R 40 53 4% A5 FE 0 i 72, DAl 3 % o W (355
Z BT A e F ) o AT CLER B B B R P UL S 2 MR KSR XS .

| ¥R Ky Tenable Core i AL HY B £ 58387 1 {5 ., 5 2 [ B 4k % % Tenable Core.
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Introduction_OT.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Introduction_OT.htm
../../../User Guide/Content/Settings/UsersandRoles.htm#Adding_Local_Users
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateTenableCoreOffline.htm

O
1 12 ICP A HE S & (M7 ) h, S 2 B E >R RESE .

Sensors Search... 0 AUTO-APPROVE SENSOR PAIRING REQUESTS (D) Check for updates B
IP Status Active Que... Active Query Networks Name Last Update ¢
{* Connected Disabled 04:37:54 AM - Oct 29, 2(

2. G R H A B A v A AR O I SR, 1 B ORORE T e T 1) B Shitk AR N I AR IR AR D
X8 RIT RV 9 ST T 5 W, P A BE X 17 oK A 7 2T 3h fHe ik

3. FIFF kTR, ik ICPE IR A4 T T FFAR A, 28 5 18 54 4 A\ “<Sensor IP>:8000"K 1 in] 1%
J& %% [f] Tenable Core [ J* LT »

| YR BT A B A ) Chrome 4 685 1) Tenable Core A P 51 -

4. 7t Tenable Core = #| & & & O, Wy NG KB P & S, kb IS PES ERF
FEL S kg, R 5 BB BFR
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Tenable Core

User name

Password

Server: 1

Log in with your server user account.

| HEFEI R EA LG PUES E LA, Wik 558 a2 a8 k5.

5. fE“FMIEBAZH, B85 “OT Security f£ /R 8%
I IsF 2= 3L “OT Security £ RS2 R X "5 1 .
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*ICP IP Address: | |

1P Uner:
ICP Pairwornd:
IEP AP Ky

Unsuthenticatsd Pairing

Y E “Tenable OT Security /4RSS HC X & I AXE B n# i Ml . B FIHHE T,
i ¥ Tenable Core % il & ‘B XHE B H 20 1) G 4240 .

6. 7E“ICP IP Huhk"HE Fb, 4 N 22 5 A% B 25 i X 1Y ICP 1 1Pv4 Hb ik .
7. & BAE R G4 50 AE (RIS I EC X, 15 & RE B4 W F KA XS A Bk 5

8JJ:

A TE R E LB AW .

TE R TR 42 B 3 T UE FROTC X 10 A4 2 2 AN 10 X B A 3 1 8 G R B, T LS e il IOP L, BT
LA

v

8. B SR XT & B, AT T A ERE 2 —
o TEICP H P HEF B N ICP H P 44, 76 “I1CP #& 58 "HE H 4 N\ ICP % 14,
o TE“ICP API ZE&HEHF , Hi N\ ICP [ APl %5 4 .

R : Tenable 22 W A & & A ICP I /7 R 41 Tt A% S A5 FO 4, LU OR 78 0 3 i 72 v A & e AR i 42
i (5 2 B A R )

R AN A MEE RS HRIETERAASTMERENIL A, X5 APIEHAR, AP
EHREZTH.

9. T EEXHME R
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O

10. W EAFH ICP AL AT UE 5, W 0 AT DL #1E :
a. {t Tenable Core f]“Tenable ICP iE 45" 4 () “RE#ER S, 45 1E P15 B m#.

Certificate Subject:  Tenable.ot
Certificate lssuer:  Tenable.ot
Certificate Fingerprint:

Mot Valid Before:  Sun Jul 25 2021 16:46:57 GMT+0300

Mot Valid After:  Tue Jul 25 2023 16:46:57 GMT +0300

val Status:
Appro Pending user approw. Delete

Upload Approved Certificate | Choose File | certificate {1).pem

b. s He LA HE 1R
c. 7E“BiiA#E 5% Tenable OT Security R % 81 573 th &7 O v, 0 078 2 HAE 37
R E W T3 EAREAS, 36 AT BA T 4R AR
a. f£ Tenable ICP %] &5 v, 15 #2242 i HTTPS {E 5" Jir it 1) 20 R # A

b. £ Tenable Core [“Tenable ICPiE$5 "% 43, ¥ i B4R O HEHERIEF T 1) 9 #
XA

c. FMIEIE EALR pem ik 45 301

E %2 A BAE B 5, HAE“OT Security ICPIE 7% b i bR &2 TR
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A

Cortificrte Sulsject:  Tenatiect
Cortifiewts lamser:  Tenabhs ot
Cortificate Fingerpint:
Mot Valld Babore:  Sun jul 25 3021 184657 GAAT <0300

Nt Valid Afber:  Tus Jul 23 2003 BESEST GMT-0300

( Appr 5‘-19““

Uplosd Approved Certificate | Chizcas Fie | Wo fie chosen

W AE ICPJH  Frifith, 5 2 A dth i B > AR
OT Security 2> £ 2 2R B 42 & 8%, R v Rt #E”

Sensor pairing requests are pending approval View Requests x

= Otenable OT Security

11:49 AM  Tuesday, Nov 5, 2024 @ 2 Mr.Admin v

88 Overview
Sensors Search. jel AUTO-APPROVE SENSOR PAIRING REQUESTs () Check for updates 3
> ) Events
13 Status Active Que... Active Query Networks Name Last Update ¢
@ Policies
{2* Connected Disabled Sensor #90 11:49:22 AM - Nov 5, 2024

S Inventory Pending approval N/A Sensor #92 11:49:16 AM - Nov 5, 2024

. Network Map

Risks

¥,
@

> @ Active Queries
@ Network

s3umasx

> & Groups

<

& Local Settings

Sensors

2. BRI AT, SRS B B AR (A B T2 AT) IR I PR
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Sensor pairing requests are pending approval View Requests

= Otenable ot security ‘

88 Overview

Sensors Search... o
> {) Events
P Status Active Q Active Query Network:
33 Policies
{2¥ Connected Disabled

> i2 Inventory Pending approval N/A

. Network Map
> @ Risks
> @ Active Queries
> @ Network
> & Groups
v & Local Settings

Sensors

I RORES V) 4 v B R, W s B X T o A R RE IR A B

11:50 AM  Tuesday, Nov 5,2024 ® 2 Mr.Admin v

vests () Check for updates

Approve

Name Last Update 4

Delete
Sensor #90 «1:49:52 AM - Nov 5, 2024
Sensor #98 11:49:16 AM - Nov 5, 2024

(5

1NIsa

« BEB(REHPRAE) - 14 HR I T OHE BB, (R 2 50 50 UE . A5 138 AL T

21 WA 2% A N

s BEFE LB CIEMIER, HCEF.

o WP AL R RS XN TR0 & 4y B0 Uk i A% G, R] B S IR D T AR R A

1 BT B . 1 G, i TE B R R AP ]

s DEBE(EBEAR) MR, HlE bY@ E A v 5 AE . KA i 1 28304 M A% K 28 F)
ICP I iEH: . HREZFELR, 6 WY K e = H I,

2 OT Security ¥ 48 1 & 4y 5 11F 1 A% J8% 85 56 BRC XS 5, 808 7T DAMG B 22 AE A% ik s a4 i &=

HHEW. FZ W E AR

| ER X 58 % G, Tenable & 3 & X f# ] ICP T2 [ 1] A /& Tenable Core I J* 7T ok & PR AL JEK 25 o

BB AL s

n“ OT Security Sensor’i 4 AT id |, 4% B 4% 4 9 71 5 WL B2 22 28 0A% J86 2% A o] i & A% J 25 . AL

22z 2 AL R AR P 22 R BIFRME R 10 ZE~FHLLR b, n] DLUTSCFE - 1H] b o 7T TG B A% R A% T 2 e A
DIN 3 # |, B2 R A8 Am 1 1) 19 e ~F WL b (A 22 3 A B ad il 4% & 1) -

BB LS 2 R S AL B A%


../../../../../Content/Hardware/HardwareComponents.htm#Sensor

O

TR A% RS AR AE PR E Y 19 S ML B, R DIORE A ST T (A0 SR )
PRLZE(EHTHIRZERS)
4 EORE OT Security 1% 8 #8822 3% B bR ik (19 9~ ) ML b, 35 34T LT 8 4E

1 NEPs, R LSOO 5 B4R I 4% P9 I i R AT AL

2. TERFON 3R N U RUER T, 2R J5 A FH 0 22 T 4 3L [ € B A
3. RGN AR AR AR A BL R P PR AL A U A

4. AEFIIE 2 HL I 225 MR 22 (CR 4B L) | K 42 (it i WL 2R 22 2 a5 2R [ s BIML 2R b, DAfEKE
WE TN L.



HEPH:
o HIRALZE M,
o HRLRBCH B EE X O (AL T 5 bk ) f e S FL (AL F bk b)) A # 3 %E .

5. R AU FL IR 2R (2 PR AL 3 N R AR R R PR 1, PR R A Sk 3 N S U LR
o]

17 EAE I E 22 3 O Security 1% 8% 8%, 1% AT DL F 8 1E

1 K AR BRERAE T P KPR T B (A1) .

HEPH:
o TR S TH P IH TR
o AR E BE X O (6L T 5 AR ) M AL (AL T TR ) R ki gE .

2. MARKKLE T2 AHAME T, Wi RECRE (AT 5 R L) & A 2% A
], DAAE IR H =R O

3. R AL R LR (B AL Al N A AR A R IR 1, AR R R A Sk N S R F YR .



O

B E ARG B AL KA
fos T TR L S 2B E DIN R L L, BB 1 AR M T 10 9 F 52 R LA b (e T
TR AE) -
DIN 81 %2 3%
TLE bRk DIN 541 b 222 OT Security 1] it B 5 & % , i 9047 A F $8: 44 -
1 FAL T A T T (1 S, 46 R 22 B B DINBLE

-_.o._|
o
(5]
e 7 e
H o B
(4] (4]

o

|
=]

o o

f
\*

2. LN ke — BRI
o HIRHIE W 12-36V H i 6 £ Phoenix Contact i 2 %2 4 A\ AL & 2L %8 & i34, F 47
0% 4 TOLER AR 5B B iR N 2R AT, T B B VR 2R E R BAE R8s . AR5, B
VR 2R 0 Y — i 3% 5 B B AL UR .

©

[ — ]

L} Le—

o ——

ap— D

—

lﬂ_

e

——— a

L ————

A

e ©

I
S

- 114 -



O

o FWHIE W 12-36V H I 6 £ Phoenix Contact i 182 5% 4 A A% I 2L ¥ 4% (100 30, 347
% T A P T RN RS 1 i ON ZC AR AT, T K A8 AL ER R 2k O R B AE R R .

SRJE R AR AR (PR Sl N YRR B, JFRE 55— o N S UL PR IR R
MRZE(EATIRERNS)

A DL 3 Bt 1) 22 3%k L m) E A% R A T R B S
A ELK R B AL IR A B B AR AE (19 ) HLBE b, AT BL R AR
1 HEF B LT WL 2 e
a. # B RN 3 AR
b. i A8 24T (242 ft) £ e & P 22 3 2 HE R

2. Rk 55 4% B T AR A BL A Al R U A

HEE:
o TAIRMLZEE: Hh .
o TRARBIUINE E D (AT AR ) A S AL (A7 T THAR ) R b 2E .




O

3. A AR IRAT (PR AL) R e i B e BUHLZRHEZE b, AT R v I E BINLSE .
4. R AN ik 2 — A R

o BHIRHIE I 12-36V H i 6 £ Phoenix Contact i 12 %2 4 A\ AL B 28 ¥ & i34, F 47
X A TR AR 3 A e N UMB AT, T B VR R E R B RS R e, B
PR LRI 5 — i B B B YR .

=X

N1

|

o TWMHBIR I 12-36V H i 6 % Phoenix Contact 4 322 % 4 A A% 2K 28 ¥ & i, 347
%O 8 T AR 5B A R N 2R AT, T K A2 IR R U R O AR R RS .

RJE R A R (DR O SN LR B, I RS 55— i A N A2 U R IR A

R A I A T B Y 2%

OT Security 1% B #5 FH T Ui & W 2% it &= % FL 5% Jk 3] OT Security 1 7%« #7 2 AT M 4% I 15, 1&
7 LW A B ) 2 A2 e L b B B AR e 1, o 1 0% B B AH OC 1Y 5 il 5 / PLC,

I EE AR AR, TR B AR B % . T RLR 5 R T AT R 48 A R 2 [ R R 4%



O

4 B OT Security #1282 22 & A% 2 4 2 1 B W 2%, 35 PAT DL 54
1 fE OT Security f£ B a5 L, ¥ LR 5 (4R ) B FR O L
2. K HL R B W 4 S AL b R R e
3 WAL, KBS WKW (TR EERRD 2.
A, F G % B ) 4% 58 B L b 1 B AR
#i B OT Security 7] fic B 1% B & % 4% 2 M 4%, 15 4T LT 1
1 7E OT Security f& /& & £, LRI G (IR M) iEHE R D L
2. K FLL S B B 9 2% 5 L R
3. fEW A b, ¥ 5 — MR UK H 45 (4R k) B 33 O 3.
4. ¥ e 45 T 1 B W 48 S WL b B AR T

Ui AR K WA S
HEGREREHE,
1 EAT TR

o A LA M B 25 6 B ) B AR (B PCL 20 AS B N A5 ) B B E 4 B
OT Security 1% B 45 11 4 1 L

o B R ] & AR % B N 4 ST L
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. MHUTEFREFHS IP(LAIEFS P, 4 881EH 2 O Security 1£ /8 #%) :
a. R MR Internet™>M KR L E PO >BEYERBZRE".

l R 5 AT A8 B Windows fi A AN [R] 1 i 2 5

G IR 2 O PR % R R 1

- 17 -



Lecal Area Conraeticn ‘Warrbeit Metwerk Connactien
HNebworkCverdoasd com
- btd o Disable . | Compact Wineless-G LSE Adapter

b. 77 T A R I R A
SN 2% SR A S B

¥ Intel(R) PRO/1000 MT Netwerk Connection

This connection uses the following Sems-

Wl OB Chart for Microsolt Matworks

¥ JBloS Packet Scheduler

i 2 File and Printer Sharing for Micosoft Networks
¥ 4 Intemet Protocol Verson 6 (TCP/IPvE)

i -1 intemat Protocol Viarsion 4 (TCP/IPv4)

i -a- Link-Layer Topology Discovery Mapper /O Driver
M i Link-Layer Topology Discovery Responder
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Internet Protocol Version 4 (TCP/IPv4) Properties bt
General

You can get IP settings assgned automatically if your network supports
this capabiity. Otherwse, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtan an 1P address automatically
(@) Use the following IP address:
IP address:

Subnet mask:

Default gateway:

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

[] vabdate settings upon exit el
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4. 7 Chrome ¥ % 4% 4, 3L & https://192.168.15:8000.
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Backup_Restore.htm
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2. fEA& I isiT BLF dr 4

sudo systemctl start tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-backup.tar)

Horr:

e /home/admin/my-tc-ot-backup.tar & % {7 4 B £ 1 A7 & .
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journalctl -xf tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-
backup.tar)

H. i1 : /home/admin/my-tc-ot-backup.tar & & 13 XA & .
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T13 o7 controllers 249 Network Assets L 10T Assets

* i Inventory O batHigh Risk © 0 at High Risk ©  DatHigh Risk

¥, Network Map
> Oems Whats New 8] Last7 days
> @ Active Queries
> @ Network 366 Assets Discovered 1000 OT Vulnerabilities Found 21448 High Risk Events 366 Assets Updated @ Active Queries
> 2 Groups
> & Local Settings 1000 IT Vulnerabilities Found & Nessus 0 Code Modifications A Snapshots

Network Assets by Type Assets by Criticality
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About

Logout

2. HidiRTF

OT Security 2= & 7~ 24 B B i AN

@tenable‘ OT Security

Version 4.0.4 (Dev)

Updated Oct 25, 2024
License Type Perpetual
Maintenance Expires Dec 29, 2993
Licensed Assets Unlimited

License Code dummyActivationCode

Computer ID dummyUniqueld

Customer ID 0

© 2024 Tenable™, Inc. Version 4.0.4 (Dev)
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(Otenable.ot

v & Dashboards

All Events  search.
Risk
Inventory S.. Y ¢ LogID
Events and Policies 0 Not resol... 1
v M Events O Not resol... "
All Events Not resol... 14
Configuration Events Not resol.. 23
SCADA Events Not resol... 79
Network Threats Not resol.. 107
Network Events (] Not resol... 108
® Policies Notresol.. 113
> @ Inventory Notresol.. 240
2 Network Map Notresol.. 241
& Vulnerabilities Not resol... 242
> O Active Queries Notresol.. 245
> d@a Network [ Not resol... 246
> @ Groups
> o i
CaLccaisetingy Event1 04:22:14 PM - Oct 29, 2021
I Details
Version 3.16.55 Expires Sep 17, 2024 Code -

2. 1E“B|"EE 41,
HY i 3% v 2

OT Security 1V 4>

i
Ke R 1 2 5% 3 1) B ik
ToREF .

7~ 1% 55 10

Time

04:22:14 PM - Oct 29, 2021
01:52:27 PM - Nov 3, 2021
04:39:34 PM - Nov 3, 2021
03:14:33 PM - Nov 10, 2021
09:57:43 AM - Dec 30, 2021
11:28:06 AM - Jan 17, 2022
11:28:33 AM - Jan 17, 2022
05:29:09 AM - Jan 19, 2022
09:33:21 AM - Mar 7, 2022
09:33:21 AM - Mar 7, 2022
09:33:21 AM - Mar 7, 2022
09:33:35 AM - Mar 7, 2022

09:33:36 AM - Mar 7. 2022

Snapshot mismatch

5= G HE

HE .

Event Type
Snapshot mismat...
Change in Key Sw...
Snapshot mismat...
Snapshot mismat...
Snapshot mismat...
Snapshot mismat...
Snapshot mismat...
Snapshot mismat...
Rockwell Code U..
Rockwell Code U..
Rockwell Code U..
Rockwell Go Online

Rockwell Go Online

High Not resolved

4. (BB B IR ) B R] OGP R R E R D

LG )T
(R I 7 B S s R |

7~ T

5 AT LR #fE
A E .

£ OT Security 4.0 X E® A B & X5 R

Severity
High
High
High
High
High
High
High
High
Low
Low
Low
Low

Low

Policy Name

Snapshot Mismatch

ange in controller key state

Snapshot Mismatch
Snapshot Mismatch
Snapshot Mismatch
Snapshot Mismatch
Snapshot Mismatch
Snapshot Mismatch
Rockwell Code Upload

Rockwell Code Upload

Rockwell Code Upload

Rockwell Online Session

Rockwell Online Session

A new code version was detected which doesn't match with older versions of the controller code

Resolve All

s3umss

Table Settings X

Columns

oo oQm

LogID

Time

Event Type
Severity

Policy Name
Source Asset
Source Address
Destination Asset
Destination Address
Protocol

Event Category
Resolved By
Resolved On

Comment -

Reset table to default

I VE R AR A UE T T

1 e dE R, ek L g
B 2 ) T R BT AR
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Displayed Columns

— )

Select All

ID

Slot

(<]

Mame

(< I <]

Type

Risk Score

(< I <]

Criticality

IP

a

Source

<]

M AC

(< I <]

Category

Reset to Default

2. I ER R K81 5530 [ R R AE .
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Table Settings
ey

Caregory

Wendor

Bl ramay
Wadel
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o5
Srate

Pusdus
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First Seen

B Lot Seen
Locanon
Backplane
Desripton

Geouping

%) Ko grouping

Crincaliy
CHegery
Vardar
Famidy
Woded

Fimmsne

Seate
Pundioe
LeCanon

Bachplang
Mas=srninhn
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+ Add Filter v

840 Assets Group By ~

Search...

| None

. Slot

I Name munication Modul

| Type

1 Risk Score munication Modul
Criticality o

| munication Modul
IP

1 munication Modul
MAC

| munication Modul
Category

i
Vendor
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OT Security % it i 2 HUxt 5113 70 4.
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EVENT TYPE ¥

Unauthorized € | Baarct

Unauthorized { [Select AR}

SIMATIC Hardw Asuet Mot Seen

SIMATIC Hardw Faled Unsecured FTP lagin
SIMATIC Hardw! Indrusion Dedection
SIMATIC Hardw 1P Conifl

SIMATIC Harda Madicon Code Uplaad

EEEEE EEF

SIMATIC Hardw Modicon Ga Cnline

Unauthorized ¢ [F Rockowell Code Upload

Unauthorized “ L

E

3. EFER R ITER, MR A IO Ik R o R I R AE

HRE AT DU RO s el R N, RFEFE RN R IEHE.
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All Assets

+ Add Filter ~
ID >

ind All Collapse
Slot >

Type
Name >
Type >
Risk Score > @m PLC
IP > E Communic
Criticality > M PLC
MAC > @ PLC
Categor >

gory @ PLC

Vendor >

fm PLC
Family >

[l PLC
Maodel >

® Power Sup
Firmware >
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R R H B O 32 38 ) 81 3R
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+ Add Filter ~
ID >
[ Callannn ALl
Slot ’ Search...
Name >
(Blanks)
Type >
| 0
Risk Score >
| 1
IP >
| 2
Criticality >
| 3
MAC >
1 4
Category >
5
Vendor > |
6
Family > |
7
Model > 8
8
Firmware b |
| 13

3. I EL R 3k 1) 08 TR 55 1 1) B AE

| W7 Al R HE 1 R R E IR

BR
FEARF UL, AR AT A 2R 2 1l =
L3

A EMRIIR, AT LT R A

- 134 -



1 76 HE P N 2Ok
o i Bl .
3. R R SO A, i AL

fE OT Security 4.0 R EFHRAFHTHR

ER U UE N T H BT .

PR T b, 1T D A R

Y R G, AT LR ERAE
1 HRHE R RO
o ity 0y,

%ﬁ

3. BB R A, Rt X 4.

7

& nr LFs OT Security Ul AR 7 (A A7 210 2 o 10 Bt (451 dn = 0 % A7 55 ) DL CSV SR g X 3
.

l TR T W SR U B T B, BIAE O X R s P A O 3 2k R R TR

S R, T AT LT R AE
1 e & 25 Bl (0 U
2. TERRERE T, BdG) %4

OT Security 2= '~ & CSV % =X 1 24

(e

A B LA ST T L TR B AR L B, 7S L, T DLEER
8 0 S S 7R B L, 16T LA o B B A B

A ] R BRI, W AT R A ERE L

- 135 -



O

o IR, RE F bR R B AR
o A AL ZITER, R)E Ik RE

All Events Search... ol Resolve All B O
. . . Resolve

Status Log ID Time + Event Type Severity Policy Name Asset Source Address
Download Capture File |

Not resol... 62630 05:35:48 AM - Nov 11, 2024 Intrusion Detection Info - SMB U t0A
Exclude from Policy
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8 Overview
0B .
e []Ve rVIEW €17 iowwrsco ® Executive Report
@ Policies

> i Inventory

114 0T Controllers

© 6 at High Risk

¥, Network Map

> B Risks
> @ Active Queries What's New
> @ Network
> 26 '
o 248 Assets Discovered

> & Local Settings

5 loT Assets

© 0 at High Risk

1K OT Vulnerabilities Found

25.4K High Risk Events

735 Network Assets

© 0 at High Risk

42.6K Vulnerability Finding

© 532 Critical or High Severity
Last 7 days -

Network Traffic 2.3K Hosts Involved

723 Assets Updated @ Active Queries 1K IT Vulnerabilities Found O Nessus 1 Code Modifications /7 Snapshots Nov 0 Nov 07 Nov 0o

Assets by Type Assets by Criticality Highest-Risk Assets © All Assets
All Assets All Assets

AssetName AssetType Vendor RiskSeore 1 Criticality

\\\\\\ | §2 363 Endpoint |l 1 High Rouge @ PLC & Rockwell o 74l Hign
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| & sacngineering [ 305 Low Comm.Adapter.. @ GCommunicati @ Rockwell - 71l Hign
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Praetorian Gurad @ PLC & Rockwell — 70l High
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© 7atHigh Risk © 0 at High Risk
What's New
247 Assets Discovered 1K OT Vulnerabilities Found

718 Assets Updated @) Active Queries 1K IT Vulnerabilities Found
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OT Security £ 7F %Il Y 2% 7 47 JF #i 45

) Nessus

Th Network Assets

© 0 at High Risk

25.2K High Risk Events

1 Code Modifications i, Snapshots
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Executive Report
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Network Traffic 2.2K Hosts Involved
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= Otenable orsecuriy B 0831AM - Voroay, e 10,2005 @@ (@ =2 v

@ oren Inventory

© Inventory

All Assets Controllers & Modules Network Assets loT Assets
> [ Risks
> [ Events + AddFilter ~ Search... el
7 8 Network B54 Assets  GroupBy - )
» '8 Data Collection Name Type Risk Score Criticality P Source
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FE L — R AL TR A 5 &5 2 2 BoR FEE B o Bk TR R - B A S e B SR
Ko

— | Rouge
&
PLC

e X )

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560
Fiware
20.055
Details
Overview

Backplane View

Code Revision NAME Rouge

Backplane #4 [N
PURDUE LEVEL Level 1
IP Trail 0 1 2 3 4 5 6 7 8 9
STATE Unknown
Attack Vectors M
AOITIONAL 1P O @ m @ @ @ @
fxy mh mh
Open Ports ADDITIONAL MACS
v iliti FAMILY ControlLogix 5560 £ g G @ 2
Vulnerabilities 8! % i I T I T
) VENDOR Rockwell = =l g2 g2 g =
Active (3) = = = =g = =
MODEL NAME 1756-L61/B LOGIXS561 < < < < < <
Fixed (0) £ £ £ = [ £ £ £
ixe LAST SEEN 06:52:31 AM - Nov 27, 2024 5 £ 5 E c 3 £ 5 5
(v} (V) o - < 3 o i~ o
Events FIRST SEEN 09:53:34 AM - Oct 30, 2024
LAST UPDATE 06:51:44 AM - Nov 27, 2024
Network Map No card selected...
SOURCES nict (Local)nico (Local)
Related Assets NETWORK SEGMENTS Controller / | Controller /
Sources CRITICALITY High
RISK SCORE
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PLC NAME Rouge
SERIAL D7D63D
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Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560
Firmware
20.055
Details
Overview

Backplane View
Code Revision

NAME Rouge
Backplane #4
PURDUE LEVEL Level 1
IP Trail o i 2 3 4 5 6 7 8 9
STATE Unknown
Attack Vectors 7 M M
AODITIONAL 1S B @ @ @ @ @ @ @ @
mh h Mt
Open Ports ADDITIONAL MACS
v iliti FAMILY ControlLogix 5560 2 @ S @ £
Vulnerabilities g i I i i 3 3
] ] 5 ] ] o]
) VENDOR Rockwell 2 z 2 z z 2
Active(3) 3 3 3 3 3 S
MODEL NAME 1756-L61/B LOGIX5561 < < < < < <
Fied(0 £ £ g - g £ £ £
ixed (0) LAST SEEN 06:52:31 AM - Nov 27, 2024 5 5 5 3 2 3 5 5 5
v} ] (9} = < [ o o o
Events FIRST SEEN 09:53:34 AM - Oct 30, 2024
LAST UPDATE 06:51:44 AM - Nov 27, 2024
Network Map No card selected...
SQURCES nicl (Local),nicO (Local)
Related Assets NETWORK SEGMENTS Controller / 10.100.101.X | Controller / 10.101.101.X
Sources CRITICALITY High
RISK SCORE
General
PLC NAME Rouge
SERIAL D7D63D
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= {Otenable or security ‘
v & Inventory
Tenable ICP #25
<
All Assets Tenable ICP
Controllers and Modules P MAC Vendor  LastSeen State 0s
[Direct) (Direct) Tenable Jan 6, 2025 08:40:33 PM  Unknown Tenable Core
Network Assets
. Overvi
loT Details verview
NAME Tenable ICP #25
. Network Map IP Trail
PURDUE LEVEL Level 3
> EJ Risks Attack Vectors STATE Unknown
v @ Active Queries Open Ports DIRECTIP
DIRECT MAC
Queries Management ~ Vulnerabilities
VENDOR Tenable
Credentials Active(73) os Tenable Core
> Network Fixed (0) LAST SEEN D8:40:33 PM - Jan 6, 2025
FIRST SEEN 07:38:18 PM - Jan 2, 2025
> & Groups Events
LAST UPDATE 03:16:18 PM - Jan 6, 2025
v & Local Settings Network Map SOURCES nic1 (Local),nicO (Local),Nessus (Nessus),Active-Ot (ActiveQt)
TS Related Assets NETWORK SEGMENTS Security Appliance
CRITICALITY Low
> System Configuration Sources
RISK SCORE
> Environment Configur... Nessus Scan Information
> User Management LAST SUCCESSFUL SCAN 04:19:24 PM - Jan 6, 2025
. LAST SCAN DURATION 21 minutes (12:20:05 PM - Apr 21, 1984)
Integrations
loT Connectors

IEC 61850
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D #3 a
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1P MAC Vendor  Last Seen State
ABB Jan 27,2025 10:08:18 AM  Unknown
Details NAME IED#2
P Trail PURDUE LEVEL Level 1
STATE Unknown
Attack Vectors
DIRECT IP
Open Ports DIRECT MAC
¥ Vulnerabilities VENDOR ABB
LAST SEEN 10:08:18 AM - Jan 27, 2025
Active(9)
FIRST SEEN 03:59:22 PM - Jan 20, 2025
Fixed(0) LAST UPDATE 05:36:18 AM - Jan 27, 2025
Events SOURCES nic1 (Local)
NETWORK SEGMENTS Controllel
Network Map
CRITICALITY High
Related Assets RISK SCORE m
|EC 61850 IEC-61850
VENDOR ABB
Sources
MODEL IEC61850 8-1 SVR
REVISION 1SS V5.30.00.24
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PLC @ Finished taking snapshot successfully X
IP MAC Vendor Model
\ \ | | C |C Rockwell  1756-L61/B LOGIX5561
Last Seen State Family Firmware
Nov 11, 2024 06:53:52 AM  Unknown  ControlLogix 5560  20.055
Details
Version 1
- 06:55:07 AM - Nov 11, 2024 Version 1 Search... 0o
Code Revision
IP Trail Compareto  Previous Version - Set Version as Baseline Take Snapshot
Attack Vectors
Name Size Compiled on Version {{ordinal}}
Open Ports Snapshots List
v Rouge(39)
v Vulnerabilities v Tags(9) User-initiated Snapshot
06:55:07 AM - Nov 11, 2024
3 (Unknown) 0:1 0 Nov 11, 2024 06:55:09 AM
Active (3)
(Unknown)0:0 0 Nov 11, 2024 06:55:09 AM
Fixed (0)
(Unknown) 0:S ] Nov 11, 2024 06:55:09 AM
Events (Unknown) 7:1 0 Nov 11, 2024 06:55:09 AM
(Bool) False Ala 0 Nov 11, 2024 06:55:09 AM
Network Map
(DInt) RougeTag 0 Nov 11, 2024 06:55:09 AM
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IP Trail

Attack Vectors

Open Ports

~ Vulnerabilities

Active (3)

Fixed (0)

Network Map

Related Assets

MAC

v 1756-EN2T/D | Slot 1(1)

v 1756-EN2TR/C | Slot 6(1)

~ 1756-ENBT/A | Slot 8(1)

v 1756-L81E/B | Slot 3(1)

Start Date

Oct 30, 2024 09:53:07 AM

Oct 30, 2024 09:53:48 AM

Oct 30, 2024 09:53:58 AM

Oct 30, 2024 09:53:07 AM

- X

Vendor Model Last Seen State Family

Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:41:46 AM  Unknown  ControlLogix 5560
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W 3 A2 A8 Mode 5 F 2R B B 7 Uy 1) ALBR 1Y) 38 4%

AR AT A M IR AR ?

TR B bS5 5, ARG TSR] U5 ] B 0 B A B R Bl ik AR, JF IR Bl W RE G T I R
PR AR . BTN A 2 A S HON IR, IR AT 28 U I D7 iR R R Bl iR e e (1 il g 42 . B

AL FE
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o BET B AE 2

o BRI

o BEPTZIE IIEAE A

o HMEGEAE (BRI A ] N 2) 5 AR A

HETE (¥ 22 it 1 IR
24 L i 3 098 7 2ot 0 K S8 B, 90T DL S5 10 A5 2R
o AR Tt o 67 0 56 P V5 S L B
o BT IR b S 7 X A1 H I 4 (I DK 20 ) B
0 250 5, 9 0 I 0 O A X R 5 B R K
B2, U2 A D0 5 SRR R 5) A U i
HE BB I8 AR

it AR R B bR R T sl A OB i AR . TR BT E bR BRI T AR 1 TR 58 R
BEHRAT o 2B BRI 3 4% (10 T 95 AT PR

* B30 :OT Security ¥ i Bt 47 18 £ MUy & 45 JF IR 3 B &) 32 B i 1 & 42

o FFh R ERE IR T, OT Security £ J& o< A I T U5 8] H #5877 B 7E B A2 (0 F) -
A EA A s B g, AT B R A

1 SMEPTR ARG R RS R I, R 5 T B EEREI R

2. iR, AR T RS R R E B R IR

Details
0

Code Revision Select Source Automatically

IP Trail Select Source Manually

Attack Vectors

G I 7 g 4% 4 B B 2R O RO AR Bl R AR TR
AR T A Bl g A, 1 AT DU A
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O

1 SMEPT H ARG R R = AR B, AR5 T R R
2. iR, SRR T RS R PR PR R IR
BRI 2 O IR

| R CBOAE LT, W B $2 RV 70 #5077 DU B8 i 75 B 1) o e B BN AT R

3. BEFEPTE IR
4. Fd AR

G IR ot 3 4% 4 T B 2R O RO AR S AR IR TR
"E L ®R

Details o
Attack Vector generated on 07:02:02 AM - Nov 11, 2024 ‘ Export Generate -

Code Revision

IP Trail
Attack Vectors
Open Ports
~ Vulnerabilities m
: - LI AN
Active (3) \
NetBIOS (137/UDP) NetBIOS (137/UDP, £©d)
Comm_Adanter #50 OT Device #59 v/
Fixed (0) H @
Events Base (+
Network Map

UL IR AR R TR R T BRI BT R AR GE AR BE AR I B g AR I R A R L 55 1 T AR
BoR T AR W@ A B A i B BRI E R I s AR R LR LR

o X T B A LA TR P, R G4 SR KUK A 1P M A o 2 o e A T
R A e 3R B 2 A

o RGN M S E A8 AE T

o SEETARCR TRy BLIE P R R .

I R R AR IR A b A B, BT R g AR T RE R U .
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O
37 JF B 3

“EFTIF B % Bk TR R I B B ST IR I AR . R I OC T RS 2 AT e )
TEYRME B, AL HE AT P W0 DR e B« b R CRE R BOEE 1 H AR ) DA R 3R B o 0 T

FF A5 B R VR (3 3 2 ) . I 1 & . X i . Tenable Network Monitor 5% Tenable Nessus 1 4) -
A, RS e Bz 0 AR TIPSR AT 0 s 1 51 3R (B 45 d i 3k = AR U 1)
uig ) o B IP 57 & Sk vl e IR 4136, BLE R H S 4T F o 1 .

— | Rouge
&
PLC

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:46:41 AM  Unknown  ControlLogix 5560
Hrmware
20.055
Details

Search... o Actions ~ Update Open Ports

Code Revision

ﬂ Port mapping is turned off Configure Queries  *
IP Trail
Attack Vectors Port Protocol Source Description Last update
Open Ports | 1756-L81E/B | Slot 3(2)
80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 27, 2024 08:42:58 AM
v Vulnerabilities
44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:23 AM
Active (3) v | 1756-EN2T/D | Slot 1(2)
Fixed (0) 80 HTTP (80/TCP) Conversations Hypertext Transfer Protacol Nov 27, 2024 08:42:58 AM
44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:46 AM
Events
4 | 1756-ENBT/A | Slot 8(2)
Network Map 80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 16, 2024 04:13:17 PM
Related Assets 44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 16, 2024 04:17:50 PM
| 1756-EN2TR/C | Slot 6(1)
Sources
443818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:43:37 AM

KRG A BE T BT H im0 RE AR ik 5, W R &AW S 3 — 2 R0 1% 0 1475 4
TATIPRE W7, T I im 130 2R B 3 AR i Br o BRIA IOy P9 R . 253 B 4T T
giie 1 FR) A6 FH T BR " B G, 1 2 1 A .

A DAAE £ 3 2 PG B O AT T e 3 1S B IE T DB BT B s AT T e &, DU
CLAT I 19 3 1 51 3%

AT R CAT I I 181 3%, 18 $hAT AR #14F
1 7598 B> 8 W& R b A L, BT R B
BE 2 BN B AR B R
2. W BATIF R DR
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ActiveQueries.htm

O

3. FECHTIT Wy FUE A B A B A R R R BT R O
IBAT WA, SR N AR ) g8 R 1 S AT T i
“CL AT T I I 3k T o i A 45 AR

A RAAE JE AN 5 E B 12 AT T [0 B S TR R, BERRR S AT T I S E R HCBL R b R
1.

o FAH AT P ik S R 4 6
o G E V5 A B9 Web FRIET, 2R A % 1 TR AR EOATS W .
A BAERE E S 1 Bis AT A, AT DU AR
1 7EE ST 8% W48 B b A b, B TR A B
BE I 22 SR B PR AR BB A
2. Bl BT I HI3m O R R
3. ML E N H
4. Pl ERAEE R
5. M F SR Bk B
OT Security %f fT i it F1 3z 47 49 4

HEBE BT R, W IRAT PR A

l Y B 76 T 7E 5 11 80(F T Web 17 i) J& T £4T ¥ 03 0 2 — I T

1 7EE RSP 8% W48 B b A b, BT R I B
SO 22 SR B PR AR BB A

2. Bl BT I HI3m O R R

3. ML E N H

4. Pl ERAEE R

5. W FHE ik EE"

RS R AT IF — A B (K 0 58 28 3k T, BRI B T
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O
I 117

U TR L TR 2 2 s OT Security A 8 A5 0 21 (14 52 Wi 5 5€ 57 (10 BT A7 I 10 (¥ 91 3% o 2 48 2 1R 31
I, B s B ) Windows 548 28 4 A T B 32 B0k 1R i O L R0 0 Ry s SR R A AT XU B
JE T B IT BOBAE 3w 1o R 22 A BL R R R B E N BB R A SRR T B 5
Je L B AR PR AAE B . e IR BOR 9 (E B 5 R SR IR I B BRI E AR, R
A 555 € B M R TR BR Ah o A ORIR RS B R B, 38 2 B IR

Rouge n
PLC

IP MAC

Vendor Model Last Seen State Family
i} Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:55:33 AM  Unknown  ControlLogix 5560
20.055
Details i
ch... Acti v Update pl v
Search. 202411200946 ctions pdate plugins S
Code Revision
ﬂ You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings %
IP Trail
Attack Vectors Name Severity & VPR Plugin family Plugin ID Source Oowner Comment
Open Ports Rockwell Automation Logix5000 Progra... Critical 6.5 Tenable.ot 500092 Tot I‘%
E;
2
Rockwell Automation Logix Controllers|... Critical 5.9 Tenable.ot 500451 Tot v
¥ Vulnerabilities

fotive(3) Rockwell Automation Logix5000 Programmable Automation Controller Buffer Overflow (CVE-2016-9343) Critical 6.5 Tenable.ot 500092
Fixed(0) Plugin Output
Events
Port: 0/ tcp Source: Tot Last Hit date: 11:20:26 AM - Nov 25, 2024 1&) Copy to clipboard
Network Map

vendor : Rockwell
Related Assets Family : ControlLogix 5560
Model : 1756-L61/B LOGIX3561

Version : 20.055
Sources

FAF

BRI B 7R OT Security A 114 K6 I 21 1 /0 2% oh 8 K B 7 B 41 10 T 48 ) 35 o AT LLad i i
BER ORI R S H AL B R B € R BEE . AR A [F) S0 (61 40 30 282 L ™ AR
JE SR 44 BK) Xk AR AT 0 A o 3B W] DA A B R BEAT HE e AR ik, R AR R SCR . AR
B XIIBEMI ], 15 2 ) B 6 G O JF o0 K
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Fwel e

20.055

Details

Code Revision

IP Trail

Attack Vectors

Open Ports

v Vulnerabilities

Active (3)

Fixed(0)

Events

Network Map

Related Assets

Sources

D D

MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 09:06:39 AM  Unknown  ControlLogix 5560
Search jol O
Status LogID Time + Event Type Severity Policy Name Source Asset Source Address Destination Asset Destin
Not resol... 119430 09:05:36 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.locz A10 | Comm. Adap m.m.
Not resal... 119414 08:51:24 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C
Not resal... 119412 08:50:28 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C §
Not resal... 119409 08:50:06 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce Rouge 10.1C i
Not resol... 119384 08:41:20 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10 | Comm.Ada; 10.1C
Not resol... 119364 08:37:27 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10| Comm.Ada; 10.1C

Event 119430 09:05:36 AM - Nov 27, 2024  Rockwell Code Upload

Details

Code

Source

> Destination

Policy

Status

Low Notresolved

Code was uploaded from a controller to an engineering station

SOURCE NAME

SOURCE IP ADDRESS

DESTINATION NAME

A10 | Comm. Adapter #48 | Yuval | Comm. The system has detected an upload of 1) Check whether the upload was done

Adapter #45 | Comm. Adapter #43 | Comm. the controller code that was dene via as part of scheduled maintenance work

Adapter #47 | Rouge | Comm. Adapter #46 | the network. and verify that the source of the

Comm. Adapter #44 When not part of regular operations, a operation is approved to perform this
code upload can be used to gather operation.

DESTINATION IP ADDRESS

DESTINATIO

N MAC ADDRESS

0 A K T S R £
%

Why is this important?

information on the controller behavior
as part of reconnaissance activity.

Suggested Mitigation

2) If this was not part of a planned
operation, check the source asset of the
event to determine if it has been

B, N EANED R RN RS BT iE 40 4
R RHIEIR . ARFMHNEZEL,

B A% TR A — A BB A1, 1% % B T B X BTk AR AT DL R R AE
o fEGEOR AR N TR
o TEMRXA:

o MSRWE HHERR -

I

A RIX L
MR A

BRI EAE R,

#iR

TS HE A1) PCAP ST
9 e = A 61 S SR HE Bk 0
Z A
T AR FH ARSI R BN S

RGALE MK T2 % HMER D

FAF A B H AT (A .

UL A IS SR . AR AR RGP I BN R
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HE YT, S A
PR RPN LA R R AR B
R o« L ETHRE,

o BRI RIE. MAT I 18 E .
s B . CRAEBAEGBEES), FERERE. MATE T AL,
o PPHOKRAEBAELFEED, &R ERE ML A

R AR A R SR B 44 FR . 1% 44 R R A T SR A SR I A
B

I8 B R HES A H R 7 B 44 PR o b B A T B T R A
5 R HEAF BB 7R IP B MAC,
I5 b R EAF BB B IP B MAC,

H s 2 SR 5 R BE R A4 ORR o b B AR ) B S B B R
B

H 5 5 B AF R W BT ) IP B MAC.
i bt

X P02 R AH ORI 8 7 AR R A B R
H2F BN FAF I — B

= ER A R E AP 45 A LR - B AR € B e R
7 16 € A A

LR 5 5 1 SR 1 ] 222 0 B (A SR SE N PR 10 L B, 18 2 D SR SR 1 3%
A :

o MCEFM4 BN T EA
o % il A% 56 UE S - 3K L SR AR TN W) 4% Y 4 ) 5 Ok AR I AR R
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O

o 2 4% I 3h S I sh SIS L5 I 2% mh R 2R I3 Bl (RIDFE RN 4 R B 2 ]
S it PR “dii &) A 5K

o SCADA 1 1 IR J 42 il &% £ s ~F T 22 5 (1) SR Mgt o
o 2% B T A LK 4 SRS R )R T N AR B ) T 2% 0 R
o DAL K L SR 5 0 2% TR IR B DL K B 2 TR KB AR TR R

RE WoR FAF RS AR IE N E R

7S b e 27 T S SR T 7 (B N SRR A X G T TSR R 7
&

S X T O A, SR TR X A AR I e R

H 34

TR S 71 R R A I S T A AT R

o 24 W

‘P 4% B S Ik TR I S S I IR 4 o 4 1) T ALAL R o e RR TR S O P Ik B AR 2 30 R
ST ERE .

@ ocp c»

Search...

Attack Vectors

Open Ports

Active (3}

Fixed (0]

-
(¢

-
>
g
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O
B 50 e B £ 5 4 A R £ 2, (LB T TR R 0
Beo A, IR R AV B, T S 0 4 W B e TR 0 7 LR
B AT K TR T 5 LI, 1 5
T FUAT VIO 2 U 896l IO R L 8, T 2 A 0 2 HOK
IR, I R S A B P AL
Tk A 0 T L0 B V7 7 6878 V7 O V05 8, 8608 7 44 o I B T O
i I 0

B v [
B U T 4 52 L, O ELAL A 5 I 4 S ML 1 VAN 5 . OT Security

i I AT Fe AL EE 4T SNMP 2 ) R W SR BE B dls - AR G0 o B A H I BLR PE4E(E B MAC
fb L A RR S IR (8 sh B ) « RilAL ATB B .

MAC Name Status Admin Status Alias Description Type Time of Query
P1.11 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P0.2 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

| P1.15 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P21 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.1 up up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.3 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.7 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.8 up up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P23 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P25 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P2.6 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.4 Up Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.6 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
vian1 Up Up vian1 Siemens, SIMATIC NE...  L3ipvlan 04:34:37 AM - May 28...
P1.16 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.2 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

| TR AR O e T RE B R R IR . ZEREOE LTI RE, 15 BK R Tenable SCHF .

9% BE 7
7 A PR 4 O T R I 8
Y 1 B S LI, AT DA R R A
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O
L 7V H A PR, il — 0 7 BT T Ve A £ T
2. {52200 S LG fi i, kR BE
B 25 H DL K FE P T

Rouge

PLC

P MAC Vendor Model

| | b | | 0 Rockwell  1756-L61/B LOGIX5561
Last Seen State Family Firmware

Nov 11, 2024 07:06:07 AM  Unknown  ControlLogix 5560  20.055

Partner Asset Family Relationship T... Access Direction Details First Seen
IP Trail

Comm. Adapter #89 ControlLogix Nesting From Partner Type: ControlNet | Address: 1 09:55:37 AM - Oct 30, 2024
Attack Vectors Comm. Adapter #90 ControlLogix Nesting From Partner Type: Ethernet | IP:10.101.101.1...  09:55:37 AM - Oct 30, 2024
Open Ports

~ Vulnerabilities

«
I
Active (3) ;
]
Fixed (0)
Events
Network Map

Related Assets

Sources

“FH SR BE =L IH 22 Wow LR TR B
5 iR
BRI AR ™ A R 7= 1) 4 R
KRARRE HMREFHRRFH RKE.
Ui I8 77 [a] Bt 7= Je H A AR 2 8] (4 U5 18] 7 )
HHE R WP RA ) VE A5 2 . ) 40 : ControlNet 5K 1P,
B X H B K T OT Security 5 47] A& B 587 59 H 1 .
bR B I OT Security | il 21 it 5% 7 1 H #] .

B B G B

- 171-



O

TR S WA o R EE A AR AT g A I B R ) 2% (PLC) W AR BRBE 4% Jm T 1 PLC B Al oMb 4% ] 2 ¢
(ICS) HE B o 1t e 28 SABL T+ 1 3 T 43 3] 00 15 3 A 2% 1) AR MUK Bl 2% (VD). 45 & 1R 8 B0 77 1 1
M5, AR M SR E i b R ik B B B % . OT Security ] 7T AR R AR 78 B

% o

<

@ Comm. Adapter #89

Communication Module

IP MAC Vendor

Details

Rockwell

Last Seen

State Family Firmware

1756-CNB/E 11.004 Nov 11,2024 07:19:08 AM  Unknown ControlLogix 11.004

Overview Backplane View
IP Trail NAME Comm. Adapter #89
Backplane #187 lIl
Attack Vectors PURDUE LEVEL Level 1 0 1 2 3
STATE Unknown . .
Open Ports ] LL:E L ]
ADDITIONAL IP -+ e
~ Vulnerabilities ADDITIONAL MAC g 3 3
|
T 5 2
Active (0) FAMILY ControlLogix = - £
§ 3 £ |§
VENDOR Rockwell o = 0 ]
Fixed (0) v
MODEL NAME 1756-CNB/E 11.004
Events LAST SEEN 07:19:08 AM - Nov 11, 2024 Communication Module Details Nested Devices (9)
-54- . Communication Module Details
Network Map FIRST SEEN 09:54:34 AM - Oct 30, 2024
LAST UPDATE 06:38:10 AM - Nov 11, 2024 NAME Comm. Adapter #89
Related Assets
SOURCES nic1 (Local) RISK SCORE
Sources NETWORK SEGMENTS Controller / TYPE Communication Module

MR BT VRIS 2 U 2 s BN PR S B

o
18 30
(5!
K

#id

B RENEE, Pl i, TEE RS Hib P&,
BAEF A5 L B RRAS e 2R TR G S A I A g 5 SR TR AR R
ALHE R BITEALE . Bd R B & 28R, DB R EREEREEE R

A ABREE WA T

|IEC 61850

MR 18 b AR 1 A HL ki T R R (SCD) SC A, OT Security 23 A= il 4ifi iR A8 HL ik 55 77 2 8] 388 A5 1Y) ol
1V B HE (MMS) 4 & 1 3% . 25 OT Security £ I £ SCD SC A Bc & H A7 78 AR & # B U7 7] 1,
FEREE . AR AL SCOXM I E 25 B, 15 2 14 “SCD 34

2 BN —
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N ¥ 17 ) “IEC 6185071 [H] , 15 #1047 DL F #AE
1 BEER A RE

BEI 2> BB A B = LI

2. HRIFIEFEAFH IEC61850 e & M 5 7= B AL Bl ¥l .

B 2 BB TR PR AR S U .

3. fEE N AT, 2 £ 1EC 618507,

JE I 2t ILIEC 61850" L 1T, H h AL B BT TR AR XS

EN100_E+ I[ED_Indeg
IED

Details

Code Revision

IP Trail

Attack Vectors

Open Ports

~ Vulnerabilities
Active (13)
Fixed (0)

Events

Network Map

Related Assets

|IEC 61850

Sources

%)
& D
W & 4 K

HIERA
i

& P i 4
R

MAC Vendor

Last Seen

State

) SIEMENSPTDPA  Jan 27,2025 09:44:33 AM  Unknown

106 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file. Download Details

+ AddFilter v

Search...

108 MMS Reports  GroupBy ~ [}
Report D Report Name Dataset Name Client Name Substation Project
IED_Indegy2PROT/LLNO$RP$urcbZ01 urcbA TEST HMI_M Substation Station Indegy '
IED_Indegy2PROT/LLNOSRP$urcbCO1 urchC TEST Client Substation Station Indegy
IED_Indegy2MEAS/LLNOSRP$urcbJO1 urcbJ Not defined Substation Station Indegy
IED_Indegy2PROT/PDIF2$RPSurchbB01 urcbB Not defined Substation Station Indegy
IED_Indegy2CTRL/LLNO$RP$urchbBO1 urcbB Not defined Substation Station Indegy
IED_Indegy2CTRL/LLNOSRP$urcbA01 urcbA Not defined Substation Station Indegy
IED_Indegy2MEAS/M3_MSQI$RP$urcbBO1 urcbB Not defined Substation Station Indegy
IED_Indeqy2CTRL/QOCSWIT$RP $urcbBO1 urcbB Not defined Substation Station Indeqy

iR

FIAE % 75 0 — A5 IR 4 1) MMS 3l 75 1D,
P A 4 75 i — FR IR 5 1 MMS 3 4 ID,

5 MMS 5 SR IR 1 bl 58 4 Bk, 123k e T S AR IR T Bl

HA

VT I I WA B 2 7 i SRR B R 44
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22 B vl AR MMS Hik i ) TED( B BE HL 1 B2 %) P A R AR Lt
W H et b H R Bk LA fir & 1 5 4% IEC 61850 Tl H B & St Ac & -

4. WNF A OT Security il 21 (1) 25 R K FEA01E 2, 18 AT LA R $8AF -8 0T 1 T00 38 10 4 R T
B, BE RS R

OT Security 23 L CSV #% X N # £ 4115 & .

HEE R R P MVS i e E TR E BT, TR B CSV SRR T BRI
HER .

90 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant Download
configurations from the SCD file. Details

B 1 PRI T PR S B IR A R I P A S S, Bl 67 B SR BLRE ORI A . A
i AT LLAE B BTSRRI B YRS o A A B R
Ay ) PRI, AT BN R A
1 fEERSEA R L, Bl — 0B AT T 887 V40 A5 8 I
BRI 2 BB VRS 2 U .

2. fEFe M 3RS R, IR
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S N 2 H 3RO .

— | Rouge
&
PLC

TRV 2 Wos DU PR AE B

5 Hiid

Reported IPs

DCD D

Last Seen State Family

Rockwell  1756-L61/B LOGIX5561  Nov 26, 2024 12:07:45 PM  Unknown  ControlLogix 5560

Last Reported First Reported
Nov 26, 2024 12:08:08 PM Oct 30, 2024 09:53:29 AM
Nov 11, 2024 08:32:56 AM Nov 11, 2024 06:55:07 AM

2R VR4 FR , ) 40 A HLUR 16 nic 188 nic 2 B A% B8R 4% 4 FR (S U5 2 15 K38 ) .

RA VR AR ICP B AL K 28 .
WwE 1 VB U AP bk

P % &

HH O VREEE K Mac ik o G R AR I BE 2 DAL EE BT, OT Security I 2 fix
MACH{  Mac ik o fn % 8 &5 BE 25 B 7~ B0z, (B R B e A2 18] A %1%, OT Security U

& A 24 5 R BT 1P Hi 3k
EW#R BRSSP E

=G

BRI®E R TR B R

=Ll

Y B BT 7 FEAAE B
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OT Security 2 #i ## A &6 i S F A2 W 48 v 19935 3 B sl 1R 50 51 77 SRR A 44 FR e i 2R & 42 ek
W R IE A5 B, BCE A8 A SRS HE R, U T DL E R E L UL B B A CSV S K 4 i X L 2

B0 3 AT LS N — LB Ul B AN B A E B

W Ul g B VRS B

ARG R TR RS S, IE AT BN R AE

1

2.

3.

TETE BT, B ol 4 ) 2% I P 4 B

16 8 P 5 B B

FEAR R T, i B AR A

M 7 i B e B G B

SRS 24T I R B R S B 1 .

FERBIHE S, R Hi 51 3% e 35 9% 7 282

FEFROME S O\ K 7E OT Security Ul 3R I 77 1) 44 R
FEEBEEED, WA X RGN E L.

R GWRE S, A 5 R N E .
FEBHONE (& T4 &) b, N 23 57 1 RN & R .

FERL B OHE P, BN B A B U o B BON IR I B A R BN s AR B R T DL K
IR B8 7 A BT 7 A S S B .

FE“BEBIHE th, BN 557 UL B o 0 T BN B SE T B o AH SR B I8 O I B 7 B T A A
S

W R
OT Security 2 bf 17 2 45 5 10V 4145 2.

HEGEZ AR (ELAT), BT BL TR B AF
1 fETEBN, T R AP 4 T

2.

i AR BT i B 55 I R L AE
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3. P M EBRIETCE, RE N NS R Dk wmE
SOy 2 Box BB GBS A, S T TR RHENSA

4. 35 o AR 0 5 24 I S HE (I T SRR R 0 B
9.

ERE ARG B M B, H R R R, R HERERBERENT . RAZA IPH
hk 1 B8 7 A BE AL AE R B AL B g AR AR P B AT B R B

5. MR¥E ik BN S U

HEREMEHRETRPRANGESEREER KM ATANE. WRETFSHFENE
e ME EL R San N B T, DU 2% 2 SO =4 T EDRE I B

6. PRI
OT Security 4 % 7= 5 i it & — i 117 .
W b A% CSV % 4 55 7~ TE 445 B
XK Fh g B R S VRIS R VA SRR R CSV UM g K B P, B HRAE Ul T g . AT LA
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Controllers and Modules

+ AddFilt
e Search... jol

14 Assets Grouped By: Backplane ~ Expand All Collapse All 1Selected m

Name Type Risk Score | Criticality IP Vendor

~ Backplane #101

140-NOE-771-01 Module @ Communication Module 57 il High 10.100.105.27 (Direct) £ Schneide
PLC #44 @ PLC 45 il Hign 10.100.105.27 & Schneider

~ Backplane #103

~ Backplane #104

v Backplane #106

v Backplane #112

~ Backplane #115

~ Backplane #137
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Asset Settings

Monitored Network

The Assets Network is an aggregation of IP ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within Tenable OT Security sensors’ subnets or any
activity-performing device will be classified as an asset.

192.168.0.0/16

DEFAULT IP RANGES 172.16.0.0/12

169.254.0.0/16
10.0.0.0/8

ADDITIONAL IP RANGES

Update Asset Details Using CSV

You can export a CSV file of the ‘All Assets’ table, editit, and upload it in order to
update asset details in bulk. Editable fields are: Type, Name, Criticality, Purdue
Level, Location, Description, and all custom fields.

The capability to update asset details using a CSV file is only available while using
English. Non-English users can switch to English while exporting and uploading the
CSV file and then switch back to their preferred language.

LATEST UPLOAD DATE Download Report

7. fEEH CSVEB B VRAE B b, bR
8. 1% MU % I MR s b A% W W PR A7 1) CSV 3Lt .
BEm 2 MBS A S, R C R AT HL.
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Xf F- BN BE 77 TOTS_Rouge_3.19.15_2024-06-03T07_05_27.tar.gz
Xt F 2 A~ %P7 TOTS_AssetsReport_3.19.15_2024-06-03T07_17_54.tar.gz

4. FEEZHRk IS Tenable SCFF L DLEAT 1 — 28 70 #f7 .

AT B T % 7= i) Tenable Nessus 1 i
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Approve Nessus Scan

The nessus Lcan for vulnerabilities in a55&0E is nol intended for OT devdices
of any sort. Scanning controllers, field devices and other industrial-specific
deices and SErvers I11It!.|1l_|!:l:lpq,lrt|l|_'¢ i Ju.jllal.uln:.'. Please make sure
that this asset is not one of the above before proceeding with the scan.
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Resync ~

Run All Queries
Ping Query

SNMP Query
Identification Query
Details Query
NetBIOS Query
DNS Lookup
Backplane Mapping
State Query

ARP Query

2. Ml A AT AW, SR d B AT A E WIS AT A AT A
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A IS AT, A E R, R A IR .

@ Ping Query completed successfully X

The query failed due to a network error. This may be due

X 1o temporary network issues or firewall restrictions. Please X
check your network connectivity and retry the query.
Protocol: NBNS; Operation: NbstatQueryType; Ip:

State Family Firmware
@ SNMP Query completed successfully X
@ DNS Lookup completed successfully X

@ State Query completed successfully X
sSLopped
@ Details Query completed successfully X

X TR QS M &, OT Security 2 HR 458 8 B8 58T 1% 517 (1 & 90 508 .

=Rl
OT Security 7] 1H 552 Wi /X 2% 85 7= 1 25 P b » 76 & S0 R B IR IS B 0 6% 2 R A0 21— a3t
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— a ®
= Otenable or security | 06:22AM  Monday, Nov 11,2024 @ =
88 Overview i
v v 2
Vulnerab|l|t|es Search... 0 202410280920 Actions Update plugins [
> £ Events
License outdated—Nessus plugin set cloud updates are not available. Update license  x
@ Policies
> i Inventory Name Severity VPR Active Ass... Fixed Asse... Plugin family Plugin ID Sou
|
. Network Map v Tot(304)
Schneider Electric Modicon Improper Au...  Critical 6.7 1 ] Tenable.ot 500033 Tol
v @ Risks
Schneider Electric Modicon Quantum Im... Critical 52 1 0 Tenable.ot 500069 Tot
Vulnerabilities Schneider Electric Modicon Missing Auth...  Critical 6.7 1 0 Tenable.ot 500071 Tol
Findings Rockwell Micrologix Privilege escalation ... Critical 5.2 2 0 Tenable.ot 500076 Tol
Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 Q Tenable.ot 500084 Tot «
Compliance o
Rockwell Automation Logix5000 Progra... Critical 6.5 2 0 Tenable.ot 500092 Tot é
)
> @ Active Queries Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 0 Tenable.ot 500110 Tol
> @ Network Schneider Electric Modicon Authenticati... Critical 6.7 1 0 Tenable.ot 500122 Tol
Schneider Electric Modicon Exposure of ... Critical 6.7 1 Q Tenable.ot 500125 Tol
> 2. Groups
Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500134 Tot
> Local Settings Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500167 Tol
Schneider Electric Modicon Weak Passw... Critical 6.7 3 0 Tenable.ot 500170 Tot
Rockwell Automation Compactlogix 537...  Critical 59 3 ] Tenable.ot 500201 Tol
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MS10-031: Vulnerability in Microsoft Visual Basic for Applications Could Allow Remote Code Execution (978213)

Critical 89 1 Windows : Microsoft Bulletins 46313
Details

Name Last Hit Date < Type Risk Score Criticality

Category
Affected Assets

WIN-180FIPB12HM Jul 10, 2023 09:52:26 PM Engineering S... [ Medium (Direct) Network Assets

Items: 1
WIN-180FIPB12HM (Direct) Engineering Station - Jul 18, 2023 02:50:54 PM

Plugin Output

Port: 445 / tcp / cifs Source: Nessus Hit date: 09:52:26 PM - Jul 10, 2023

- C:\Program Files (x86)\Common Files\Microsoft Shared\WVBA\VBAG\Vbe6.dll has not been patched.
Remote version : 6.0.87.14
Should be : 6.5.10.53

OT Security i £ i) 4 71 ¥ Hi 7 6

Rockwell Automation ControlLogix Communications Modules Remote Code Execution (CVE-2023-3595) -

Critical 6.7 3 Tenable.ot 501226

Details

N Last Hit Date & Type Risk Score Criticality Category Vendor
Affected Assets

Comm. Ada 0 Jul 18, 2023 07:05:36 PM communicati... [l High Controllers Rockwell

Jul 18,2023 07:05:36 PM Communicati.. [l High Controllers Rockwell

Comm. Adapter #53 Jul 18, 2023 07:05:35 PM Communicati... [N High Controllers Rockwell

Comm. Adapter #50 10.100.101.152 (Direct) Communication Module (61 Jul 18,2023 07:10:14 PM

Plugin Output

Port: 0/ tcp Source: Tot Hit date: 07:05:36 PM - Jul 18, 2023 [ Copy to clipboard

Vendor : Rockwell
Family : ControlLogix
Model : 1756-EN2T/D
Version : 10.007
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88 Overview

> 0 Events
@ Policies

> = Inventory
¥, Network Map.

~ @ Risks
Vulnerabilities
Findings
Compliance

> @ Active Queries

> @ Network

> 2 Groups

> & Local Settings

“RIGE R F A% & LUF 401

%

25 E

IP

Findings

+ AddFilter

You can enable automatic cloud updates for the Nessus Plugin Set

3 -RiOp/ =R

=7
=
o

H

Configure Settings  *

#iR

A 0 ) A7 £ s TR A 55

EPE P H bk

Search..

§3MFindings ~ Group By - [Z3|
Affected Asset 14 Severity 1 4 Plugin Name Protocol Port ver 2 4 Status
€300 #006  Critical Honeywell Experion PKS and ACE Cont... tep 0 — 73 Active
€300 #005 o Critical Honeywell Experion PKS and ACE Cont...  tcp 0 — 73 Active
Venus_ occupation o Critical Schneider Electric Modicon Exposure ... tcp 0 67 Active
testigy o Critical Schneider Electric Modicon Weak Pass...  tcp 0 67 Active
Venus occupation o Critical Schneider Electric Modicon Weak Pass...  tcp 0 67 Active
Comm. Adapter #48 ® Critical Rockwell Select Communi tep 0 87 Active
testigy o Critical Schneider Electric EcoStruxure Control. tep s} 67 Active
PLC #30 ® Critical Phoenix Contact Classic Line Controlle... tep 0 6.7 Active
Comm. Adapter #48 ® Critical Rockwell ControlLogix 1756 Stack-bas. tep 0 6.7 Active
Comm. Adapter #47 ® Critical Rockwell ControlLogix 1756 Stack-bas. tep 0 6.7 Active
PLC #75 ® Critical Schneider Electric Modicon M221 Per... tep 0 6.7 Active
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Compliance

Security Framework Preferences

General Info
TOTAL ASSETS IN SCOPE 841
FRAMEWORKS IN SCOPE Not Defined (Default)

Incident Handling

Assets with abnormal unresolved events

Event Category Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
Network Events 93 16 9
Network Threats 91 38 19

Show Asset List

Vulnerability Handling

Active vulnerabilities by asset type category
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= Otenable or Security ‘ 08:25AM  Monday, Nov 11,2024 @ = sanjusha
88 Overview
All Events Search... fo) Resolve All =
~ [ Events
Status LogID Time ¢ Event Type Severity Policy Name Source Asset Source Address
All Events |
Not resal... 63026 08:22:08 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Configuration Events Notresol.. 63025 08:21:50 AM - Nov 11, 2024 Rockwell Code U...  Low Rockwell Code Upload .
Py
Notresol.. 63024 08:21:50 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload %
SCADA Events 5
aa
Notresol... 63021 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload v
Network Threats
Not resol... 63020 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Network Events Notresol... 63019 08:20:29 AM - Nov 11, 2024 Modicon Code U...  Low Modicon Code Upload
@ Policies tems: 63026
= Event 63026 08:22:08 AM - Nov 11, 2024  Rockwell Code Upload Low Not resolved
v i£ Inventory
All Assets Details Code was uploaded from a controller to an engineering station
Code SOURCE NAME _—_ —
Controllers and Modules o Why is this Suggested
SOURCE IP ADDRESS important? Mitigation
Source
Network Assets
DESTINATION NAME Yuval L71 A4 The system has detected an 1) Check whether the upload
Destination
loT DESTINATION 1P ADDRESS 10.100.101.151 upload of the controller code was done as part of schedgled
that was done via the network. maintenance work and verify
" O A When not part of regular that the source of the
¥. Network Map Policy DESTINATION MAC ADDRESS 00:1d:9¢:d4:70:34 operations, a code upload can operation is approved to
PROTOCOL P (TcP) be used to gather |nf0rrpat|0n perform this operation.
> @ Risks Status on the controller behavior as
part of reconnaissance activity. 2) If this was not part of a

RARREVIITA FHM BN BB A L SN E TESHIES AN FHE
WIE R () Bk 1 F iR BB, “SCADA A, PN 4% B bR P 48 SE A,

A U (B EL S SCADA S 9 46 BI04 ), o DL IL 5 492 5
B B LA % 91060 R B 1 7 S B o T DARAR T K L N 45
53 41 o 43 T BT S 9 B AT R L GRS L A T R T £ 5 8, W2
i A

AT LAAE bR RS o 1) B AR i B AT DL R R A
o SR R SR AR IS T MR
o N# PCAP: T # Itk = {1 1) PCAP 14 .
o HEBR Dy e S B i S HE B T

R B S SR AR 15 8, 96 4 0 B TR o R 0 % 15 S 0 O 0 0 e
HK 0 0 o 2R 4 4 0 46 0 S A 0 B0 00 B A 55 0 SRR U AR R
P R 1R

l R ST B b s R A 3 AR 2 B 2k, BABCOK 4 /0 e S T AR O
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P71 BRI (B
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%2 WX 2% T 5 2% I 44 BR o B R R IR 44 PR B AT B B A% T IR PR R4S BB
FE(HEHBIBE SRR .

HhhE A 1P A/ B MAC Hb 4k .

| ER R RER A 2 A P,

RE WP R T8 S BB SRR, BRI - A Bl B R B .

H R PR A R BB E R R R 2 B A R AREC B A
{IERES ARSI

i X AR AR AS s P A% T S A S .

CIVA B N

&% F2 1) % 4 I 7 e SCI 7 i FR) AR B 44 K

& # F ] % b =4 R 22 3 A ] R RROAS

frE FI 7 #£ OT Security 53 7 W 4015 2 o f A\ 1 88 7 IO AL B - 16 2 I 52 7

EXRHH OT Security | R & & 15 & 1B 18] o X 52 % & b IR0 82 31 N 2% 58 40047 3 3l 1
fy B 1] AT

BIERS wrE LT ERE RS
H& ID REERH TS EE M4 1D,
B [ AR R AR H A AR TE

BHRA Ut B ik R S A 35 B SRR . A Eh A AR G e B I SRS AR AR . O A R SR
i U B, 1R S D A SR

EEE BN FHA R E R H . LR & ] BEAE 1Y
TC: o RiE .
SR BT R NAE TR A
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PE B 1 SR 1 2 B o 1% 4 BRI SR IS 41 2% 1 B B

R (R 5 7 1 42 B o Ik B I R R B
KA BB 1P B MAC,

2 A5 U 1) PR IR 4 PR o b T B FR R B P B B

% F A R WA IR B IP B MAC,

2 E A 5% I 8 7 B T A b S A 1R R 3 1 0 3

R FAF I — B

WR A R H A AT FAER R LB OR o BN E 1 F R R R
16 € A FAF .

PR 2 =5 SR g 22 158 B (A Ok SE N VE 4 A D B, 3 2 D) SR SR AN 1 2R

Al :
o MCEFMH XOHEMA T KA
o PR A U6 IE T <X SR A TN X 2% rh i A g R AR AR

o JE ] %35 B H A S B SR 5 2% mR R AR i s (RIDAE X 2% ) B
[ SE Jit B “di ") AH K .

o SCADA 11 1 IR 42 fil] 2% 2 38 ~F 1 22 5 () SR WS o o 9N 2% JB iy 5 11 - I
SR TR R 7 N AR B B R 4% L R

o LS A X L SR S 0 2% TR K B DL K B 2 TR KB AR TR R
ST L ERNRY E TR WS MY 37
Xt ¥ R A, BRI R AR L N R R
Xt T OO A, B IR AR AR A O e R R
I 7 iR R EE AP N A PR A AR T R

- 198 -



O

BEFIENER

TR T RS PR R s A SR T AR A RS R S R AR TR . H R ST
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Resolve All =% o

Source Asset Source Address

MUAZU. 2 I IUTE Ya e (I vV PavRS]

ey ey S

All Events Search... o]
Status Log ID Time ¢ Event Type Severity Policy Name
Not resol... 62947 07:48:59 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi...
o Not resol... 62952 07:48:59 AM - Nov 11, 2024 ARP Scan ARP Scan Detection
Notresol... 62944 07:48:57 AM - Nov 11, 2024 SIMATIC Hardwar ... Low SIMATIC Hardware Confi...
Not resol... 62949 07:48:55 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi...
Not resol... 62943 07:48:53 AM - Nov 11, 2024 Modicon Code U... Low Modicon Code Upload
Not resol... 62948 07:48:52 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATIC Hardware Confi...
Notresol... 62942 07:48:51 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Not resol... 62941 07:48:37 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
tems: 63027 Selected Items: 1 Deselect all

Event 62952 07:48:59 AM: Nov 11, 2024 ARP Scan

Details

Affected Assets
Policy

Scanned Addresses

Status

it ok 2

SOURCE NAME

SOURCE MAC ADDRESS

PROTOCOL

Not resolved

ARP scans are used to map devices in a local network

OT Server #5

ARP

Why is this
important?

ARP scans can be used for
network mapping. It is
important to know what assets
are mapping the network and
to verify that such mapping is

Suggested
Mitigation

Check the source asset to
determine whether it is
expected to be generating ARP
scans for monitoring purposes.
If not, contact the source asset

RAF IR ALY HLARN 53 VEAli F A IR BU0s 22 10 35 it oK At ok 1) i, B3 0 G 7 K HUHR it 2 )
N2 Z F AL N TR S TR M D FHARE XS T A A

R B AR IS N A R

IR BT A A (BORE 52 S BT A ) AR e N BB R

e L S
5B R AR AR TR R, AT LA R BRI -

1 FEAH QBRI T (E B A . SCADA H A L 0 6 B [ 58 00 2% =) o, e b S AR id B
fB DR — A B A FH AR S5 I B A

2. FEFR AL o B AR
SRR & B — AN H S
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VER EEK 2 D HE A bR IC N TR TR, 0 TR o R P A (1 A 2 A ER AR R L) 4 Be
RETA B FAF . BRI TR A F 4, EE BB RIEFNEN

3. EFERBR
B L IR R

Resolve Events (1)

Cormamant

E=m - |
A, (EFREHE A, BT LUV N0 B A R ke 1] R SR B AR 2 R it F 9 R
5. MR,
JIT 3 A R S AR il N BB,
fift th Bl B FH A

AR 2 I SE 0 0 22 2% A, A AR B R AR R N T 2 0 Ui R T R i, i R B E
BT AT T, U A AR TR R e G B AR, (B 2 it “SCADA A 4 L Al A o ok TR
LHEM, HETWITH FE SR IL N TR R

R A FE AR IC O T R, 1 AT LR R AR
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1 EAH O B AHROUTH (“C B TR “SCADA F 4, 0 2%l el ) 2% AR B bR A b, Bl
SRR

WRURPTH EE O 2 SR Z AR i) AR

Resolve all displayed events 20 =

This action will resolve all displayed events,
Clustered events will be resohved automatically

COMMENT

Cancel

2. (AT 7EEBENE AT LV BN 0% T IE 7E M A % SR 2 I T RE
3. BB

OT Security £ & 7~
4. HdifRIR

OT Security £ ¥ 24 17 7R I T A AT # A7 12 0 TR R

1 72 S s 5k

nug%*

HVE R
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G SR 2R TSRS B R AN 38 A2 2 e I R E R 0 A R, U AT UM 32 SR R R O 1 D
(BRI A5 b 2o T 6 455 5 7 00 28 B ) o B T, G R SRS ez I 3 Workday 13 A 18] & A= R 4% 1)
RS AR T, (L A2 R E 12 4 BROIR 5 78 33X 8 I JR) B Pt 30 AR B R IR, U E) AN SR g e
HEBR 1% 72 00 45

s n DL 498 SR I A2 B ) S o T A O T B S R B . 8 RT DA T AN S R R R R
FAF WA

Un SR B Jm R D9 48 8 IR 2k AR A AR, DRI DU B HE BRI, 15 S B A

A B S BRI, 3 AT DL T 3R AE

1 AEAH R AR 1 (T B F L “SCADA AR, ) 2% B e 2 AR ) o, ok 3 D )
AR BRI H A

2. fEhR A, B BRI B R iR AT
BE I 2 LB
3. FL DA SREE P HRRR
BE IS 22 4T FF D\ SRS o HRBR T 11
4. TEHEBRFAE Y h, B BT 2k PR KA

R 2 T HORAT AT 18 E 51 10 S R B AR SRS 2 A o RT DUIBOT i rh B gk 2l Oy H AR
JICEE AR IR BE A 26 1 55 I R G AE

HER Bk, R T IR o B E O, SR A b SR R A 8 VAN AR B K& IP, H
LYK SR 1 SR 8L P 21 I 4 v At B 7 22 TR FSg UDP X B, 0N BV a0 el R UDP”.
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Exclude From Policy

Futwre events hag mase Phis Conaion. will il

+ TR EE T A0ne B veelll el Bp{REE W et
vt il Yoo veill B alid Lo SR U
oenciin from Bhe eachaakons. b in the policy
P

Poficy Hama:

SragrPot Mivsatch

Enchihes Condiion ©
Sonron anset i Aouge

E=m - |

I R AT HEER 2% F R SN R 5, BRI ST R

5. ¢ “HEBR T UL B HE b, AT DL N 5% - HE B 000 v R (AT k) S
6. i HEBR".
OT Security <= 61 & Hf Fr 10 .

R T A R R SRR Y HEBR 2 A

IR W& 2] HRR HE B 2% 1
EHERIES) e B FH 4 (7 3h) o JHEE
e JRIP

s Hirs™

s H¥r IP
& 1] 28 IR BHHREAE T % =
B 2RIRE AL E JE % e
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SCADA

FTP 2 3¢ (5% I Al L 20)

Telnet & 3¢ (2230« 2R B F i I )

AR A

ARP {1 #

i 149 4

Modbus HF 72 $ #5 3 4
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P
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P
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Modbus FF % %4 5 &

Modbus JF 7% ef %1

RERBEG AN

IEC60870-5-104 StartDT

IEC60870-5-104 StopDT

3 T IEC60870-5-104 p& H A A5 11 = 44

DNP3 i {4:
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e Hix IP
o J5i DNP3 Hh 1

e Hir DNP3 it
pil

B AR R S
OT Security 17 i 5 4 £ 45 /> 5 1 56 Bk 0 HC 08 10 48 25 5048 - 45 000 17 Gk T A PR A ¢ 1423

B T B (5140 Wireshark £8) 2 143 87 (1) PCAP ST o #5 1 7] DL T % 5 A W 2% 1) PCAP L4,
1 2 2%

FE R : PCAP LA A AE 0T 24 0,4 3K o e I m] A o 4 v ol o oA M o B >R G S B > B 4R L A 3Rk
PO B B AR R Th AR, TR 1 S R SR L 3K PCAP ST E Al T 5 W 45 3 2 AH 5% 1 S 4, 491 42
) 4% 5 B0 0 45 g b - SCADA Z 1 M1 73 270 1) 1) 5% =4

N % PCAP 3 14
R 4 PCAP ST, i AT LT A -
1 7R, R U PCAP ST 1) 4 55 1 Ik HE .
2. TE bR @A o o B AR
BE 23 LR AR
3. EFETHMIRIMH.
W 40 1) PCAP SCAE T # 2 A bk H L .

{1 2 FortiGate 3 0%

FortiGate ££ i 7t VF i F 45 %€ 1) OT Security F 4, 7 FortiGate #r — X B J 3 A 41 22 B ok 1 5
WS /R ) o SZ 4R I T AR (52 SCRE I SR 10 AR RA R 2R R 22 L R &R BUIREE - N AR A T A
RDP & % (KR &2 BLH £ 4 B 4y 5 1F) - FortiGate 5 I ¥ & N E 3 . H 3] OT Security 4 b
Je (PR B A H bR BT BOAE LR, %K% 2 5 31 FortiGate 95 46 (Rl FH W) $i & 288 1 L
i . FortiGate &% ¥ &1 7] DL % FortiGate M. A% F¢ () SR 0% % B .
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#Packet

O

76 #% FortiGate Mg 2 1, 75 E X B FortiGate %5 ‘K 5% Ik 55 28 5 OT Security ()4 il . 15 5 %)
“FortiGate Bjj ‘K 15,

# ZHERE FortiGate SRS, 18 $AT LA R #R14F

1 7EAH < 40T T (“BE B S “SCADA 47 N 2% i vl X 4% AR b, e BN H )
## FortiGate 7% % i) S5 1F .

2. TEFR R, o AR el A R T % A
PO & B — A Fh S,
3. L FFBIE FortiGate SEHE .

FortiGate TH AR L 1) “B) B SR B "FT HF, H b 2 35S OT Security F 44 0 ¥ & 1 8 72 1) YR 3B
HEF1“H AR s k.

4. {f‘FortiGate iR 55 &% " L HE 206 £ P 7 19 55 4%

Create Policy on FortiGate x

SOURCE ADDRESS:
DESTINATION ADDRESS:

FORTIGATE SERVER: ~

FortiGate 1

fortigateSTAS

5. M BIE”.

W% 2L 7E FortiGate 1 @1 2 H.TH # < 41 . ] PALE FortiGate M. #2 5 1 &5 & B 5K B .
FortiGate & # A Al AR ¥ 7F Z A B & .

P 2%
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OT Security 2 i £ 45 W4 2% H 1) fir A7 3% 30, JFAE LR 0L i B & o 28

P % Y2k« 3 7 O 24635 ) M
o WA BN RGN RN PCAP U1 51 3R o 5 S b “BOdl £ 48 3K

o S AT 7R R 2% rpoke I 2 B BT R I A 3R, T B AR I TR i R AR
WA R TEA S S . 18 2 X 1L

A L AP T, T AT LA A
1o 0N S T A%, AR
IR P 2 Y 3P 4% Y A T

RSP
TR 9 T S 9 60 4 3 00 T AL PR S T L M 7 A i 19 9 P O

= @tenable OT Security | 08:57 AM  Monday, Nov 11,2024 @ & sanjusha ~
88 Overview
Netw vork Summary | From 08:42:18 AM - Nov 11,2024 To 08:57:18 AM - Nov 11,2024
> [\ Events
Traffic and Conversations Over Time Protocols
@ Policies RSTP (554/TCP) NN oo, 33536
45 180 MB
> 2 Inventory
20 130 HTTPS (443/T.,, [EESsssl 2984 69975
MB
¥. Network Map
35 80 UDP (40140) f— 16.8% 39348
> @ Risks MB
. . 30 30 UDP (40180) 16.8%  393.48
v @ Active Queries 08:47 AM 08:52 AM MB
Queries Management @ Traffic (MB) @ Conversations IDEAFARM-DO... ' 0.4% 10
MB
Credentials . .
Top 5 Sources Top 5 Destinations SNMP (UDP) o 55
v @ Network
CIP (TCP) 01% 276
| | MB
Network Summary PP I
HTTP (80/TCP) 0.0%  1.02
Packet Captures | MB
WS-DISCOVER... 00% 8055
Conversations KB
s @ Groups 0 200 400 600 800 0.0 0.5 1.0 1.5 NetBIOS (137... 0.0% 429.84
KB
B Tr=ffic (MB) B Traffic (GB)
> & Local Settinas €. TrDY nno. A7 a

S5UT I AT HAEREEZHRMAER.

— B[R] A D O B A X
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P26 K o 7 W 2% [ INE 1] AR Ak B I B (DL KB/ MBI GB Jy B L) R i E . P R s AE
T THES o« 4 B AS BAF AR B R B — Al b, BVA] & 5% 0 8] B N (R 90 & R0 6 138 A 56 I 5 58

Traffic and Conversations Over Time

36 |5 190
34.92 MB
34 150
32 110
If
30 70
28 30
05:28 AM 05:33 AM 05:38 AM

@ Traffic (MB) @ Conversations

R I TR B R AR AR BT R o s I TR 2 RE AT R A B an, )T 15 0 B RO I TR VE LT, R
gt o B B oR B B BlE , BT 30 R VS T E , RGN 4% 6 /NI I B R R .

B 5 4N SRIE
“HI SANSRIEVNEA; BoonfERr e B RV A, i@ g K iEEERR SN &EZ, ENEFER

Xt Ul BB MR . R DU L 1P M BE R RIVR B . R AR AR R RE Bl AR i
BRI R B AR .
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Top 5 Sources

T f f f f i
0 100 200 300 400 500 600

I Traffic (GB)

B 54N H 3%

“HI 5 A H bR N A S s A8 R 2 I TR] Ve B Y, JE R g i RE A I HT 5 A B R, A B
Xt Ul R MR A R DURR 9 L 1P M AR RA H bR B f BbR B EAE R R I B, BN R %
ARV DT RAIE  § = 1

Top 5 Destinations

f T f T f i
0 100 200 300 400 500 600

B Traffic (GB)
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7320

P BN A SR AR R S IR R A, AT 0% I A A A e e SRR A P ARG T B R

NetBIOS (137/UDP) 0.1% 910.19 MB

CIP (TCP) 0.1% 763.85 MB
SSH (22/TCP) 0.0% 330.26 MB

WS-DISCOVERY (370... 0.0% 525.29 MB

Protocols
HTTPS (443/TCP) IR 340% 483.18GB
UDP (6970) F— 21.0% 29851 GB
UDP (58940) F— 18.5%  262.23GB
UDP (56570) F— 16.6% 23559 GB
RSTP (554/TCP) = 7.3% 103.19 GB
UDP (49910) " 1.9% 26.63 GB
HTTP (80/TCP) ' 0.3% 4.06 GB
SNMP (UDP) ' 0.1% 1.25GB

|

|

|

|

|

HTTPS (8443/TCP) 0.0% 399.99 MB

IS0 A% B H P (A2 TOTAR ) 21 fie AN HY (SR #8) B T HE 510 o A4S i WU 2 s BA R A5 B

o AT R A5 I, b e BER TR 1 2% RO d e R, T BT 0 3E TR 1) 2% N RO
HE S T i v A5 Bl B0 HK) A6 R

« ERT L.
SEICHE 3
BEE I 18] Y

“P 2% Y O T L s R B AR R E I TR S RPN R AR I 49 Bl o AR A I O BN 2 T 4
B S5 7 B IR ) S ] o BRI I 9 R v B Dy I 2 15 3B bR RS IE 23 8 R I T [ B <TT 46 A
“G AT 1]

A B E N IR) Y ], 3 ST DR A
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FEAR R T, 5 o B 8] Y BT B2 B o BR A TR i B e 15 4
N RLAE AT A] R A

Network Summary From 05:23:18 AM - Jul 25,2024 To 05:38:18 AM - Jul 25, 2024 |
. . Last 15 minutes
Traffic and Conversations Over Time Protacols
Last1h —
w st hour HTTPS (443/TCP) 30.0%  609.81 MB
Lest 4 hours UDP (6970) I 223%  453.86 MB
34 Lest 12 hours UDP (58940) — 19.7% 39931 MB
Last 1 day UDP (49910) — 197%  399.31 MB
32
Last7 days RSTP (554/TCP) —_— 7.2% 146,75 MB
Last 30 d.
estsn ey HTTP (80/TCP) ! 06%  1228MB
30
Custom cIp (TCP) ! 01%  25MB
28 20 NetBlOs (137/upP) | 01%  1.56MB
05:28 AM 05:33 AM 05:38 AM
SNMP (UDP) ! 01%  1.46MB
@ Traffic (MB) @ Conversations
SRTP (TCP) ! 00%  900.01KB

il 2 5 ik 22— ik R TR Y

o oy P 75 Ve B DG 5 PO TR)SE B . e s T & B by d & DL e 2k 40
ot £ 2R R R R 7R & 30 R

o A EWHE B E X ETEE, 5 HRAT LT #AE
o HeE X
BRI 2 BLE e VS E T
o SHETFAE H A TR R, G5 R B G R R
o Fd RN

e BN IRV RS, b A 2 £E T 30k IR TR S B 55 R s T A 31/ I TR) AN 25 AR /I TE]
OT Security £ kil 3 5 1 LA & 755 By 176 i 8] Y B o # #dfs .

B AL 3 2R
OT Security £ 17 fi £ 5 [0 4 13 30 10 90 £ SO I 60 8 38 10 SC 8 - 5 S0 1 o o W 0 1) 245 3 0
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= Otenable ot security | w 07:39 AM - Thursday, May30,2024 (@ 2 Mr.Admin v

~ @ Dashboards

Active Queries Management . aam QUERIES ENGINE ENABLED [@ B :ccitrestictions

Applied active Query Restrictions: 1 asset group

< v v v
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.z 2 3 5 50 =
3

No items
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0 LimitExceededError X

Protocol: BACNET; Operation: CharacteristicsType

0 Too many failed Details Query attempts—query not available Try Anyway X
L S

|

X  Jun10,2024 08:15:37 PM  Unknown SYSC MLX 2x62i

Backplane View
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FEALY L (F L, OT Security 3¢ FF 5 26 0 & 1 i 7 32 06 42 4 REAT 77 R L.

88 Overview

Credentials Search o Actions v Add Credentials
> [ Events
Name Type © Description Last modified by Last modified on
@ Policies
v T Credentials(1)
> i Inventory SNMP V1+Vv2 SNMP v1+v2 Commonly used SNMP credenti... system 09:48:11 AM - Oct 30, 2024

~. Network Map

> @ Risks

~ @ Active Queries
Queries Management
Credentials

> @ Network

> 2 Groups

> Local Settings

Ny INE
o B INESE , E PAT BUT R AE
1 BEBERE>EHEM"
BB 2 B B v O
2. BRI IETR
G 2 B T .
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Add Credentials X

] @®

Credentials Type Credentials Details
WMI

NAME *

WMI Local User

DESCRIPTION

Authentication for workstations.

USERNAME *

localuser ‘

PASSWORD *

TEST IP ADDRESS

Test Credentials

A, (EREYERBUEL Jr , iy AR 5 B0 4 2800 . ) ] ok T 4

4
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M OT Security 4.1k I 45, R BLAE AT BLT 328 330 61 3 7 70 491 94

o PAT T WA L2k ST VF Nessus ST W40 (43 48, 34 b A0 & T Be 8 43 e KB
B+ R BLR N GH (B1 40 JAR SCAT Bl 2 22 3 (1) Python J) (14 11

s MVEASSRALTR « %k T AT ik 1 R R AL G SR IR B AA VE LS B, TR IX L R
A 45 B ob A ) R %k TE Ao Attack Path Analysis ) Nessus $9 $ 3% £ 304

o WYL (FD) :Nessus 75 M T2 ML 13 2 0 N 2 BT 06 20055 155 1 foe K I 1] o 2 SR 78 5l 2 #5018 1)
ENL B AT, WA DL A e BRAE Y B A
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= Otenable o1 security 03:57 PM - Wednesday, Feb 5,2025 @ = Mr. Admin

8 Overview . = WIN-UEUPTS5DGAOH « M

OT Server
> O Events
P MAC Vendor Model Last Seen State Family Firmware 0OS
@ Policies (Direct) (Direct) Rockwell RSLinx Server Feb5,202503:53:39PM  Unknown  RSLinx Server 1.001 Windows Server 2012 R2
v & Inventory Details —_—
All Assets P Trail NAME WIN-UEUPTSDGAOH
Controllers and Modules Attack Vectors PLRDUE LEVEL Level 2
STATE Unknown
Network Assets Open Ports N
By “ Vulnerabilities ~ DIRECT MAC
¥ Network Map Active (123) FAMILY RSLinx Server
VENDOR Rockwell
7 Risks Fixed (677) MODEL NAME RSLinx Server
> @ Active Queries Events os Windows Server 2012 R2
> @ Network Network Map LAST SEEN 03:53:39 PM - Feb 5, 2025
FIRST SEEN 11:48:54 PM - Jan 30, 2025
7 e Related Assets LAST UPDATE 02:01:15 AM - Feb 5, 2025
> & Local Settings Sources SOURCES nict (Local),Nessus (Nessus),nicO (Local)
NETWORK SEGMENTS oT server /1 21X
CRITICALITY Medium
RISK SCORE
General
FIRMWARE VERSION 1.001
DEVICE TYPE Generic Device
COMMAND 1
SERVER TYPE 36871

Nessus Scan Information

LAST SUCCESSFUL SCAN 03:19:41 PM - Feb 4, 2025

LAST SCAN DURATION 15 minutes

LAST SUCCESSFUL AUTHENTICATED

SCAN 04:41:25 PM - Feb 3, 2025

Nessus i {5 & B T4 :
o TR VR AT R VP AR I B
o TR B RS O R BECTE A B bR .
o AT A R IR TR A O TR IR B AR SR . 9 n, XHZE 4T Windows., Linux [f] 1T 2R B S PAT
T R PEAL T 6 o A (oA AR B A BT O Ak 2H 23 1 Mok i AE AR A S R B AR
&

OT Security ' ff] Nessus {91 fi 1 5 Tenable Nessus. Tenable Security Center 1 Tenable
Vulnerability Management H [ 5k A< %) 26 5 4 AH [F] 11 28 0% & B . ME— 1) 2 7172 OT Security H 1
PERE LT . LL R 2 OT Security 1 B T Nessus 4 19 M B8 0% 35 . 1% %6 16 151t 3& FH T 95
HUSBEA BRI )5 B 1) “Nessus 3 A< $ 47
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G IR 2 B 3 Bl 2 v B LT
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4. Bk EARRIEEE
L 2 7R B B Nessus 3 44 51 22 49 1 1 112
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Create Nessus Plugin List Scan

IP Ranges Plugins

Messus plugin list scan runs a user-defined
o list of plugins only on network assets within
the specified IP ranges (CIDRs).

NAME *

IP RANGES

*

C' PERFORM THOROUGH TESTS ()
() HIGH VERBOSITY PROCESSING ()

NETWORK TIMEOUT (IN SECONDS) * &

L |

MAX SIMULTANEOUS CHECKS PER HOST * O]

2 ﬁ\

MAX SIMULTANEOUS HOSTS PER SCAN *@

Lo |

Cancel Next >

EREMEER T T 6 i Nessus #9419 BOAE . 20 R G £ DLBOAEZ T8, WHE
48 F 5 22 A B0 33 48 AR R 0 i B BE AT

5. fE“4FR"EF, v Nessus #3944y N — > 44 Fx o
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1247 Nessus #13 #
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o FRIRAS A G NV AL S L AE N R £ N R A RS E 0 T R L T B AR R AT I
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o lOTHEER KT HLE MY EM (oT) % 2% B i 21 52 % 5 18 R2 7 IR 5% 25 . 18 2 1
“ET |loT JERERR .

* PCAP FEH A% - 18] DL A% A0 590 S (0 M 2% 3% 3l 1) PCAP SC A4, JF4E OT Security £ “f& 74",
MR 5088 T4 B & G2 v . 15 2 b “PCAP 4 il 487

o F3 btk
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Sensor pairing requests are pending approval View Requests

= @tenable OT Security ‘ 11:49AM  Tuesday, Nov5,2024 @ & Mr.Admin v
88 Overview
Sensors Search... is} AUTO-APPROVE SENSOR PAIRING REQUESTS C) Check for updates 53
> 0 Events
IP Status Active Que... Active Query Networks Name Last Update ¢
O3 Policies
{2» Connected Disabled Sensor #90 11:49:22 AM - Nov 5, 2024

> iE Inventory Pending approval N/A Sensor #92 11:49:16 AM - Nov 5, 2024
. Network Map
> @ Risks

> @ Active Queries

> @ Network

sumasa

> 2 Groups
v Local Settings

Sensors

M IR ARAR A LU PR B
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Sensor pairing requests are pending approval View Requests

— . ® }
= @tenable OT Security ‘ 11:50 AM  Tuesday, Nov 5,2024 ® & Mr.Admin v

88 Overview

sensors Search. 0 AUTO-APPROVE SENSOR PAIRING REQUESTS () Check for updates 53

>

£ Events ) . Approve

1P Status Active Que... Active Query Networks Name Last Update ¢
3 Policies Delete
{> Connected Disabled Sensor #90 11:49:52 AM - Nov 5, 2024

> 32 Inventory pending approval N/A Sensor #98 11:49:16 AM - Nov 5, 2024

. Network Map
> @ Risks
> @ Active Queries

> @ Network

Ulnesa

> R Groups

v Local Settings
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Edit Sensor

MAML

Test3

Acthve Query Networks
ONE CIDR PER LINE

D Sensor active queries
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i 3 d% 3k o

EE BRIAEN T, M loT #EE8 S N& 2K, OT Security 2 5 N % % 1 IP bk A1 MAC L3k . AL S
A MACHill, W 2 A B >HRBRE>B=RE", )52 H KRB loT BF=§) 1P Hbbk "% i

loT & % 2% 5] %
OT Security I, & 1] 5 10T/VMS I} 55 2% 25 1K 1) loT E #2585 2.

I 51 SRE R R 42 U7 S R R SRR Y AP IR 55 HEAT B S E , BROE O A R R B
FIRE P iR 55 4 5 51 B4R )R, OT Security 2 5 AT AT 52 & B e &, Wi Bk M RGATK
9 AR S

& A] DLEF X loT 8 PUAT L AR5
wmhn loT BB R

& DA iz 72 AP AR 45 B AR EE R 10T #2485 OT Security 42 i .
THa6 Z Al

. (Rﬁ)ﬁ?ﬁﬁ:ﬁﬂiﬁfﬁﬁﬁﬁﬁ)Eﬁaﬁfﬁﬂﬁ;fh JIR %% %% I 22 % OT Security loT % 12 2%
REL. HXE 2GR, 52 R Windows - %% 0T i # 2 {0 FE ",

1 7E IR WCESBIRE T b, o RS IE TR,
Bh i 2 H P o T B 8% L I

2. i BRI 0T B
I 2 L — A T g

- 274 -



3 WIEF LTI L —:

AR

1

2.

3.

TR B BTN T, N EE 2R

FE AR 5528 1 1P HuhbkHE o, S N SR IN R R AR 1P S

% B JE R AR 1 WIS, i i DL L VMS B3 D) 4 0T 0% .
OT Security = 3 Fl VMS #455 P 7 1 HH 5% - B .

75 B3 FE H) 1P M bk "HE b, VR IR VMIS 1 HE R 1 1P M

FE AR B EHE b, SN A T BB IR 45 A 1 i S
R P e, N B EE R R P 4

TEBERGHE A N A R 1) D

R AR

R R ERTE RN R P RS 8 %2 3% OT Security 10T 3% 5 234088, 7 28 KR,
I H OT Security & /R 1= 7H B -

BT AE AP

FE BB IRBN Jr , B2 N EY 10T 4 45
B F—$"

B 2 I B AR VRS B )

TE BB AIRME S, NS 2R
FEAPRE T, 0 N JE #4510 1P ik .

729 FHE i\ OT Security Al o 12 s 111 3E A7 3% 3 (0 3% 15« BRA IR 05
9 22609,

AP AESY, WA T ERERBOHN 4.
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7. FECEERGOHE TP, BN TR AR Y

8. H“RE".
R A & PR AFAE OT Security W, JF /8 7E“loT BB 28 UL 1H L.

loT Connectors

Name t Connection Method
Lab Milestone Via Remote AP|
Salient Agent Via Agent

Lab Exacq Via Remote AP|

BEEED oT EEBHHE™

% BN R e R 55 4%, 808 ] LB R A % BT B B R e i 5% A A R 55
TEFE MRS & B E P A 8%, 1 AT BUT A
1 HERBR>THERE™
BEI 2> BB A B = LI
2. i H R HE AR RN AL 7 ik 55 4
JIT 3G 2 FH RE P IR 45 4 DU THD K 2 B, R o B OHG A B A A R

f

U «@ o025AM - We , 2024 = Mr. Admin

DESKTOP-BMF3PP8

(Directy VMware  VMware Virtual Platform ~ Aug 14,2024 0255453 AM  Unknown  VMware Virtual Platform  Microsoft Windows
Details
Q
1P Trail

Attack Vectors artner Asse Family Relationship Type Access Direction etails First Seen Last Updated

Open Ports nt Single Camer singleCam IoTConnectors To Partner 01:43:36 PM - Jun 17, 2024 02:56:17 AM - Aug

el e fanwha Vision QNV-8080R ( Hanwha Vision QNV-8080R loTConnectors To Partner 01:43:02 PM - Jun 17, 2024 02:55:14AM - Auy

Active (63) is-acceBef5210e M3046-V loTConnectors To Partner 01:43:03 PM - Jun 17, 2024 02:55:15 AM - Auy
Fixed (0)

Events

Network Map

Related Assets

MR 10T &

NN 0T B 48 5, B AT R OT Security J& 75 ] LA 7] % 0% 32 4%
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OT Security 2 iz 47 Ml X DA 56 0F /2 75 v Ls ) JE 2 48
GAE 0T iR

1 fE“oT AR T, AT P BRIEZ —:
o TE TR 1 10T B A R AT R, A B B R O R
o EPEEGI 0T E A, SRS R BRI
L 2 B AR R AR AP %8 10T FEHR 28 TH A
2. MR FEELHEHER .
3. R RAE
OT Security 2= PR 47 X 10T 1% £z 75 1 587
MER loT 8 58

1 fE"oT B AR"ET, AT P IHREZ —
o LEEMBR A 10T 3 #2248 X B AT o, A7 R o O 1k B BR
o VEFEEEMBR A 10T A, AR5 Bl R AR > W RR .

OT Security <> il B& 10T 1% 42 45

AOHE L 2 R — MR 7 IR 55 4%, 180 A022 3% OT Security loT i £ 28 {03 .

| VEE TEEMIBR 10T EH: 4% J5 , OT Security 2= )N FH 2 /7 IR 25 4% 2 21 loT & B ap AR B . Bl g

7E Windows % %% |oT & # #5 [C #

I gm0

- 277 -



O

& B OT Security, &7 LLd ok fic B 10T & 82 4% 51 2 37 [F) 20 ok H 48 € N 2 7 iR &5 48 1 %07,
YT 2B YL (10T) ¥ 2% B 5 21 3 % 5 10 5 F2 7 Rk 25 2% b o 2008 i AR 21 0% 52 3 A
T2 77 AR 45 2%, #6806 20 22 35 OT Security loT & £ 23 /C B .

B2 % OT Security loT & B 88 AAE, 8 047 DL N 1E

1

2.

3.

% % 3 “Tenable T #5711 »
S ) OT Security T T .
TS loT 7 WA 0, F #“Windows loT B AR B " 5 A .

Advanced loT Visibility

& Windows loT Connector Agent Tenable loT Connector Agent for Windows Server 190 MB Checksum
2012, Server 2016, Server 2019, Server 2022, 7, 8,
10. and 11(64-bit) (v341)

& Ubuntu loT Connector Agent Tenable loT Connector Agent for Ubuntu 20.x, 212 MB Checksum
22.x, 24.%(amdB4)(v341)

BN A “Windows loT ZE #8061 31 24k 20 25 10 N F2 2 i 45 %% 1.
iz 17 “Tenable loT BB ARE M & .

G IRy 2 Y B — 2% 3R W1 O B SR AR B 1) 3 IEAE WD AR AL B9V S, JF H ISR AE A Tenable loT
EERREZER .

R — 3

IR P 2 HE 3 T IR BT 1D

P REZWHI, R HRETHT B

Ber I EEE A ERE D .

TRE M T 22 4% 1oT E SR E M A R (B EVNE ), RERET—22"
Tenable loT i £ & U B 2 2 TT 46 .

2R 5E LR, B E Tenable 10T 3% #2 25 AR HE IR 5% =2 &5 7] LUIE % 18 4T«
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O

a fESBAT A& K, fi A“services.msc”
I AR 55 AT T
b. #iik OT Security loT 28R H ! B /E M il IEAE BT IR S HI £ T .
T %5 58 AR ST LUK R IR 45 48 3 5 B OT Security. 45 56 41 {a] 3 1o 37 P2 A% 1 348 432 5
FIRE R 55 23 10 % (5 ., 15 5 5 ik AR B0 b0 1o 3 P 88
PCAP #% Ji% #5

OT Security 37 5 4% £ 4 ic 5% (1 N 44 35 2 (1) PCAP( %4 £ 4/ %) S, JF: 7€ OT Security 4%
. 78 FE TUPCAP SC A IS, OT Security £ W% W 4 i B, IR0 36 SR I 21 19 3% 77 L W 48 3 50
MR ARELR, WERE I AEZR MR —8 ., thDyae vl B TEIE 1, 805 8 78

OT Security 5 32 1 W 4% 2 A A i & . Bl o, @ fE ) .

PCAP Player = [ ctors [l upoos e | expon |

Fil biarre Fibe Sine Uploaied At Uplcased By Lait Purpect Lant Played By

YE & PCAP 3 il 2% 37 ¥Fix B 3 £ 25%) : . pcap. .pcapng. .pcap.gz. .pcapng.gz. A LL{& i i
OT Security ) 5 51 55, e Ath 99 2% W5 4% T BAd 3¢ S04,

& PCAP X 4

A B A% PCAP A, 1 $hAT BL T #:1F

1 76 BdE WA > SOIR IR "I T, 5 o “PCAP FETRAS ik IR .
b i 2 H 3 “PCAP $8 B 8% 7T T .

2. i kA PCAP X
BEI 24T TP SO VR AR .

3. WEFEPT ) PCAP L 3% .

R T A
OT Security ¥ PCAP S FAE EI R 4.
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& T PCAP ST £
R PCAP SCAT, i AT LAR #E
1 7SI WA > SIE IR TUI T, 5 PCAP # 88 "Ik Tk .
b i 4 H 3 “PCAP $8 B 8% 7T T .
2. PR ERE I PCAP 3¢ %
3. B BRI
B £ Hh B RE T PCAPI)
4. {ERRRBURBETT BAE T, IR BRI A B R GBI FE

ji:[)ﬁ\ 7’\] : u]xn\ u2xn\ u4xn\ “8X”ﬁ “16)(”0

l HER R PCAP A £ B BN B R G, e384 72 04T 5 Jo i 300 545 1k

5. H R,

B 5L HE T PCAP SCAt o PCAP ST [ BT A1 WY 45 35 sl #8 &> 42 &R e T E M, JF B R S8R Bl
B WS N B B R R

| R A SO AE RO, A BRI S — 4> PCAP 31,

F3) A%
FB AR LR %
o ffi I CSV H 3 ¥ P HE A4S

o TN B

» SCD Xt
i CSV B 3 %% r= 4 4E B

F6 T DLt A 6 CSV SO I AT 45 4, 404 L A T G B B R 4
o B HE R BRI TR
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{2415 25 YO N BB R, A Rl P CSV SR S U S A S L R (2SR 1 P T B
65665 5 5 HHFT b £ OSSR D)3 5 30 B, SRR TR & MR B 9

HE A RIS L CSV SO, AT DA R B A
1 7E R R SRR I R, 2 B B A
2. e CSV LAEBE PSR AIAE B o, i B4
3. BB CSV ST 1 (R A7 B 4 B A
SRe=uR ) 1N i

N T ERERS B, RIE OT Security i R K I 1) — S8 AR 55 7, W e A B A B XL 5. 7
Ll I T 30T g B CSV U, AR 1 % S A% B AR 48R T 3R I B 51 IR N BT b 48
Hfig B AR P R R G b BIUA B8 77 B i Y A0 B8 77 o o R R o il 21 B AT A R 1P ) R 45 3 15
B, AR SR A R B 1A o) S I B BE 7 A5 B R i 2 B B AR IS B . S e B e
W & il A5 I, R G T IR K % B P A DU R B 7 AT A B

O EAET R IP k2 TE AN RSV .

7E OT Security £ 2| A% 11 85 7= 2 w7, H P28 0.

W TR ME ™ 5, OT Security £ o JIl 21X £6 8 7 7 W 2% th R L85 5 4 il 5 2 M1 R
.

BTG, 36 AT DU AR
TR & LG NG
R &/ p W
2. fEFI) LARETUR, T2 FIE MBS
3. TEBRARZE S, P TER COVER
OT Security 2= %% tot_Assets & iR ST 14 .
4. 7T tot_Assets B SCAY .

5. R4 SO v B U B RS 1 9 B tot_Assets B, I OR B A AR AL (A4 BR L SRAY AR ) AN 1Y
18 .
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6. PRAF O g 35 19 S0 AT

7. R B R B BTN

8. fEBAESH T, ki bk CSVY, R 5 M E E AR CSV S IR AT IF St
o. FEFEFBFBME ", LETRIRE"

BB 2 SR — AR A R S 1 CSV U, 4 ARB v o S s R D) R R U . R TR AR AE S
RN AE R R

[l A [] [4 [v] E F [ H I ¥ E L M H
1 Name Type cm-ul-lrr (121 MaAT Flfﬂlh' Model Firmware o5 Purdye Le Location  Dewriplic Result Errce
2 |m 23 HighCritic 10.100.30. aabbcord Siemsens 57300 2.3 Lewedl  faly Sigmens, Failure  [§P 10.100.10.21 already extsts |
I BaD Gt Mediaml 10300 30.30 Wihkbaiaie Windew Sanver 3013 Cudiddd
4 |[OCC Switch Bh:bdcood: Catalyst T 1r3 Leweld Suoress
5 | ODD Unknown konsCnticality Linig L lsranl SuDCast
i
A3
SCD . 4

AR vk e R (SCD) SC A & AR B 3l 1 BT A I8 15 A e FE S B . I8 BILAE T % SCD S b A%
3| OT Security, Jf 3815 ¢ T % 1% 72 . IEC 61850 fic. & DL f ¥R 15 22 4= WL fifd it o] D0 1 .

W SCD 115 2., OT Security 2 i 7 15 22 H ufi 5 4% e B AR S R BLAE 2R, Bl
o RPN R 5 U5 i 1 3E B RVE (MMS) 37
o RAFPUN R i (R AE SCD SCAF 4 I ) 22k 1T 1 MMS 3] 75

¥E R : OT Security {¥ 32 £ SCD 34 ) LA T #% 2
o A UL EiE S (SCL) A< 10 F1 2.0.
o IV ALE — AR HL UG ) SCD A .

b AL SCD LA, B AT BU T R AE
1 e 2 W R > AR R
G PR 2t B 9 RO I
2. {EFF) BAEEIR F, 301 %2 “SCD I ) -
3. fE“SCD XXM 7y, f i bAg,
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SCD Files @

1285 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file. Download Details

Upload SCD files to import each of your substations configuration and define IED
device communication settings according to the IEC 61850 Standard.

Note: only one SCD file is allowed per substation. The most recently uploaded file
containing the same substation name will override previous anes.

Project SCD File Name Substation Last Updated

Station Indegy Station Indegy (1).scd Substation 03:59:12 PM - Jan 20
huh SBUSServer.scd 02:16:48 PM - Jan 2€
S/S 8860 SBUSServer.scd §/5 8610 02:50:54 PM - Jan 2¢
NIC STATION NIC STATION.scd 03:08:44 PM - Jan 21

R R8N R b —A SCD I« R il b A% B SO & A A AR Bk 43K, 2
HI PR S = e i

5 I 30k 5 B AR B SCAE

OT Security b f£& SCD S 5 , #& vl LU7E T B> FE 4l {5 B A1 1EC 61850"k Tl -~ 1 7 & 5 /™~
FEANE 2 . SCD A H (14T o] 5 1% AiC B 48 2 fl & — A4, IF H9¥4848 B "f1“IEC 61850”
DU )T 25 B/ — 2 R @ AR AV5 1Al B RV B o

(W) WA REMER, FREH R E TR TREHARBE

OT Security 2= L CSV #% 2 R & HE 4115 B
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1

EHEW WIE/IERHE R R R MR AR E  FEE LA

Fe BB A% T A BEAL IR o At v O B % N AR A% J A TBE X 3R R TC B AR IR AR AT I Bl
LIRPREE N IRE

REEE

o WA EE MBI A TEAE R MG R B, RGN . B 3 (B A 3
) o

R & LLTE Tenable Core H1 /it & DNS Ik 55 25 . 5 X £ {5 5, 152 [ Tenable Core +
Tenable OT Security F J* & g ) 4 (1) “F 3 il & & 4 1P k",

s WOBRE - EFWNMAEERS LmH . AXmHRENEZFELE, S ®E"
o ST I 2w B £ U7 SO A AT B 3h BT 3 S R

o WEF LR RGP A BHT I HTTPSHE Bk B2 B S WE 1, &EF A KL HTTPSIE B 115
RIEHEERE L S A% E".

o APIZE4 A API 251, DU 25 = J7 B A2 7 Re i ik APL 1 i) OT Security. fir 5 P
Bl Q) g APl % 5 . AP % 60 5 6 & & 19 F - 30 A8 B AR, B AR 4 A R0 e .
AP %5 B8 55 — WA B R IR — YR 18 0 20K AR AT AE 2 A A B AR LS . i
Z 7] “E i AP 3 57,

o VERTUE: B BRI GEAT VAT o 5 2 Y AT

Bk E
« BERE
o IR A E g e AR Gux B BEAT 20 K IPVEHI R & . 5 S 2 R
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/ConfigureIPAddress.htm
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o fEF COVER A=Y R ] CSV B EE B 51 7™ 1 e 45 2
o FRVEIBE AT CSV B MRS B 57 s N B B B3R . 1E S B i B

ER 7] K i% # Tenable Network Monitor f) 1Py [l /Y & K # & N 128, Kl It Tenable & i3 A E
it PR A B B IPYE FE 2 Ah, A5 T OT Security “F & 1 I’ A HAE AT 3= A1 BAE 07 $004T 3% 3h 1
W& #H I oy B

o FRRUAIBE ™ BB RS0 A RRB BT A1) 2R o X BE R AT 7 B AR O R BT
FEIE1E 2 D “BE 777 J8 mT LU b 00 T 3 SR 6t ek 1) 5% 7

o HREXFB A E X7 B U A RS BARILH 7. B E L7 BUAT P 4
A, B AT BLE A A B YR I E %

o BEARRELR ST LUK AR E I () VE N R AR 2 A R R AR AE ke, DA AT
1% 15 S SRR

» PCAP FETH A - 18] DL AR A 590 S0 X 2% 3% 3l 1) PCAP SC A1, I 4E OT Security b
RO, TR B BB R G . B S i B

s APAfAA . 8F5. . mEAMSHSIARN K ARHER.

s AFPBE - AFMEHAMEXRGNH I EE (24 B2 mEm), JF SOl
JUFE AR A E (TEiE L B OO0 VA TR B R) .

o MR P B BB N R] DR T 6 8 A L bk ¢ 3 1A i K S o i fl ot
1515 2 ) ) .

s APA EH UM AT &R G A AT R A 3 2 ) 8

o BN E AR S5 A%  nl Lk B AE A LDAP IR 45 %% (1 i1 Active Directory) 43 it H J* 5%
P o FEX FhRE WL, A LLYE Active Directory o8& BT SRR AL . 1 2 B S A

o BRI E H AL G 4 . OT Security 24 /i % #F 5 Palo Alto Networks 3 — {8 B /k 1%
(NGFW) F1 Aruba ClearPass LA & 3 4t Tenable 7= i ( Tenable Security Center 1 Tenable
Vulnerability Management) ££ 1% . & £ [ “4E il "

e REB . EOFE. QIEMSEE RS P HCE M RSS2 £ X BLR IR 55 28 B 7R Bl i) g 5
o SMTP AR %5 2% : SMTP fiiz 45 %% nl 3l i L 7 1S 4 & 3% = 14 38 s
 Syslog ik 5588 : Syslog Al %5 #% A ¥ F 44 H E1d sk E 438 SIEM | .
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* FortiGate Bi k3% : OT Security 5 FortiGate 45 % J5 , H /7 7] LR #5 OT Security % 2%
A7) FortiGate Bl Ak 1% & 32 55 Kk 45 S W 22 4

s RGEHRAE BRRGIENM TR TRELE FAIE:
s MEH RE KA RERE NH) BAKE.

| W UL BRAE IR ROE . &GP A BUE HOR E R

Tenable Core L £ 0] FH ik T tn R

o ALK& H 318, B A {# B Tenable Core H' [f“%& 4}/ 38 J& "7 [ %
OT Security #H 4T & AR JE . A X 215 B, 152 w0 R T BUE % 4 1k
Ji . HEAEH CLIFEATIE G, WS ] CLIIE JE &1 .

e BHE I O Security F &l E W EAEN .ndg CHF H B A 11 H AL . 1
A AR R 48 B &4 B T 5 ONET I OT Security 7 4 .

« IAKRE KM 5AEN .ndg LA OT Security *F & it B & B 7 A AR T F L.

o THR LW HIE /£ OT Security ¥ & b1 &0 % 2 Wi B8 (1 SO, IF 4% H A7 6
FEA M AL L

o EH)E3h: HFE 3 OT Security “F 5 o 1X /2 B0 o 2L e B8 5 BT 0 7 I #4E .
o BER A BT A MR G Bl o v DR B EE R O R B0
o XM XM OT Security “F & # ZIF ML, 1 % OT Security ¥ & b 1 HL IR 4% 41

s RGHEBZ BRAGEPRENTA R EIKH T B0, CFTIF RS . C %485 1K
WL R DR A S o n] LR % H AR DY CSV I H BIOKs LR OX B Syslog Ak 55 4% o 1
ZR“RGHE".

/\éﬁ@aﬁ

OT Security'RA B "I A FHII N EMFHATHE M EH, UL EBMET S5 & &
HTTPS ilE 45 . API 25 45 A1 48 m] UF A 58 B VE4H 1S & .

B

“B & UL 75 A % OT Security FiC B 19 7 405 & o 1870 LLFE I 00T b 25 5 JF 2 41T &
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm
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Device

@ Policies Device Name =

- The name of the Tenable G Secriyy management system.
> = Inventory

¥ Network Map DEVICE NAVE
> @ Risks
> @ Active Queries

Device URLs Edit

7 @ Network Device URLS allows you to set mulkiple URLS from which the system can be
sddition tothe da T

> & Groups requires restart)

~ @ LocalSettings

sens
System Time Edit
 the Tenable OT tem time, togeth
with the Getermine o lerts, activiies, system log
Enterprise Manager vents, and al ther time.related features (Change requires restart]
Device
MANUAL SYSTEM TIME Nov 11, 2024 033706 AM
Compli
Port Configurat
Timezone Edit
Updates
or the Tenable OT Security system. Time zone, together
with the system time, decermine he displayed time of lerts, accivities, system log
Certificates events, and all other time related features.

TIMEZONE Eec/UTC

Maximum Log-in Session Time-out Edit

Determines the session period after which logged in users wil be logged out.
agan. (ke i

LOG OUT AFTER 2Weeks

W& LK
OT Security % 2% 1 Mt — b5 R4 o
H & URL

FCVF R B B AT T U5 [/ & SE i S URL (FQDN)-

ER B A URL 2 — DI E . B i) FOON A BRER. R ARREFR IR TF/HE, HP R
T 0V V7 1) o 1 55 00 36 I 7 1F £R AR AT, SRS 4K 45 .

R G ]

ARG BB v E R e A H Y, BT DL g4 .

I HER B S H R A TR IR H AR E 2 RE

R EERKERE E
AR B, SRR B R, B R B AEH R R E R R R RS R 1

mF TR, 1 A T YR AR, TT R IR Bk A S 2 B L 30 Ar . L/NET L AN 2 /NI 1R 1)E
2.
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A

T8 O 2 4k 3

B — AN TR B, BB TR 5, SRR B 3R W) g 15 Ak 4T R ARES Wik — 2B W W, TP
s AR AE 2 NE A B RS BRI BOARE NN AREZELE, S S

Ping 15 R
JF 8 Ping i 3K Al 43 OT Security *F- & XF Ping 1% 3K 1 H 3 Wi B .
BLOE Ping 15 3K, 1 B i “Ping B R ") . 71 < LU A H Ping 16 3K .
I amIR

T T 58 B H0 45 60 4 3R 2l B W] U900 3 21 10 3% WY 48 o i A 30 R 10 5 B 09 B0 4 2R D T RE o 3% T S
BT 32 ) R HE RO IBOUE 1 B Th RE . A7 il R Bl L 18 TB I, & 4t o MH B B - 110 SC A 4
CIRDR o C k-t € R SN e i s U N = AT E I S & o 7 e 17

TEWOE HOE L R, 1 R R R IR ) 50T O DUR ) e L A R

l TR AT DL R T e D) 6 ok B R I 45 Lk BodE A A IR DD RE .

Bl B3t A% B AR L X 7E R

JAF“E Bl A A N 10 A% 2 s T X U SR T B DR BT AT A% 26 A T 6 9 SR AE TG 7 A e A R B 01 1Y
T 0L BRI R A L HE o SRR e B b e T, DA AR O ) A% Sk s A0 R B i B A ) T At e e
7 REVE B2 B M 45

TR A S N B AL BES B X TE OR, 15 BB S AR N B A B BB R 0T R
LLE M B st .

7 KB

5] OT Security 75 il 8 8 7] 45 715 3 5 1% 2 7T D7 1] 9 2 K 4
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BRERBREGHE B

“Ja A R B 0 48 1 088 ik T EE S8 Tenable fg 75 U4 % T OT Security #8551 B 44 3% I 04 -
Ja HJ5 , Tenable 2= W 48 Jo v V3 BT R 2 A N & M 2 AFE A 7 i £ X 2645 BB
ETANEIE AN G OE R PI). BIE B AREEAR T 5T Fr v 7l /10 0T « B4 A s
A ZR AL UL A By IE B 10 2 RE 1Y 243 . Tenable 2> 3% H Tenable = #1311 81 2 i H 1X 26 0 95, DA
3 FH P S BT iR OT Security (AR50 A0 H T HoAth & BRI ML B 1 . LR BB N B .

TR MU, e AR ST R

I R Tl U1 T 5% IV AT B AR P A A I L g T B S

GraphQ. Playground

N % 2% N GraphQL IDE. J5 H /25 H e T1 4 1 5%, 7o YR/ 4% 1k 48 A 2R 7= 30 55 A 1) Playground il €
API £ 1]

g 1 fic &
M ALRRIT 46, %80T BLAE i 8000 b A 5 AL & 4% 73 i H Tenable Core £ H .
o B A AR B T
T UfE € SRR AR B AE AL U S B e a4 .
T E A SCGR R BRI, T IRAT DU R
1 EHAT FARIE L —
« HERMBES>RGERE > G
o FEUE MR B U b, o g A HE 4R R IR k.
LT 22t A A 0k I T
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85 Overview
Compliance
> 0 Events
@ Policies Compliance Dashboard Preferences Edit
= The frameworks that are selected here will be referenced in your Compliance
> iE Inventory

Dashboard.

¥. Network Map

SELECTED FRAMEWORKS Not Defined (Default)

> @ Risks

> ® Active Queries
> @ Network

> 2 Groups

~ & Local Settings

2. EAMMENRBEERICH >, pdi R
E BT 23 G %8 5 R R A R MR B A%
3. BT S R HE S o f AT LUK DL 3% T AT I %
* 1SO270013% 44

o CAFJE
« OTCCF15,
* NIS2#84 (% 21%)

NERC-CIP E 3k
4. PR

OT Security 2 bR £ & B PEAE 28 B L 1, I 4% I 450 i Bk ke & 1 H 2 & PR TS O .
OT Security 2= 7£“& ALPE R A" B R 7s & AR A #4528

SEOH N A

# Tenable Nessus i {4 Al N2 £l 2 4t (IDS) 5 4 F ) 45 56 3857 B &8 i AS , X ] i 1R
OT Security | F BT A 5 #7117 & &0 3 7 0 18 1 85 7= 247 I 4% . OT Security $2 #1188 it 2 45 $5 800
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751 % (DFE) 2= i 58T, R B 70 28 R4 B o vu Bl & A5 B e . 48 n] Ll i = o B 3l 8%
F B IAT B, B A B L IAT

| B & A5 X ¥ ¥ Tenable Core {115 B , & 2 1 Tenable Core + OT Security [ /' 45 g 1) & 21 577

Updates
(I Nessus Plugin Set Cloud Updates Update from File Edit Frequency Update Now
FREQUENCY Every day at 02:00 AM

LAST UPDATED

PLUGIN SET 202411070852

» DS Engine Ruleset Cloud Updates Update from File Edit Frequency Update Now

FREQUENCY Every week on Monday and Thursday at 02:00 AM
LAST UPDATED

RULE SET 202411062338

(I Dynamic Fingerprinting Engine (DFE) Cloud Update

FREQUENCY Every week on Monday and Thursday at 02:00 AM

LAST UPDATED

VERSION 202410230822

I WER AR AT DO S YR > B I AR AT S R . ‘

| W AR A VR E S S, T BOHT SR A i URE A BE ks, ORI v S R HL A A ]

Tenable Nessus i {4 £ 5 37
REBEI=EIEHEYS

I R G RE WS IE B2 Internet, MR DLUIE I 2= S8 4@ 11 - 5 M EH 3h 38T R, W0 = 18 B E I TR
AR A 347 S 7 (BN R & B R R 02:00) .

A 2R AR B B3 T T ae, AT LR 3R AE
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O

1 B AMRE>RERE>TEH

e 22 BT E 1 “Nessus i AF S8 S T BT M 4 & B 0 0 46 1005 5 . bk S I 1
LT

2. rii‘Nessus #EH BB = BH 01 # T < LS H 305 .
SBEFEF KRR

A B G SR A 0 B B SR T R, E AT LR R A
1 BERMBE>RACE ST

HERS % U1 BLTEHT B 11 ‘Nessus TSR BHT M4 & 5% AF 005 5 . L VI3 1 1)
A7 4

2. mitimEME",
LGB 2 B G B A 3R M THI B

Edit Frequency

REPEATS EVERY ©

Days

0200200 @

Repeats every day at 02:00 AM
Mext run &t 02200000 AM - Jsn 21, 703

3. fEEEMME Ty, M\ — DEUF I T BLAE pak e ) AL (R B ), BLcR I E
W7 4 A 1 B 18] (8] B o
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U SRR B R, 8 18 B AR BE A 0 R 8 R N 96 A R AT SE B

VI -0 1l 1 R S R e Y i o I A SR N M RE I R o N = I TR R
() I 18] (5% ] HH:MMESS 1 4% =) ©

5. HEYRAE".
B2 L — 2 B, B 50K O T 3 T .
B =FhEHEMG
T AR, AT DL N R AE

1 B RMBE>REEE>TEH".

“TE L1 B R AR O . “Nessus 1l 4R R = BB R 20 23 8 Al AR SR I 9 5 L b S R IR T A
Ci P

2. P LB EH.
BEi 2 I — 25T B, BN SE T IEAE R AT o SR SE B, AR AR R R 2 A A 1R 2R K g

J o

l WRon B R AR AR I AR b, A OR 0 BT AR R AT T B R B U

BEREH

W R OT Security &% # G Internet 342, I AT 38 ik A Tenable 41 X 1/ 9 sl T 48 5 8 1
PRI b AL SO SR T3 B A 1

BB AT, VAT BAN R
1 R ABEE>RERE>TEH

U B 2 BRI - “Nessus AR = B HT 0 2 TR 36 4F £ 1 9% 5« B I B i [E)
A B E &I

2. SN SCHFEFT.
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LANE BN &L R
3. WSR R IAAT BE A A, T B BE R B A 1 S, AR R R RS BT E

| FER R A ER Internet( 1 11iE 2 3 Internet 1Y PC) J5 A4 e M 1% B B2 F 8 & 37 10 46 14 ST fF «

4. B p YT, SR 5 5T % A OT Security 2 71 1717 W sl v 1 452 14 4 44 4 SC A4 -
5. M BEH
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IDS 5| Z& K ) & 5
WE E3ET = EH DS 5] 24

an SR RE % 42 Internet, WU AT LLIE I 2 BE BT IDS 51 AL A . B F B B B TS, IDS 5] 2 R
0 o> 100V L I I IR R R R AT R (BROA B B R — A1 DY 922 /R 02:00)

4 20N DS Gl RN £E 5 HY B B 5, i AT BN R AR
1 BERMBE>RACE ST

BN £t BB LT < DS B ML ) 8 = BEHT s o LI AR B g 5 L b S R I ]
BB R

2. pDS 5] BERE N 4 = SE ) 0T 5% LUR AT E 3l BT

%8 1DS I 2 10 I 48 5 3 R

A g 4 1DS 51 BE RN AR 1) B B SRR, E AT LT R AR
1 R ABBEE>RERE>TEH

eI 2t BLBE LI . “IDS B BEAE ) R = BE T4 o LI 4R B g 5 L b I ] AN
Ci P

2. RidrmBEHR
R AR 2 LG A0 R 0 T A
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Edit Frequency

REPEATS EVERY ™~
Dy
0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. FEBEBER Y, N — DT IE R BLHE b B ) A (R B ), BLR R
g WU Y=o Rin T

Up SR £ PR, 1 8 EEAE A A R IR 28 I R R PR AT R SR

4. {EFEWH I A ES 43, B o I B I bR O 0k % I TA) BT B A O\ I T, B AT A A B T R IDS
1 30 B 1) IS 1] (R A HH:MMESS 1 7% 30)

5. R
M2 B — 2 B, TR 2 3 .
X} IDS 5| 2 M L HATF = EH

4 BT Z HEE IDS 51 BN | 18 AT LR B4
1 BERMBE>RACE ST

B £t B BE LT < DS 5 ML ) 8 = BEHT s o LI AR B g 5 L b S R I ] A
BB R

2. A SLBIEH
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BT 25 B — 25 W5 2, BN SE T IEAE HEAT o SE T € BT, SRR ISR VHE H R 24 BT IDS 5| %
E SR R

BEEH

A1 OT Security 13 7% 16 Internet & £z, WU 7] 3@ 1 M Tenable 2 77 1715 W 3l T 4% ¢ 8 1)
F U £ FF AL SOk TF 3l T B IDS 51 2R £E .
BT IDS 5| ZE MR, 1 AT DL #RAE

1 B2 AMFEE>RERE >FH

B £ th LT HTE . 1DS 31 BN R EH L R A 1055 % U3 1)
W

2. dNSCHFEH.
I 2 H DA ST B R R .
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Update from File X

o B®Download the latest DS Engine ruleset file
(Requires Internet connection)

UPLOAD IDS ENGINE RULESET FILE

Cancel

3. R R R T AR R AR, V5 B O BE R R SR Y 1DS 1 U £R ST A

HEE A ZEH Internet (] 40 3% £ 2 Internet 1) PC) J5 7 RE M 1% B $2 T #5857 1 1DS 51 2 1
g Lo
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4. BRI, AR5 SR E M OT Security & 7 1717 W b bt R 4% /) 1DS 5] 2 0 ) 45 0 1.
5. M EH.

DFE = i 5 3t
fn] PUAE s &8 8CIR 31 5] 2 (DFE) 58 37756 49 ok o 87 3 22k 7] OT Security & 48 7 0 #T 19 5
.

B DFE =% B 3 B3

WA J5 , R mT Bl i 2 o 5E BT IDS 51 EE LN 4R . 5 H B 3h R S, IDS 51 A A S i s B
(1 IR 1) R A3 5 2 AT BE R (BN B E B — A DY 2 /= 02:00) -
#2253 1] DFE B 2 387, 5 34T BUR 81

1 HERMBE>REELE ST

SIS 4 U BB BT . DFE S E BT 88 T A E R W L Rk E B
1, LA R A

2. % E A M BB ET, 1 i “DFE =¥ BB BT U HT % .
%i%8 DFE BT R

A+ 9 48 DFE 1 B 3 SRR, iE AT LT R AE
1 R ABEE>RERE>TEH

BRI 2 DL BE B UL I . “DFE ¥ BE BT HE r Won 7O S R AR i E . B CE R
1, LA KRBT ) 2 RS

2. miimBmER".
b A 2 B G R 0 T AR .

3. fEBEPE T, N — BT I T B AE bk S (] B AL (R EJE) , B R CE DFE
BT 4 B A] TA] B

R IE SR, 18 L AR A JLEEAT DFE & 4 B

- 299 -



O

A, 7RG B I TR EE 43, 5ol IR P b O % N R) BT s B ON i R], R AT % B DFE T HT ) I
A (K FH HH:MMESS % 30) S

5 HHGRAE.
2 I — 25 VH &, B8R 2R h B
FF AT DFE =55 F %r

17 BT B B H DFE, 3 $hAT LU R 1E
1 BERMBE>RACE ST

G IRy 2 B BE LI - “DFE = % BB EE 20 on 1 H S E R AR B L B CE B
J1, LA ST R 2 TR

2. B SLRIEH.
BRI 2 BBl — 25 B, BN TR IEAE B AT o SR e AR, RRASHE 2 7R 24 AT DFE Fi
A

BREH

R A OT Security B £ AR BK M, W AT 3E 1 A Tenable %5 77 1715 99 il 2 88T 19 hic A 9 EA%
AR T 5 5 ¥ DFE.

o BB 4 5 R DRE, W AT BA T R AE
1 R ABRE>RERE>EH

By 2 BB E H . DFE = % BT HE 70 o 1 H S R AR B L B CE B
J1, LA ST 2 TR

2. miii ST EHT
LANES BN &L AR
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Update From File X

o W Download the latest DFE file
(Requires internet connection)

UPLOAD DFE FILE

Cancel

3. 0 AR R S AR R AR, T R o BN SRR 1 A 2R A4 S

| ERRA B G A A8 A %8 5 T 0ot 1082 2 4 S0k, B o3 BRI PC.
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4. BRI, AR5 S E B OT Security 25 )7 1717 W sl of R #7015 2% 25 44 S0

5 HEEH
ik
7 A% HTTPS iE 43

HTTPS ik 5 # f 5 Gt ] %2 42 1 OT Security ¢ #& A1 Ik 55 &% 2% 4% o 4 4R UE 15 2 78 15 4 J5 23

A DL I AR BOHT R B 25 A e S B e P A ROy — .

I R AL K U AR 7 i e .

HEA A F AU, AT BN A
1 HEEMBE>RGEEE>ER".
BRI 2 B R
2. fE BB, R R B ELIER"

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one.

SSUED TO Tenable OT Securi ty
SSUED BY Tenable OT Security
SSUED ON Oct 31, 2023
EXPIRES ON Oct 30, 2025

CERTIFICATE FINGERPRINT

S I 25 AR RCUE PN B .

(® Generate Certificate X

Are you sure?
Generating a new certificate will override the current certificate issued by Tenable OT
Security.

Self-signed certificate will be valid for 1 year. Please note that your session will not

be trusted.
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Generate Self-Signed Certificate

Upload Certificate

Download Certificate



O
3. M AR
OT Security =AM HZZIET , B A REBE>RGERE>IER W+ EE .

A& HTTPS IF 3

A AR HTTPSHE S, T8 34T LR R 4E
1 MR RMBE>RGEEE > ER".
B 2 L E R
2. fEBARE B, ik EARIEF

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one. Generate Self-Signed Certificate
Upload Certificats
SSUED TO Tenable OT Security pload Certificate
SSUED BY Tenable OT Security Download Certificate
EXPIRES ON Oct 30, 2025

G PR 2 3 7 < A S 0 T A
3. FESEF SO o> b, B B S R AR R A A
o o i e S e R BRI S S 1 T2 A
5. 75 “Fh B3 B B9 HE Hh i N RL B R R
6. s AR ARSI

SRS, 0] T AR 2 Ok

R B HIET S, Tenable & & 37 02w Yo 8% i T4, LAAA LR HTTPAE 15 % 3 s 2
A% 2 W, OT Security 2 & /x4 74 & .

Al AP 4]
t R API B BT OT Security 5 15 414010 19 Hofth % 4 T B AT R B4R

W EAE OT Security H7 4 5l AP %557, & $h 47 PA R #:1E -
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1 R RHMBE>RGEE >API FH".
R 2> B AP 35 45T I .
2. miEA BN EREH
G BN 2 I R B T AR
3. fEHRBBNED, i APl B HIE £ D K5 2 i
4. TEFERRE S, HN X AP B 1k .
5. Hdi AR
SR IR 2 L 3 AR R B T A, L b L AR DR AP 4R
6. il o Ji 4 DL i AP E .
7. M SBE

G £t B AP S G 7T, b B SR I AP 81D,

¥ ICP 5 Enterprise Manager g X

| VER U TAERIE T OT Security 3.18 2 ¥ iU AR . ‘

1 0] LL¥ Industrial Core Platform (ICP) 5 OT Security EM B i Jf- 4 B FT 45 5 /4 .

| HWE 5 EMBECX G, Jr A 58T #R AL ZiAE EM G0 58 B, I A wih sl B B A% RS 4 e 45 WAL o B 1A AR B
o

TH6 Z i

TH AR
* OT Security EM 7] LLii# it API 3% #2 2] ICP.
* Tfifr TCP 443 FiI TCP 28305 fi #F JF ik, LA{# M ICP 2| OT Security EM 24T 1815 -
* ICP Al OT Security EM 2 [A] /7 7F HTTPS i& % .

o (A ik)7E OT Security EM 71 4E i APl % 4H .

l HER AR AE AP B 38 T E AT BE 0 I A 7 2 R A
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WE K ICP 5 OT Security EMBC X, i #1447 L F #:1E
1 7 OT Security H, % % “Z< #b ¥ B >K 4t Bic B >"Enterprise Manager”.

BB 2> H B “Enterprise Manager” it [f] .

Enterprise Manager

8 2 ® @ @ X iqii |
T 9 §F 8 2 8§ 3
2

~ System Configuration

Enterprise Manager

2. fEEMBEXS 2 o, il R AG EE X
I B 2 30 “EM T o T A
3. EFE TR —:
 fER AP R AT B
o fEF API 3555 X

WRERE.. Bk
ERHH P2 MED 1 TE“EHL/PHES, N EM I E L4 5L 1P 3
3 47 Be Xt HE

2. EHPZHMESF, N EME RGP 4.
3. EEEMES, N EMP %S,

4. 7E'EMIEF B L 40, R Is N EMSIE 7L 1H B
Hil (A

W T LBk sk o 3R, JF CEM BEX I T 5l
HEHEIE .

lE%%ﬁW@Kﬂ%wNﬁM*ﬁﬁﬁﬂﬁ
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i F API 25 45 e Xt 1 EENZ/PHEF , g N EMEI EHL 4 5L IP 3
HE o

2. TE“APIEEHEH , K55 A EM & i 1] APl % 41 .

3. 7E'EMIEBFRECH 4 A N EMSE T TH &
H I A .

R AT LBk B P BR, JF M CEM BRI T 3)
HEAEUE P .

YER &7 LLAE OT Security EM Hf 3 i 2 Hs
B>REEE R U ) SE U -

4. ik T
OT Security £ & 7~ H A B %5 R 25 19 “EM BE X0 T -

ER RS T AL R N SR IE PR (0 R OR 5 AHIE ) B8R EMAE (I R A T B Btk e
FE X 35 SR T RE) o

5. (AIk) W R ES BoR A SRR
a. M “BaRIES.
b I 2 3 7S b R O D AR
b. Uk itk EMfESR RS EMIER I F RSO A .
il HE
OT Security 2= fit #fEiE 45, I SR RZS & T SO R EMHEHEIY EM B X DU .
6. W AUIRAE Bon Ry EMALAEY, WK R Bt #E ICPEEXTE R i e 48 M, i 4% I BL T 22 3R
iR (N

IR I Sh bk OT Security EM H I FE X i 3K , 17 )8 I OT Security EMYICPI i 1 (1) B B it
#E ICP ECX 38 R Ih it -
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a. fE OT Security EM B £ ] 5§ £ d, 3% $E1CP7,
I IF 2 B ICP L T
b. ¥ BAr B4F L Z X I RA AT b, $4T T A #REZ —:
o AR EORE I, AR E ik R
o TEA LA, AR
OT Security EM & #It##E L X, FER RS BR N BB

R A 58 S, OT Security EM 2 7 LR A % :
o 1E EMAER FEnkE ICP K ¥E .
o FECICPTTH b 7 3 Bl ) ICP,

o TE“ICPULTH H pi o ICP 4 %, BRI AT 5 [ ICP. i ik EM 7 i) 1) ICP 5K 1] £ 7F b it
HEIR ICP IR . A K HE 25 5, 52 W Tenable OT Security Enterprise Manager
F P 48 /6 ) HIICPs

7£ OT Security #1, “Enterprise Manager”7 [l b [ R 75 Bon N BEE". &1 DL &% 58 7,
1& 2t EM % i & .

i 7T 5 Enterprise Manager [¥) ICP fic %t
AN T TR EEEN I, AT BAA EM B ICP B T ICP BiE XY

WE M OT Security EM H B FF ICP BEEXT, & $AT PA T 8k

1 7E OT Security EM [1] 72l 5 i A= o, & #E41CP7
I IF 2 B ICP L T
2. ¥ BUbR B AR B M BRI ICP FTEEAT |, $UAT T AR AE 2 —
o fi R ORE I, AR E kR
o Bl ICPAT o BL R 1E 2 5% R 1ZAT OF 5 A R AR A
3. s ER

OT Security EM 2 W J1- 55 OT Security it %f .
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IME M OT Security BT FF ICPEE X}, & 4T DL F 84k .

1 fE OT Security #1, % % ‘A # % B >R 4i fic. B >"Enterprise Manager”.
I ) 2 i B “Enterprise Manager” 7T 1H] .
2. {EEMBECXS B4y b, s i G 4
G PR 2 B “EM TS S TH AR
3. miii“TBEX".
4. ik mX

OT Security 2= Wi 7+ 5 OT Security EM [1] it X}

PR AR

A7 s B ET B EE B A 4R 46 OT Security ¥ AJHIE , 15 Bk R Tenable & ' £ ¥ . 7 & 1) Tenable &
S HE IR, e DUE S E VIR . AR E 25 S, WS W OT Security ¥

AR B0

MR E

9 2% 72 X

o 44 5 UL 43,5 AR 4
. U 4
o T 01

o JE T SNMP % B 3 % e

o PR loT ¥ =1 IP ik

W 0 2%

W E ST E S — 4 IP YU (CIDRF M), H T 52 X OT Security [ W #21

OT Security <> 2.1 it B 6 [l 2 71 55 77
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2N LR, OT Security £ fit & = BRI\ A 3L
DL B Bl % A b Y5 [l 169.254.0.0/ 16 (APIPA).

bl

Monitored Network

The Assets Network is an aggregation of IP ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within tenable.ot’s sensors subnets or any activity
performing device will be classified as an asset.

192.168.0.0/16

172.16.0.0112

169.254.0.0/16

10.0.0.0/8

DEFAULT IP RANGES

ADDITIONAL IP RANGES

R
VI

EEEE FIAE AT BRI VE Bl Bl i 5 4 )

1 HERE>FTRE>WEE X"
SRR 2 B P 4% %8 ST

2. fERMBHIPILE LSy, Wil R

: O

=

:10.0.0.0/8. 172.16.0.0/ 12 i1 192.168.0.0/ 16,

2 E  , TE AT BUR R
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IR I 2 b 352 M 98 ) IO % T A

Monitored Network

IDS engine will only monitor the
first 400 subnet definitions
(CIDRs).

X

‘ Default IP ranges:
192.168.0.0/16

172.16.0.0/12
169.254.0.0/16

10.0.0.0/8

Additional IP ranges:
IP RANGES ONE CIDR PER LINE

e.£ 10.10.10.10/8

Cancel
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3. FEHR E M SCAHE ik £ BT i (BRI 1P VS B A/ B 0 e Al 1P Y (AT A 1P
)

4. PR
OT Security 2 Ff 47 52 W 4% 1] W 2% ic & .
BN ER 4%

R IPHhb7r e ss 2 AN B, 2K E PR ES . EEK P BER G E PIRE L, X5
AE B TR R R R B R T Pk, T 2 3 R PR R L B ORI B R A R . 4 AT BLE
X OT Security [ 5 & W 2%, DLE B AL 7E AN [7] W9 B 52248 1Y 1P S bk it A8 o ) R B8R B 7

FER SR AR R AN 55— AR (A 55— A s A L 1CP) [ I AR Y B BRI 4% v R B
OT Security # H & HAIF NBEANTE > HE, ZiH W HERN, KRGS U AW B> APk
b i L, Tenable 5 15T %8 51 A R4 25 i [ DL HERR B 38587 .

V1 565 I
Tt 2 1

o ORI O lC 0 &1 B A 56 UE B A% I RS

l R : OT Security A SCHFAE R 2 5 43 B E ML K as L EE ML,

WEAE A o CE A M 4%, AT BUR R AE
1 MR E >R E > E X"
R AR 2 P 4% %8 ST
2. fEBEEKINIM A 7>, Bl B mmg
B 2> LR E R B P AR, b O AR R .

YE & : OT Security i i 240.0.0.0/4 IP U [ /£ AK; 1P Hb ik B &1 2] NAT IP 43 it #0330 08 B s o 22
BB R B YO, 5 B R Tenable SZFFHE .
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Add Duplicated Network X

®

Metwark Details Confirmation

IP Reserve Pool: 240.0.0.0/4

This pool will be used internally within OT

Security for the purposes of background

reservation of IP address mapping for NAT IP
o allocation.

If you wish to change the designated

segment, contact Tenable OT Security

Support.

DUPLICATED IP RANGE *

If the range is not in the monitored
network, it will be added to it

‘ 192.168.0.0/16 ‘

* Duplicates (Sensors)

‘ Sensor #1 = -~ ‘

Sensor #1

3. EEER IPTEEMES, UL CIDR#& s A 1P, # 40, 192.168.0.0/24.
4, WEET(ARE) FHRMES, EF5HEE K P I E OB 2
5 Hi“F—$",
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IS 2 B AT AR
Add Duplicated Network X

e @®

Metwark Details Confirmation

Please Confirm Asset Deletion

In order to separate these 33 assets into their
own networks, the system will need to delete
them automatically, allowing them to be
rediscovered again after startup.

If you wish not to delete these 33 assets, they
will remain in their current IP range and this
may cause data inconsistencies or
unexpected behavior. Best practices suggest
deleting the affected overlapping assets.
View Assets in New Tab

Delete Assets

¢ Back Cancel Save

6. (AT i) ik o R B R R AE
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R R P Pk 577 70 B 2 % B M 2% b, Tenable 2 & 78 ¥ OT Security M B 5t 7= JF £
JA BN JE BB R BUE AT . W0 R ORI M BR B R AR AE, B R B R AT IP Y A, IXR]
R FHEA—HEBHABEMMT AN

7. R
OT Security &£ /7 HEE 1) IP YU, #1270 [l & BoR A “E 2 N E8 M &R

Duplicated Internal Networks Add Network
IP Reserve Pool: 240.0.0.0/4
o This pool will be used internally within OT Security for the purposes of background reservation of IP address mapping for NAT IP allocation.
If you wish to change the designated segment, contact Tenable OT Security Support.

1Duplicated Networks

CIDR Sensors In Use - Discovery Queries In Use - Nessus Scans

92.168.0.0/16

| HEEYH MR E EE ML, Tenable 2 W & & ¥ Jo 5 OT Security, 28 J5 i J5 A& B 2% .

8. H i 5 3)) OT Security.
9. B ALK, 2 AR E > E RS

I VER B3 AR 1P Y [ (CIDR) 2 1 75 B 51 Py 5 Y &% 5 B b G B R Y L ]

1 iEAT T AR Z —:

o BAMBRS AP EAERS, ARG RE £ mEBERR R, R
“FeBRBESNEW VIHIT KLU E3 .

o BAMERRER LB T AL IR AR, R R BRAESR A X3
B

2. Fit B AL RS, RORES NBEE BT SOy BB HBOE .
Ja 85 9%

Mic B = A I W 45 JF B 87 8 3 OT Security 2 J5 , 8377 7R B B 72k b DL SEBR 1P SR o it 4k,
24 N\ 7> e 45 552 R 48 1) 1P I, o 25038 356 A N 1R A% B3 o B s AE R B B W >R B/ Nessus
HE > QBT , SRR SRR

- 314 -



O

o EEBRSEA RS, BEPA R RS ER IP L RE R B RIR . B G, AL
[A] — 1P s hik {5 5 AN [R] A J % QIR 1 B2 77

o FEEFHEMSEREESRIE Nessus FH#>QIEBR T, WEW L ELZME K E
)W, T L PR Z 1P Y M R AR AR X VR R AT 5 R AR AR ORI B Y
Ay, (A HE R A AR S

YE = - OT Security {2 &1 % 5 5/ 19 25 i) 1P 38 S 4 S A% BRAR HE o L 00 P A Atk 1P 9
REFEE IR

o R EFFEMSEESWREREPECE BN, wRE@MA T EIME DR IPTEE,
I s Z5AE B I (AR R AR ) HE e 5 G IBR FAR RS

o FONJETEEMEH OB A, T R R I, AR B R P ok
PG R B E 1P

ERHAMM LR

“HEL N 2% R B oR DL A AE S

%l iR

CIDR HERMZ IPIEE
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Syslog Servers

SERVER NAME *

Server Name ‘

HOSTNAME / IP *

Hostname / IP ‘

PORT *

‘514 ‘

TRANSPORT *

Transport -

[ ] send keep alive message every 10m0s

Allow syslog message caching

Cancel

IR B ARNE T, BN B Tl 5 KRG FH I Syslog ik %5 % 19 28K

. EEHLAZ\IPHE S, Hi N\ Syslog i %5 25 19 E ML 4% 3k 1P bk .
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4 OT Security Y £ & L 53 i & A, o PR AR P8 LU 35 & N FH U5 A AR

Access Permissions
Access Control Permissions SetAll ~
Security Fabric ® Read & Read/Write
FortiView m ® Read # Read/Write

User & Device S ® read £ Read/Write

Firewall @ None @ Read € Custom

Log & Report m ® Read # Read/Write & Custom
Network @ None m # Read/Write © Custom
System SR ® Read # Read/Write & Custom
Security Profile [ZRIGUEN ® Read o Read/Write & Custom

VPN I ® read  # Read/Write

WAN Opt & Cache LR ® Read o Read/Write

WIFi & Switch [ZRNNTN ® Read # Read/Write

AaH &

“RG A EF 0 TR RGP AR A RS0 (01 S C T IT . 508 C9m 4l . F0 C ok
)R S H S ERE M ORI, WO SR AN RS FA (B T A IR
%, %?&“%Eﬂ?@lﬂ) I H B A5 5 R b R ) S AR R R T BLE
AR CSV A3 o i wl LARE B R 4t LR &R 48 H A& 31 & 3% 21 Syslog fik 55 4% -

System Log Search... o Select Syslog server 53
Time & Event Username

Monday, Nov 11, 2024, 03:29:10 PM Generated new self-signed HTTPs certificate

Monday, Now 11, 2024, 02:32:35 PM Login by local user succeeded

Monday, Now 11, 2024, 02:30:30 PM Packet capture turned on

Monday, Nov 11, 2024, 01:52:18 PM Manual NetBios query on asset Yuval has failed with error: Network error

Monday, Nov 11, 2024, 01:52:17 PM Operation Arp has been force executed on asset Yuval

Mondav. Nov 11. 2024, 01:52:17 PM Operation Snmo has been force executed on asset Yuval

A C R FEFAOE L T EE R

S ik
B[R] AR R A R H .
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% 10 1F Azure H 4] i Tenable N #2 ¥
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1 7£ Azure 1, ¥ % “Microsoft Entra D>V N HBF", R b i+ HaNHER .

I F 2> H B <) 38 Microsoft Entra ID BE T [ .

TENB OT RESEARCH AND DEVEL...

Create your own application X

,ﬂ? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

| Input name

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra 1D (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT

Tenable_OT | SAML-based Sign-on

Enterprise Application

& « T Upload metadata file 2 Change single sign-on mode i= Test this application 47 Got feedback?
i Overview Set up Single Sign-On with SAML
Deployment Plan An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlID Connect or OAuth. Learn
2 Diagnose and solve problems mare.

' Manage Read the configuration guide ' for help integrating Tenable OT.

11! Properties o

Basic SAML Configuration .
2 Owners & Edit
o, Roles and administrators Identifier (Entity “?) X Requ!red
Reply URL (Assertion Consumer Service URL) Required
&2 Users and groups Sign on URL Optional
Relay State (Optional) Optional
2 Single sign-on Logout Url (Optional) Optional
@ Provisioning
o —
£ Application proxy e Attributes & Claims

C Self-service
A\ Fill out required fields in Step 1

| Custom security attributes givenname user.givenname
. surname user.surname
> Security N )
emailaddress user.mail
> Activity name user.userprincipalname
Unigue User Identifier user.userprincipalname

> Troubleshooting + Support

e SAML Certificates

Token signing certificate £ edit
Status Active

Thumbprint

Expiration 11/27/2029, 11:04:39 AM

Notification Email

App Federation Metadata Url - - . s
Certificate (Base64d) Download

Certificate [Raw) Download

Federation Metadata XML Download

2. B 1 (FEA SAMLECE) +, w7 /‘gﬁ%
I 2 R g AR SAML BE B ) T AR .
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: TENB OT RESEARCH AND DEVEL...

Basic SAML Configuration X

E Save ,!-'3.,'_'J Got feedback?

Identifier (Entity ID) = @©
The unigue ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL e

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state |

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url e

3. TEPRIRAF (54K ID) "HEF , % N\ Tenable N 72 5 1 I isF ID( 1 40, tenable_ot) »
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4. 1EBIE URL( BT = 1H & RS URL) "HE f, % N H 2 URL( 1 4
https://0T Security).

l R AR RFF A E B URL (B 9 I 8, 7T LA 5 72 G B 72 o AT 2 25

5, B BN R L 5 77 I M 5T O e A SAML TR B 00 T A .
6. L5 44 (&B) t, s O #2471 L& | Microsoft Entra IDFRIRRF .

o Set up Tenable_OT

You'll need to configure the application to link with Microsoft Entra ID.

Login URL | https;//login.microsoftonline.com,
Microsoft Entra ldentifier | https://sts.windows.net/
Logout URL | https://login.microsoftonline.com/

7. YI¥ 3| OT Security ##] & , R )5 # 2B P B >SAML”,
8. ¥ W E LT /R EE SAML T AR, K & & i {8 Kk I “DP IDHE H
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Configure SAML X
iop 1D *

[ https://SAML_Host.com ]
IDP URL *

[ https://SAML_host/saml-authresponse ]

CERTIFICATE DATA *

____________________________________________________

USERNAME ATTRIBUTE *

= |

GROUPS ATTRIBUTE *

[ GroupsID ]

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

Cancel Save

-

0. fE Microsoft Azure #5#i &, B B BI#% DL I B F URL.

10. 3 [5] OT Security % ffill & Jf K5 & il (£ 45 L Ul 21 “IDP URL™HE 7 .
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1 7F Azure ¥ il & 10 2 3384 (SAML EH) 1, X TEF (Base64), .o “F &

2. & [H OT Security # i &, £ SEHBBIEHE 75 T, WY 22 40k 4 30 I F Hak .
B, 1 Azure B1 4 05 2 95 (RMRE ) 1, s & Gt
14, AR N, 5 H) 548 user.userprincipalname Xt 5 [ 7 B 4% B8 URL.

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on » SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns S Got feedback?

Required claim

Claim name Type Value

Unique User Identifier (Name 1D} SAML user.userprincipalname [... ***

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname

~  Advanced settings

15. % [A] OT Security #% il & F# ¥ . URL 4G G 21 “FH P 42 JB P 7HE .
16. 7F Azure ¥4 &, i+ HRIMEE ",
U B 2 H B e 7S B 0 T AR
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TENB OT RESEARCH AND DEVEL.. 880

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

Group Claims X

Manage the group claims used by Microsoft Entra ID to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?
<+ Add new claim| -+ Add a group elaim| == Columns | 2’ Got feedback?

() None
(®) All groups

Required claim O security groups

Claim name Type Value O pirectory roles
(O Groups assigned to the application
Unique User Identifier (Name ID} SAML useruserprincipainame [.. +**
) Source attribute *
Additional claims ‘
Group ID. ~
Claim name Type Value
SAML usermail . [] Emit group name for cloud-only groups @
SAML .
usergivenname ~ Advanced options
SAML useruserprincipalname e+
SAML usersumame

v Advanced settings

17. 7578 B vh N [ BR £ 5 B R P SR BRI AE? EE b, IR, AR A R

ER WRAE Azure P HH THRE, MikHBEAENHARFRA ™A L FEH”, I+ H Azure
10 2= 323t 4 i 48 0 2 e 1 D P 4L

18. 7R FH A s, R oI E i 518 user.groups [All] <5k 1) 7 B 4 R URL.
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery » Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns & Got feedback?

Required claim
Claim name Type Value

Unique User Identifier (Mame D) SAML user.userprincipalname [... *=*

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname

~  Advanced settings

19. i [A] OT Security 2 #ill £ I 4 &2 i1 (7 URL Hb Ut 21 28 J& #4 "4 o
20. (W) FE IR HE S N SAML BC B A

% 3 % Azure B 5t 3] Tenable 2H

1E B B K Azure I P 4y Bid 2 OT Security N F2 FE o 155 % 0T 32 7 A4 FH 7 0 BLPR 1B

e, WA A P 2 BL R Azure 415 Wi aE X OT Security F P 4 (H1 A B 1) A L fl— 41

BURR) 22 18] 33547 Wk 35t 45 /F « OT Security TiE X H S H A E MG REH T Zan i, %
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I3 B — AN WL & OT Security P 4 1 4H .
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B Azure F P LS 3 OT Security, 15 #4047 DL 82 4F
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2. fEGINAEC IR, B R
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Y r———— = |

Home > lilil | Users and groups

Add Assignment -

TENB OT Research and Development

A\ Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to
the application

ERCWRAE Azure FE M T H R E IR T BSE NHABRF AT A ZBRAA, W Ly
B ZH M A 2 A .

3 WRIFEFEIALFTHIM, AR5 A g
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Users

Selected (0)

z) Reset

() Try changing or adding filters if you don't see what you're looking for.

Search
| | No items selected

25 results found

All Users liat

Name Type Details

User

User

User

User

User

User

User

User

User

O 00 4doooogd

Be Be Be Pe Po e Po Po Do Bo

User

4. BB, B o RENHER
B IRF 2 B P AL T
5. Fif 7 (A BN AR AT B R AZ ] P (B B TC B ST
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Home > lilil

Users and groups

Enterprise Application

0« + Add user/group &7 Edit

tial () Refresh 5% Manage view &P Got feedback?

Overview

0 @ The application will appear for assigned users within My Apps. Set ‘isible to users?' to na in properties to prevent this.
[ eployment Plan

X Diagnose and solve problems .
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
~ Manage

O First 200 shown, search all users & groups

1! Properties

8 Owners Display name Object type

Role assigned

O . User User
3 Snglsionon O = ser Usr

@ Provisioning

L, Roles and administrators

S2 Users and groups

£ Application proxy

C self-service

J Custom security attributes

~

Security

~

Activity

~

Troubleshoating + Suppart

G AR 2 B T B SO T
6. £ AT, R
AT B R T
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Microsoft Azure
Home > lilil | Users and groups >
4.

& Edit properties

| & Overview .
Overview Monitoring
& Audit logs _—
Sign-in logs Basic info

2

¥ Diagnose and solve problems
El Custom security attributes
Assigned roles

Administrative units

b G Pe

Groups e
User principal name

B Applications

Object ID
s Licenses )
Created date time
Ll Devices
User type
Azure role assignments R
Identities
@ Authentication methods
B New support request My Feed

Account status
@ Enabled

a

Edit

Quick actions

—
—
-—

Edit properties

O

P Search resources, services, and docs (G+/)

e (O Refresh Q) Reset password (3 Revoke sessions  £03 Manage view 5 Got feedback?

Properties

] Group memberships 1
D Applications 1
Sep 6, 2024, 611 PM
Assigned roles 0
Guest
ExternalAzureAD Assigned licenses a
B2B invitation

a

Invitation state: Accepted

Reset redemption status

7. AEXR DB, ik £ IF S R S B Tenable ¥ 28 1

U Refresh Columns | A Got feedback?

| 5 add fitters

Home >
| Groups
User
£« Addmemberships X Remove memberships
Overview
a [ search groups
E Auditlogs

Name

O - O test

2 Sign-inlogs.
¥ Diagnose and solve problems
EJ Custom security attributes
Assigned roles

Administrative units

LU

Groups

Applications

Licenses.

CH Devices
Azure role assignments
@ Authentication methods

B New support request

T Objectid Group Type Membership Type Email Source

Security Assigned Cloud

8. i [n] OT Security 4% il 5, J Kt 5 il ) {5 RS W 2 Br 75 19 L%t & IDHE b . Bl dn, B R A

T &% 1D,
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Configure SAML X

GROUPS ATTRIBUTE ™

[fsf

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

READ-ONLY USERS GROUP OBJECT ID

| |

SECURITY ANALYSTS GROUP OBJECT ID

| |

SECURITY MANAGERS GROUP OBJECT ID

| |

SITE OPERATORS GROUP OBJECT ID

| |

SUPERVISORS GROUP OBJECT ID

Cancel Save

9. X E WL ] OT Security A A 7 H RN HER D IR 17,

10. i BRI R DR AT B A I 9% BT O THT AR
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OT Security ] & 14 E.7x SAML i, P B S CiERNER .

SAML

(I SAML single sign-on log-in

Populate SAML account with the following
ENTITY ID Tenable_OT_

URL https:/

Configuration details
IDP ID fsfsf

IDP URL sfsfs
-—---BEGIN CERTIFICATE-—-—

CERTIFICATE DATA

USERNAME ATTRIBUTE fsf

GROUPS ATTRIBUTE fsf

ADMINISTRATORS GROUP OBJECT 11

45 5E A Azure TP BC B

U 5E B Azure HRRTC B, UE BhAT BLR B 1E
1 £ OT Security*SAMLI [ i, #dy oY 4% 411 LL & #1524k 1D,

SAML

(O sAML single sign-on log-in

Populate SAML account with the following

ENTITY ID enab\E_DT_

URL (& hetps:/,

Configuration details
IDPID fsfsf

IDP URL sfsfs
-----BEGIN CERTIFICATE---

CERTIFICATE DATA

USERNAME ATTRIBUTE fsf

GROUPS ATTRIBUTE fsf

ADMINISTRATORS GROUP OBJECT

1T
D

2. fE Azure ¥l G b, Bl 2 M A SE P B R B R
b I 25 I T SAML B B UL
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3. fEH 1 (EA SAMLECE) $ﬁi/%% SR I H S D EDRG IU BBR R RF (SR 4E
ID) "HE DA 46 22wl B A\ 0 I I 1

L Seirh e e e G l 2 Cortot
TENB OT RESEARCH AND DEVEL

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > lilil Basic SAML COnﬁguratiOn x
lilil | SAML-based Sign-on

Enterprise Applicati

[E] save | & Got feedback?

o« T Upload metadata file %) Change single sign-on mode “= Test this application | &7 Got feedback?
Identifier (Entity ID) * ©
Overview
) The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Deployment Plan Set up Single Sign-On with SAML Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.
X Diagnose and solve problems An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to Default
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth. Learn
~ Manage mre. [Erteran wtentver o @
11l Properties Read the configuration guide o7 for help integrating lli. Add identifier
& Owners o
Basic SAML Configuration ) )
2 Roles and administrators Reply URL (Assertion Consumer Service URL) = ©
Identifier (Entity ID) Required The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
& Users and groups . . N
Reply URL {Assertion Consumer Service URL)  Required Consumer Service” (ACS) in SAML.
D Sing Sign on URL Optional
Relay State (Optional) Optional Index  Default
@ Provisioning Logout Url Optional) Optional N
5 .
£ Application prox -
oP proxy Add reply URL
C selfsenice © | rbutes & Ciims
J Custom security A Fil ut required fields in Step 1 Sign on URL (Optional)
> Security givenname usergivenname Sign on URL is used if you weuld like to perform service provider-initiated single sign-on. This value is the sign-in page URL
3 surname usersurname for your application. This field fs unnecessary if you want to perform identity provider-initiated single sign-on.
ctivity emailaddress usermail
3 Troubleshooting + Support name useruserprincipainame Enter a sign on URL v
Unique User Identifier useruserprincipainame
P Relay State (Optional) ©
SAML Certificates The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically
2 URL or URL path that takes users to a specific location within the application.
Token signing certificate .
7 edit
Status Active Enter a relay state ]
Thumbprint
Expiration 11/27/2029, 11:04:39 AM
Notification Email Logout Url (Optional)
App Federation Metadata Url Y i i ..
P IeEEidon TG csaton o) - B This URL is used to send the SAML logout response back to the application.

Certificate (Base64) Downloa

4. Y1#: 3| OT Security, 4R J5 75 “SAML T 1, 87 oF #2240 DL ) URL.

5. Ul 3 Azure 21 & , 285 7E B A SAML BE B 504> o, K &2 1 19 URL K G 2“1 2 URL
(B S IH33F RS URL) "N 7, DA # 2 i fa \  Il BF URL .

6. i uti EMRAR LA (R AZ I B I 56 DAL TG AR
Pic B 56 Bk, “Azure 4V B2 UL B 2 BOR EEE .
%50 WS R R
TS SAML 4 R, 4 20 8T 8 2 OT Security. 4 il 7 B 5 357 8 2 5 25 5k 6 RS 5 37 3 20
A EE WO AR R, T AT DL R AE
1 £ OT Security % il & 7 “SAML"TL [f] I, 5.7 “SAML B g B R ") #e 4% 41 UL S F SAML.
AR ¥ 3::¢ 3 =F- Lk gu
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@ System Restart ®

In order to apply the configuration changes, a restart is required. Restart may take a
few minutes and, during that time, the system will not be available.

Cancel Restart Later Restart Now

2. Fpa 3L BB RS 3L EET S 3 & G0 L BT SAML ] B, B R JE BT R 3 Lok
o H] SAML it B 3E 3R 2~ IR ST BB A S . W R IR R EE R 3, LR AR A &
£ FH R 3 58 2 AT HLR R

Authentication servers changes are pending a restart (24P

i FH SSO % %

HOFE 30 5, OT Security & %% L BFHZH T 7 2B — A #1098id SSOB R+ . 7
i & OT Security ] Azure F J* 7] LA H L Azure 11K /7 & 5% OT Security.

A B SSO B, IH AT B 3Rk

- 398 -



O

1 7E OT Security &% & 0 I, a5 581 SSOB "5k #% .

Otenable ot security

£ Username

“ Password

Sign in via S50

1R O & 5 Azure, W 2> B 3233 N OT Security #5416, 75 <> 4% & 5E [7] & Azure & 5%
LT

RS 2 Nk 7, OT Security 238 18 5 52 1] & Microsoft* i 8K /"L iy, #& ] LLTE
FC b3 P T T Ik P AT B

- 399 -



	欢迎使用 Tenable OT Security
	OT Security 入门
	OT Security 技术
	解决方案架构
	OT Security 平台组件
	网络组件

	Tenable OT Security 硬件规范
	ICP 规范
	IEI ICP
	Lanner ICP
	Lenovo ICP
	Dell ICP-XL
	IEI ICP-Mini

	传感器规格
	IEI 传感器
	Lanner 传感器
	Lenovo 传感器


	系统元素
	资产
	策略和事件
	基于策略的检测
	异常检测
	策略类别
	组
	事件

	OT Security 许可证组件
	错误消息

	OT Security 入门
	检查先决条件
	安装 OT Security ICP
	使用 OT Security
	将 OT Security 扩展为 Tenable One
	先决条件
	系统要求
	访问要求
	网络注意事项
	防火墙注意事项
	OT Security Core 平台
	OT Security 传感器
	主动查询
	OT Security 集成
	识别和详细信息查询


	安装 OT Security ICP
	安装 OT Security ICP 硬件设备
	在 Tenable 提供的硬件上执行 Tenable Core + Tenable OT Security 全新安装

	安装 OT Security ICP 虚拟设备
	将 OT Security 连接到网络

	配置 OT Security ICP
	设置 Tenable Core
	在 Tenable Core 上安装 OT Security
	使用安装向导配置 OT Security 设置
	登录 OT Security 管理控制台
	用户信息
	设备
	系统时间
	连接单独的管理端口（端口分离）


	OT Security 许可证激活
	启动 OT Security
	启用 OT Security 系统
	开始使用 OT Security


	安装 OT Security 传感器
	设置传感器
	设置机架安装式传感器
	设置可配置传感器
	将传感器连接到网络
	访问传感器设置向导


	使用 CLI 还原备份
	管理控制台用户界面元素
	主要用户界面元素
	浏览 OT Security
	自定义表格
	导出数据
	操作菜单

	OT Security 概览
	生成执行报告
	资产
	查看资产
	资产类型
	查看资产详细信息
	“标头”窗格
	详细信息
	Nessus 扫描信息
	IEC 61850

	代码修订
	“版本选择”窗格
	“快照详细信息”窗格
	“版本历史记录”窗格
	比较快照版本
	创建快照

	IP 追踪
	攻击途径
	生成攻击途径
	查看攻击途径


	已打开的端口
	“已打开的端口”选项卡中的其他操作

	漏洞
	事件
	网络映射
	设备端口
	相关资产
	嵌套资产详细信息

	IEC 61850
	来源

	编辑资产详细信息
	通过 UI 编辑资产详细信息
	通过上传 CSV 编辑资产详细信息
	隐藏资产

	导出诊断
	执行特定于资产的 Tenable Nessus 扫描
	执行重新同步
	漏洞
	漏洞
	插件详细信息
	编辑漏洞详细信息
	查看插件输出

	发现结果
	合规性仪表盘

	事件
	查看事件
	查看事件详细信息
	查看事件群集
	解决事件
	创建策略排除项
	下载各个捕获文件
	创建 FortiGate 策略

	网络
	网络汇总
	设定时间范围
	数据包捕获
	数据包捕获参数
	筛选数据包捕获显示
	激活或停用数据包捕获

	下载文件

	对话
	网络映射
	资产分组
	对映射显示应用筛选条件
	查看资产详细信息

	设置网络基线


	数据收集
	策略
	策略配置
	组
	严重程度级别
	事件通知
	策略类别和子类别
	策略类型
	启用或禁用策略
	查看策略
	查看策略详细信息

	创建策略
	创建未经授权的写入策略

	有关策略的其他操作
	编辑策略
	复制策略
	删除策略


	管理主动查询
	创建自定义查询
	添加限制
	编辑查询变体
	复制查询变体
	运行查询变体
	下载查询日志
	凭据
	添加凭据
	编辑凭据
	删除凭据
	WMI 帐户

	创建 Nessus 插件扫描

	数据源
	传感器
	查看传感器
	手动批准传入的传感器配对请求
	配置主动查询
	更新传感器

	管理 IoT 连接器
	IoT 连接器引擎
	在 Windows 上安装 IoT 连接器代理

	PCAP 播放器
	上传 PCAP 文件
	播放 PCAP 文件

	手动上传
	使用 CSV 更新资产详细信息
	手动添加资产
	SCD 文件



	设置
	系统配置
	设备
	端口配置
	设置合规性仪表盘首选项
	更新内容
	Tenable Nessus 插件集更新
	IDS 引擎规则集更新
	DFE 云端更新

	证书
	生成 API 密钥
	将 ICP 与 Enterprise Manager 配对
	断开与 Enterprise Manager 的 ICP 配对

	许可证

	环境设置
	网络定义
	受监控网络
	重复的内部网络
	添加重复网络
	对重复的内部网络的操作

	通过 SNMP 发现新资产

	获取 IoT 资产的 IP 地址
	事件群集

	用户管理
	本地用户
	查看本地用户
	添加本地用户
	针对用户帐户的其他操作

	用户组
	查看用户组
	添加用户组
	针对用户组的其他操作

	用户角色
	区域
	身份验证服务器
	Active Directory
	LDAP

	SAML

	集成
	Tenable 产品
	Tenable Security Center
	Tenable Vulnerability Management
	Tenable One

	Palo Alto Networks：新一代防火墙
	Aruba：ClearPass 策略管理器
	与 Tenable One 集成
	为 Tenable One 配置 SAML 集成

	组
	查看组
	资产组
	网段
	电子邮件组
	端口组
	协议组
	计划组
	标签组
	规则组
	组操作

	服务器
	SMTP 服务器
	Syslog 服务器
	FortiGate 防火墙

	系统日志

	附录：Microsoft Azure 的 SAML 集成
	第 1 步：在 Azure 中创建 Tenable 应用程序
	第 2 步：初始配置
	第 3 步：将 Azure 用户映射到 Tenable 组
	第 4 步：完成 Azure 中的配置
	第 5 步：激活集成
	使用 SSO 登录


