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* Active Directory Server: 7] LLi& £ {8 | LDAP Iz 55 #%( 5 1 Active Directory) ) Bt I /7 7%
Wi o FEXFHE LR, A LLYE Active Directory A1 & Bl 7 5 AL

 SIEM: {# J| Syslog #i¥ % OT Security F 4 H & & % # SIEM.

o SMTP R4 %% : OT Security A i@ iF SMTP Il 55 28 DL 1 i 44 2 OB 25 1 38 S0 & 3% 48 4 o
1 o1 T 2H .

o DNS IR %% 8% . DNS AR 55 2% 45 % 21 OT Security H, PA 7 Bh i A %5 72 44 FK

o B=H MR AR AR R LLE A 3L REST APl 5 OT Security 28 ., 3 I 3 il 45
SE B VT IR S T
Wil tr1, OT Security 32 ¥ 5 Palo Alto Networks Next Generation Firewall (NGFW) 1 Aruba ClearPass
TR, AT AE OT Security BE % 5 1X 46 5 4t 3% =5 0% 7 15 5145 2. . OT Security i 7] LL 5 Tenable
Vulnerability Management 1 Tenable Security Center 2% H: il Tenable ¥ & 4 i . i 7£ "2 #b ¥
B> THEER, H1EIES R ER

Tenable OT Security fi {4 K yiu

ICP #i i3

PLR /& Industrial Core V- & (ICP) OT Security il £ 15 #% 1) F #% 25K

IEI ICP

CPU Xeon® D-2177

%0 14

N 64 GB

7 256 GB SSD
800 GB NVMe

-16 -



2 TB HDD
ZEIEIE AN D) 8 x 2.5 Gbps
ZEAC YN 4 x 10 GB SFP+
FL YR JU 4% 110-220v
A% U 2 IR
R (5 = & = IK) 430 x 426 x 44.2 2K
EE 7T
TREE 0 ~40° C (32 ~ 104° F)
& R -10 ~50° C (14 ~ 122° F)
FR X BE 5% ~90%, Joi& Kt
AE CE/FCC/RoHSA %

CB. CCC. UL. RCM. NOM

BAXEERILE 500 Mbps

Lanner ICP

CPU Intel® Xeon™ D-1577, 1.3 GHz
L 16
N 64 GB
0k 1TB SSD
2 TB SSD
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ZELCEAY Y NCD 4 x 1 Gbps

ZEA@ RN A&

LR ¥ % 110-220v

AR 1U 4 75

RAF(HE = & = ) 438 x 44 x 321 =K
17.2 X 1.73 x 12.64 3~}

HER 75 F %

TAERE 0~ 40°C (32 ~ 104 F)

EREE -20 ~70° C (-4 ~ 158° F)

A X 62 JBE 5% ~ 90%, J& 7

N CE/FCC A 2%, RoHS

BRREEETE 500 Mbps

Lenovo ICP

e Lenovo ICP

CPU Intel® Xeon™ D-218dIT, 2.0 GHz
B 16
N7 64 GB
70k 1TB SATA M.2
2TB SATA M.2
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P 4% ( 4 45 DA K #Y ) 6 x 1Gbps
ZEA@ RN 2 x 10 Gbps SFP+
F, YR TLA 2 x 240W AC & it 2%
g U 2 %
RE(E =& % &) 209 x 43 x 376 2= K
8.2 x 1.7 x 14.8 HL~}
HEE 3.6 T
TAERE 5~ 45°C (41~ 13 F)
HHFEE -20 ~ 60° C (-4 ~ 140° F)
FH XT38 BE 8% ~90%, Joi& kit
NIE CE/FCC/RoHSA %
CB. CCC. UL. RCM. NOM
BREBERLE 500 Mbps
Dell ICP-XL

CPU 2x Xeon® Silver 4314

B 2x18

AT 256 GB

F & 960 GB SSD SAS FIPS-140 SED

960 GB SSD SAS FIPS-140 SED

2X2.4TB SAS HDD FIPS-140 SED
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| ER EA4LT LN, B S FIPS-140 #LE .

P 4% (4 45) 6 x 1Gbps

B 4% (B 4F) 2 x 10 GB SFP+

IR JU 4% 110-220v, 165W

A& U 4= 3

R =& = iR) i 042.8 ZK(1.69 FE ) x FE*:482.0 %>

(118.98 J&~f) x R *:698 = K( 27.5 )

*RSE LB I AE .
HE 22 T
TAERE 0 ~40°C (32~ 104 F)
il 7l -10 ~50° C (14 ~ 122° F)
AR X ¥ BE 5% ~90%, o4 it
i CE/FCC/RoHS

CB. CCC. UL. RCM. NOM

BANBEEFLE 1Gbps

IEI ICP-Mini

25 IEI ICP-Mini
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CPU

20

A7

71

ZE-IE kY
M 2% (6 £T)
LR

A%
RP(Z=K)
HEE
TAERE
i 7 R
FE X ¥ BE
E

BRAEEAFLE

1 JB8 4% A%

|E| % J&% 4%

Intel® Core™ i7-1185G7E, 1.8GHz

4

32 GB

480GB SSD

4 x 2.5 Gbps

A&

2 4% ui ¥ 12~28 VDC
DIN-Rail

150 x 190 x 81 % K
1.9 T 7%

0 ~ 40° C (32 ~104° F)
-10 ~ 50° C (14 ~ 122° F)
10% ~ 95%, Joi& it

CE/FCC/RoHS A 2

CB. CCC. UL. ROM. NOM

150 Mbps

DL 2 OT Security 1% J8 2% B {1 15 £ 1 B0 A%

eyl

IEI 2R3 (43 0)
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CPU
B L
A 7F
7 1%
0 2% (4 1)
ZEAS RIS
HL YR

A

RT(5E =& =&, ZK)
HE

TAERE

& 77 iR FE

IE

RABEFLE

Lanner 1% & 2%

die HH F} r: Fig ': Otenable

Celeron 630S5E (2x 1.8Ghz)

2

4 GB

128 GB

4 x 2.5 Gbps
A& H

B2 2 v 1 12~28 VDC

DIN-Rail

150 x 190 x 81 £ K

1.9 T 5

0 ~ 40° C (32 ~104° F)

-10° C ~ 50° C (14 ~122° F)

10% ~95%, JC¥& it

CE A 2%, FCC A 25, RoHS A 2¢
CB. CCC. UL. ROM. NOM

A&
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Celeron 630S5E (2x 1.8Ghz)

2

4 GB

128 GB

6 x 2.5 Gbps

A& H

DC 12-28V, & AC HLJ& & I 2%
Bz 4% w7 12~28 VDC

DIN RHL %, SHLEEM
DIN-Rail

150 x 190 x 81 £ K

1.9 5

0 ~ 40° C (32 ~104° F)

-10° C ~ 50° C (14 ~122° F)

10% ~ 95%, JC¥& it

CE A 2%, FCC A 2%, RoHS A &
CB. CCC. UL. ROM. NOM

A&
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251 Lanner 1% &% 58

Otenable’

CPU Intel® Atom™ E3845, 1.91GHz

b 4

A 4 GB

17 1% 64GB SSD

&Y 2% (4 45 ) 5 x 1Gbps

W& (JE4T) A1 H

IR Bz 48 i 1 12~28 VDC

A% DIN-Rail

R =& = &) 78 x 146 x 127 %= K
3x5.75x 5 #~F

HE 1.25 F 5¢

TAERE -40 ~ 70° C (-40 ~ 158° F)

R -40 ~ 85°C (-40 ~185°F)

iERSRTY; 5% ~ 95%, TG4

NIE CE/FCC A 2%, RoHS

BREEELE A& H

Lenovo 1% i 2%
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251 Lenovo 1& &% 2%

CPU Intel® Core™ 13-8145UE, 2.2GHz
L 2

A 77 8 GB

=X 128GB SATA M.2

e ) 2 x 1Gbps
P& (H4F) N i& F

Fe YR 36W; Phoenix contact 2/6 &t 1% % 4% , iy 81 AL ] 5 36W 416 H 5 3 e
%%, 100-240V
% /N B A
RP(5% =& x 179x88x34.5 =K
) 7.05 x 3.46 x 1.36 5 <
HEE 0.72 T %
TAERE 0~50°C (32 ~122°F)
R E -40 ~ 60° C (-40 ~ 140° F)
RS RLTY; 3 20% ~ 80%, Jo 14kt
NE RoHS. WEEE. REACH. ErP Lot 3. MIL-STD-810H
BRREBEEREL  AEH
&
RATLH=
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BE 77 2 W 2% T I A A . CRE kAR 55 A% S B AR LA o OT Security (19 H 246 5577 K BIL . 73 AT
B T Th Re mT DL I KR 82 BR R e A BEAT (V0 BT B O, R R O Y 1Y B R XX T AL T ZE
BAEESE . PR VR AR EIEAE LR 4E T IUH L B E TR g 4 T H
GREINEIE S N Y & S K

R T A

OT Security A Fil & 7% ) 55325 5K V- Aili W9 4 Ak 350 55 7 P 1 i £ DR RS R 52 o B AT O X 268 v ) s 10
B PR T — AN R E 2R (AN 0 F1) 100) o SXURS: PE 2 JE T DL B A

o TR 2% v R A S T BE A S (AR AR A T R R M R A N TR S HE AT )

I YRR AR I 8] 5 A A, A — R, BUHT A B A e XU 1 2 R R B K

o IR <5 X 4 BT CVE, LA KA X 2% v R LA Atk B (81 n el i ) R AE RS B R
e P BRI A 5 52 MO (9 C AT I 89 3 1 5%) o 45 OT Security H, 3X 28 2 ¢ Aa 1
N X B R A A

o BEEERRE AN RGN IE R IS e B4 E 7 .

l FER O TR B AR PLC, b 5% AR AR AR R g KUR: 7 B B2 e PLC XU PF 2 .

S I R = A

SR R g SR 4 RO A R B L R IR S R B AR R R SRR I H A o R A R
ST TS 1) BT A SR W i S A I A, OT Security #4 42 il % #F - OT Security £ id g 4F, JF H
SR g 12 S T M R AR R s

SR gt A AT e A

o HT RMEHIRLI < 7L L — R G SRR R T SR SR 1 RS R 2% R I Ak A

o FEERLIN < 75 P9 2% vk B R AT B8 Sl I Ak R A
ARG EAT —HHUE S (TFR R ) « teoh, & g0 52 4 4 48 e SIS B0E SUH B E X
SRS [ T BE -

B s A A
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Xt B SIS BRI, SR LD R T A R SR B R R S G LR E AR o I R SRS Y
WO 5 AE I, B8 T SR A A bR X AT PR AR, KON AR g8 2 BE X ICS W 2% mh R A
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W PR ) R AR 8 T DA A A T ZE AR SR R IR 4

PR & — 28] 47 SR e L 1) s 1

o FHBCREERE ICS F b P iES0( THE) - HMI A B 4% ] 45 (19 [ F fAS (7T BE R
A Y B AT TAUE) , AR T AR AN R AE 33 A7 30 1) X 4% 6] A 2R 4T g RE( R] BE R R A AE R
28 BB % A B .

o RIS ORI B P &5 8 8 R AR (PRI IL ) .

o FHBUR BRI MG IBAT A W2 5 L T TR o v RE AR T, BT
TR R AR B A 1 B 2 8] R AR T I8 AE .

s BB RERREERERBR E S I 1B 57 st 7 5 1k 78 W 26 rp {5 .
c BFREERRERREEN E S 5™ 1 B 1 gOR S 8 R R
s WERAREEAN R ESHERE L, FEFMEKR A7 LE XS RFHE, IF
b Xt Vi Pl i 22 2B A
S5 A

WREE A T A 5 70k 5 T Sl R 22 1 R g A B DD RE, SR e TN SR R DR B X 2% )R] AR AT
PSR RO ol B T

o PSR BRI RE ] AR R R BT AR E I ]SS R IR R 2R R A, JF
Az R i 72 A o R 2k T I R

o PSR B WO LRI B I 4 0 BN 1 BRSO

o WTE R P 4% 0T B2 /N 48 T I Bl < BT FiR s X4 R i o7 A Bl IR 4% B0 T sl (1P s
TCP i L1 45 A0 ARP 3945 ) & il 34 .

IR Mgt I
2 8 DA K% 5 g
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iC B 31 B - IX B RS 5 I 2% i R AR VE B AT OC . TE B S A SRS AT A TR

o P A B0 UIE | 3 40 SRS L I 2% I 4 A R AR AR A Ok XX AT RE P L 4 A RS
AR, A [ A L B 7 S i B AT AR B T DA RR i S s T TR E R an, A
1 U3 18] T 5 ] 4 ) A/ BCRE 52 178 1] 45

o FR AR B L 1K L SR 5 5 e 1 ) AOIR 25 AN E B A A 8 TR A 2 K. W] BLE XA
ZME AR IR B W B, BUHE E TR AR I AL AR v o B0, AR B SR TR] A/
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PX 4% 2541 SR - X L ST 55 [0 4% o A B 7 LK B 7 T AR A R R . KB 3 A i F1 kA
25 B M 245 M) 53k ) 7 o I R A X 2% 1) S R U B AR S, B bR Al D 51 RS R )R T 1
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¥ B2 3 3115 47 Tenable Core + OT Security B¢ OT Security &8 2%, %5 (1) B F F2 5 1 R 48 6 20
2 UL 2K

37 0T Security $2 £t BRI A A 50 4%, 31X 28 ¥ 4 72 K SU I it 28 T3 4 T 7 R R o LI TSR 55 1
AESE , BB S Dd B S AR . R, At AT LA B AT SR A 1R O B B AT IS0 R AR o T 18 1 8 R A
B C 8B I A2 ik L BATRIAESE, 5 2 1 BAT A “Tenable OT A 1 ML KS "1 45 3 B LR .

OT Security HJ it & 4L1F, f 45 ICP EM A1 4% & &5 W] 78 Ji§ & L VE AR AT 6 1F EisAT .

V¥ & : Tenable A~ & i 7£ Tenable Core ) ¥/ sE | b3 & 2 AN N 2R . 1 R ZAE Tenable Core L ##
BEZANHER, ENEGANHETHBE s,

| R :Tenable SC#F A F B 5 EHLERAE R G0 AH S I a) B, RIS 485 7 22 3% w3 2 39 (1) 38 3] ok 26
e 2 8 4R o

Tenable Core 4

HIE b 5t BLZER
iz UL VMware .ova X f£ VMware ' #5%& Tenable
Core
Microsoft Hyper- .zip XX
V
i 414 .iso Mg 7E g 4 | %23 Tenable Core
Tenable #2 ft 1) figi 14

- 47 -
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O

VR BAREA DLE AL AL 7E HoAth 3£ 85 41 32 4T Tenable Core, {H Tenable R #2 fit ix L4 F2 7 (1 Ut BH 3¢
=
OT Security fiffi {4 2 35k

A 5% OT Security 8 OT Security £ /& &% M EEME A ZE R EZE R, ES W CRERIFRH)
1 ff]“Tenable OT Security fiff £ 1 Ji5.".

OT Security k& L0 H# 44 2 5k

Alk W 2% 7E PR RE L A B PN RIS B BT R I A [ o R I S R B R R OR L 4
JEL U X 2% S R B M A R IR 2% R/ BAR N R I T

R MR T AE K 8L PR B 2 4E Tenable Core + OT Security ()3 A 457 .

Tenable Core + OT Security 75 2 3 £F AVX F1 AVX2 [ CPU( %1 &1 Intel Haswell 8% 55 /& filt A ) -

REG R CPU #% P ol ]
iz AL 8 N HZ 16 GB RAM 200 GB
A7 fitg 5K

Tenable & /£ BLIE A7 il (DAS) B 4% ( # i 2 [ 25 i £ (SSD)) | % %% OT Security, PLIRAS i
P BE . Tenable s HE 1] B A w58 205 H B85 N IR (DWPD) 1 [ 25 47 ¥ (SSS) PA i Tk
3 fii

Tenable A~ 37 177 7€ W 4% [ff 2 77 i (NAS) ¥ 45 | 22 35 OT Security. £EHLZEH N, F4% EIE N 10
= b Bl T )R] () A7 it X 33 4% (SAN) B Tenable Al £F & 2% 2 FAERI BT %

Fif Ak 5 TA) LR

Al X 2% R PR RE B B B BN AR IS B BT R S T AN R o 0 I S R ) BT R AL A
JEL R X 2% S R B M A 0 X 2% DR/ BUORe B R R B o AR BE B L A AT R B R AE AR K
R PE R 0K B 3 C o A R R 2 T AN, R R 1 T ol R A A
LA AE 28 48 b A7 i 208 IR

OT Security 75 2L 4T 52 I8 ¥ It & 1Y 58 B 804 10 4 3K, OT Security 17 fi 1 35 W& = 48 204 K /N X
T B B E IR BT R

_48_


https://docs.tenable.com/general-requirements/Content/OTSecurityHardwareSpecifications.htm

O

10T PATH AR K B A7 i 75 SR ( GB/R) , vF 5 5 15 NI & 3 & (Mbps) Fle LA 2.7( £+ 0.25 ) & 45
AH) .

TE P A AL 28 % 20 23 Mbps SPAN it & 1 7= 61 A, B R A7 it 5K ( GB/R) MR R A
(23*2)*2.7=124 GB 7% [a] H T i & 171 »

W R A A Bz 4 R HL T IR 2 A7 ik 30 R E, WU 3.76 TB K PCAP( 4k 1 4 3K ) 77 fil
YK Bl & A4 BE I A2 I EE SR o A7 i AU B B AL B K/ EBRJS , OT Security 4 7 # #ix IH #) PCAP # 45 , Jf
e H B O LR

ICP % 41 B K 45 7
SPAN/TAP EHt & CPU
B = ‘ % % 7% (DDR4)
(Mbps) 1
ANt 50 Mbps 4 16 GB RAM 128 GB BN 4x1
Gbps
50-150 Mbps 16 32 GB RAM 512 GB BN 4x1
Gbps
150-300 Mbps 32 64 GB RAM 1TB BN 4x1
Gbps
300 Mbps £ 1GB 32-64 128 GBRAME{ B 2TB (A BN 4x1
% % Gbps
i 5 53 XL SR

OT Security fi F| L R4 #1450 X :

/ BIERAS
/opt Jo7 F R 3 R B4 e S A
/var/pcap o B 3R ( e B AR B R FAE . &)
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O
R 22 3 A 4 4 3 5 43 (X CAE [ — AN TG A E o Tenable %2 10K I 26 py 75 7 30 81 20k B 4 1
[ 4y X LA 725 % ik &, OT Security f& Rl 4% 5% 42 %0 87 I F2 5, A8 L A5 70 13 0/ 15 NSl o 1 A5k
({5 i SSD) A 35k 754 5 £ 1 £% . Tenable i i 7E 8 B OT Security '[9 BU4 6L 4 35 Th RE I, 76 %
3t i1 i 22 35 E 6 B A5 %5 DWPD % 2% 1) SSD.

l R AR B A S A TU AR B S (RAID O) I E A1 F & L& 3% OT Security 7] & 2 32 T ¥E B¢ .

&7~ 1 Tenable B %f & K% - AN BER A6 A RAID #E 4 o (BAE— A Sefplrp, X T EHBEE -7 /A1
PR 2 P, SRSt 9 R B PR A RAID RE AR, 25 30 Wi N2 TR) R UAD 4 A AN B — A

[P 5% 43¢ 11 5K

W L A AN B ) 245 12 11 4 e %2 2% OT Security. Tenable # 13 {8 ] gigabit #22 [1 .
VMWare OVA 23 H 2 6l g 1X 26452 [ . %2 3¢ 1SO( W1 Hyper-V) i F 2 6 g 1xX 26 452 [,

|&ﬁﬁmwmxéﬁﬁ%mem%%ﬁ%%ﬁsmwﬁﬁaﬁﬁﬁmﬁmmsm%%ﬁ%ﬂ%ﬁ
10 G K IE JZ .

NIC L3R

OT Security {7 2 — > NIC LLH T EM.

OT Security 75 2 & /b B /> NIC LA T ICP Al A% JE 25 .

OT Security 75 2 # 4 1P #uhik L T ICP/EM/A% K 25 .

£ 3% F1 ICP &R v DD & N Wi #5 £ 4~ SPAN #2111,

2 18 A8 A A B KR #0340 55 b 2 2% Tenable Core + OT Security i, nic0(192.168.1.5) 1 nic3
(192.168.3.3) K A & A5 1P Hb ik o FAh 9 2% 35 11 4 il 2% (NIC) £ F DHCP.

Y45 76 VMware | ¥ Tenable Core + OT Security 5, nic3(192.168.3.3) B 5 & & P #i ik . HAth
NIC f#i | DHCP. #fiil Tenable Core + OT Security nic1 MAC 3k 5 VMware #f 2l 43 45 i & 1
NIC MAC M ik VC R o g % 2, 515 20 VMware Jit B DL UG it 44 1) Tenable Core MAC Hihi .

HXREZER, ES W T E S P AL & B R G L% "F"VMware X4
ICPU # 00 3 B W B A% L, B WA P IR 55 2% % CPU( Xeon. Opteron) o

Ui 1] 225K
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/ConfigureIPAddress.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Networking.htm

15 10 T 2 o A5 2 DL R
o IR ER

o i F1EER

.k SR
180 B2 RERB T M) B BE N A4 BE N %% Tenable Core SC 1 If $h AT 7E £k 22 3 .
B AL S B E LG, 522 85 T B Tenable Core [ B 16 /X 17 1] 22 5k £ (R 26 85 11 5 o

W R &1 1M appliance.cloud.tenable.com A i@ id 7F £k 1SO % 5 ( H SR AE L ¥r) , I H
WA 2537 ] sensor.cloud.tenable.com 74 fE 3k B HEAE MY o

Tenable Core #
A
Rz AL VMware .ova X4 AT U7 1a) BB X B A 5B 2 Bl
#r Tenable Core.
figf 12 .iso {4 e B ) LI A e 2 A& B R

#r Tenable Core.

R B iso XA 2 EHN, ATEY W BB . ARXELEE, 152 "B L& E 3 Tenable

Core”s

ity 11 B R

B Tenable Core I 75 B 5 [ 45 & 1 S 1 5 A F N 3 A1 HY 335 VAt & - Tenable Security Center 8,
s BREE T N R R U5 AR . X 25 B, i 2 W (missing or bad snippet))H ]
“Uig 125K ", OT Securityt 75 22455 & T B FH A2 F7 11 3w U7 W AURR o R 245 8, 8 2 WPk
R iR

N ¥ i
FOVF 3 BAF I AN 3l 37T

I RN EZIEHEE Tenable Core [F P24 [ & .
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Y 0 RE

TCP 22 b SSH & # .

TCP 443 OT Security 4 H [ N\ 355 3815 .

TCP 8000 Tenable Core #2 K [ A\ uh HTTPS il {5 .
H I &

FOVF 2 BN o 1A HS 0 A

¥ H RE
TCP 22 Huh SSHIE#, 45 1T R A7 i E 2 .
TCP 443 5 appliance.cloud.tenable.com fil sensor.cloud.tenable.com It 55 #5

i8S, T T RGER.

UDP 53 OT Security #1 Tenable Core ] 35 DNS i 15 .

WX 28 3 = 55 T
OT Security % #%( 4 3 M1 52 400 ) 26 25 U [ 31X 26 [ 2% 42 [
B I 3 3 A B
o BCE A IPHuLhER B, AT DA 4, DL 3 B R A
o FUVF WA UT A 4% b B DLEAT B Al ( HEEE, (HATE) .

o FOVFAE IS B R0 45 452 1 22 T % 70 o 18 2 D) i 4 o0 ) e P s 1 (R T 1 00

W A2 4% 1
o M U B R LA AT 0 B <

o DAUER BT HANLBAR - SN o B 45 (SPAN) BICIZE RE A2 # AL 3w 1 73 # 2% (RSPAN)
ERS:-JE
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https://docs.tenable.com/OT-security/Content/Installation/ConnectforPortSeparation.htm
https://docs.tenable.com/OT-security/Content/Installation/ConnectforPortSeparation.htm

O

( AJ 3%k ) i FH A% B s A &) 28 =0 #2 SPAN (ERSPAN) it &

17 & o

B kL v R F T

M % TR HL A B AR B e 1 1

fE ¥ B OT Security R G, IR H IF BOK 5m E 4> 8 2, IX R4 0T PUAf R Tenable & 4t 1E
EAT . FRAIE T % B HE L OT Security ICP fil OT Security 1% /8 28 i A (1 3 11, LA I8 4T
F &) & ) A1 5 Tenable Vulnerability Management A1 Tenable Security Center£E 1% Fit 7 B ity 1 o

| R A O e Vg B ok 3 1) Tenable I sk AT 1) 51 R 1O AE B, 16 2 ) AR PR SR .

OT Security Core ¥ &

DL o H N CRFF AT T ARAS , LA 5 OT Security Core ¥ & il 15 .

i 5] |

(PN TCP 443 1 TCP
28304

& TCP 443 fil TCP
28305

PN TCP 8000

(PN TCP 28304

(PN TCP 22

1 TCP 443

& TCP 443

e i * A Tk

1% H * TCP 25 B 587

AN R

OT f& B 4%

OT Security EM

Tenable Core (1] Web 3 THi

ICP/OT Security

SSH j I & %

Tenable Security Center
cloud.tenable.com
PLC/#% il #%

P O3 i 1 R I A Al
%5 %
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& I 4 5 By B ik < S Xt
AR WA RS B

ICP F1 EM g %t

18 3 ) Y A U ]
Tenable Core

f 1B A% 18 15

St R & 40 5k 7%
AT i 2 AT Vi 1]

K IE B i B
R IE T 5 R B
SRR

SMTP( % 4% H -+ 5 2F
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https://community.tenable.com/s/article/Which-Tenable-sites-should-I-whitelist

O

f& H* UDP 514 Syslog Ak 45 7% KI5 TR S A R D
syslog ¥4 &

f& B * UDP 53 DNS JiR 55 2% &R R T

& * UDP 123 NTP AR 5% #% A 18] A 5%

f& TCP 389 & 636 AD fik 5% &% AD LDAP £ 43 3 iiF

& * TCP 443 SAML 2 it 2 7 BRSO R

& H * UDP 161 SNMP fiR %5 2% %t Tenable Core i3 4T
SNMP i

f& H * TCP 443 * tenable.com H shid 4. M R A

¥ BEAE &R G0 o
.nessus.org
& TCP 10146( % 4> U loT & % 2% ¥ ICP IE#: 3 loT E £
) R

*n] 1% v 55
R R AR

OT Security 1% /& 2%
DL 3 B EOR FF AT JFIRES, BLE 5 OT Security 1% B A8 8145 .

&\ TCP 8000 Web 5 [fi I8 o ) W2 U ) P GUI
f& N TCP 22 SSH Vi In] 1% 7% Xt BEAE R Gt 8k & AT 2
AT U5 1)
f&H*  TCP 25 FH T k3% 2 3 10 fE 1 IR 14 R SMTP( 4 B 7 B 2F « ) 25)
% 48
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e
f i *
fe i *

et

&

*] 1 R %%
F B &

UDP 53
UDP 123

UDP 161

TCP 28303

TCP 443
TCP 28304

DNS R 5% #%
NTP Ak 45 2%

SNMP filt %% 2%

ICP/OT Security
MAE K B8 KX AE , 1E
ICP/OT Security _E #Uk
ICP/OT Security
AR SR ER K IR G AE , 1E
ICP/OT Security I #1k

PR B R OR RF AT I ARES, DAE A L3 &l Zh e .

Hm
e
e
e
e
et
&
e
&
e

¥ H BENZR
TCP 80 OT % %
TCP 102 OT & %
TCP 443 OT & #%
TCP 445 OT W %
TCP 502 OT & %
TCP 5432 OT & #%
UDP/TCP 44818 OT & %
TCP/UDP 53 OT & %
ICMP OT & %

-bh -

2 R i H
IS 18] ik 55

%} Tenable Core # 47 SNMP %

=

R 2 B 3 9 UE /A B A% Ik 4%
EHE

15 25 F ICP 2 [A) & it & 4y
U6 IE /22 4= 1Y B 1E

H 1

HTTP 48 80K 7l
S7/S7+ Hr il
HTTP fi& 8CR il
WMI 5 1f]
Modbus T} iX
PostgreSOQL 7 if]
CIP #riX

DNS

B R



O

1& UDP 161 OT & % SNMP %t ]
& UDP 137 oT & % NBNS 75 )
& UDP 138 OT ik % NetBIOS 7 )

x,ES RS S A

| VE R - v % A T A s R (3t S R M e R T S o A SR R T Bl 2 9 R T i 7 A % s 1 AT B S A

OT Security £ %

DL B N AR 3T IR ZS, DA 5 Tenable Vulnerability Management 1 Tenable Security Center
BB AE

i 18] Y H BEMNR B’
& H TCP 443  cloud.tenable.com Tenable Vulnerability Management £ i

& H TCP 443 Tenable Security Center Tenable Security Center £E %

WA VR 5 2 &
s AT AR I L S 1 AT R R B £ A

I R ST RE TR EAT T B K L s 1, OT Security sCH: A% JBC8% 4 B8 U il 45 B0 5% 7 19 AR 9% 3 1 . ’

¥ O ¥ 1 4 #K

21 FTP

80 HTTP

102 Step-7/ ST+

m Emerson OVATION
135 WMI

161 SNMP

443 HTTPS
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O

502 MODBUS / MMS
19M Niagara FOX

2001 Profibus

2222 PCCC_AB-ETH
2404 IEC 60870-5

3500 Bachmann

4000 Emerson ROC

491 Niagara FOX TLS
5002 Mitsubishi MELSEC
5007 Mitsubishi MELSEC
5432 PSOL / SEL

18245 SRTP

20000 DNP3

20256 PCOM

44818 EthernetIP / CIP
47808 BACNET (udp)
48898 ADS

56553 Honeywell CEE
55565 Honeywell FTE

‘22 %% 0T Security ICP

lﬁﬁﬁ%%mSmmmeﬁ@%ﬁﬁo

THa6 2 i
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O

N

TS 3

MR 9 5 44 R X 2800 IR 22 3¢ OT Security ICP Jf 3% 2 1] % 4%

o 2% 0T Security ICP fifi 1f % £

& :Tenable #2£ it [ Tenable Core fifi £ 4> ¥l 22 %% Tenable Core + OT Security. i1 5 5 22 3 75 ¢
Hed R iks b, TigFEeHR. A XHE2ZE R, 155 "7 Tenable $2 it 19 1 F 447
Tenable Core + Tenable OT Security 4= ¥ %2 34",

o %% OT Security ICP JE 8l % %

Ja 875 B%

o % OT Security % £z 5 ¥ 2%

22 %% 0T Security ICP fif {14 %
6 T LA OT Security B 4 %35 7 ML b, 1007 LA B B4 JU 0 7E T i b, 4 5 7

R :Tenable 2 i & 78 5.1 b 58 i % B Tenable Core F11 OT Security # & 1] 5 4 AIF & 1 3L A g B A%
B, ARG R %R Bl B ML SR 8 AT o] H A AR A

ML 28 2 2%
B OT Security W25 2235 B AR AE( 19 5~ ) HLEE I, 15 $0U47 LR #:1E -
1 KR 55 75 oo il ANLZE S I 1 U 46 4

HE:
o WRERALAEFEHL .
o T AR EL RS HE X DAL T S AR B ) A S AL AL T TR AR ) R i aE gE

2. fEHIE 2 LR 223 MR 22 ( R SR L), R HIL 2R 22 3 s S0 2R( 4R k) ] e B BL2R |, DAAE
R B R BHLR L

3. K B2 I A2 UL YR A N i TR R R IR S T, R R RS 9 Sk 4l N ST LD
i

A BAE ST b % 3% OT Security % 4, 18 $U4T BL R 4 1E
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https://docs.tenable.com/OT-security/3_18/Content/Installation/InstallTenableOTAppliance.htm#Step7

O
1. R e & TR T B S B SR ( s i) b

HE:
o B AR ST T T
o T AR EL RS HE X DA T 5 T AR B ) A S AL AL T TRAR ) R i a gE

o MIRKRAET LA HAE T B &S, FHRECRE( AT R L) G A L8
6], DA IE & 48 A .

2. 53R IR A2 U0 PR YR 2 B N i T AR R RS R YR e 1, AR R A Sk A N A2 U LR
AREENELZELR, B HWEEREL.

Ja L A

¥ OT Security % 2 5 ¥ 2%

£ Tenable #2ft 1Y i £ b $h 47 Tenable Core + Tenable OT Security 4= 3 % %

Tenable Core + OT Security & Tenable $& i 11 B J7 f# {4 1 7l 22 2& 0 FF #5 BI FH Dh B8 o 76 52 284 i
N, UG AT AR (WK N RET) .

I VER R A Bl W B i BT A, AT DL RS AR R

TF 6 Z i

R B A LTI :
o H T XA MG g mr 5] 3 USB [N A7 3R 3 &% 19 N H A2 B, %140 Rufus.
o BATHLL .
o HAT 2 N R R, B PUTTY.

* K7 8GB iy USB 3K 7 %%

55 42 % Tenable Core + OT Security ISO 34, 5 #1047 LA F #:1E
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O

1. M Tenable '~ %k U1 [ '~ %% &2 87 ) 55 28 1SO XA

Tenable Core + Tenable.ot (OL8)

@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot VMware Image 2.75GB Mar 15, 2024 Checksum
20240315.0va
OVA Specifications:

o CPU: 4

o Memory: 16384 MB

o Disk: 205 GB

o Includes Tenable.ot 3.18.51
@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot Installation ISO 958 MB Apr4, 2024 Checksum
20240404.is0

o Requires aninternet connection

o Installs the latest version of Tenable.ot and

the latest system packages

@ & Tenable-Core-0L8-Tenable.ot-offline- Tenable Core Tenable.ot Self-Contained 3.32 GB Apr 4, 2024 Checksum

20240404.is0

Installation ISO

o Includes Tenable.ot 3.18.51

2. % USB Ik zh #%4fi A\ PC, R )5 7E DD 3\ T4 1SO 5 N B N f7 IR 5h 28 b
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https://zh-cn.tenable.com/downloads/tenable-appliance

47 Rufus 4.4.2103 (Portable) -

Drive Properties

Device
NO_LABEL (Disk 1) [16 GB] e

Boot selection
Tenable-Core-OL8-Tenable.ot-offline-20240315.is0 ~ @ SELECT

Persistent partition size
| 0 (No persistence)

Partition scheme Target system
MER v BIOS or UEFI

» Hide advanced drive properties
(L] List USB Hard Drives
[ ] Add fixes for old BIOSes (extra partition, align, etc.)
Use Rufus MER with BIOS 1D 0x80 (Default)

Format Options

Volume label
TenableCore Install 1SO

File system Cluster size

FAT3Z2 (Default) v 8192 bytes (Default)

# Hide advanced format options
Quick format
Create extended label and icon files

(] Check device for bad blocks 1 pass
Status
READY
D O = START CLOSE

“Using image: Tenable-Core-OL8-Tenable.ot-offline-20240315.is0
- 6'] -



ISOHybrid image detected

'@ The image you have selected is an ISOHybrid" image. This means it can be

k. written either in IS0 Image (file copy) mode or DD Image (disk image) mode.
Rufus recommends using I1SO Image mode, so that you always have full access to
the drive after writing it.
However, if you encounter issues during boot, you can try writing this image
again in DD Image mode.

Please select the mode that you want to use to write this image:
() Write in 1SO Image mode (Recommended)

© Write in DD Image mode

W5, B USB ZK 5l 28 48 N\ OT Security ¥ %% E 1#) USB i I .
AN
=

R AT 2 1 2 B A (A% Fa i RO 115200 bps, SN1HEL &) , R 54T T HLIE .
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5. LRI, i <DEL> 3N B BT

6. EARGUHE T, A H L FHME"BI -
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O

Aptio Setup Utility - Copyright (C) 2024 Rmerican Megatrends, Inc.

Exit

Boot Configuration
Bootup NumLock State
Launch PXE OpROM
UEFI Boot

Quiet Boot

Boot Option Priorities

Boot Option #2

Boot Option #3
Boot Option #4

Boot Option #5

[On]
[Disabled]
[Enabled]
[Enabled]

[UEFI 05 (WD PC SN740
SDDPNQD-256G) ]

[UEFI: SanDisk]

[UEFI: SanDisk,
Partition 2]

[WD PBPC SN740
SDDPNQD-256G]

=sets the system boot
Yorder

s T T s S S
Il

Eg
Y><: Select Screen =
¥: Select Item —
YEnter: Select =
¥+/-: Change Opt. =
YFl: General Help
YF2: Previous Values =

1)
La
t
'—l
=
'—l.
]
4]
oL
[
(41l
=
]
=
'—l
ot
(4]

4: Save & Exit =
=ESC: Exit

7. EFB BRI #17, JFK H S SO G USB IK B £

l&%ﬂ%%~ﬂ#%ﬂ#%mw5m®%
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O

EZP COM6 - PuTTY — O X

Aptio Setup Utility - Copyright (C) 2024 RAmerican Megatrends, Inc.

Boot .

SE——————————
Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot

[Enabled]

Boot Option PriSRiiniR{elsi:yE: I
)5S (WD PC SN
Oracle Lir (WD PC SN740 256(
Boot Option #2 SRUNASEETEN k =
UEFI: SanDisk, Partition 2 Screen

Boot Option #3 SRNEEIAEL tem =

BOECROEEn—r-.-—————— B =
e Opt. =

Boot Cption #5 [WD PC SN740 YFl: General Help =

SDDPNQD-256G] ¥YF2: Previous Values
==F3: Optimized Defaults
=F4: Save & Exit =

SESC: Exit

Version 2.20.1271. Copyright (C) 2024 RAmerican Megatrends, Inc.

l HER AT U ok ) 3 R B SR IR

8. ME"RAF BY ), BHERFERHEE".

9. WHAREMBINGE, LB IR RE, 1L B ITIER S (ttyS0) 23 TenableCore”, iX 1]
i 05 K 2 5 By o 2% B W A% O A AT R A B

VB B hn SR A 1R R A S R A S A ( VGAL HDMI 25 ), I AT DA % #4223 TenableCore"i% I . 75
XMENT, ZEHMHE SR EREZM B L.
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Ef COMG - PuTTY — O X

stall Tenabl
ng serlal console {ttySD)

command prompt.

VR B TERE R RGBS 2 IREHE ). IS R, B R IR 238 56 il 4
BT, FE s B B R G R BE & AE 2 A S R R A

st

AR AHNERERZE, REW T RESHAT D & 22 id 2 . Tenable & W& %5 £F JL 4
fh SR 5 T B 3 Tenable Core 223 1) &

15 A AE 22 3¢ 58 il m k) USB 3R 5l 45

J5 4 1 1

%5 OT Security % #% 31| I 4%

% 0T Security ICP kL% %

Ef% Tenable Core + OT Security 3 & v VMware ki #A#L, 44 Zil F 4k Tenable Core + OT Security
cova XA IR H B AR E B B/ X W ¥4 Tenable Core % 4 Microsoft Hyper-V ji# 1
HLHI{E ., 15 = % Tenable Core + Tenable OT Security A 7 & 5 # 1 “7E Hyper-V F # % Tenable

Core" XL Y% .
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Deploy_HyperV.htm
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O

VER WREE iso XHMARBEE T .ova LH:
« 5% 1E Tenable Core + OT Security ] & 4t %5k .

o MR E 7R, %% 3 Tenable Core’. i % [ "4 ¥ % %% Tenable Core
+Tenable OT Security”’s
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i CLI AT R AT H AC B.( W ik)

2 B CLI il & Tenable Core , i ¥ 4T DL #1E :

. Hn 4 22 35 Tenable Core + OT Security H1 firid , 8 F BB 4745 # &
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2. & Windows &4, ffi H win+R T 247", JFHI N ncpa.cpl AT "B EE".
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@ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

QOpen: ‘ ntpa.cpl| w

"!" This task will be created with administrative privileges.

Cancel EBrowse...

=]
G{}vli‘- Nctwerk pod Intemet » Nebwork Connectiens » = [ 49 || Search etwork Cosaections
Organize =

- Lecal Ases Conmection - Wit Metwork Connection
C % Disable -dﬂ ermpact Wireless: 5 LISE Adapter

Stabun

Cragnase

W Eredge Commections

3. AR WSS O A HIER) B .
i & BoR A EEREE O,
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Connect using
& Iuel(R) PRO/1000 MT Network Connecton

=]

i = Chart for Microsolt Metworks
Eiﬂui'ﬂﬂm

o B Fin arc Preeer Shveng for Mossaoft Hetwerks
W 4 et Protoss! Versen § [TCR/PVE)

W 1 interet Protocel Viersion £ (TCPAPvd)

W i Link Layer Topology Discoveny Mepper L0 Driver
W 4 Link-Laywr Topology Discovery Responder

Descnption

Y

4. i ‘Internet PR R A 4 (TCP/IPVAY, 4K J5 i B #7.

B 2 B 7R “Internet P LR A 4 (TCP/IPv4) JB "% 11 .

Internet Protocol Version 4 (TCP/APwd) Properties x
Ganeral

You can get [P settngs ssnoned sutomatcaly if your netwark supports
heg capabiity. Otherwee, you need o a3k your retwark sdmretyslor

for the appropriate [P setangs.
() Obtan an 1P address automabcaly
{8) U the folowing [P address:

Qbkaen DG seroer address automatcaly
{8 Use the folowang DNS server addresses:
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AT BRI b Ak, B8R 192.168.3.10 3£ 75 i 1 4 / nic3 B BR DA B k.

7. £ MR HE F, fr A\ "255.255.255.07,
8. miiHAE".

9. f£ Chrome Wl ¥ #8 H, F M 2 https://<mgmt-ip>:8000,

Tenable Core

User name

Password

Server: tenable-bztwsz8g

Log in with your server user account.

10, MBREMAREESHRAH K, , RESRREDERE , 2R 64 B a2 1 H ik e
EHER. ARELZELR, ES A &I b0 5 Bk s
B g A K S S, Tenable 2 WUIE I & & FE IP Mo bk, i BT S 8 O E
B O A LU & J N % R EZER, S RN &IERHI,

ER V0 O B 2% 8 B EAE M w1 1(nic0) # 30 3 1 3 (nic2). AR 46 5 i M 28 il B, &
Al BE 2 W I B, oF BonT B 55 L 3 09 IP bkt 5 37 % $5 2 Tenable Core.
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1. ZEFE Chrome W %5 2% *F & 5% Tenable Core, i 3 i £ https://<mgmt-ip>:8000.

l R R AR EBEUR.

2. S/ % OT Security.

3. Il RORE, i &3 Tenable OT Security”.

OT Security
Tenable OT Security h:

Install OT Security

Services

Diagnostic Reports

Terminal

| ER e Z TR T e 2 — e (8], 3 20 W 2 R .
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mgmt-ip s& Tenable Core % [ Ti 3 ¥ URL Bt H & 7= 1) 1P Hidik

English (English) v

Otenable ot security

Welcome to Tenable OT Security setup

Start Setup Wizard

o B AR
i % 35 7] 5 il B OT Security % B

fifi F 22 %5 ) S ic & OT Security W &
OT Security 3 W FH 5| F BRI E R AR KR E M TE.

l R AR, B s G H ) KRB AR ENRE.

BYjm w2 m S, DAUE Gk OT Security B HEHI & . AR FxEFHIEH 6 ME S,
15 2 W& % 0T Security & =4 5"

23 m P RCE DL R TH ¢

1. HAEER

2. W&
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% 5% 0T Security & H = H &

B % 5% OT Security & FEAZ # &
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o i LK I B4R B I & TAE R () an PC. 2B 10 A H N 55 ) B 42 0% 2 3
OT Security 1% £ B i 1 1,

o B R ) & AR % B B 4 ST L

ER AR EHEES & LIE 5 OT Security % £ ( B 192.168.1.0/24) J& T[] — F M B 1] % HH &
Ub % 4% .

2. HEEEHAS P LLER: OT Security W %, i AT LL T #:1E
a. ¥ Z "M H Internet’>"M KM ILE L > ERUER B RE"

IR I 2 S 7 ) 4% TR R
%

mvl“n Metwerk and Intemat 5 Network Connectans = | by || Searn Merwars Commectarns
Organize =
= Local Asna Conrectan - Wirelett Mrtwerk Connechen
tietacr HietworiCreriosd com

C % Diable ol Compact Wineless-G USE Adapter
Stabun
Cragnase

W Eredge Commections
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¥ Intel(R) PRO/1000 MT Netwerk Connection

([ Confpre.._|

Thes connection uses the: following tems:

W O Chert for Microsoft Networks

¥ JBl0oS Packet Scheduler

v B File and Printer Sharng for Microsoft Networks
¥ 4 intemet Protacol Verson 6 (TCP/IPvE)

! i Intemet Protocol Vaesion 4 (TCP/1Pvd)

Wi -4 Link-Layer Topology Discovery Mapper L/O Drver
¥ 4 Link-Layer Topology Discovery Responder

(et ] [ st ] [ Fropetes

Description

[ Concel |

c. #%iFt'Internet thiX fR A &4 (TCP/IPv4Y, 44 )5 o i JB .

SLH 22 R “Internet Y AR A 4 (TCP/IPva4) B4 1 .
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Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtan an 1P address automatically

() Use the following IP address:

[P address: | : ‘ . j
Subnet mask: | s e |

Default gateway: | . . . |

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: 5 8 . : ]

Alternate DNS server: E « o« |

(L] validate settings upon exit | Advanced...

CEFER TS P Hhk

. TE“IP HihkHE H, 4 N 192.168.1.10"

- AE TR R, A\ "255.265.256.0"

- B RE

OT Security 2= b FH #7 15 H -

. {E Chrome ¥ % #% 1 , F ML & https://192.168.1.5.

SR I 2 4T T 22 25 1) 5 FR) "R 3L 5
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Welcome to Tenable.ot setup
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P S B

OT Security % % [7] 4 5] T & 5E L B R A R G BN R

| ER-mALE, GrUEEEE (R Ao B REE TSR E.

EDAREPS!
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Setup Wizard
L
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Lisermame must be
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4. EHEEHES, MANTEXRENEL . ZHEMLIAED>EE:
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Setup Wizard
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Setup Wizard
] @ L
User indo Dvice System Time

Tommst Time
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1 B ARMBEE S RERE > W IE".
SR 2 WO AT R

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. fEPRAR e, BB H AL,
I 2 R AR BRGIE R N O AR RS 5 B
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period
Cancel

3. fE(N) A BRBGEEF b, A BE
G PR A RRIE 5 T R S EEIE R R BN
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Generate Certificate X

ACTIVATIOMN CERTIFICATE

Ik Copy to clipboard

4, WL SCAR R B BB REIR ", S8 )5 R SE R
DU, 0 TH bR 2 2R 1A .
5. Ym%E Tenable B B 117 A A0 ufh & FE4HE B .

a. ff Tenable it & 7/t , 5 i & “Tenable OT Security it B "7 i , 48 J5 78 %5 2 5 5 1
S AT R LR R A

I IS) 2= L 3 SR B
b. M gmBEME".
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Wb B 2 B A2 R o T D

Edit

Warning: After modifying the site size, you will need to re-enter the new activation code into your
Tenable.ot instance. This will be a one-time generated code.

Label (optional)®

HQICS

IPs

1426 - |+

1 4949

Activation Certificate

c. MR¥E T EIHBEEME LR
d. 7E"8EEBHE Fr, K5G48 M OT Security "4 BRIE "% 1 & il (1 E P .
e. M RA",
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1 A sty 2 2 7 A B ST AR B 6 4 HE o IX 2 — MR AR B R ARES 2K L A E
OT Security SZ441 .

£y Q4L RE SRR
6. SMilal OT Security S .
7. 16 2V NBOE ARG HE b, Al N BE RS
8. 7E"¥EARBGHE 1, kGG 45 M Tenable OT Security Bt & "W 171 & il it — P 2 B AR .

Enter Activation Code b

ACTIVATION CODE *

9. A WwE.

OT Security 4 7% % 5 £ A Th 0% 0 A A 8 8., 3 FLVE AT E 00 4 585 3 95 /5 10 ¥
WEFEGE B

FE B SR A T B T E

1. AT SE B VE AR 2 TR D R & 4.
2. 75 2y ANBE ARG e, Bl E B SS 11)7 BE E
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2993
LICENSED ASSETS Unlimited

Follow these steps in order to update your license

° Certificate was generated successfully

Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to .
Enter Activation e

activate your evaluation period

"B LR BTE OT Security 7 11 2 75 B ik Wik H 4T IF

Activate Tenable OT Security Offline

Activation Info

Offline Activation Details

Tenable OT Security

Activation Certificate

License Code

I have read and understand the Tenable Software License Agreement
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Cancel

2
Confirmation

Information

Please copy / paste your Activation Certificate and click
"Generate Activation Code”

How Do | Generate a Tenable OT Security Activation Certificate?

Tenable Security Center Offline Activation

Tenable Nessus Professional Offline Activation



O

VER T DLAE O 7 B2 Internet 1 %% L4 N LR URL BLjy ] "8 28 036 OT Security”b#

% : https://provisioning.tenable.com/activate/offline/tenable-ot

HER R IE K B X tenable.com, £ AT L A HL 1 S 44 Bb bk A1 2565 30 47 8 5% . 18 B B O T
UEARHD 1 B T HE K 7 o SRR E B AR, AT LR & S iR B I 1% IR R AT R ) 5L
EX & Tenable % ' 4 3,

3. FEWIEE R RE D, R UG R E S
4. AEVFRIEARBGHES, i N 20 A7 55 B9 AT IEACRS (R AN VR AT TR e A2 A R )
5. iR E MR HHE M Tenable 2K 4 ¥ W E ¥ W& & HE .

@ :
Activation Info Confirmation

Offline Activation Details Information

Please copy / paste your Activation Certificate and click

Tenable OT Security

"Generate Activation Code"
Activation Certificate
How Do | Generate a Tenable OT Security Activation Certificate?

Tenable Security Center Offline Activation

Tenable Nessus Professional Offline Activation

License Code

| have read and understand the Tenable Software License Agreement

Generate Activation Code

l R W E AR VA UE VR, 1% B Tenable B4 VF AT UE B L EE £ .

6. A pRBIE AL
PR B R BOEARAS SRS R
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Activate Tenable OT Security Offline

Activation Info Confirmation

Offline Activation Code Successfully Created!

Enter this activation code in the Tenable OT Security license activation or renewal/upgrade

process
]
7. ok O
8. M [l VAR L IR, AR5 5 o A\ WS AR
License
LICENSE TYPE Perpetual
MAINTENANCE EXPIRES Dec 29, 2993
LICENSED ASSETS Unlimited
LICENSE CODE
COMPUTER ID
Follow these steps in order to update your license
° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period

LSRR IR PN e 2 RITHE
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9. FE"WIEACHG R b, R UG WO ARS8 S B R

Enter Activation Code X

ACTIVATION cODE *

0 17 A% 5% A B % 75 OT Security & 58 3 ¥F 7] 3F o

0096 6V AT E

HH T 46 A6 VE AT AIE R AN R o M R 2 VR AT IR O S0 B B9 VF TR, Sh R AE 5 AE R S8R sh A
PO VF AT UE 2R 480 o 40 SR R R ) 46 4 VE AT E( R 40 SR B BT B VE AT AR ) , 1S 4 A DU AR
FF o

THa6 2 i

e Tenable & /' & #0201 OV 7E L R G0 b 00K 3T VF WTAE , 82 1 VR vl IEAC RS ( 20 N 7 457 10 7
BEIBF) .
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o 2 Internet [ 15 [ ABUPR - 415 OT Security ¥ # JC i % 2 2 Internet, % ] i@ i (£ {7 PC

M AL
A B F M AR AV AT AIE, 3 R AT B 3R AE
1 HEARMBE S RGEEE > W ATE"

License

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. TEBRARTSE R i FE E AR 4 Y T
[N el R N T N
3. BB

@ Reinitialize License X

Are you sure?
Once you complete the three-step process to reinitialize your license, the current
license will be replaced by the new one. Until the process is completed, your current

license will remain in effect.

B 2 BORFERE A H, KBS = A E YR D R
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License

LICEMSE TYPE Perpetual
MAINTEMNAMCE EXPIRES Dec 29, 2503
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to reinitialize your license

o Enter license code

2 Generate activation certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to
activate your evaluation period

4. A% IR G0 R B8 BRBOE VF AT IR o 1 2 B BOE VE R
& B BOF ARG 5, BT B VE R UE K B e 2 R VE AT
Ja SR AR

J& F OT Security &4t

J& 2] OT Security

Enter license code

Cancel

| HAs: B30 RG, I P 4R 1% &R 40k 2 OT Security % K .

fic & Tenable Core + OT Security J5, /& F & 4t LI 4648 H OT Security.
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ot_reinitialize_step1.png

O
1. Ja JH OT Security & 4t : #03E ¥ 7 3iF J5 /2 A OT Security &4 .

2. fii ] OT Security: At B 32 W2 W 4% 3 H 20 25 7 BEAH L B O Bk ik 45 48 5%, LLJT 4R
fi# F OT Security.

J& F OT Security & 4¢
58 % VF AT E O0E J5 , OT Security ¥ 5o~ 8 B #4241 .

( dtenable.ot

System is Disabled

Enable

JA F OT Security A" fE#i% & 4t 0% 0 Dy fg, B
o 0 2% o B
o WS AN S % T X 2%
RV e S DI
&n] LLAE P F T A 3K 28 T e A A G E I T A R AT O

| ER XS FEAT, B 7 W w] RE R 2 — L 6] 4 RE BoR B A EH G AR
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E2EE, BSH L&l

47 % 3 A OT Security, & 447 PA N #:1E -
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OT Security 22 8 F & 48 I BRI R /> R & 1 .
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ActiveQueries.htm

= Otenable ot security

~ @ Dpashboards

Risk =

Inventory

0.8 6 0

> & Events

? Policies
> & Inventory

# Network Map

& Vulnerabilities
> ¥ Active Queries
> &% Network Unresolved Events by Severity (Last 7 days) i Events Status (Last 30 days)
> @ Groups

Total 6 Total 6
> © Local Settings

IHE% A GUR G B B 7R B AL L B I I 8] o 48 AT BE 75 2R B 0T A4 fE Lk BE T 46 SR .

FF U516 H OT Security
245 fE , BD AT B E A A OT Security.

BCE ZWEM%

BCE OT Security [ 1 B , LI 13 I i (R 40 95 5 125 11 190 26 AR 6 0 BT 47 (X 0 145 25 )" 2 0
%,

ER: ﬂﬂJBT;ﬁ“}TE’J 7 P 2% o JETT DLRRR M X S W 2 i I AR T B 7. AR EZ B R, S
"B B

6 2 A S B i O

0 R R PAAT BEER AR, U AT DA 20 B B S AT 3 2 A S
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BEE A ] R AL S AT BAC B AR S By 6k AR 55 4% ORI T SAML SR BE AR AL M AT
SSO & k.
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7 oY 2% iR 5%

Rm DNS 1 NTP R 2% 28 o 4 th 7] LLBC B “Syslog 1" H B 28 IR 4% 28 LAk R i 5 B B FHi 4,

B EEH

37 A OT Security 11— B Ao 46 7T B8 A M ) B K P U3 14 %67, AT 345 Bl 4 L
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EHEZRR R EM R ERZ s M E RSN E
£ Nessus

N OT Security B 4& tF ) IT % % B & Nessus 194 - Tenable Nessus 3 /& %411, 3F H H &3
M LRI IT 857 HRBE 28, 152 Wil & Nessus HfifF 1"

wE &5

MEEHARG A0, HEFRARFEAMRSEETREAE. AREZHEL, ESH N
FE 2 040 6 0 AIE J

FREUE B

HS LKA feed M ARG EH . MABEH ARG L THLNE, EHRREMPAT T ER . A
KEZER, BS M EH.

(R
* OT Security Ja i I8 AT I, B & 2L B F 1 IF AR 95 24 57 2R A0 AL S .
57

# OT Security 5 H Ath Tenable = 828 = T IR FSE K. AREZEE, SR ER.
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ActiveQueries.htm#top
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm

Z 3 0T Security /& & 3%

| EE T ARG B AL B2 3.04 L HE S RA R 2R,

2 %% OT Security 15 B 28 ¥ K ¥ £ K 28 5 Industrial Core “F- 4 (ICP) Bt %t o B AL B 88 5
OT Security ICP [t X}, i [F] i3 I ICP % B 4% il & A1 4% & 4% /) Tenable Core F /7 FH1H

Ear Ll R B st AR IR K, sUEE B st il , I o VRS B 10 4% K s X
R ALEEAT T B L HE

TFa6 2 i
B R 3 2 BAR 251
o fRKE AT DR 2 (15 S IR E AR KA .
o AR O 3 B M 48 A2 ML T8 S DY A R A VE JE B M 2% )

o R E L RNERS \Pva stk (35 2 U5 R A% AR 22 0 H] )

o fEJK S Ui 2 3 Tenable Core ‘&, 3 HIE O & H T &% Core JH 7 A1 I R 7 44 Fn
0, A ¥ A Tenable Core F ' 1 I 58 2 15 2., 15 2 [ Tenable Core + Tenable OT
Security f )" 87 o

o ICP i & I P4k T A RORE(E S 1)

¥ & : Tenable & i 6 & 4 A & B SRR 10 & A ICP P ok £ 5% 4% I AR T X i 7%, DAy % 2 b (1
Z B I A e ) o SR CLER NGB B B R P UL S 2 MR KSR XS .

| YR A XN Tenable Core 115 HL W H &5 £k 5 #1115 S, 15 S [ B4 # ¥ Tenable Core.

R A 2 A o X
5 EG 304 00 B RRA AL R A 15 ICP LA, BT DT R AE
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Introduction_OT.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Introduction_OT.htm
../../../User Guide/Content/Settings/UsersandRoles.htm#Adding_Local_Users
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateTenableCoreOffline.htm

O

AR ICP A BRI A ()7 Am) b, SR A E >R RES .

Sensors Search... 0 AUTO-APPROVE SENSOR PAIRING REQUESTS (D) Check for updates B
IP Status Active Que... Active Query Networks Name Last Update ¢
{* Connected Disabled 04:37:54 AM - Oct 29, 2(

0 SRR S A v AR R A TN SR, 15 B ORORE O A T 1Y) B Sh ik AR N I A IR R G
X8 R TT RV 3T W, A BE X 17 oK A 7 2T 3 fHe i

TR TR, AL ICP BT R AL TATIFAR A, 4R U5 38 i # \ “<Sensor IP>:800073k i/ |1 f£
J& %% 1) Tenable Core ] /7 51 .

| VR IR T A & B A 1Y Chrome A ¢ 15 in) Tenable Core F /' 51 -

. 1F Tenable Core &=l & & F & O, # N P& "R B, & WIFPUE S EEE
w2 R HE, SR 5 B ks
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Tenable Core

User name

Password

Server: 1

Log in with your server user account.

| HEHEI R E AL NG PUES EZ ARG, ik 55 8 a2 a8 k5.

5. TE"F Wi A2, 5 0T Security /£ R 28".
I 2 H 31 “OT Security /&2 R HE X% 11 .
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*ICP IP Address: | |

1P Uner:
ICP Pairwornd:
IEP AP Ky

Unsuthenticatsd Pairing

¥ & :‘Tenable OT Security /& B 83 e X% O AE & O i B8l BELRZ /I HFE O,
i# ¥ 17 Tenable Core 1% fill & "BEXH 5 B"# 20 1) G 4240 .

6. 7EICP IP Hshk"HE F , 4 N B 55 b A% B 8% e %5 19 ICP 1Y IPva4 ik o
7. BRI ARL B O I UE( R ISR ) (KX, 15 %k BR R B 4y I UE B B X 1k HE R Bk 2 5B

8JJ:

A TE R E LB AW .

TE R T R 22 B 3 T E FROTE X 10 A4 R 2 AN 1 X B A 3 1 B G R B, s LS e i ICP O L, BT
LA

v

8. # L5E I & B, I AT S A ERE 2 —
o TE'ICP B FHE i di N ICP Jil /" 44, 76 "ICP B F"HE 4 N ICP 5 15 .
e 7E'ICP API ZE 43 HE F , % N\ ICP [) APl % 4H .

VER :Tenable 22 B 2 & ] ICP I/ >k f1 5T A% S AR BC X, DU OR 75 BC X i 72 v A 2 k2B o
W (1 2 A )

ER AT P A RS B B iy IRUE T E R A A MR S, X5 APIE IR, AP
EHREZTH.

9. MATEEXMERE
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O
10. Qi E A HY ICP $2 AL HYE 45, 8 AT B R B4

a. 7t Tenable Core f]"Tenable ICP ilE 45" 4> I “REAEAR SN, SEFFEPBE BN

Certificate Subject:  Tenable.ot
Certificate lssuer:  Tenable.ot
Certificate Fingerprint:

Mot Valid Before:  Sun Jul 25 2021 16:46:57 GMT+0300

Mot Valid After:  Tue Jul 25 2023 16:46:57 GMT +0300

val Status:
Appro Pending user approw. Delete

Upload Approved Certificate | Choose File | certificate {1).pem

b. st LA LA HEZAE A .
c. fE"Hii\#: 5% Tenable OT Security iR % 28 53 th &7 0 v, 80 B 2 HAE 37
R E W T3 EAREAS, 36 AT BA T 4R AR
a. 1t Tenable ICP =il & 1, 1 ¥ "4 B HTTPS UE 5" v ikt 1) 0 SR #1F

b. £ Tenable Core [{]"Tenable ICP iE 45" 43, Hii" E4E O HEHERIE R T 1) &
XA

c. FALEIE LM L pem ik P
E 52 45 R IE P, HAE"OT Security ICP IE "% i LR B4 5o
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Cortificrte Sulsject:  Tenatiect
Cortifiewts lamser:  Tenabhs ot
Cortificate Fingerprint
Mokt Vislld Babesre:  Sun Jul 25 2021 164657 GAT <0300
Nt Valid Afber:  Tus Jul 23 2003 BESEST GMT-0300
( Approval Status: I-ppc!“-iamlm
Uplosd Approved Certificate | Choosa Fila | ho fia chosen

N FEICPH AR F, SR EE > LR
OT Security 23 7£ 2% W & 7~ 3 AR K 28, RS N Rt .

= Otenable OT Security
88 Overview
Events

@ Policies

= Inventory

Network Map

Risks

Active Queries

Network

> & Groups

<

& Local Settings

Sensors

12. B4R BRAAT

Search.

Sensors

P

Sensor pairing requests are pending approval View Requests

11:49 AM  Tuesday, Nov 5, 2024 @ 2 Mr.Admin v
0 AUTO-APPROVE SENSOR PAIRING REQUESTs () Check for updates B

Status Active Que... Active Query Networks Name Last Update
{2* Connected Disabled Sensor #90 11:49:22 AM - Nov 5, 2024
Pending approval N/A Sensor #92 11:49:16 AM - Nov 5, 2024

s3umasx

AR5 R R AR BUR B BT AT ) R R
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O

Sensor pairing requests are pending approval View Requests

= Otenable ot security ‘

88 Overview

Sensors Search... o
> [ Events
P Status Active Q Active Query Network:
33 Policies
{2¥ Connected Disabled

> i2 Inventory Pending approval N/A

. Network Map
> @ Risks
> @ Active Queries
> @ Network
> & Groups
v & Local Settings

Sensors

11:50 AM  Tuesday, Nov 5,2024 @

vests () Check for updates

Approve

Last Update 4

«1:49:52 AM - Nov 5, 2024

11:49:16 AM - Nov 5, 2024

& Mr.Admin v~

(5

1NIsa

EER(RESHBIUE) : ML ERSA T CEEBRNX, ERE S B IAE . &S X AT B

21 WA 2% A N

EEE AR O IEERE, HEEE.
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CEBGEEER) A ), (BiEE E s A EAE . 8B A b 0 28304 M AL 2% 5
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2 OT Security ¥ 4 1 & 4y 50 IF 1 A% /8% 25 5¢ BUBC XS 5, 80 7T DAMG B 22 AE AR ik s a4 i &=
HHEW. FZHEH AR

| ER X 58 % 5, Tenable & & X f# H ICP T2 [ iff A /& Tenable Core I J LTI ok & PR AL JEK 25 o

BB AL s

n” OT Security Sensor"¥# 4 AT i , 1% J8&#4% A 4 Fh 24 = o 1L 248 22 2% QA% 344 A o) e B A% 3 4s . L
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BB LS 2 R S AL B A%
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Internet Protocol Version 4 (TCP/IPv4) Properties bt
General

You can get IP settings assgned automatically if your network supports
this capabiity. Otherwse, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtan an 1P address automatically
(@) Use the following IP address:
IP address:

Subnet mask:

Default gateway:

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

[] vabdate settings upon exit el

d. db¥fE A T3 1P Ak
e. {E"IP Hudk"HE S, %1 \"192.168.1.10".
f. 72" FPIFEHS HE |, Hi A "255.255.255.0"
9. Mii"HhE"
OT Security 2= % H B X & -

4. 7 Chrome M %25, ST 4 https://192.168.1.5:8000.

| WA BT Chrome 3 % 28 U5 i) Ul 1 18 H & ¥ A4S 19 Chrome.

5. A% KBS X .
i B CLI iR B &4

f& ] DL CLI 8@ ik Tenable Core % [H K & i OT Security. H 5% i Tenable Core H F* 5t [
R &I E 25 B, 524 Cenable Core + Tenable OT Security [ /7 48 5 ) 118 J7 5 407
BAEH CLI #HAT IR B, W #4047 BL N DB
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sudo systemctl start tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-backup.tar)

Horr:

e /home/admin/my-tc-ot-backup.tar & % {7 4 B £ 1 A7 & .
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journalctl -xf tenablecore.restorelocal@$(systemd-escape /home/admin/my-tc-ot-
backup.tar)

H. i1 : /home/admin/my-tc-ot-backup.tar & & 13 XA & .

OT Security 58 Bt Ji , 50T LLF 46 U7 o] 1% B A B2 7 o 2258 0F OT Security #& #7 IE/E IS T, 158
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> & Local Settings 1000 IT Vulnerabilities Found & Nessus 0 Code Modifications A Snapshots
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About

Logout

2. mdiRTF .

OT Security 2= i 7~ 24 B B AR

@tenable‘ OT Security

Version 4.0.4 (Dev)

Updated Oct 25, 2024
License Type Perpetual
Maintenance Expires Dec 29, 2993
Licensed Assets Unlimited

License Code dummyActivationCode

Computer ID dummyUniqueld

Customer ID 0

© 2024 Tenable™, Inc. Version 4.0.4 (Dev)
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v & Dashboards

Meens oo @
Risk =

Inventory S..Y ¢ Log ID Time Event Type Severity Policy Name Table Settings X
&
Events and Policies O Notresol... 1 04:22:14 PM - Oct 29, 2021 Snapshot mismat...  High Snapshot Mismatch ;0' Columns
v & Events O Not resol... 1 01:52:27 PM - Nov 3, 2021 Change in Key Sw...  High Change in controller key state
All Events Notresol.. 14 04:39:34 PM - Nov 3, 2021 Snapshot mismat...  High Snapshot Mismatch LogID
Configuration Events Time
Not resol... 23 03:14:33 PM - Nov 10, 2021 Snapshot mismat...  High Snapshot Mismatch Event Type
SCADAEvents Not resol... 79 09:57:43 AM - Dec 30, 2021 Snapshot mismat...  High Snapshot Mismatch Severity
Policy Name
Network Threats Not resol... 107 11:28:06 AM - Jan 17, 2022 Snapshot mismat...  High Snapshot Mismatch
Source Asset
Network Events O Not resol... 108 11:28:33 AM - Jan 17, 2022 Snapshot mismat...  High Snapshot Mismatch Source Address
. . Ed Destination Asset
@ Policies Not resol... 113 05:29:09 AM - Jan 19, 2022 Snapshot mismat...  High Snapshot Mismatch B2 Destination Asse
Destination Address
> & Inventory Not resol... 240 09:33:21 AM - Mar 7, 2022 Rockwell Code U.. Low Rockwell Code Upload Protocol
¥ Network Map Not resol... 241 09:33:21 AM - Mar 7, 2022 Rockwell Code U.. Low Rockwell Code Upload [ Event Category
- [] Resolved By
& Vulnerabilities Not resol... 242 09:33:21 AM - Mar 7, 2022 Rockwell Code U.. Low Rockwell Code Upload ] ResolvedOn
> U Active Queries Notresol.. 245 09:33:35 AM - Mar 7, 2022 Rockwell Go Online  Low Rockwell Online Session [] Comment S
> d Network (] Not resol... 246 09:33:36 AM - Mar 7. 2022 Rockwell Go Online  Low Rockwell Online Session M
»
> @ Groups 3
> o i ;
@' Local Settings Event1 04:22:14PM: Oct 29,2021 Snapshot mismatch High Not resolved
I (D A new code version was detected which doesn't match with older versions of the controller code
Version 3.16.55 Expires Sep 17,2024 Code . .

2. (E"B"H Iy, kR B R R 1 55 T i) ARG A
KR 328 v RS K 1) 21 55 30 1) B AE
OT Security X & &k 51 .
4. B ( BB E R IR ) RIS OC R R R .
BB [ R WY, 3R AT BN R AR
- BTy A b R e B B P G AL

fE OT Security 4.0 X B & R A H H & X3 BR

I HR R 0E T T

b o, ek L g
BB 2 ) 0 R B BT AR

- 126 -



L

Displayed Columns

— )

Select All

ID

Slot

<]

Mame

(< I <]

Type

Risk Score

(< I <]

Criticality

IP

a

Source

a

M AC

(< I <]

Category

Reset to Default
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+ Add Filter v

840 Assets Group By ~

Search...

| None

. Slot

I Name munication Modul

| Type

1 Risk Score munication Modul
Criticality o

| munication Modul
IP

1 munication Modul
MAC

| munication Modul
Category

i
Vendor
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SIMATIC Hardw Asuet Mot Seen
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All Assets

+ Add Filter ~
ID >

ind All Collapse
Slot >

Type
Name >
Type >
Risk Score > @m PLC
IP > E Communic
Criticality > M PLC
MAC > @ PLC
Categor >

gory @ PLC

Vendor >

fm PLC
Family >

[l PLC
Maodel >

® Power Sup
Firmware >
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+ Add Filter ~
ID >
[ Callannn ALl
Slot ’ Search...
Name > |
(Blanks)
Type >
| 0
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1 4
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6
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7
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8
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All Events Search... ol Resolve All B O
. . . Resolve

Status Log ID Time + Event Type Severity Policy Name Asset Source Address
Download Capture File |

Not resol... 62630 05:35:48 AM - Nov 11, 2024 Intrusion Detection Info - SMB U t0A
Exclude from Policy

Not resol... 62626 05:34:25 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATICHar______ ____sindegyloce
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= (Otenable o7 security

88 overview
> [ Events

@ Policies
> i Inventory

¥. Network Map
> @ Risks
> @ Active Queries
> @ Network
> 2 Groups

> & Local Settings

Version 4.0.11 Expires Dec 31, 2024

R AU AR

[]ve rview @WDDLHW Risk @

14 0T Controllers

© 6 at High Risk

What's New

248 Assets Discovered

723 Assets Updated

Assets by Type

All Assets

| & 363 Endpoint

|

| = 210 OT Device

| @ sorc

@ 32 Communica...

NG A

@) Active Queries

| £ 84 Engineering...
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T35 Network Assets

© Qat High Risk

5 loT Assets
© 0 at High Risk

1217PM  Monday, Nov 11,2024 @

Executive Report

42 6K Vulnerability Finding

© 532 Critical or High Severity

Last 7 days

1K 0T Vulnerabilities Found 25.4K High Risk Events Network Traffic 2.3K Hosts Involved
1K IT Vulnerabilities Found Y Nessus 1 Code Modifications /3 snapshots Nov 05 Nov 07 Nov 09
Assets by Criticality Highest-Risk Assets © All Assets
All Assets v
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| al 14 High Rouge @ PLC @ Rockwell — 74l High
| W 345 Medium Yuval @ pLc & Rockwell e 72 Il High
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Praetorian Gurad [ PLC 9 Rockwell — 70l High
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= @tenable OT Security ‘ 08:25AM  Monday, Nov 11,2024 @& = sanjusha
B8 Overview
All Events Search... fo) Resolve All =
v ) Events
Status Log ID Time ¢ Event Type Severity Policy Name Source Asset Source Address
All Events |
Not resol... 63026 08:22:08 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Configuration Events Notresol... 63025 08:21:50 AM - Nov 11, 2024 Rockwell Code U...  Low Rockwell Code Upload .
P
o
SCADA Events Not resol... 63024 08:21:50 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload =
aa
Not resol... 63021 08:20:41 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload v
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@ Policies tems: 63026

v i Inventory

Event 63026 08:22:08 AM - Nov 11, 2024 Rockwell Code Upload Low  Not resolved
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A RSN ) WA H AR B, DR R AR e . A ORI B HARENER, ES
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Resolve All &2 o

Source Asset Source Address

MUAZU.J.ILIUTE Y. IULE [IV A vIvPavaS]

.............. o JSTe———_

All Events Search... fe
Status Log ID Time ¢ Event Type Severity Policy Name
Not resol... 62947 07:48:59 AM - Nov 11, 2024 SIMATIC Hardwar ... Low SIMATIC Hardware Confi...
& Not resol... 62952 07:48:59 AM - Nov 11, 2024 ARP Scan ARP Scan Detection
Not resol... 62944 07:48:57 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATIC Hardware Confi...
Notresol... 62949 07:48:55 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATIC Hardware Confi...
Not resol... 62943 07:48:53 AM - Nov 11, 2024 Modicon Code U... Low Modicon Code Upload
Not resol... 62948 07:48:52 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi...
Not resol... 62942 07:48:51 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Notresol... 62941 07:48:37 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
tems: 63027 Selected Items: 1 Deselect all

Event 62952 07:48:59 AM - Nov 11, 2024 ARP Scan

Details

Affected Assets
Policy

Scanned Addresses

Status

it DR 2R AF

SOURCE NAME

SOURCE MAC ADDRESS

PROTOCOL

Not resolved

ARP scans are used to map devices in a local network

OT Server #5

ARP

Why is this
important?

ARP scans can be used for
network mapping. It is
important to know what assets
are mapping the network and
to verify that such mapping is

Suggested
Mitigation

Check the source asset to
determine whether itis
expected to be generating ARP
scans for monitoring purposes.
If not, contact the source asset
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Resolve all displayed events 20 =

This action will resolve all displayed events,
Clustered events will be resclved automatically
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3. IR
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SOURCE ADDRESS:
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5 PLC #80 f PLC 67 il High Controliers o Rockwell CompactlLogix
RTU #2 @ RTU 65 il High Controllers B Siemens sicam
1 Olympia @ PLc 65 il High Gontroliers B Siemens 57-1500
BMX NOGD401 B Communication Modu 63 il High Controllers & Schneid Modicon M340|M580
2 PLC #17 @ PLC 62 il High Controller: B Siemens 57-300
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Fouge n
PLC

IP MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560
ruware
20.055
Details

Overview Backplane View
Code Revision NAME Rouge
Backplane #4
PURDUE LEVEL Level 1
IP Trail [ 1 2 3 4 5 6 7 8 9
STATE Unknown
Attack Vectors A
ADDITIONAL IPS @ @ m @ @ O @
mh h h
Open Ports ADDITIONAL MACS
v iliti FAMILY ControlLogix 5560 2 g 5 I F
Vulnerabilities g % I i i ¥ I
C a bt © bt C
_ VENDOR Rockwell z = g 2 g £
Active (3) = ] ] K] K] ]
MODEL NAME 1756-L61/8 LOGIXS561 < = = = = =
Fixed (0 £ £ £ - o £ £ £
ixed(0) LAST SEEN 06:52:31 AM - Nov 27, 2024 5 5 s 3 2 3 £ 5 £
o o o - < 3 o o o
Events FIRST SEEN 09:53:34 AM - Oct 30, 2024
LAST UPDATE 06:51:44 AM - Nov 27, 2024
Network Map No card selected...
SOURCES nic? {Local),nicO (Local)
Related Assets NETWORK SEGMENTS Contraller / | Controller /
Sources CRITICALITY High
RISK SCORE
General
PLC NAME Rouge
SERIAL D7D63D

A EET ) R 8 B R R AR B
1OAFHAT R AR —
o TR BT AL PR DLGE 3% X8 R B e DT B R B AL R B R R 2%
o (TR T, B RESEE
B AR B DA A DUR Ju R (B R S B )

o "BRRTER RN A KRBT L H DRSS M A E R MR, s — AR AR
BT R R .

s B R BRI AT M TEE R, Kb & 58 Rl 5 R G 1R E
¥ o

o RGBT AEH T 1% 28) - 2ot OT Security B & "Th fE & B0 24 17 A1 LL AT #0489 12
A OG5 B o XA FE X ACRS 51 N B BT A € 38 O TE S B, B an s oo Al g sl sl
2 2R (ARG E/Rung) «

o IPIBER &5 B8 AH O I B A7 =4 i A g 52 1P
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o W@ BoR b Bk B ) &, BB R R T BRI B K b . AT LB B AR
A o i AR R R R B B Mol AR, B ) DO R E B T AR R i AR .

o BATFFRN O BonA K5 L O I R 1 E R .

o L : R R VLT A B A 7 O B 4 SRS SR TR, ) 003 9 Windows 31
FRG5 P 555 Tt 0 0PN 000 5 0 4 K ST B OO £330 1,
1585 2 b

o FM W B FHA SR
o 4% BT 1 R TR I 4% 3 4 1 T AL AL BT
o WG (&M T M 4% A2 b)) < o 9 2% 28 e L b 1 (945 2
o MRBE: BaRAIRER”MIE.
s W R REHEFEMKH T AEEE, Bl & A, 5=/ 1P A Mac #h ik BL J & Al
b AR T
RIS TR
Br kR RS RN B A AR S A

v 0 CD CD

PLC

P MAC Vendor Model Last Seen State Family

Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 06:52:31 AM  Unknown  ControlLogix 5560
Firmware

20.055

EaANEMLREU N TR:

o B BHIAIR
3 B g R (8] R 0 BE 7 BRI BE R
BE R REL TR BT SR 0 B b A AR

s WMWK B KB MEAEE, OF POVHREE . RH RS BN EXREE(H
JU1 R A )

o RBETE S ANE AR R B RS TE A o XURS T S 2 R B BT I8 I b £ AR JEE E AT R
i N1 21100) o A 5 0 Ao B 52 1% AE B9 B BT, 3 2 Bl XU PP Al B ol XU P 23 R A R]
AT RN LA e R AT Bl T DR A JXURSE 2 FR TR ER (R AR R 1 FE A U TR AT 2
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FEFE) B 40 73 o b — 28 50 3R 4R 7] 2O 1% 70 K VR A4 B IO 5% B RE A BE 4
Unresolved Events  Vulnerabilities  Criticality
3544 3 High

o “PRAESE L AUV AR W T YIS B 8i2 47 Tenable Nessus F14f .
e EHAEL LA FRiEiT T HTFRESH— DA E . S R AT R

EF‘ QEH /flil P

FEYHAE B IR B OR A G RTIE B i H AL LS B . (5 B s AN, LB ORTE R
PE 7 I % P £ 45 25 D B B04E - OT Security OT Security AV & 7x 5 18 5 % 72 M S 35 5 « B
THIRAE T AP EE R BT A TR 2 XA M E R T AR BURI

Profinet. 0S. & 4t 1 {4 . % #%& F1 R 2 72 F¢ . USB ¥ %« 22 25 B 8 1 . IEC -61850 Al 4% FAR &5

— Rouge
8
PLC

nCD Ccx

P MAC

Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIXS561  Nov 27,2024 06:52:31 AM  Unknown  ControlLogix 5560
Firmware
20.055
Details
Overview Backplane View
Code Revision NAME Rouge Backol w I:I
ackplane
1P Trail PURDUE LEVEL Level 1 o ; B 5 4 5 5 ; 5 5
STATE Unknown
Attack Vectors m g g
ADDITIONAL IPS @ @ E (M (m (m l_@l_I‘ r@l—! @
Open Ports ADDITIONAL MACS
v Vulnerabilities FAMILY ControlLogix 5560 i E E E E §
s s s pu pu s
) VENDOR Rackwell 2 2 g g g 2
Active (3) = ] 3 T T g
MODEL NAME 1756-L61/B LOGIXS561 < < = < < =
£ £ E — & E E £
X = &
Fixed(0) LAST SEEN 06:52:31 AM - Nov 27, 2024 § g § 3 2 2 § § 5
Events FIRST SEEN 09:53:34 AM - Oct 30, 2024
LAST UPDATE 06:51:44 AM - Nov 27, 2024
Network Map No card selected...
SQURCES nic1 (Local),nico (Local)

Related Assets

NETWORK SEGMENTS Controller / 10.100.101.X | Controller / 10.101.101.X
Sources CRITICALITY High

RISK SCORE

General

PLC NAME Rouge

SERIAL D7D63D

T ERBERNE, EF N ERMEE S, s R REENEER R, LT
?ﬁ’l‘aﬁ?ﬁu%%ﬁiﬁﬁﬁoﬁh— M, BVRIAE R O7 B A P R s HAEAE R .

Nessus A5 B
Nessus i 15 B A B T 1& :
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PAT IR I - . WA R A BT Ak 28 23 10 B 5 TH 75 N 58 A0 4h 30 % 55
) P

WA % Nessus AT K E £ 5 B, iE = W 81 & Nessus #i {4 3"

A {E BT L 'Nessus HH#{E B 7 $2 1 DL R HE41ME B
o LRI
s LIRS HWAE I

- 193 -



o ERBEHBEK

= {Otenable or security ‘
v & Inventory
Tenable ICP #25
<
All Assets Tenable ICP
Controllers and Modules P MAC Vendor  LastSeen State 0s
[Direct) (Direct) Tenable Jan 6, 2025 08:40:33 PM  Unknown Tenable Core
Network Assets
. Overvi
loT Details verview
NAME Tenable ICP #25
. Network Map IP Trail
PURDUE LEVEL Level 3
> EJ Risks Attack Vectors STATE Unknown
v @ Active Queries Open Ports DIRECTIP
DIRECT MAC
Queries Management ~ Vulnerabilities
VENDOR Tenable
Credentials Active(73) os Tenable Core
> Network Fixed (0) LAST SEEN D8:40:33 PM - Jan 6, 2025
FIRST SEEN 07:38:18 PM - Jan 2, 2025
> & Groups Events
LAST UPDATE 03:16:18 PM - Jan 6, 2025
v & Local Settings Network Map SOURCES nic1 (Local),nicO (Local),Nessus (Nessus),Active-Ot (ActiveQt)
TS Related Assets NETWORK SEGMENTS Security Appliance
CRITICALITY Low
> System Configuration Sources
RISK SCORE
> Environment Configur... Nessus Scan Information
> User Management LAST SUCCESSFUL SCAN 04:19:24 PM - Jan 6, 2025
. LAST SCAN DURATION 21 minutes (12:20:05 PM - Apr 21, 1984)
Integrations
loT Connectors

IEC 61850

VEYH A B Ui B IEC 618507 73 & s 2 IED BE Y LA BC E
o BT
« HE

s BATHRA
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D #3 a
IED

1P MAC Vendor  Last Seen State
ABB Jan 27, 2025 10:08:18 AM  Unknown
Details NAME IED#2
IP Trail PURDUE LEVEL Level 1
STATE Unknown
Attack Vectors
DIRECT IP
Open Forts DIRECT MAC
¥ Vulnerabilities VENDOR ABB
LAST SEEN 10:08:18 AM - Jan 27, 2025
Active(9)
FIRST SEEN 03:59:22 PM - Jan 20, 2025
Fixed(0) LAST UPDATE 05:36:18 AM - Jan 27, 2025
Events SOURCES nic1 (Local)
NETWORK SEGMENTS Controlle
Network Map
CRITICALITY High
Related Assets RISK SCORE 15 |
IEC 61850 IEC-61850
VENDOR ABB
Sources
MODEL IEC61850 8-1 SVR
REVISION 1SS V5.30.00.24

HXRSCODXMHMEZHER, HESRU T AR
e SCD 31

» |[EC 61850

AT

ARESABT 1k TR (AUE T 1] #5) SR B OT Security bR [ 746 38 (1 428 i) 25 AC A5 (1 % Fb iR AR
B> PR R RS AL 0 SR IR AR BT S B, b AR DS 5E 8 2 (4K S B /Rung)
MR R PR B o B S PR IR 5 22 6] 45 1 B — A RO F I, R G 80< 0 @2 AR 23T 1Y
B RRAS o 4T DUTE FROA 2 T HEAT LU, 17 A X 4 1) 4 ARG E AT 17 R 4 B X
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PLC @ Finished taking snapshot successfully X
IP MAC Vendor Model
\ \ | | C |C Rockwell  1756-L61/B LOGIX5561
Last Seen State Family Firmware
Nov 11, 2024 06:53:52 AM  Unknown  ControlLogix 5560  20.055
Details
Version 1
- 06:55:07 AM - Nov 11, 2024 Version 1 Search... 0o
Code Revision
IP Trail Compareto  Previous Version - Set Version as Baseline Take Snapshot
Attack Vectors
Name Size Compiled on Version {{ordinal}}
Open Ports Snapshots List
v Rouge(39)
v Vulnerabilities v Tags(9) User-initiated Snapshot
06:55:07 AM - Nov 11, 2024
3 (Unknown) 0:1 0 Nov 11, 2024 06:55:09 AM
Active (3)
(Unknown)0:0 0 Nov 11, 2024 06:55:09 AM
Fixed (0)
(Unknown) 0:S ] Nov 11, 2024 06:55:09 AM
Events (Unknown) 7:1 0 Nov 11, 2024 06:55:09 AM
(Bool) False Ala 0 Nov 11, 2024 06:55:09 AM
Network Map
(DInt) RougeTag 0 Nov 11, 2024 06:55:09 AM
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B O ) 984 ) 9 0
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"l A 3 £

Version 3
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f ai O A NN
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s aw & A
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Mov 10, 2021
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Baseline

W21
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i U = R R VI B ST N

"R 7 S G SRR AR

Version 1 Snapshots List
User Initiated Snapshot

Routine Snapshaot
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Programs (£}
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IP Trail

Attack Vectors

Open Ports

~ Vulnerabilities

Active (3)

Fixed (0)

Network Map

Related Assets

MAC

v 1756-EN2T/D | Slot 1(1)

v 1756-EN2TR/C | Slot 6(1)

~ 1756-ENBT/A | Slot 8(1)

v 1756-L81E/B | Slot 3(1)

Start Date

Oct 30, 2024 09:53:07 AM

Oct 30, 2024 09:53:48 AM

Oct 30, 2024 09:53:58 AM

Oct 30, 2024 09:53:07 AM

- X

Vendor Model Last Seen State Family

Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:41:46 AM  Unknown  ControlLogix 5560
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1SR AR R 0B RS B, e RS SR R

2. B AR, ARJE N T RSR P R E SRR

Details
0

Code Revision Select Source Automatically

IP Trail Select Source Manually

Attack Vectors
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AR T A Bl g A, 1 AT DU A

-201-




O
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| TR BN ST, YR 77 15 R v 20 HE 7 o T LA B BT 7 B R i B O AT R

3. MR YR B
4. BT
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"E R @ e

Details o
Attack Vector generated on 07:02:02 AM - Nov 11, 2024 ‘ Export Generate -

Code Revision

IP Trail
Attack Vectors
Open Ports
~ Vulnerabilities m
: - LI AN
Active (3) \
NetBIOS (137/UDP) NetBIOS (137/UDP, £©d)
Comm_Adanter #50 OT Device #59 v/
Fixed (0) H @
Events Base (+
Network Map
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o RGN M S E A8 AE T

o SEETARCR TRy BLIE P R R .

I W R S AR R IR A A B, R AT BRI g AR RE R A .
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O
37 JF B 3

"EFTIF B O IE IR SR R B O AT TR D AR . RGP T BA O AT T I DY
NG S, BFE A 0 s L Thae BB . b vk R B B HE 1 5 AR A ) DL K 3R B g 0 4T
T A5 B VE( 30 . I 1wk 5 . XF i . Tenable Nessus Network Monitor 2¢ Tenable Nessus
) . WA, RESBRZERFEEA AT P A S E 31 /9 o 10 80 (8558 T 4t =R
iR B I ) o By 1P SR Sk el R T AR, LR R H O AT e .

— | Rouge
&
PLC

DD o

P MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:46:41 AM  Unknown  ControlLogix 5560
Hrmware
20.055
Details

Search... o Actions ~ Update Open Ports

Code Revision

ﬂ Port mapping is turned off Configure Queries  *
IP Trail
Attack Vectors Port Protocol Source Description Last update
Open Ports | 1756-L81E/B | Slot 3(2)
80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 27, 2024 08:42:58 AM
v Vulnerabilities
44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:23 AM
Active (3) v | 1756-EN2T/D | Slot 1(2)
Fixed (0) 80 HTTP (80/TCP) Conversations Hypertext Transfer Protacol Nov 27, 2024 08:42:58 AM
44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:46:46 AM
Events
4 | 1756-ENBT/A | Slot 8(2)
Network Map 80 HTTP (80/TCP) Conversations Hypertext Transfer Protocol Nov 16, 2024 04:13:17 PM
Related Assets 44818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 16, 2024 04:17:50 PM
v | 1756-EN2TR/C | Slot 6(1)
Sources
443818 Ethernet/IP (44818/TCP) Conversations Ethernet/IP Nov 27, 2024 08:43:37 AM

KRG A BE T'BITHim D RAE AR ik 5, W R &AW R 3 — 2 R0 1% 0 1475 4k
TATIPRE W7, AT I im 130K K B 3 AR i Br o BRIA IOy PR . 283 B2 4T T
giie 1 FR) A6 FH YRR B G, 1 2 D A .

A DAAE £ 3 2 PG B O AT T e 3 1S B IE T DB BT B s AT T e &, DU
CLAT I 19 3 1 51 3%

HETF R AT R 1B R, 1 BT LR R
1 7R H RS B /M b A b, PR R .
BEI 2 SR B P AR BB R
2. BEEITIFRIE DLk
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ActiveQueries.htm

O

3. FECATIT R P E A A LA R EHET MR D
IBAT WA, SR N AR ) g8 R 1 S AT T i
"L AT T B S e TR A A R A

R RAAE JE AN 5 E B 1 AT T [ B I TR R, BER R SE AT T I S E R HCBL R b R
1.

o FAH AT P ik S R 4 6
o G E V5 A B Web FRIET, 2o A B B TR AR A BOATS W .
AR R E v 1 RIS AT G, E AT DA R
1. TETE B> BRI 4% B LT R L, IR R TR 0
eI 2> R B PR VR BB
2. B BTN O LR .
3. e FE— Ry € dw .
4 BB
5. MR HISE Bk B

OT Security X} fT i 5 iz 47 3 4

HEBE BT R, W IRAT PR A

lﬁﬁﬂﬁﬁﬂﬁ%ﬂ%WHWWMH@E?EH%%%DZ*Nﬂ%O

1. ETE B R BR /W 4R BT R L, IR KR
BEBS 22 R B PR VR A B R
2. W BT IR 0T R
3. EPE— AR E G .
4. PP ERAE S L.
5. M TFHiE ik EE"
S ISR 4T TF — A B B N8 SRk TR, BRI B B 1.
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O
I 117

WAL IR 2 E7s OT Security i {145 21 (19 52 Wi 5 5€ 57 (10 BT A7 I 101 ¥ 91 3% o 2 48 2 IR 31
I, B s B R Windows 848 2R 4 A B 32 B0k 1) i O 0 R0 0 Ry e SR R A AT XU B
AE F BT BOBAE 3w 1o I 22 A BL R R R B RN BB R A SRR 1B 5
Je L B AR RS B . s IR BOR 9AE B SRR >R IR OB R R E AR TE, R
A 555 € B M R TR BR Ah o A ORIR RS B R, 38 2 BRI

Rouge n
PLC

P MAC Vendor Model Last Seen State Family

Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 08:55:33 AM  Unknown  ControlLogix 5560

20.055

Details i
ch... Acti v Update pl v
Search. 202411200946 ctions pdate plugins S
Code Revision
ﬂ You can enable automatic cloud updates for the Nessus Plugin Set Configure Settings %
IP Trail
Attack Vectors Name Severity & VPR Plugin family Plugin ID Source Oowner Comment
Open Ports Rockwell Automation Logix5000 Progra... Critical 6.5 Tenable.ot 500092 Tot I‘%
E;
2
Rockwell Automation Logix Controllers|... Critical 5.9 Tenable.ot 500451 Tot v
¥ Vulnerabilities

fotive(3) Rockwell Automation Logix5000 Programmable Automation Controller Buffer Overflow (CVE-2016-9343) Critical 6.5 Tenable.ot 500092
Fixed(0) Plugin Output
Events
Port: 0/ tcp Source: Tot Last Hit date: 11:20:26 AM - Nov 25, 2024 1&) Copy to clipboard
Network Map

vendor : Rockwell
Related Assets Family : ControlLogix 5560
Model : 1756-L61/B LOGIX3561

Version : 20.055
Sources

FAF

"B IR s OT Security 7 445 U 21 1 X 28 b i B 5% 7 19 34 B VR 4R 51 3% o w) DL o 34
BE BRI AR S H AL B R B € R BEE - AR A [F) S0 41 4n 30 282 L ™ S AR
JE SR 44 BK) Xk AR AT 0 4 o 3B W] DA A B R BEAT HE AN ik, ] AR R SCR . AR
B XIBERI U], 15 2 " B 6 G O A o R
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Fwel e

20.055

Details

Code Revision

IP Trail

Attack Vectors

Open Ports

v Vulnerabilities

Active (3)

Fixed(0)

Events

Network Map

Related Assets

Sources

0 A K T S R £
%

D D

MAC Vendor Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561 Nov 27, 2024 09:06:39 AM  Unknown  ControlLogix 5560
Search jol O
Status LogID Time + Event Type Severity Policy Name Source Asset Source Address Destination Asset Destin
Not resol... 119430 09:05:36 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.locz A10 | Comm. Adap m.m.
Not resal... 119414 08:51:24 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C
Not resal... 119412 08:50:28 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce A10 | Comm.Adap 10.1C §
Not resal... 119409 08:50:06 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.loce Rouge 10.1C i
Not resol... 119384 08:41:20 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10 | Comm.Ada; 10.1C
Not resol... 119364 08:37:27 AM - Nov 27, 2024 Rockwell Code U... Low Rockwell Code Upload Eng. Station #157 A10| Comm.Ada; 10.1C

Event 119430 09:05:36 AM - Nov 27, 2024  Rockwell Code Upload

Details

Code

Source

> Destination

Policy

Status

Low Notresolved

Code was uploaded from a controller to an engineering station

SOURCE NAME

SOURCE IP ADDRESS

Why is this important?

Suggested Mitigation

A10 | Comm.Adapter #48 | Yuval | Comm. The system has detected an upload of 1) Check whether the up.\uad was done
ESTINATION A Adapter #45 | Comm. Adapter #43 | Comm. the controller code that was done via as part of scheduled maintenance work
HES HIRATIR AN Adapter #47 | Rouge | Comm. Adapter #46 | the network. and verify that the source of the
Comm. Adapter #44 When not part of regular operations, a operation is approved to perform this
code upload can be used to gather operation.
DESTINATION 1P ADDRESS information on the controller behavior
- o as part of reconnaissance activity. 2) If this was not part of a planned
DESTINATION MAC ADDRESS 4 operation, check the source asset of the
event to determine if it has been
AY AY N — N
B IR A2 A IETR . R s 5 ik 34 1) S 1F

R RHIEIR . ARFMHNEZEL,
B A% TR — A" 8RB 1, 1% B T B X BTk AR AT BL R R AE
f# G R LA AR L N T AR

o TEMARIA:

o MSRME HHERR -

I

A RIX L
MR A

BRI EAE R,

N #E LA ) PCAP ST,
9 e = A 61 S SR HE Bk 0
Z

TR A FA SR ERE R

#iR

RGALE MK T2 %5 HMHER 1D,

FAF A B H AT (A .

UL A IS SR . AR AR RGP I BN R

Nz o
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e iy | VLEH, & 2 ) 8,
= H 7N FHA T R R . PLR A& ] BEAE Y
BE o TGt RIE.

o BRI RIE. MAT I 18 E .
s B . CRAEBAEGBEES), FERERE. MATE T AL,
o PPHOKRAEBAELFEED, &R ERE ML A

R AR A R SR B 44 FR . 1% 44 R R A T SR A SR I A
Zy i

R ¥ KRBFEMERE TR LR 7 B8 M %72 iE .
IR H KA FH MR T IP B, MAC.
VR H R AR BB = 1 IP B MAC.

H 5 2 SR 5 R BE R A4 ORR o b B AR ) B S B B R
B

H 2 A% 520 ) B P IP B MAC.
Hb hE

/1320 P02 R AH ORI 8 7 AR R A B R
H2F BN FAF I — B

= ER AR EM AP A 45w LR 8 AR € b e R
7 16 € A A

LR 5 1 SR 1 ] 222 0 B (A SR SE N VR4 10 L B, 18 2 D "SR SR 1 3%
Al -

o MCEFM4 BN T EA
o % il A% 56 UE S - 3K L SR AR TN W) 4% Y 4 ) 5 Ok AR I AR R
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o 2 R < B SR 5 R 2% o R 1 B (BT U 2 o 0 7 2
S 1 &) T o

* SCADA 1 - iR J5)3% 1] & B4 ~F 1 A2 55 1 SR .
o [ 2% B T A L IX L SR I R 3 s N AR B R 2% A
o X 45 S AR I B SR B I 45 HR Y R R AR B P M) RSB AE R R
RE BoR BRSO AR Id N TR
tF

RS b e RPN SR T 7 B N SRR A X G T TSR 27
&

27S XF T ORI S, SR TR A AR L N E R

H 34

TR S 71 R R A I S T A AT R

o 4 1 5
"D 4% BRIk TR R B () I 4 2 4 1) T LA BT o PR TR O Pk B AR 2 30 R A
SLH) A IE R

@ ocp c»

Search...

Attack Vectors

Open Ports

Active (3}

Fixed (0]

a
I

~
v/
g
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O
e T o A £ TR A R 0 £ R, L (R T BB s i
Beo MO, BB HE R AV I B, S SR 5 4 A o A L O
B AT SIE T o TR IR, 1 S b A
I AT VR 0 0 S, 85O R L 9, I 4 M B K
SRR, R B VP AL B
T WS D T 0 7 T BB R U 0 VA5 L, Ol R 7 44 oI T O
I A £ TR R

B v [
"B S D TR AP T 4 S B, I LA A % 5 L3 11 B 4145 K . OT Security

i I x AT Fe AL EE 4T SNMP i R W R BE B dls - AR G0 o B A H I BLR PR 4E4E 2 MAC 3t
1| AN NS % 3 NN Wk I SN G DI E L

MAC Name Status Admin Status Alias Description Type Time of Query
P1.11 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P0.2 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

| P1.15 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P21 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.1 up up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.3 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.7 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.8 up up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P23 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P25 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P2.6 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.4 Up Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.6 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
vian1 Up Up vian1 Siemens, SIMATIC NE...  L3ipvlan 04:34:37 AM - May 28...
P1.16 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.2 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

| YER AR MK 7 o O B Dh e R AT BOR S R . EEGE L ThRE, T BK R Tenable SCHF .

9% BE 7
V7 A PR £ SR HOPT A R I 8
Y 1B KRG, AT DA R R A
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1R BB B o, et — I B 7 DLAT T R 7S A £ T
2. 62 NS E A b, R R R
e L S BRI

Rouge
PLC

P MAC Vendor Model

| | b | | 0 Rockwell  1756-L61/B LOGIX5561
Last Seen State Family Firmware

Nov 11, 2024 07:06:07 AM  Unknown  ControlLogix 5560  20.055

Partner Asset Family Relationship T... Access Direction Details First Seen
IP Trail

Comm. Adapter #89 ControlLogix Nesting From Partner Type: ControlNet | Address: 1 09:55:37 AM - Oct 30, 2024
Attack Vectors Comm. Adapter #90 ControlLogix Nesting From Partner Type: Ethernet | IP:10.101.101.1...  09:55:37 AM - Oct 30, 2024
Open Ports

~ Vulnerabilities

«
I
Active (3) ;
]
Fixed (0)
Events
Network Map

Related Assets

R R BE =L 2 Wos LU EGEAE R
5 iR
ARk B AH R 7= 1) 44 B
REARE H5HREFHRRLY RE.
Uy 18 77 [ Bt 7= B H A AR AR 2 8] ¥ U 1) 75 )
HHE R %P RA VA5 B . 140 ControlNet B IP.
BBk HI OT Security & #] & I 1 5 7 1 H 4 .
10/ g1 53/ OT Security _F e il 21tk 2 7 1 H 8 .

B B G B
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O

T 5 B R R AR AE ] G A 2 AR A A% (PLC) ¥ AR B 4% J5 T /9 PLC B At Tk 4% ) & ¢
(ICS) A B o 12 4% AL L 323 15 2138 {5 3 P 4% 10 A S BK 5l &% (VFD). 45 22 A ik 8 51 7 (0 7
M5, AR SR i b R ik B B B 3R . OT Security A1 770 AR R AR 78 B
o

. @ Comm. Adapter #89

Communication Module

IP MAC Vendor Model Last Seen State Family Firmware
Rockwell 1756-CNB/E 11.004 Nov 11,2024 07:19:08 AM  Unknown ControlLogix 11.004

Details

Overview Backplane View
IP Trail NAME Comm. Adapter #89
Backplane #187 lIl
Attack Vectors PURDUE LEVEL Level 1 0 1 2 3
STATE Unknown . .
Open Ports ] LL:E L ]
ADDITIONAL IP -+ e
~ Vulnerabilities ADDITIONAL MAC g 3 3
|
T 5 2
Active (0) FAMILY ControlLogix = - £
§ 3 £ |§
VENDOR Rockwell o = 0 ]
Fixed (0) v
MODEL NAME 1756-CNB/E 11.004
Events LAST SEEN 07:19:08 AM - Nov 11, 2024 Communication Module Details Nested Devices (9)
-54- . Communication Module Details
Network Map FIRST SEEN 09:54:34 AM - Oct 30, 2024
LAST UPDATE 06:38:10 AM - Nov 11, 2024 NAME Comm. Adapter #89
Related Assets
SOURCES nic1 (Local) RISK SCORE
Sources NETWORK SEGMENTS Controller / TYPE Communication Module

"B VRN S 0TI s BAR VRIS S
i1 H#ik
3 B RENE R, Bl ik, TEE RS HAb P&,
(%) BAEF A5 L B RRAS e 2R TR G S A I A g 5 SR TR AR R
B ALHEHERE BTE AL E . B d R B & 2R, DB R EEEREEE R
E BRSBTS
|IEC 61850

MR A b A 1 A2 H 3t TC B R R (SCD) SC A, OT Security 23 A2 il 4ifi 3R A8 Lk 55 77 2 [8] 3@ A5 1Y) ol
B LS (MMS) i 5 411 3% . 24 OT Security 5 il 21| SCD SC A4 Bt & 1 A7 ££ R £ 35 BUK U 1A B
SRR KR IREE AR AL SCO XX E 25 E, 152 "SCD 3+,
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U #E4J7 9] “IEC 6
. RS

1850”71 [, i AT

R E™

LANESN RN ol S P
2. W RIF B EAE L IEC 61850 it B 1) %™ B AR HL vk .
I N 2 HY B0 B8 7 TR A R
3. A{E e 3 ALAE T, 1% $IEC 61850".

I 2 B IEC 6185071 JH) , H b AL DL R FEANE B

— EN100 |
IED

Details

Code Revision

IP Trail

Attack Vectors

Open Ports

~ Vulnerabilities
Active (13)
Fixed (0)

Events

Network Map

Related Assets

|IEC 61850

Sources

5

% ID
W& B
BEES

& P i 4

E+ IED_Indeg

MAC Vendor

O

DL #1E -

[P

Last Seen

State

) SIEMENSPTDPA  Jan 27,2025 09:44:33 AM  Unknown

106 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file. Download Details

+ AddFilter v

Search...

108 MMS Reports  GroupBy ~ [}
Report D Report Name Dataset Name Client Name Substation Project
IED_Indegy2PROT/LLNO$RP$urcbZ01 urcbA TEST HMI_M Substation Station Indegy '
IED_Indegy2PROT/LLNOSRP$urcbCO1 urchC TEST Client Substation Station Indegy
IED_Indegy2MEAS/LLNOSRP$urcbJO1 urcbJ Not defined Substation Station Indegy
IED_Indegy2PROT/PDIF2$RPSurchbB01 urcbB Not defined Substation Station Indegy
IED_Indegy2CTRL/LLNO$RP$urchbBO1 urcbB Not defined Substation Station Indegy
IED_Indegy2CTRL/LLNOSRP$urcbA01 urcbA Not defined Substation Station Indegy
IED_Indegy2MEAS/M3_MSQI$RP$urcbBO1 urcbB Not defined Substation Station Indegy
IED_Indeqy2CTRL/QOCSWIT$RP $urcbBO1 urcbB Not defined Substation Station Indeqy

iR

FIAE % 35 i — dR IR 7 1) MMS 3l 5 1D,
P A 3 75 1 — b IR A
5 MMS & SRR 1 Bt 5 4 FR, 1z e LT S AR R T Bl

HA

1] MMS i & ID.

VB I Ul A B 2 i S R RE B 4 I A4 R .
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O

25 H v A MMS )55 1 IED( % BE BT 4% ) BT AE 10 AR H 3
i B R e H S BE 414 P @ B 44 IEC 61850 T H B £ 4t fic & .

4. N E A OT Security A il £ 1 25 A9 VR4S S, 15 A AT LUR B AF - AE Ui T57 36 0 5 3
B, BE TR REHAE R

OT Security 2 PL CSV # = F#E 4115 & .

HER HE IR B PR MMS R i BOEE TR E B, TR B0 CSV SR E T BT A B Y
HER .

90 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant Download
configurations from the SCD file.

Details

B IR T PR A S B IR A R I P A S S, B 67 B SR B ORI A . A
i AT LLAE IR B B R UL B YRS o A A B R
Ay ) PR, T AT BN R A
1 fENEBSEA Bk, Bl — TR AT T B VR A A B I
BRI 2 BB VRS 2 U .

2. 5% N AUEHS o, VR
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BRI 2 PRI

e |Rouge - p— —
m |7 1 €D CD

P MAC Vendor  Model Last Seen State Family
Rockwell  1756-L61/B LOGIX5561  Nov 26, 2024 12:07:45 PM  Unknown  ControlLogix 5560
Firmw,
20.055
Detail
Search

CodeR

Name Type Reported IPs Reported MACs Last Reported First Reported
IP Trail

nicl Local 5 aq Nov 26, 2024 12:08:08 PM Oct 30, 2024 09:53:29 AM
Attack Vectors nico Local Nov 11, 2024 08:32:56 AM Nov 11, 2024 06:55:07 AM

pen Ports

W £ % LR VA A

5l #ik

2K TR 4 A%, B a0 A Hi YR 1) nic 18X nic 2 B A% BR324 AR (a0 R R AR K2 ) .
RE Y5 KT A b ICP Bl A% B A .

WwE W VB U AP bk
IP ¥ &

HH VR EEE ) Mac sl o R AR I BE 2 AL EE B, OT Security U 2 fik
MAC#t  Mac ik o fun S % 28 28 B B8 %8 77 R0, (B R B e A1 2 (8] A % 1 , OT Security JUJ
g A 24 5 R BT 1P M3k

EW#R BRSSO E
& B 18]

BRI®E R TR B R
& B 18]

Y B BT 7 FEAAE B
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OT Security 2 HR 4 e P & # s K HAE B 25 oh (135 3 B 3 IR 5058 77 RALR Z FR . W R &R G2 ik
W R IE A5 B, BCE A8 A SRS HERR , U T DL E R E L UL BB AE CSV S K 4 i iX L &

B0 3 AT LS N — LB Ul B AN B A E B

W Ul g 51 7 VRS B

ARG R TR RS S, IE AT BN R AE

1.

2.

3.

10.

1.

12.

TG BT, Ry o) AR 48 B
e B P w BB

FE bR A v, B R

- AT S B i G

M ST MBS ARG R T L.

FERBIHE R, IR B 51 2 A e 5 58 7 2R

TR ME B N K 7E OT Security Ul H 8 I 55 7= (1 2 FK
BB, WAL BE N R L .

FE PR, MR B R N B P2 .

FE B BRCHECSE T F ) 88) th, BN 22 B 58 7 11 RO 44 9K

FERL B HE P, BN B A B U o B BON IR I B M R B s A B R T DL K
RS B 7 VA A S B .

FE PR B HE BN BE 7% UL B o T BN B S T B o AH SR B 8Os L R 7 B R A
S

R
OT Security 2 & 47 2 48 & 19V 4145 2.

HEGEZ AT (LR AR, AT LT A

1.

2.

AT ol R B B
s o AT 7 7 5 0 S
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O
3. R b EBAESCE, RE N PR R Dk wmE
e & Bon BB, P as TR EREN S

4 3 B G R REA S H5TIA M R ENE( SR B R R B L R
Eu%”) o

ER RSB M B, BRI E ™, R HEFEMBRBENTE ™. RAL IPH
hk 1 B8 7 A BE AL AE R B AL B g AR AR P B AT B R B

5. MR H BN

ERAEMEHRETFRTMANGEME GG EH T HNEMAITNE. WRETSHFNE
e ME EL R San N B T, DU 2% 2 SO =4 T EDRE I B

6. HAREE"
OT Security ¥ 5 7 5 ¥ it & — AR 17 .

W b A% CSV % 4 55 7~ TE 415 B
IX o oot 48 05 7 VR AR B T VA SCRRIE S CSV Mg R E BT, BWRAE Ul FEh g . mT LA
i FH L 7 L dn B8 R A VEARAE B R AR R AR L W R A B U R B 8
Bt
A EE L CSV Y e B AR B, 15 AT LT R AR

1. fEE BT, B BT B R ) A AR Rl 4 B

2. iR EH .
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Controllers and Modules

+ AddFilt
fer Search... 0

14 Assets Grouped By: Backplane ~ Expand All Collapse All 1Selected m

Name Type Risk Score | Criticality IP Vendor

~ Backplane #101

140-NOE-771-01 Module @ Communication Module 57 il High 10.100.105.27 (Direct) £ Schneide
PLC #44 @ PLC 45 il Hign 10.100.105.27 & Schneider

~ Backplane #103

~ Backplane #104

v Backplane #106

v Backplane #112

~ Backplane #115

~ Backplane #137

3 R CSV X,
SRR A SR IR AT T

4 & B € <] [ 4 L} ] H I ] L] [§ L L] 4] L Q E -

1 [} ] L ) Bk Criticalty AddrossesVendor Famlly  Model Femware Slate Pordes Lt Seen locstion Ashples Deicription

2 o g o ™ b o ¥ P - L AT paghlrici 11 [0 6 Beckhoff Clpsar 201 35 Urkncwn Lewell  SeRasaeE

3 R T AT S HRAATRE RN 5F Haghlrieri B DB0 18 Seveprs. §P000  OPUAIRS 60 Fawit Lewsi]  Sswsnssa Serrue, LAATI 3
Ll [ TR ST Yy Lo B0 Haghmnac) 53 1E0 13 Hebritgin et Rl T P LV Urliniea® LEwil]  aTeaRsme bl it ]

% T e P A e gl i Controler 30 MaghCriar; 53 LB0L13 Tawas Insinamenty Uningmn Liwel]  SERSEESE

* o A PO 13 MighCrEic B0 LB 1 Schrepicher Madioon PN MO 1% Urincwn Levell  EERRREE b Scheaicher Qestric M
T L3 D L - VAL o 1= i HaghCritcs B LI VK Semern.  HPROTEC FRIEY Urinown Lewel]l  SSSsERes

£ eI AE s ML L 81 HighCrme 10 LB 1R Rothowel Misrologe | ME-LIE  20LS Urinown Lewell  Ssmsanes Alen-Brifiry 1ML
L ] Oy T A T G [ TY Haghlrber; PIAG 1D Emavion S5eres 10 M BE N Unhiea® Liwel]  OERRRESS Agins Teaas Baa - 50 Pl S0l
L Ty TR F AT 5T BT T3 Commne &1 Haghlrt 33 1B0 18 fpwmpr. §T-B00  OF MBRLDEE Urknceam Lewel]  aiEnissd Temerana WAAATH b
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Asset Settings

Monitored Network

The Assets Network is an aggregation of IP ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within Tenable OT Security sensors’ subnets or any
activity-performing device will be classified as an asset.

192.168.0.0/16

DEFAULT IP RANGES 172.16.0.0/12

169.254.0.0/16
10.0.0.0/8

ADDITIONAL IP RANGES

Update Asset Details Using CSV

You can export a CSV file of the ‘All Assets’ table, editit, and upload it in order to
update asset details in bulk. Editable fields are: Type, Name, Criticality, Purdue
Level, Location, Description, and all custom fields.

The capability to update asset details using a CSV file is only available while using
English. Non-English users can switch to English while exporting and uploading the
CSV file and then switch back to their preferred language.

LATEST UPLOAD DATE Download Report

7. " CSV EH B B o, il R AE
8. &M A& T MR s b AR NINIER A7 1 CSV A
BEm 2 MBS A S, R C R AT HL.
O S B HY CSV B 55 7 Ve 4l 5 298 70 b ) "Bl A% B A

9. AKX LSRN EZEE, WA LM CSVEF ™A E B 70 b i i T
wE"

OT Security 2 T #—A> CSV 3, H v 3]t B8 A 2h A0 58 5 2% Wi %5 7 1D

y, —_ .

K ek 5% P

A DLRE R 53 7 35 B b i — I e 2 R . O R B A 2 BOR AETE B, JF s WL
T B o ELATS 2 S s B R B 7 (100 = 4 6T I 4 3 50

s m DA "2 3y B B> 2R S E B > G ) B 7O 1A A D R ) B
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6. iR

OT Security F& 55 & B F0 21 o1 11 B 1 %5 7~ .

S

AT DL R R BB R P AL B2 W, 12 AR T o SR O R iR AR AT LA ) R 4T B
5 Tenable 3¢ 3t & i it ABEAT V¢ 40 70 #r o

ARSI MRS, W IRAT BT A
1L AEEM ST, B2 BRI ER™ .
EANE RN ol S P
2. £ BRI EAA LK E T T — A2 U
3. AT PAIERIEZ —
o X T AT AEA LA BT RAES R H T
« WT AR R ARG HEBRESRREE

OT Security 2 F# TR & =2 Wik 5 . 2 Wik & & — A tar.gz 30, B8 json A%
A= HEE R

2 Wl 15 44 BRELHE B3 44 BRI TR) AT OT Security fAS o 7- 491 -
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Xf F- BN BE 77 TOTS_Rouge_3.19.15_2024-06-03T07_05_27.tar.gz
%t F % N % 77 TOTS_AssetsReport_3.19.15 2024-06-03T07_17 54.tar.gz

4, PR Wik &5 I 5 Tenable 32 #F 3t = DLt 4733 — 22 0 b

AT HF T % 77 1) Tenable Nessus 19 4

Tenable Nessus #& — Z A LLFH 1T 5 2% DA WU I 19 T H o OT Security SCFREF X OT B 2% P 11
¥ 58 IT % P73iZ 1T Tenable Nessus Basic Network Scan. iX /& —ff i R 52 B R G 4, 7] LUK
A IR 55 78 A 2% ¥ % U T R 245 . SR A WML AT SNMPH}%’E( WA ) .
PEAIE F T 24 T AH 5% PC I 1H 4L - h\ﬂu}}& Ve T T U 1) A 4 R IR T DA E e L
R, DUTE SRR 2 1 W 48 5% 7= 45 18 4T — R 5% %€ 1 Tenable Nessus Tﬁiﬁﬁ, 15 1% 2 W "Tenable.
Nessusii {1 4"

OT Security # f#] Nessus {94 f# il 5 Tenable Nessus. Tenable Security Center Al Tenable
Vulnerability Management A (1) 3 A< (X 45 71 3 FH [F] 1) 56 & 158 & & ﬂ&* [ % 552 OT Security H [1
PEREIE I . DL R J& OT Security H H F Nessus 74 ) 14 B8 & Tl . 1X 283k Dith & A T+ AN "ESHE
W& 01 _E S Bh 1) "Nessus $14#".

o &N [E I AE A ) ENL e 2)
o BB EHLA]F AT 2 KA &%)
o 15 Fb [ 2% 12 R IS

JE & : Tenable Nessus /& & & 76 1T 85 o 4 F 1912 A3 L B . Tenable 2 i & AN B AE OT W & L fF
HAETH, RAETRETImZEE&EIETEE.

B R E W7 18 1T Tenable Nessus $14, 15 #4047 DL T 15 ¢
1 e E W B % B
BE IS 2 H P 4% B8 =0
2. P I E R R — A 2 T BT 7 5% T Rk AE .
3. miii A B A B AE">"Nessus T
LB 23 LY Nessus 3538 % 15 HE
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Approve Nessus Scan

The nessus Lcan for vulnerabilities in a55&0E is nol intended for OT devdices
of any sort. Scanning controllers, field devices and other industrial-specific
deices and SErvers I11It!.|1l_|!:l:lpq,lrt|l|_'¢ i Ju.jllal.uln:.'. Please make sure
that this asset is not one of the above before proceeding with the scan.

4. B SEEH

OT Security iz21T Nessus 1 .

AT H W A A
B[R] 0 o HOns W 28 AN g8 R R — AN EE A AW, DU IR B B (S R . AT LIS AT B
AR A, BlRE e
PATE & ] T e 8 [R] 26 H) A
o BEAREH RIS
 DNS H=# :8 % W 45 55 7= ¥ DNS & K .

o VRYHAS BE W R R P A B AR R AR VR4S B . 45 R & BOR1E R P> ] SR AR
B i ) AR B

TR - 5T 2 T b WL B

NetBIOS T #] : & 1% NetBIOS 3% H4E 41, % B4 10 n] F T 20 53048 I X 4% v ) Windows
it HHL

SNMP EWEA T/EAT SNMP BB =) (k& J5 B 7 SNMP 1 % 7~ (1 2 B 7 4015 5
RE A 5L 1 A AR E(BATH . BE R B RN .

o ARP: #6275 W 4% rf K6 00 3 38 1P B9 MAC Mk . 45 5 55 R 78 V448 B> BE Y8 4y
TERR 15BN, "B T R 251 £ ) B 2> B A o T R Y S5 IR A

o WA AT ) Bk D T A

o "EFHE W UM b E PR AT AR 2 B R A i R R R T A

* OT Security #8251 2 ) .
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Resync ~

Run All Queries

—_

Ping Query

SNMP Query
Identification Query
Details Query
NetBIOS Query
DNS Lookup
Backplane Mapping
State Query

ARP Query

2. My IR AT AW, SR d AT A E W LIS AT A AT A
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BB WIS AT, AR I — U@ R0, R A RS .
@ Ping Query completed successfully X

The query failed due to a network error. This may be due

X 1o temporary network issues or firewall restrictions. Please X
check your network connectivity and retry the query.
Protocol: NBNS; Operation: NbstatQueryType; Ip:

State Family Firmware
@ SNMP Query completed successfully X
@ DNS Lookup completed successfully X

@ State Query completed successfully X
sSLopped
@ Details Query completed successfully X

TR QS M &, OT Security 2 HR 458 B £ b 58T 1% 517 11 &R 0 58 .
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= Otenable or security | 06:22AM  Monday, Nov 11,2024 @ =
88 Overview i
i e D D
2 v v 2
Vulnerab|l|t|es Search... 0 202410280920 Actions Update plugins [
> £ Events
License outdated—Nessus plugin set cloud updates are not available. Update license  x
@ Policies
> i Inventory Name Severity VPR Active Ass... Fixed Asse... Plugin family Plugin ID Sou
|
. Network Map v Tot(304)
Schneider Electric Modicon Improper Au...  Critical 6.7 1 ] Tenable.ot 500033 Tol
v @ Risks
Schneider Electric Modicon Quantum Im... Critical 52 1 0 Tenable.ot 500069 Tot
Vulnerabilities Schneider Electric Modicon Missing Auth...  Critical 6.7 1 0 Tenable.ot 500071 Tol
Findings Rockwell Micrologix Privilege escalation ... Critical 5.2 2 0 Tenable.ot 500076 Tol
Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 Q Tenable.ot 500084 Tot «
Compliance o
Rockwell Automation Logix5000 Progra... Critical 6.5 2 0 Tenable.ot 500092 Tot g
)
> @ Active Queries Rockwell Automation Allen-Bradley Micr... Critical 5.9 1 0 Tenable.ot 500110 Tol
> @ Network Schneider Electric Modicon Authenticati... Critical 6.7 1 0 Tenable.ot 500122 Tol
Schneider Electric Modicon Exposure of ... Critical 6.7 1 Q Tenable.ot 500125 Tol
> 2. Groups
Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500134 Tot
o B
> @& Local Settings Rockwell MicroLogix Improper Restrictio... Critical 5.9 1 0 Tenable.ot 500167 Tol
Schneider Electric Modicon Weak Passw... Critical 6.7 3 0 Tenable.ot 500170 Tot
Rockwell Automation Compactlogix 537...  Critical 59 3 ] Tenable.ot 500201 Tol
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Tenable Nessus 4 1 1 4 1+ Hi Hi 7= 151

MS10-031: Vulnerability in Microsoft Visual Basic for Applications Could Allow Remote Code Execution (978213)

Critical 89 1 Windows : Microsoft Bulletins 46313

Details
Last Hit Date . Type Risk Score Criticality 1
I Affected Assets

Jul 10, 2023 09:52:26 PM engineerings.. [l Medium (Directy

tems:

WIN-180FIPB12HM (Direct) Engineering Station - Jul 18, 2023 02:50:54 PM

Plugin Output

Port: 445 / tcp / cifs Source: Nessus Hit date: 09:52:26 PM - Jul 10, 2023

- C:\Program Files (x86)\Common Files\Microsoft Shared\WBA\VBAG\Vbe6.dll has not been patched.
Remote version : 6.0.87.14
Should be : 6.5.10.53

OT Security 3 1 i) 8 £ fi t 7= B
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Rockwell Automation ControlLogix Communications Modules Remote Code Execution (CVE-2023-3595)

Critical 67 3 Tenable.ot 501226

Details

Last Hit Date + Type Risk Score Criticality
Affected Assets

Jul 18, 2023 07:05:36 PM Communicati... [l High
Jul 18, 2023 07:05:36 PM communicati.. (ISl High

Jul 18, 2023 07:05:35 PM Communicati.. [[EEl High

Comm. Adapter #50 10.100.101.152 (Direct) Communication Module - Jul 18,2023 07:10:14 PM

Plugin Output

Port: 0/ tcp Source: Tot Hit date: 07:05:36 PM - Jul 18, 2023

Vendor : Rockwell
Family : ControlLogix
Model : 1756-EN2T/D
Version : 10.007

R 25

R BLGE R T, 45
A RAIRAT BAR #RE

o BA PR AR URE € IR A PR R 4E IE 9

AN

Category

Controllers

Controllers

Controllers

Vendor

Rockwell

Rockwell

Rockwell

3 R P B & A IR SE B 1 R L AR R BRGE R IH T, 5

o FEATAE L SZREWA BT A E S B anRE T B IR A ) 1R 1k BOX e 1 AR R A

£ i 128 e TR 41 3%
o IR MR BLA R AR, Loy G B2 B IR .
Y5 ) R BRGSO, T AT DL R R AE
1AL SHAE T, B2 RE S RIEGE R
RBLEGE R 2 LR A% R R TR

- 235 -



8 Overview
e Findings
@ Policies
> I Inventory @  voucan enable automatic cloud updates for the Nessus Plugin Set Configure Settings
¥. Network Map
v @ Risks  haarer Search 0
Vulnerabilities
S39MFindings~ Group By ~ 6 O
Findings
Affected Asset 3 Severity 1 Plugin Name Protocol Port wr2 v Status
Compliance €300 #0086 ® Critical Honeywell Experion PKS and ACE Cont.. tep 0 — 73 Active
’ ActiziOusries) €300 #005 ® Critical Honeywell Experion PKS and ACE Cont.. tcp 0 — 73 Active
> @ Network Venus_occupation « Critical Schneider Electric Modicon Exposure ... tep 0 67 Active
> 2 Groups testigy o Critical Schneider Electric Modicon Weak Pass...  tcp 0 67 Active
> @ LoealSettings Venus occupation o Critical Schneider Electric Modicon Weak Pass... ~ tcp 0 67 Active
Comm. Adapter #48 ® Critical Rockwell Automation Select Communic... tep 0 6.7 Active
testigy o Critical Schneider Electric EcoStruxure Control, tcp 0 67 Active
PLC #30 ® Critical Phoenix Contact Classic Line Controlle... tep 0 6.7 Active
Comm. Adapter #48 ® Critical Rockwell ControlLogix 1756 Stack-bas. tep 0 6.7 Active
Comm. Adapter #47 ® Critical Rockwell ControlLogix 1756 Stack-bas. tep 0 6.7 Active
PLC #75 ® Critical Schneider Electric Modicon M221 Per... tcp 0 6.7 Active
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AAPEREZE R — AR fE, B AR LR i E IR N Bk BT
fift VI RE R i 2H 23 DG B 55 32 8 I BT AT B L U IR R SR A, O Bl [0 2 DU OC B R A ) R

o VIS 5 e S TR B 2 7
o BT E S K A2
o JE9 T AL (IR) i — 7545, % 4RAE 15 55 SOC/SIEM 4 it ?
o HE SR, IR T LR e
" 03 L 5 I 56 A R B0 B 805 A
Rt
Y5 IR, 65 LA 2L 2 R R, 9 DA PRI 0 25032 5 M 55140 08

Compliance

Security Framework Preferences

General Info
TOTAL ASSETS IN SCOPE 841
FRAMEWORKS IN SCOPE Not Defined (Default)

Incident Handling
Assets with abnormal unresolved events

Event Category

Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
Network Events 93 16 9
Network Threats 91 38 19

Show Asset List

Vulnerability Handling

Active vulnerabilities by asset type category
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88 Overview

Active Queries Management AcTve quentes encine ensieo (J)
> [ Events
OT Queries IT Queries Discovery Initial Enrichment Nessus Scans
@ Policies
> #2 Inventory }
OT Queries
. Network Map
> @ Risks Identification Query | Fundamentai |
Identification Query is a set of unicast queries that will fingerprint the asset based
~ @ Active Queries on network protocols, services, and banners.

Queries Management ENABLE MANUAL RUN C)

Credentials Custom Variations Create Query Variation
4 @ Network Name Status Assets Recurrence Next execution Last execution

> & Groups Identification query Created Any Asset C)

> Local Settings

Backplane Mapping [ rundamentai |

Backplane Query discovers modules and their specifications within a backplane.
The query allows for quick identification of the entire backplane configuration.

Version 4.0.6 (Dev) Expires Dec 29, 2993 ENABLE MANUAL RUN »
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Active Queries Management
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Events and Policies.

Montnly Report
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Protocol: BACNET; Operation: CharacteristicsType
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Backplane View
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> 0 Events
@ Policies
> iZ Inventory
. Network Map
> @ Risks
v @ Active Queries
Queries Management
Credentials
> @ Network
> 2 Groups

> Local Settings

a5 A

NI
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Credentials Search

Name Type *
v T Credentials(1)

SNMP V1+V2 SNMP v1+v2

fems: 1

T AT BUR AR

e ke I

LA S BN iR
2. s AR IR
G PR 2 L AR 8 T AR

Description

Commonly used SNMP credenti...
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Add Credentials X

] @®

Credentials Type Credentials Details
WMI

NAME *

WMI Local User

DESCRIPTION

Authentication for workstations.

USERNAME *

localuser ‘

PASSWORD *

TEST IP ADDRESS

Test Credentials

3. FERIERE T Iy, il DL B v & M . mT ) ik AL A

4
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= Otenable o1 security 03:57 PM - Wednesday, Feb 5,2025 @ = Mr. Admin

8 Overview . = WIN-UEUPTS5DGAOH « M

OT Server
> O Events
P MAC Vendor Model Last Seen State Family Firmware 0OS
@ Policies (Direct) (Direct) Rockwell RSLinx Server Feb5,202503:53:39PM  Unknown  RSLinx Server 1.001 Windows Server 2012 R2
v & Inventory Details —_—
All Assets P Trail NAME WIN-UEUPTSDGAOH
Controllers and Modules Attack Vectors PLRDUE LEVEL Level 2
STATE Unknown
Network Assets Open Ports N
By “ Vulnerabilities ~ DIRECT MAC
¥ Network Map Active (123) FAMILY RSLinx Server
VENDOR Rockwell
7 Risks Fixed (677) MODEL NAME RSLinx Server
> @ Active Queries Events os Windows Server 2012 R2
> @ Network Network Map LAST SEEN 03:53:39 PM - Feb 5, 2025
FIRST SEEN 11:48:54 PM - Jan 30, 2025
7 e Related Assets LAST UPDATE 02:01:15 AM - Feb 5, 2025
> & Local Settings Sources SOURCES nict (Local),Nessus (Nessus),nicO (Local)
NETWORK SEGMENTS oT server /1 21X
CRITICALITY Medium
RISK SCORE
General
FIRMWARE VERSION 1.001
DEVICE TYPE Generic Device
COMMAND 1
SERVER TYPE 36871

Nessus Scan Information

LAST SUCCESSFUL SCAN 03:19:41 PM - Feb 4, 2025

LAST SCAN DURATION 15 minutes

LAST SUCCESSFUL AUTHENTICATED

SCAN 04:41:25 PM - Feb 3, 2025

Nessus 3 ##i {5 A B T &
o TR VR AT R VP AR I B
o TR B RS O R BECTE A B bR .
o AT A R IR TR A O TR IR B AR SR . 9 n, XHIZE 4T Windows. Linux [f] 1T 2R B S PAT
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OT Security # ] Nessus 1 4# 18 F§ 5 Tenable Nessus. Tenable Security Center I Tenable
Vulnerability Management 9 [ 5 A% X 26 4 i 4 [7] 1) 56 o6 1% B o ME— (19 22 )02 OT Security H 1
PEREE T . LA R /& OT Security F1 F T Nessus 4 [ 14 8 3% T . 1X 638 T t03& H T B

B R BRI IS 3) i “Nessus 3E A #i.
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Create Nessus Plugin List Scan

IP Ranges Plugins

Messus plugin list scan runs a user-defined
o list of plugins only on network assets within
the specified IP ranges (CIDRs).

NAME *

IP RANGES

*

C' PERFORM THOROUGH TESTS ()
() HIGH VERBOSITY PROCESSING ()

NETWORK TIMEOUT (IN SECONDS) * &

L |

MAX SIMULTANEOUS CHECKS PER HOST * O]

2 ﬁ\

MAX SIMULTANEOUS HOSTS PER SCAN *@

Lo |

Cancel Next >

ERCLE R T T eIZH ) Nessus 474 I BOAE - 4 R &k £ CLBUME 217 34, N4
48 F 5 22 A B0 33 48 AR R 0 i B BE AT

4, {E"ZRRMEH, N Nessus Hi 4N — N LK.
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Device

> & Inventory

¥ Network Map
> B Risks
> @ Active Queries

> @ Network

> 2 Groups

v @ LocalSettings.

TIMEZONE EB/UTC

Maximum Log-in Session Time-out

etermines the session period after which logged in users will be logged out
again. B X

OUT AFTER 2 Weeks
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GraphQL Playground

W Y525 N GraphQL IDE. J& A /25 A st U1 3 JF 5¢ , o vF /2% 1F 4 B A8 7= 38 53 70 1) Playground il 5
APl £5 ] .

- 297 -



O

i 1 e
M 41 ROT IR, %8 R] LLAE S 1 8000 L A 7 AN E & 4% 73 I I Tenable Core % .
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- HEFBREYRARE AR
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88 overview

Compliance
> O Events
@ Policies Compliance Dashboard Preferences
5 = The frameworks that are selected here will be referenced in your Compliance
L [y Dashboard.

¥, Network Map
Not Defined (Default)
> © Risks

> ® Active Queries
> & Network

> 2 Groups

v & Local Settings

2. T EMENRBEERTH b, i wmE
LB 2 g 8 51 R A R PR S A%
3. IEFEPT R B A U AE B2 o ST DU BLR 3% IR AT 4
* 1SO 27001 % {4

* CAF J&
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« OTCC T
* NIS2 B 4( 5 21%)
« NERC-CIP E R

4. HdfRAF

OT Security 2 PR A7 & MU PEME S B L 0T, IR e € M B L ik & 5 H A & PETE O .

OT Security 2> 72" & FHE AR A" B BoR & F R & (1) 45

BB A

¥ Tenable Nessus 1 £F il A2 £ I 2 St (1DS) 5] 4 #0045 5 37 2] & 5 A, 3X 7] # 3
OT Security FI Fi AT 7 5 857 1 © %0 I 38 5 185 14 5 72 3 47 W 4% - OT Security $2 {38 i 25 45 48 80H
W 5] % (DFE) = ¥ 5638, REFH 2. R 78 3570 B &G Bk, &0 DUl =i 3 sh sk

T PAT R, AT 2 AT R .

l R A < ¥ ¥ Tenable Core H1& &, 15 2 % Tenable Core + OT Security F J* 48 5 1 B9 " FL 8 5.

Updates
(I Nessus Plugin Set Cloud Updates

FREQUENCY Every day at 02:00 AM
LAST UPDATED

PLUGIN SET 202411070852

(I IDS Engine Ruleset Cloud Updates

FREQUENCY Every week on Monday and Thursday at 02:00 AM
LAST UPDATED

RULE SET 202411062338

(I Dynamic Fingerprinting Engine (DFE) Cloud Update

FREQUENCY Every week on Monday and Thursday at 02:00 AM

LAST UPDATED

VERSION 202410230822

Update from File Edit Frequency Update Now

Update from File Edit Frequency Update Now

Update From File Edit Frequency Update From File

I R CE WA DOE RISk AT
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Edit Frequency

REPEATS EVERY ™~
Days
0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. EEERE My, N — DECTIENE BLME poik B () AL ( KRB, DAk E
W7 4 A 1 B 1] [R] B

U R PR, 1 e B AR A B R WR 28 O R 4 A AT .
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k.

2. A SLBIEH.
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Edit Frequency

REPEATS EVERY ™~
Dy
0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023
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Update from File X

o B®Download the latest DS Engine ruleset file
(Requires Internet connection)

UPLOAD IDS ENGINE RULESET FILE

Cancel

3.t R R 58 R R AT, U R T AREORT I 1DS 5] EE R A S A

HEE A ZEH Internet( ] 403 £ 2 Internet §) PC) J5 7 RE M 1% 85 #2 T #5857 1 1DS 51 2 1
£

- 307 -



O

4. FRIRT, SRS ST A M OT Security 2 7 TTH WSk A R #00) 1DS 514 5000 42 5044 .
5. B EH.
DFE = ¥ 58T
% mT LA 3 A 38 SUIR 5 5] 2 (DFE) B 3750 45 ok 5087 5 8] OT Security 5 4t s JITHT ¥ 43

e

¥ B DFE = % B 3 B %

WA J5 , R mT Bl i 2 o 5E BT IDS 51 EE LN 4R . 5 H B 3h R 5, IDS S A AL i s B
(1 BRF 1) R 4305 2 AT BE R ( BN B E R — A DY 2 /= 02:00) .
2L )a B DFE B 2 387, 5 34T BUR 8 1E

AR E S RERE B
SIS 4 Y BB B0 . DFE EWE B S5 T A E R L Rk E B
1, LA R A

2. FAEEF E S E N, 15 %85 DFE =¥ 5B B ) 5 9T o5
Y% %5 DFE 38 37 I 9 &

4 % 48 DFE 19 B 30 R, iE AT LT R AE
1 KM E S RGEEE > EH

BRI 2 O BE B UL I . “DFE 5% BE B A8 r Won 7O S SR AR I E . B CE R
1, LA KRBT ) 2 RS

2. M mEMER,
b A 2 B4 A =R 0 T AR .

3. FEBESE LIy, N — A E T I N R HE b £ R Az ( R B ), BI AT B DFE
BT 4 B A] TA] B

R IEFER”, 18 L AR A JLREAT DFE & 4 B

- 3508 -



O

4. FEFEHRITE) 0 2, B B b B bR O 3% B i TR) B sh N B (A), B RT K E DFE BE T Y
M) ( % A HH:MM:SS & =) .

5. PR
2 I — 25 VH &, B8R 2R h B
FF AT DFE =55 E %

17 BT B BH DFE, 3 $hoAT LU R 1E
1 R R E S RERE > B

G Iy 2> Y B BE VLI - "DFE = % BB FH0 70 on 1 H 3 E R AR B L B CE B
J1, LA ST R 2 TR

2. B S RIEHT.
BRI 2 HBL— 25 B, BN TR IEAE B AT o SR e AR, AR 2 R 4 AT DFE FR
A

BREH

AR OT Security 45 AR B, T 738 i A Tenable 2 77 177 W 3 N #5155 10 iRA 3 F A%
A K F 3 B DFE.

o B 2R o Hr DFE, 54T DL B4R
. B AMEE>RERE > EH .

LIy 2> BB E H . DFE =% BB HE 70 on 1 H 3 E R AR B L ECE B
J1, LA ST 2 TR

2. S ENSCHEF.
Vb I 2 H B A ST B

- 309 -



Update From File X

o W Download the latest DFE file
(Requires internet connection)

UPLOAD DFE FILE

Cancel

3. Qi R R 52 R AT, VR R T SRR I s R A4 AT

| ERRA MG A A8 A %8 5 T B8t 1082 2 4 S0k, B o R PC.

- 310 -



O

4, B pU YR, RJE S E BN OT Security 25 /7 177 W9 3l R #5010 W 4 25 4 01

5. M EH.
ik
e B HTTPS E 43

HTTPS it 45 #f £k 5 St H] %2 4= B9 OT Security B¢ 8 A1 ik 55 4% 3E 4% o W1 4R UE 5 & 72 W 8 )5 2 ] .

A DL I AR BOHT R B 25 A e S B e P A ROy — .

I R AL R R AR 7 e .

HEA A F AU, AT BN A
1 MR AMBEESRGEEE>ER".
BRI 2 LR
2. fEBAESE I, T ER B ELIER".

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one.

SSUED TO Tenable OT Security
SSUED BY Tenable OT Security
SSUED ON Oct 31, 2023
EXPIRES ON Oct 30, 2025

CERTIFICATE FINGERPRINT

S I 25 LA RCUE BN B .

(® Generate Certificate

Are you sure?

Security.

be trusted.

-3 -

Generating a new certificate will override the current certificate issued by Tenable OT

Self-signed certificate will be valid for 1 year. Please note that your session will not

Generate Self-Signed Certificate
Upload Certificate

Download Certificate
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3. HEERR.
OT Security 4K HZELUED, B A E>RERE>IER THFEE .

A& HTTPS iiF 4

A B AR HTTPS AR5, B AT LT #R1F
1 HRAMBEESRERE >R
B 2 B A
2. (EBAESER S, R EARUES.

Certificates

The certificate is used to secure the HTTPS connection. Use this section to generate a self-signed certificate or to upload an externally signed one. Generate Self-Signed Certificate
Upload Certificats
SSUED TO Tenable OT Security pload Certificate
SSUED BY Tenable OT Security Download Certificate
EXPIRES ON Oct 30, 2025

G AR 2 3 o e A I 5 0 T A
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" W N 4 B B LS — 4L IP S E( CIDR/F ), T 5 XL OT Security ) W 453 7 .
OT Security £ 2. & it B yu il 2 41 88 7~ .

BRI R, OT Security 2 it & = /N BR A 2 JL 5 H :10.0.0.0/8. 172.16.0.0/12 £ 192.168.0.0/16,
DL % 4% 492 S Hh Y5 [ 169.254.0.0/16 (APIPA).

Monitored Network

The Assets Network is an aggregation of IP ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within tenable.ot’s sensors subnets or any activity
performing device will be classified as an asset.

192.168.0.0/16

172.16.0.0/12

169.254.0.0/16

10.0.0.0/8

DEFAULT IP RANGES

ADDITIONAL IP RANGES

AR AT AT ER A VG B B I3 5 1 X 2% g Y B, 3 BT DA T 4R AE
| R AMBESAERE >R RE
LANEEIS g4 A g E
2. fERMBHRIRNL ALy, il
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IR A 2t 352 M 9 ) IO 4% T A

Monitored Network x

IDS engine will only monitor the
first 400 subnet definitions
(CIDRs).

‘ Default IP ranges:
192.168.0.0/16

172.16.0.0/12
169.254.0.0/16

10.0.0.0/8

Additional IP ranges:
IP RANGES ONE CIDR PER LINE

e.£ 10.10.10.10/8

Cancel
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Add Duplicated Network X

®

Metwark Details Confirmation

IP Reserve Pool: 240.0.0.0/4

This pool will be used internally within OT

Security for the purposes of background

reservation of IP address mapping for NAT IP
o allocation.

If you wish to change the designated

segment, contact Tenable OT Security

Support.

DUPLICATED IP RANGE *

If the range is not in the monitored
network, it will be added to it

‘ 192.168.0.0/16 ‘

* Duplicates (Sensors)

‘ Sensor #1 = -~ ‘

Sensor #1

3. (E'EEK IPTEME S, UL CIDR A& X% A IP S, #1, 192.168.0.0/24.
4, NEEF(AERE) FRAES, %5 E T 1 P U B 5814 B4 .
5. i F—".

-321-



IS 2 B AT
Add Duplicated Network X

e @®

Metwark Details Confirmation

Please Confirm Asset Deletion

In order to separate these 33 assets into their
own networks, the system will need to delete
them automatically, allowing them to be
rediscovered again after startup.

If you wish not to delete these 33 assets, they
will remain in their current IP range and this
may cause data inconsistencies or
unexpected behavior. Best practices suggest
deleting the affected overlapping assets.
View Assets in New Tab

Delete Assets

¢ Back Cancel Save

6. (AIif) ik M R B 7R LR AE
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OT Security 2 R A7 B 11 1P J5 [, AH 20 [ 2 B 7~ 765 & 11 9 356 N 457k A

Duplicated Internal Networks Add Network
IP Reserve Pool: 240.0.0.0/4
o This pool will be used internally within OT Security for the purposes of background reservation of IP address mapping for NAT IP allocation.

If you wish to change the designated segment, contact Tenable OT Security Support.

1Duplicated Networks

CIDR Sensors In Use - Discovery Queries In Use - Nessus Scans

192.168.0.0/16 Sensor #1

| EEYH CREEESNMLE G, Tenable & W% 37 J5 3 OT Security, 28 5 11 )8 1% B &5 . ’

8. HL ¥ JH 3 OT Security.
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o BAMERRER LB T AL IR AR, R R BRAE SR A X3
'

2. Ft B AL RS, RS N EE BT SO BEER LUK HBOE .
Ja 85 9%
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FEHT N2> e 45 5 BRI (P B, 06 20 % 45 M0 B 1 A% SR 3% o ) 4n s AE " E B B >" K Bl /Nessus
HAFE>QIBEEH , A ST > RERE T
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.
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R ARMBESAERE SR RE
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2. TTTPET B, 75 BRAE S L F T 8 CSV AR

OT Security 2= T # tot_Assets 1 H SC#Y .
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3. T JT tot_Assets M HR LY .

4. AR ST U WS A 9 4 tot_Assets BEAR, A DR BE A1 bR (44 Bk L 2R AR ) AN )
fH.

6. PRAF T4 18 1 ST

6. & [ "B = B B i %
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T ] T ] D E | F L T 1 E | L [ N
1 Name Type Criticality IPs war Family Model  Firmware 05 Purdue Le location Deswiplic Result  Ermoe

z |AM P HighCritic 10.100.10. aa:bEcor:d Siemsns  ST300 231 Levedl  Italy Siemens, Faibare |I“1D.IW.E}.21!IM llclsl:i[
I |bon Saneer  Madiamd 10.300.30,30 Whivwane Windows Safver 2012 Sutinid

4 ooc Swirtch Af:boood: Catadyst T 1x3 Leweld Suoress

5 DODD  Unknown MoneCriticality Linge  Leweld  lsrasl SuLcess

"

SCD 3 1t

AR F vl i B 41 3R (SCD) 3 0 75 A% Fi sl 1) P A 3 A5 AH SR PR A4S 2 . S8 BLAE Al Ks SCD U A b A%

#| OT Security, 3K 3 3¢ T & {9 ¥ 7 | IEC 61850 Fir B DA fx 8 5 22 4= L () vl L4
M4 SCD SCAH{E &, OT Security 23 4 45 5 42 o 3 B R TiC B AR DG IR R I 45 1, il
o REFBUN P i Vi A ] 18 W 8 A VE (MMS) i o
o KRR P ( A LE SCD ST R ) 23R4T B MMS 1R 75 .

¥R 0T Security {32 #F SCD SCAF T LA T A% K
o AFHLUGL BB S (SCL) iR A 1.0 F1 2.0,
o NG — AR H UL SCD

U b A% SCD U, B AT BLF #4E
1 EERBRESHERE>R=RE"
AP B sy & - ST
2. fE"SCD XA 7y, i kAR,

SCD Files

1285 MMS reports have no clients assigned, exposing unauthorized access. Assign authorized clients or remove redundant configurations from the SCD file.

Upload SCD files to import each of your substations' configuration and define IED
device communication settings according to the |EC 61850 Standard

Note: only one SCD file is allowed per substation. The most recently uploaded file
containing the same substation name will override previous ones.

Project SCD File Name Substation Last Updated

Station Indegy Station Indegy (1).scd Substation 03:59:12 PM - Jan 20
huh SBUSServer.scd 02:16:48 PM - Jan 2€
S[S 8860 SBUSServer.scd S/S 8610 02:50:54 PM - Jan 2¢
NIC STATION NIC STATION.scd 03:08:44 PM - Jan 21

Upload O}

Download Details
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(I Configuration Event Clusters -
5 minestes
10 rhinutes

C) SCADA Event Clusters -

& minutes

1 day

O Network Threat Event Clusters _

5 mandtes

1 day

@D Network Event Clusters “

5 manutes

1 day
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Local Users Search. 0 MiUser [

Full Name * Username User Groups

Mr. Admin admin Administrators

Supervisors | Site Operators | Security Managers | Security Analysts | Read-...

2 HL R PR SR DR NS

¥ iR

&4, P44

4 HErATEROEF4.
PR PR P4 R B AL
N A H

A LLBY A Pk 7 DL AR A F 7 U5 ) R G e AU A T G — AN AN 4.
A AV K, BT BN R A
LR A E SR SRR
2. B ImA P
RN 2 B 0 R P A

- 332 -



O

3. fErEAET, AN T MK

| TER BRI, b A b2 8RR N A4 R

4. fE'RPAHED, MANTEXRENM ) 4.
6. fE"BRGHET , f N E A
6. FEEFTHINFRG Kb, Fay A AH R A D

I ER:XEMPSHTHGEERNEN. EXR2%E, A TERE GO P EREN.

7. FETR AT AR, e B O R T BE RS T AL R AE

ER:AGHHN A5 NTHACKEKHE XA, NEEARH >-BHRAR. ¥
RBERAFPA>-URBERAACSE . ARTHMOMUY, ES M ABH".

8. mii"BIE".
OT Security 2 f£ & Gt G & 5 ik ™, JFds 2 A f P j - 51 3& .

Bt 6T FH PR P i) A 4 4R
i 5 FH P ik
A LR P 49 S 31 e Ath A P A sl A RS 2 A o Bz P
HEELH PP A, AT BLR R AE
1. R A ESHPFEE S AP

LIS 2 B A B
2. mEER LR, ARk RER.

l R EETUGRE -, REEREXAEDEERER.

3. UMb & EoRWBA P EAR, K EoR T B R 4

- 333 -



Edit User X

USER GROUPE
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Edit User X
USER GROUPS *
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Security Managers

Site Operators
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User GFDUPS Search... o Create User Group @
Name t Members Role Authentication Server:
Administrators Mr. Admin | sanjusha Administrator
Read-Only Users Read Only
Security Analysts Security Analyst
Security Managers Security Manager
Site Operators Site Operator
| Supervisors Supervisor
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Create User Group

NAME *

Name

ROLE *

Select

LOCAL MEMBERS

Select multiple

ZOMNES

Select multiple

AUTHENTICATION SERVERS

Select multiple

Cancel

Create User Group X

NAME ¥

‘ Name
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ENTITY ID 15 Tenable_OT_

URL 15 https:#/ 'fauth/callback

3. 5E K Tenable One I ) f & it B -
a. {E Tenable One 7, T /i £ & B">"SAML">"Z= i SSO" T [ -
I 2> A B SO UL T, £ P A & Tenable OT Security [#) SSO it & .
b. ®.i7 OT Security 17 »
I IsF 2= I OT Security Bt & 1 4115 & T AR
c. PEftM OT Security SAML 5 [fi & il (1] 5 43 He ilF I8  URL L) [z SP S24% ID VE40 15 & .

= Otenable | settings> savL

SSOCloud  SSOOn-Prem AUTH CALLBACK URL

\\\\

L Download File

d. FERE"
OT Security 2= {& f# SAML it & .

4. HFr kA 3h OT Security.
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Tenable 7E"TAE X "0 i £ 5 HI"OT XK £ 58 4 W o 5 "OT XKy 28 58 "1 Ut JF: 1y 1)
OT Security,

@tenable Workspace o B .

Exposure Management Identity Exposure o
regating esto rioritize weaknesses within your Attack Surface Management
resent a unit Jour risks, existin, e Director lomains and reduce Understand your external attack surface.
enabling cot /e measures. our exf e.

Web App Scannmq

abilites, view and refine
Sanweb appicaions o
are this S withous dis d | the
limif users or urity ri D g y g

app\ \\\\\\\\

loT & 4% 2%

& B OT Security, & 7] LLE T AL B loT & #4551 #IF R 20 ok B R e N 2 7 IRk 55 % 10 55 7=,
¥ BT A 528 E I W) EE I (1oT) 1 4 B 5 31 3 2% 5 1 B2 FE 7 i %5 48 b .

CLAP S48 Sk v ], S 7] A& B 8 BOZ R Sk AL AUE B & 4t (VMS) iRk 55 &% . #£70T Security &
BB b, SR VMS AR 5 IR 5% 4% B AT LR T B SR SR B LI b A A 1% IS5 A
DIEEE -3 &

ERE BN T, M loT iER8 S NE =K, OT Security 25 N\ % £ 1) IP Hudik Al MAC ik . B Z
A MAC Hutik, 15 2 R B > BRE > B FERE", A5 25 IRE loT B2 IP Huhki%k 10

loT % 2 4% 5 %
OT Security 1.7 7] 5 10T/VMS il 55 &5 S B 1) 1oT i 82 45 51 %

Wb 15 SR R B U5V A A N AR e AP R 55 2EAT By i %ii_i_ﬁiﬂ'éiii%o#%&i
FIRE P R 55 4% 5 51 BE4E i), OT Security & R AT A & B &, ik Bk MNE RGN K
¢ TH AR S
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0 loT E B 52
fas ] DAAE iz #2 API AR 45 BiAREE B 1oT #2455 OT Security 5 i .
THa6 Z H
o (PUE M T B AT B 0 0R A2 W A8 7 IRk 95 4 1= %22 OT Security loT & £ 4%
RE . ARELZEE, 162 WL Windows I 224 10T 3% 4% 28 AL,
1 AEAE M SRR i, 5 A i B B> loT R
LI 2 P oT e AR T I
2. ity BN 0T EHSH.
O 2 B — A PR

3. LT LTI L —

A
1 EEERBRMED, N EES B

2. TEIPHE R, By N EEUS NI IE BL A5 1Y 1P Ak
3. R RE.

BE W RE RN PR 8 %% 0T Security loT 3% 38408, 88 KW,
Jf H OT Security & /R 1=TH B -

Btz API
1. EEEBRE oy, EEERIM 0T EHE .
2. B F—.
B 2> R AR A B A
3. TEEEERERBARNE T, W N ERE B AR
4. AEIPRES, N AR IP HuhE
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. AE"SE BHE R, %1 O\ OT Security nJ 3@ i 1% om 0 347 E B im0 5 . Bilim 05
N 22609

CHERPZES N T EREERNE A
7. EEEHES, N ERE SR
8. RIS

Ay 2 R A7 AE OT Security 1, I 2R 7E 10T BT L .

o1

o2}

loT Connectors Actions v | AddloT Connector v [

Name T Connection Method
Lab Milestone Via Remate AP| ilestone & connected
Salient Agent Via Agent nf Disconnected

Lab Exacq Via Remote AP| Xac e 2 Connected

BEEHED loT EEBHN B

1 B N R PP AR 55 A8 e, G ) DUE A AT 0% BT B N F R e R 55 4 B B A IR 5
BRI S5 aE B PT A 8%, 3 AT DU AR
1 HEERSTE R
BEI 2 BB A B LI
2. il HI R AR RN 7 IR 55 s .
JIT 3 S FH FE P IR 45 4% DU THI A 2 B, HG v B R A B A A R

DESKTOP-BMF3PP8

(Direct) VMware VMware Virtual Platform  Aug 14,2024 02:54:53 AM  Unknown  VMware Virtual Platform  Microsoft Windows
Details
Q
1P Trail

Attack Vectors artner Asse Y Relationship Type Access Direction etails First Seen Last Updated

Open Ports gle Camer SingleCam o ctors To Partner 01:43:36 PM - Jun 17, 2024 02:56:17 AM - Auy

~ Vulnerabilities {anwha Visien QNV-8080) Hanwha Vision QNV-8080R loTConnectors To Partner 01:43:02 PM - Jun 17, 2024 02:55:14 AM * Ay
Active (63) Xis-acccse ’ M3046-V IoTConnectors To Partner 01:43:03 PM - Jun 17, 2024 02:55:15 AM - Auy
Fixed (0)
Events
Network Map

Related Assets
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W 10T E £

A0 loT B 8% )5, B AT IAR OT Security A& 75 AT BAT 1) i 4 42 2%
1 fE"loT #E AR, AT P ERAEZ —
o EZNNR I 0T 3 &8 X B A AT A o 5 o O vk R TR R
o WEPEEIM G 10T E A, AR5 b B AR >R E
OT Security £ iz 47 Ml 328 LA 36 E 2 75 n] BLs ) 7 #2 4% .
iR loT %

1. TE"loT AL, AT FHIHRAEZ —:
o TETEGnIE T 10T B A X R AT R, A B B R R AR
o EFREYEM loT A, AR5 Bl BRIES"RE
B 2 OB AR B /T R AP 4 %8 loT FE 43 281 4
2. MR FEBAHEHER .
3. i RAE
OT Security £ {77 0F loT 7 $2 9% 1 58 %7
B 1oT &8 5%

1R loT AR H, AT TAIBRIEZ —
o LE B BR A 0T 3 #2248 X B AT o, A7 B 8 o F 1k B BR
o GEFEEMBRET 10T HHE A, N5 R d R AR S R

OT Security 2=l BR 1oT 1% 42 4%

R CAEEMBR 10T EH )5, OT Security 2 ML F2 7P IR 55 &% 1 3 10T 3% 4 23 A . 2l
ROEE L 2 [ — MR 7 IR 55 4%, &0 2022 3% 0T Security loT 28 {03 .

7E Windows b % 3% |oT & #2 25 /S
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| iR R =R

& Bh OT Security, %7 DL AL B loT & #5225 51 ZJF [ 20 ok B &5 N 2 IR 45 2% 10 55 7=,
B AT 52 F IR R (loT) ¥ 4% W 5 31 5 5% B 1 S B2 7 IR 45 8% b o 05 O X H %E E H
FE 7 AR 45 2%, 18 2522 %5 OT Security loT i 2 83 AL H .

22 4% 0T Security loT % 4% & AU, 35 PAT AT 48 1E
1. &3 %)"Tenable F %" M -
2. S OT Security U1 [f] .
3. TEH % loT B A% 73, T #"Windows loT 82 88 R 12 /7 11

Advanced loT Visibility

& Windows loT Connector Agent Tenable loT Connector Agent for Windows Server 190 MB Checksum
2012, Server 2016, Server 2018, Server 2022, 7, 8,
10, and 11 (64-bit) {v341)

& Ubuntu loT Connector Agent Tenable loT Connector Agent for Ubuntu 20.x, 212 MB Checksum
22.x, Z4.x(amdB4)(v341)

4. ¥ N #H "Windows loT & 32 288X 12 17 0 & 1) 31 B4k 22 28 1 B R e il 45 2% b
5. iZ 1T Tenable loT E R AR 1 &,

BRI 2 B — 25 R WE SRR ) 3 IEAE AT A6 (L i 2, JF Y B XK AE A Tenable loT
ERSAERENR D L.

6. i F—"
I 2 B AT E B R 1

7. EFEREZHU, KR TP
Ser I EEE A B RE H .

8. R M T 22 loT RS B (S EANE ), RFad"T—H"
Tenable loT % 4 4 A B 22 36 T 4R

9. TR , WAl Tenable loT 4% 58 X HFf 45 /2 75 7 LLIE %3247 .
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https://zh-cn.tenable.com/downloads/ot-security

O

a. fE"BAT in & & v, i N"services.msc”s
e AR & 1T I .
b. fifiik OT Security loT /AT H I E L/ EFEBITHRS IR .

2 SE R, BT DO SRR P IR 4% 4% 7E 2 31 OT Security. A < i ] 38 o iz 72 AR 3 3% % 21 W
HAREFREH[MELZFELE, B W E AR loT E 8.

Hi 5% %5

BRI PATE R G W B SMTP IR 45 2% A1 Syslog IRk 55 %% , LA e A 538 o o 7 MR 2R 2 328 FN /8 7E
SIEM FAid sS4 &0 . &t n] LLiX B FortiGate B k1%, AAR ¥ OT Security M & 44 [
FortiGate & 1% Bi /K 5% 5 W& 22 13 .

SMTP Ml %% 2%

N T REWEIE I HL T A AR SR T ROR A A, 7 EAE R G BE SMTP RS A% . AR A
B OSMTP JR 55 4%, A8 A ol ST I A2l , AR 48 AR Jo 2 th v 1 W 38 R o (B AR AT 18 0 1 0 T
LYE R BP0 & (1 )7 ) BB R LA A A

L WE SMTP IR 5% &, TH AT LN #R1E
1. R AR E SRS > SMTP IRE 2.
2. M gein SMTP R 4548
G BRF 2 B "SMTP R 45 2% HC & & 1 .
3. TEARSSBR B FRONE T, SN EE TR Ik F T R 08 ) SMTP il 55 2% (1) 4 7K
4. (E"EHLANPHE A, H N SMTP IR 55 4% 1) L 4% Bk 1P H bk
6. 7E"¥m HHEH, fai N SMTP Jilk 5% &5 4 72 L b 5 Wr S50 1 o 5 ( BRIAME 1 25) «
6. "R N BT WS A M bk HE b, N SR D S R A R A N (R T A b
7. (RIE) £EH P A& AR RS RE b, B ON K T U5 1) SMTP IR 5% i 1O FH P 44 R 1Y
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8. N 3k P A T S AR DL IR UE T B 5 K Th , 1 R RIS TR T R, SRS N
3K B [ HL 7 A ik, I e A U AR AL A R TR R o dn R R R kR, T
g B HE Bk DL I 1) R R B P BLZ OE .

9. HE"REF".
] DLiE ok B b R Sk 15 B H A SMTP IR 55 2% -
Syslog iz 55 #%

T AE A HER S 5 E R S R, R AR R G R Syslog M4 . R B R
Syslog I 4 %, W9 1 F 44 13 7 £7 76 OT Security *F & L.

B E Syslog k%7, B PAT UL T HRAE:
1. 2 A i B >"AR 45 88 >"Syslog R 55 8
2. Hidi"+ ¥Rjn Syslog IR 5588, LI 45 1 #il"Syslog AR 55 28 i & % 1 .
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Syslog Servers

SERVER NAME *

Server Name ‘

HOSTNAME / IP *

Hostname / IP ‘

PORT *

‘514 ‘

TRANSPORT *

Transport -

[ ] send keep alive message every 10m0s

Allow syslog message caching

Cancel

CERERBIRMET, WO\ Tl 5 R G F 110 Syslog i 55 % 1 4K

. TE"EHLLNIPHE F, Hi N\ Syslog Ik 45 #% (1) £ ML 4 8¢ 1P ik .

. TE"%E BHE b, AN 22 1) % Syslog IR %5 8% Ik A K IR 45 A B 1S BRI 514
- TEAEE R AR b, 0 RS 0 AL P . 1 A TCP B UDP.

A0 I T L LI BC B S R, T R R IEINIE B, R e A B e ik
B W R B ARIE TR, TR R B LUK B IR ) SRR O BU OE

(AR ) EFE 10 OB RIE — IRERFFIE B B 0T, AT A BORES
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9. (AIik) X T TCP &% H &, k£ ¥ syslog 1 B &1k 1, 7 78 B b W i) 28 17
fF, I E B IRE I R IE IR e H A,

lIE

l 1 & : UDP syslog ¥4 2 AN B s AR FOIR S AN Re 1, i R EE D i, REHE TR ER.

10. B RE
& a] DL I #E R LI FE ok % B A Syslog IR 45 78 .

FortiGate [y Kk %

*i B E FortiGate R 55 &% , 15 #4047 LA T 5 1F
1. A A 3 ¥ B >R 45 2% "> FortiGate [ (K 3"
2. AT K EE
I 4 R AR N FortiGate By (k3 fic & 7 11 .
3. R RSB BFRHES, F N Z AL A 1Y FortiGate ik 2% 45 11 44 K
4. fE"ENLL\IPHE 4\ FortiGate it 45 2% 10 4L 4 2% 1P M ik .
5. {E"API 4 HE % AW FortiGate £ & [{)“API 45 id”s

[H : https://registry.terraform.io/providers/fortinetdev/fortios/latest/docs/quides/fgt_token.

VER A X4 FortiGate APl #Rid B 5 B , i55 3 LL R TR ‘

6. FdERIM
OT Security 2= i & FortiGate [jj <k 1% Al 55 %% .

TR 0 T U Mk (A OR A AT T AR AR I EALAE A AP AR AC B 7 KM dk) , 5 OT Security
FHE P L,
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O
4 OT Security & & 2 5 o & SCAF I, B DR AR 9 LUK v BN U5 7] ALRR

Access Permissions

Access Control Permissions SetAll ~
Security Fabric ® Read & Read/Write
FortiView m ® Read # Read/Write

User & Device S ® read £ Read/Write

Firewall @ None @ Read € Custom

Log & Report m ® Read # Read/Write & Custom
Network @ None m # Read/Write © Custom
System SR ® Read # Read/Write & Custom
Security Profile [ZRIGUEN ® Read o Read/Write & Custom

VPN I ® read  # Read/Write

WAN Opt & Cache LR ® Read o Read/Write

WIFi & Switch [ZRNNTN ® Read # Read/Write

AaH &

RABE R ER RGP RAEMIA RG-SR SEE CAT T 5 g iE . O
)R S H SR ORI FEA, WO AR AN RS I W T A E IR
%, %?&“%Edﬁ%lﬂ o BE H RS AL AR AR b SR A SR A R A T Dok H
AR CSV A3 th o 36wl LARC B &R 4t LK &R 48 H A& 31 & 3% 21 Syslog ik 55 4%

System Log Search... o Select Syslog server 53
Time & Event Username

Monday, Nov 11, 2024, 03:29:10 PM Generated new self-signed HTTPs certificate

Monday, Now 11, 2024, 02:32:35 PM Login by local user succeeded

Monday, Now 11, 2024, 02:30:30 PM Packet capture turned on

Monday, Nov 11, 2024, 01:52:18 PM Manual NetBios query on asset Yuval has failed with error: Network error

Monday, Nov 11, 2024, 01:52:17 PM Operation Arp has been force executed on asset Yuval

Mondav. Nov 11. 2024, 01:52:17 PM Operation Snmo has been force executed on asset Yuval

A C R FEFAOE L T EE R

S ik
B A AR R A R H .
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B FIv A 25 AP 1 T R 35 P
F 4 FORFMFRH T AR X T B K ERFEMS, ARAH 4

B & gt H & K I% 2 Syslog Ik 55 w4

R R YU B OV A Syslog Ik 55 A% K IE R G EAF, 1B AT BLT B AF
| REAMBESRGEHE" .
2. midi A EAAIR BOAE LR R IR 55 48 81 K .

I VER W E RN Syslog ik 45 %% , 1 2 17 "Syslog Iz 55 %"

3. IEEEPT R R SSAE
OT Security $# & 4t H & F 44 & 1% 2 45 2 1 Syslog Ik %5 2% -

Bff 3% : Microsoft Azure ] SAML £ 1%

OT Security 32 £F % i SAML #3105 Azure £ il . [k, 40 fic 2] OT Security # Azure i F Be %18
If B8 5% (SS0) & 5% OT Security. & Al LLMR 3 F ' 78 Azure 3R 15 B9 4H 70 Be , 158 FH 240 w4 78
OT Security # 4 it /1 & .

IR 2 B 7 O OT Security 1 Azure ¥ B SSO 5 i ) 56 B2 A2 . fic B W Sl ok 78 Azure 1 81l
## OT Security N HFE 7k W B HE W . 25, &0 DL AL A ¢ Bk B 6 & 19 OT Security N 72 /%
(s B, 355 & 4 3R AL FE 5 B9 AE 5 B 4% 51 OT Security"SAMLTT T - 24 #5065 B 43 412 AL 72 7 1)
4H R 2] OT Security R RS, BLE B E R T -

TR ENE, 752 LVE O W & 4 & 5k Microsoft Azure fil OT Security.

%145 4F Azure 1 B £ Tenable ¥ i 72 ¥

WNELE Azure T 61 & Tenable N 2, i§ AT DL N 1E -
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1. 1E Azure '}, # % "Microsoft Entra ID>"®Ne N HBF, R+ HENBHER".

I F 2> 4 3“3 Y8 Microsoft Entra ID BE" 7T [ .

TENB OT RESEARCH AND DEVEL...

Create your own application X

,ﬂ? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

| Input name

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra 1D (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)
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2. i+ RIELTBRMHABRR .
b J5 K s el B R B R R0 TH AR
3. N HBRFRZRREMAA? HEF, & N\ N R F 14 FR () W Tenable_0T) JF % £ "4 B

EE R A H AR H AN HBRF(IEE) (BN, R s adi gl @ LLod N R .
0 e B

D BRFEAE Azure T #EAT OT Security B A2 FF W) 4R IC &, B 45 Jy 58 SAML i & {EH( /8 R FF
A1 [E| & URL) 6 22 i i 8, AR 3097 & HIAE 5

| R U B AR iR S . R A 2 B BOAE

WMEHATVIGEEC &, 15 AT DL #14E
1. 7F Azure S i, BB B, ARG kB SAMLE Ny B 58 7
I 2 B3R T SAML B B F T I .
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e e e

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT

Tenable_OT | SAML-based Sign-on

Enterprise Application

& « T Upload metadata file 2 Change single sign-on mode i= Test this application 47 Got feedback?
i Overview Set up Single Sign-On with SAML
Deployment Plan An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlID Connect or OAuth. Learn
2 Diagnose and solve problems mare.

' Manage Read the configuration guide ' for help integrating Tenable OT.

11! Properties o

Basic SAML Configuration .
2 Owners & Edit
o, Roles and administrators Identifier (Entity “?) X Requ!red
Reply URL (Assertion Consumer Service URL) Required
&2 Users and groups Sign on URL Optional
Relay State (Optional) Optional
2 Single sign-on Logout Url (Optional) Optional
@ Provisioning
o —
£ Application proxy e Attributes & Claims

C Self-service
A\ Fill out required fields in Step 1

| Custom security attributes givenname user.givenname
. surname user.surname
> Security N )
emailaddress user.mail
> Activity name user.userprincipalname
Unigue User Identifier user.userprincipalname

> Troubleshooting + Support

e SAML Certificates

Token signing certificate £ edit
Status Active

Thumbprint

Expiration 11/27/2029, 11:04:39 AM

Notification Email

App Federation Metadata Url - - . s
Certificate (Base64d) Download

Certificate [Raw) Download

Federation Metadata XML Download

0 FEH 1 E AN HAk SAMLEEE) b, ok g,
B 2 B ox 3 A SAML B B (] T H .
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 Copilot @ 5o
: TENB OT RESEARCH AND DEVEL...

Basic SAML Configuration X

E Save ,!-'3.,'_'J Got feedback?

Identifier (Entity ID) = @©
The unigue ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL e

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state |

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url e

3. EFRRAF( 24K ID)HEF , % N\ Tenable N 2 /5 1

i BF ID( %9 4, tenable_ot) .
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4. 15"l & URL( BT 5 5 2t MR 45 URL)“HE v, % AN 20 URL( 1 4
https://0T Security).

l ER AR RAF A E B URL 18 il i {8, 7T DL Ji5 72 T B a7 v 3E AT 2 25

5. & o[ A DL A7 I I A O 2 PSR AR SAML S B 00 7 4
6. £ 4 ¥/ (& E) t, s B 440 UL 5 ) Microsoft Entra ID ¥5 iR ¥ .

o Set up Tenable_OT

You'll need to configure the application to link with Microsoft Entra ID.

Login URL | https;//login.microsoftonline.com,
Microsoft Entra ldentifier | https://sts.windows.net/
Logout URL | https://login.microsoftonline.com/

7. Y1# 3] OT Security #241 &, R 2 "H P B H">"SAML’.
8. i ECE UL B E SAML M [ Ak , H-1 & i 04 {8 K G 2] “IDP ID"HE H .
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Configure SAML X
iop 1D *

[ https://SAML_Host.com ]
IDP URL *

[ https://SAML_host/saml-authresponse ]

CERTIFICATE DATA *

____________________________________________________

USERNAME ATTRIBUTE *

= |

GROUPS ATTRIBUTE *

[ GroupsID ]

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

Cancel Save

-

9. 7E Microsoft Azure #3#i & b, B B B #% DL & i B F URL.
10. iR [5] OT Security % i & I 44 52 i 1 /50K U5 21 "IDP URL"AE v .
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N. 78 Azure =6 6 5 33 ( SAMLER) 1, X T-iE$S (Base64), H.di" T &,

12. R [8] OT Security #% il &, 7EEREAE 0 T, W 22 4 0F BRIk .
3. 7 Azure eI 6 05 2 S ORMERIAB) o, 5 .
4. fE"FARTFE B 4> T, %&£ 9 5 # 5 4 user.userprincipalname X 5 [ 75 B§ 4 #% URL.

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on » SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns S Got feedback?

Required claim
Claim name Type Value

Unique User Identifier (Name 1D} SAML user.userprincipalname [... ***

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname

~  Advanced settings

15. &[] OT Security 4% il & 1% 1t URL K6 0G 20“FH P 48 JB P HE .
16. 7F Azure ¥ G, i+ B INAFE ",
BE A 2 H B veH 7S B 0 T AR o
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Group Claims X
Attributes & Claims -

Manage the group claims used by Microsoft Entra ID to populate SAML tokens issued to your app

o
TENB OT RESEARCH AND DEVEL.. 880

-+ Add new claim| -+ Add a group claim

n Which groups associated with the user should be returned in the claim?
Columns | & Got feedback?

one

(®) All groups
Required claim

O security groups

Claim name Type Value O pirectory roles
(O Groups assigned to the application
Unique User Identifier (Name ID} SAML useruserprincipainame [.. +**
) Source attribute *
Additional claims ‘
Group ID. ~
Claim name Type Value
SAML usermail . [] Emit group name for cloud-only groups @
SAML .
usergivenname ~ Advanced options
SAML useruserprincipalname e+
SAML usersumame

v Advanced settings

17. P B o IR Bl R 2L 55 s B P SRBRIAL? Wb, BT R A, AR5 B REE

HECWRAE Azure P B TH®RE, MiEFSERAENHABFRA AL HFEH", I+ H Azure
10 2= 323t 4 i 48 0 2 e 1 D P 4L

18. 7S A B ) o, 9t 7% 9F 42 ) 551 user.groups [AN] 3% ¢ [ 75 B £ FR URL.
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery » Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns & Got feedback?

Required claim
Claim name Type Value

Unique User Identifier (Mame D) SAML user.userprincipalname [... *=*

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname

~  Advanced settings

19. iR [8] OT Security % il & 3 ¥ & il it URL ¥k G 21 "¢ J& # " HE A .
20. ( A% ) 78 43R "HE A 5 in SAML e & ) 6 ik .

% 34 ¥ Azure F 5 2] Tenable 2H

12 5 B 4508 Azure 4> iR 3] OT Security N FE FE o 07 6F vl 32 7 84N B 7 (AR 18

e, /A P 2 BL R Azure 45 Wi ) OT Security H P 41 1A < BC ) A LA — 41
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IR B 2t 3R P T

Home > lilil | Users and groups

Add Assignment -

TENB OT Research and Development

A\ Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to
the application

Users

None Selected

elect a role

WR RS Azure PR M 7AW E IR T BE M HABRFRA AL BRAA, WA Loy
B ZH M A 2 A .

3. WRIFEFIA LTINS, W5 A EE
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Users

Selected (0)

z) Reset

() Try changing or adding filters if you don't see what you're looking for.

Search
| | No items selected

25 results found

All Users liat

Name Type Details

User

User

User

User

User

User

User

User

User

O 00 4doooogd

Be Be Be Pe Po e Po Po Do Bo

User

4. HharERT, KR T B N R
SRR 2 B P AT
6. B H (B "B AR AT 2 R iz ) P (B ) B TS B ST
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D e e i b

Home > lilil

Users and groups

Enterprise Application

0« + Add user/group &7 Edit

tial () Refresh 5% Manage view &P Got feedback?

Overview

0 @ The application will appear for assigned users within My Apps. Set ‘isible to users?' to na in properties to prevent this.
[ eployment Plan

X Diagnose and solve problems .
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
~ Manage

O First 200 shown, search all users & groups

1! Properties

8 Owners Display name Object type

Role assigned

O . User User
3 Snglsionon O = ser Usr

@ Provisioning

L, Roles and administrators

S2 Users and groups

£ Application proxy

C self-service

J Custom security attributes

~

Security

~

Activity

~

Troubleshoating + Suppart

G AR 2 BT B SO T
6. 7L/ /AL, HFEAH",
R I 2 L 34 O
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Microsoft Azure
Home > lilil | Users and groups >
4.

& Edit properties

| & Overview .
Overview Monitoring
& Audit logs _—
Sign-in logs Basic info

2

¥ Diagnose and solve problems
El Custom security attributes
Assigned roles

Administrative units

b G Pe

Groups e
User principal name

B Applications

Object ID
s Licenses )
Created date time
Ll Devices
User type
Azure role assignments R
Identities
@ Authentication methods
B New support request My Feed

Account status
@ Enabled

a

Edit

Quick actions

—
—
-—

Edit properties

O

P Search resources, services, and docs (G+/)

e (O Refresh Q) Reset password (3 Revoke sessions  £03 Manage view 5 Got feedback?

Properties

] Group memberships 1
D Applications 1
Sep 6, 2024, 611 PM
Assigned roles 0
Guest
ExternalAzureAD Assigned licenses a
B2B invitation

a

Invitation state: Accepted

Reset redemption status

7. AEXF R DG, 3% £ I 5K WA F Tenable f 4 ) {F

U Refresh Columns | A Got feedback?

| 5 add fitters

Home >
| Groups
User
£« Addmemberships X Remove memberships
Overview
a [ search groups
E Auditlogs

Name

O - O test

2 Sign-inlogs.
¥ Diagnose and solve problems
EJ Custom security attributes
Assigned roles

Administrative units

LU

Groups

Applications

Licenses.

CH Devices
Azure role assignments
@ Authentication methods

B New support request

T Objectid Group Type Membership Type Email Source

Security Assigned Cloud

8. i [n] OT Security ¥l &5, FR 5 il 1O (RS U 2 B 75 A0 "% & IDHE b . Bl , B E R A

T4 1D,
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Configure SAML X

GROUPS ATTRIBUTE ™

[fsf

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

READ-ONLY USERS GROUP OBJECT ID

| |

SECURITY ANALYSTS GROUP OBJECT ID

| |

SECURITY MANAGERS GROUP OBJECT ID

| |

SITE OPERATORS GROUP OBJECT ID

| |

SUPERVISORS GROUP OBJECT ID

Cancel Save

9. X EHLS B OT Security H A [F] I P 241 1) &5 /> 4 8 5220 98 17,

10, F PR AE LA LR A7 38 A JF ¢ 11 00 ThI AR
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1 :/Hi“

OT Security ¥ & Hf ok SAML i, & CicBERE R .

SAML

(I SAML single sign-on log-in

Populate SAML account with the following
ENTITY ID Tenable_OT_

URL https:/

Configuration details
IDP ID fsfsf

IDP URL sfsfs
-—---BEGIN CERTIFICATE-—-—

CERTIFICATE DATA

USERNAME ATTRIBUTE fsf

GROUPS ATTRIBUTE fsf

ADMINISTRATORS GROUP OBJECT 11

5445 58 A Azure H IR L B

W 52 B Azure FR B B, 35 AT DL BAE
1. 7E OT Security"SAML" T i 7, %7 o) #4240 DL &2 %1 924K 1D

SAML

(O sAML single sign-on log-in

Populate SAML account with the following

ENTITY ID enab\E_DT_

URL (& hetps:/,

Configuration details
IDPID fsfsf

IDP URL sfsfs
-----BEGIN CERTIFICATE---

CERTIFICATE DATA

USERNAME ATTRIBUTE fsf

GROUPS ATTRIBUTE fsf

ADMINISTRATORS GROUP OBJECT

1T
D

2. fE Azure ¥l G b, Bl A M T RE B PR R BER.
i B 2 IR T SAML ) B UL
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3. R 1 (HEA SAMLECE) $ﬁi/%% R I H S D RS U B AR IR AR (2 4E
ID) “HE rfv, DL e 22 Tl far A\ B9 Il IR A

L Seirh e e e G l 2 Cortot
TENB OT RESEARCH AND DEVEL

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > lilil Basic SAML COnﬁguratiOn x
lilil | SAML-based Sign-on

Enterprise Applicati

[E] save | & Got feedback?

o« T Upload metadata file %) Change single sign-on mode “= Test this application | &7 Got feedback?
Identifier (Entity ID) * ©
Overview
) The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Deployment Plan Set up Single Sign-On with SAML Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.
X Diagnose and solve problems An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to Default
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth. Learn
~ Manage mre. [Erteran wtentver o @
11l Properties Read the configuration guide o7 for help integrating lli. Add identifier
& Owners o
Basic SAML Configuration ) )
2 Roles and administrators Reply URL (Assertion Consumer Service URL) = ©
Identifier (Entity ID) Required The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
& Users and groups . . N
Reply URL {Assertion Consumer Service URL)  Required Consumer Service” (ACS) in SAML.
D Sing Sign on URL Optional
Relay State (Optional) Optional Index  Default
@ Provisioning Logout Url Optional) Optional N
5 .
£ Application prox -
oP proxy Add reply URL
C selfsenice © | rbutes & Ciims
J Custom security A Fil ut required fields in Step 1 Sign on URL (Optional)
> Security givenname usergivenname Sign on URL is used if you weuld like to perform service provider-initiated single sign-on. This value is the sign-in page URL
3 surname usersurname for your application. This field fs unnecessary if you want to perform identity provider-initiated single sign-on.
ctivity emailaddress usermail
3 Troubleshooting + Support name useruserprincipainame Enter a sign on URL v
Unique User Identifier useruserprincipainame
P Relay State (Optional) ©
SAML Certificates The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically
2 URL or URL path that takes users to a specific location within the application.
Token signing certificate .
7 edit
Status Active Enter a relay state ]
Thumbprint
Expiration 11/27/2029, 11:04:39 AM
Notification Email Logout Url (Optional)
App Federation Metadata Url Y i i ..
P IeEEidon TG csaton o) - B This URL is used to send the SAML logout response back to the application.

Certificate (Base64) Downloa

4. Y143 OT Security, 48 J5 £ “SAML T T 1, 8 & %40 LL & i URL.

6. VI %] Azure #5# &5, S )5 7E"Z A SAML BE B 73 v, #% S 1 (¥ URL 45 1l 2 & URL
(B 536 33 AR 55 URL)" & 7, DL 42 i A\ ) I B URL.

6. b ot O R L £ 7 I 26 1AL T
e 5 5 i, “Azure b 87 B 78 B 11 B 4 7% 3 4 1 090
%50 WO R
0T SAML 4 5, 4 5 B 8 By OT Security. % 7 7 B 5 37 2 2 2 45 sk ik 6 B J5 289 8 2 «
A EE WO AR R, T AT DL R AE
1. 7£ OT Security ¥ | & [)"SAML T[] |, 5o "SAML B8 g B V) # 4% 4 LA )5 H SAML.
BE I £ SRR G B A B
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@ System Restart ®

In order to apply the configuration changes, a restart is required. Restart may take a
few minutes and, during that time, the system will not be available.

Cancel Restart Later Restart Now

2. P 3L BI BT S 3 LLEET S 3 & G0 L BT SAML IR B, B R S5 BT R 3h Lok
o H) SAML Fic B 3E IR 2 N IR AR G BB A S W R IR N R B R 30, LR AR &
£ FH R 3 58 2 AT HLR R

Authentication servers changes are pending a restart (24P

%/ SSO & %

HF A oG, OT Security B R & LI BEFHEH N 2 H I — @it SS0 B . 7
fic & OT Security ] Azure i 7 7 LAE F H Azure MK /7 % 5% OT Security.

A ZAE M SSO Bk, iH AT B T3k

- 395 -



O

1. 7 OT Security &% & 0 I, A58 T SSO B "5 #% .

Otenable ot security

£ Username

“ Password

Sign in via S50

B % 5 Azure, N4> B B2 HE N OT Security #41 &, 75 W) £ 4% 5 5€ 7] & Azure & 5%
BT o

W RIS A 2 AWK 7, OT Security 28 & 5 5€ 1] & Microsoft" g Bk P 0L i, & 7] PALE
Forb ok BT T mmk P kAT B %
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XHEBIT 5

1.0

1.1

1.2

1.3

1.4

1.6

1.6

1.7

1.8

1.9

2.0

2.1

2.2

2.3

2.4

2.5

2.6

2.7

2.8

2.9

H 3

2018 410 H 8 H
20194 1 H 28 H
20194 8 H 20 H
2019 4£ 10 A 10 H
20194 1 H 12 H
2020 4 3 H 24 H
2020 4£ 4 f 6 H
2020 4F 4 H 27 H
2020 4F 6 7 3 H
20204 8 | 8 H
2020410 H 1 H
2020412 H 2 H
20214 4 A 6 H
202146 H 30 H
2021412 A 12 H
2022 4£ 3 H 25 H
202248 H 22 H
2022 4£ 9 H 25 H
2023 41 31 H
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