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CPU Xeon®D-2177

L 14
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800 GB NVMe
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A% U IR
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EE 7T
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AH X ¥ B 5% ~ 90%, . ¥4
AE CE/FCC/ RoHSA %

CB. CCC. UL. RCM. NOM

BEANBEEFLE 500 Mbps
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Tenable Core 3Cf4 N
HIE b ot BEZER
iz UL VMware .ova X ff 7 VMware ' #5 # Tenable
Core

Microsoft Hyper- .zip 3CfF

V
figf .iso % 7E i | %2 3% Tenable Core
Tenable #2 {4t (1) figi 14
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O

VER : BRI AT DA FH 2 P AL 7E L Ath 31 58 1 32 47 Tenable Core, {H Tenable ok 42 fit 1X 26 7% /5 1) 3 B 3
=P

OT Security fifi {4 2 5k

A 5% OT Security 5 OT Security f£ /& &% A ZE R EZE L, ESH CRERIFRH)
1 f{] “Tenable OT Security A& /4 #1 {6

OT Security ki U A /4 % 3K

Alk W 2% 7E PR RE L A B PN RIS B BT R I A [ o R I S R B R R OR L 4
JEL U X 2% S R B M A R IR 2% R/ BAR N R I T

N FZ MR T AE B BLFR B85 R 4F Tenable Core + OT Security 11 3% 45 45 7 .

Tenable Core + OT Security 75 Z 52 fF AVX Al AVX2 1) CPU( %1t Intel Haswell 2% 55 /& il 4%) &

REG R CPU #% P Rk 7% 23 )
iE UL 8 M Z 0> 16 GB RAM 200 GB
A7 fitg 5K

Tenable & Y 1E B % A7 fifi (DAS) 15 7% (5 I 72 [E 25 1 3% (SSD)) L % 3& OT Security, PA3E A5 ¢ 43
P RE . Tenable 3R %4 5 1 H G S E %8 H #4845 N k% (DWPD) 1 [E 25 47 i (SSS) LA {£
75 i

Tenable A~ 32 7 75 W 4% i 32 47 4ifi (NAS) 1 & | %2 3¢ OT Security. 78 281G O N, /£ LEIB N 10
== B Bl T R IR [R] 1) A7 it DX 38 4% (SAN) % Tenable fifi 4 % % & A &R0 £
i B 2 1) 25K

Al X 2% R PR RE B B B BN AR IS B BT R S T AN R o 0 I S R ) BT R AL A
JEL R X 2% S R B M A 0 X 2% DR/ BUORe B R R B o AR BE B L A AT R B R AE AR K
R PE R 0K B 3 C o A R R 2 T AN, R R 1 T ol R A A
LA AE 28 48 b A7 i 208 IR

OT Security 75 22 AT 52 M 1% I 2 1) 56 B 208 A 4 3K, OT Security 17 fif 19 5 B =5 48 2 95 K /N HX
T % & B A B T,
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O

f&ny DL B8 R A 75 SR (GBIR) , 1HE 75 N i & 4 2 (Mbps) e DL 2.7( 2& T 0.25 1) & 48
4 .

TE P A A% 3K 5 25 2 U 23 Mbps SPAN Vi & IR 7 5 v, &5 R (R A7 i 225K (GBI R ) Bk R A
(23*2)*2.7=124 GB ~* [a] FH| T Il & 47

W R A R Bz 4 R HL T IR 2 A7 ik 30 R E, WU 7 E 3.75 TB K PCAP( ¥l 1 4 3K) 77 fil
YK Bl & A4 BE I A2 L EE SR o A7 i AU B R AL B K B BRJE |, OT Security 4 7 # #ix [H #) PCAP # 45 , Jf
e H B O LR

ICP &4t Z R T5 ™
SPAN/ TAP & it
=N FH& %7 (DDRA)
(Mbps)
ANk 50 Mbops 4 16 GB RAM 128 GB BN 4x1
CGbps
50-150 Mbps 16 32 GB RAM 512 GB /N 4x1
Gbps
150-300 Mbps 32 64 GB RAM 1TB /N 4x1
Gops
300 Mbps £ 1GB 32-64 P8GBRAMELE  2TBELH /N 4x1
% % Ghps
fi A% - X LR

OT Security 1§ F§ UL T H: #1955 X :

/ BIERAR
/ opt N RS A BOHE R S A
/var/pcap Bym B R (e B AR AR R A AOf)

- 48 -



O
R 1 222 4 i 2 3K 8 ) X P () — /N A T o Tenable 5 UK IX 6 Py 25 5 3 B 8 M 4
F 43 IX LA 8 75 1tk . OT Security J& i 4 5 #7437 ) L Fe , 8 JH FLA 18 i ML/ 55 N 0l
({51 41 SSD) 7] 375 5 £ 14 fi . Tenable %5 75 1 i OT Security H ity ¥4 €38 9 2 g i, 72% )
2 A8 (10T 1 22 %% b 45 P LA 15 DWPD 25 4% 9 SSD.

l RN AERC B A ML TC AR BE S (RAIDO) 1 i £~ & L &% OT Security 7] & 3% 52 JHE g .

&7 i Tenable B %) & K% ' AN ZERAEF RAD#EAE « (HE— A Sefplrp, X T E#RBEE -7 /A1
T VPR 2 P, SRSt 9 R B PR ) RAID RE AR, 2 0 W NN TR) FT LA 4 A AN B — A

[P 5% 43¢ 11 5K

W BB WA (BUE 2) W 2% 42 H 4 RE %2 3% OT Security. Tenable & i fif i gigabit #2 1 .
VMWare OVA £x [ 2l i) 3% 26 432 11, %2 3% 1SO( 1 Hyper-V) I 5 3 01 i 1x 26 4 [ .

| Y& :Tenable A< 4 i [ 10 G £ (1) % £ #2441t SR-10V 32 3, AR E A A 10 G W 5 it % 4% A $2 fit
10 G K FE .

NIC L 5k

OT Security ¥ 75 22—~ NICLLH T EM,

OT Security i % % /b P> NIC LAH] T+ ICP 4% 2 45

OT Security 7 3 # 2 1P hk LU T ICPTEM AL & 25 .

£ K 3% F ICP AR v DAAC & N W38 £ 4~ SPAN #2111,

HER : A\ OT Security 4. 17T 4R, P 2% 35 11 B BC B ST 4 FRan F B

nicO —£& 4t v 1 1

nicl—2 4t i [1 2

nic2 —& 4t i 1 3

nic3 —& St i [ 4

U 1 7E B 2 B R $U0 3 85 b 22 % Tenable Core + OT Security i, nicO Bt & 45 % 1 1(192.168.15) 1
nic3 Ik R4 ¥ 0 4 (192.168.3.3) H. A i 4 1P dth bl o oAb X 4% 452 11 2 i 2% (NIC) 1 i} DHCP.
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O

Y48 7E VMware | #%5 % Tenable Core + OT Security I, nic3 5 243t 0 4 (192.168.3.3) H 5 ¥ &
|P #f 41k . HAih NIC i B DHCP. #fi i\ Tenable Core + OT Security nic15% R i3 0 2 MAC #i ik 5
VMware # 2 9 4 i & A 1) NIC MAC ik DT fC o Ay 4 22, 15 15 2 VMware fic B DL UL fic 2 11
Tenable Core MAC Hh - .

EXRELZER, EZRFIRESS IPHAE" 5 & 4 W % "F “VMware 3£,

IcPU ¥ 00 2 Wy B O, BB 18 IR 45 3% 4 CPU( Xeon., Opteron) .
U7 [A] 25K
R AT L S G N %

o HIPEE R

. HOER
BBk 9 2R

145 06 25 B G 55 0] HOBE I A4 fE T 2t Tenable Core U4 I 047 78 2k 22 3
SR R B NL S, 3522 B B Tenable Core (19 B 1 W 7 1) 22 5k 2 PR 30 55 117 5 .

ER B9 M appliance.cloud.tenable.com A B8l i 75 2k 1SO 2 3 (F 3k BUAE R 56 3r) , 7+ H
D iiJjla]  sensor.cloud.tenable.com 74 & 3K B3 1 b .

Tenable Core ¥

HE 2 5 Bk EL SR

K2 UL VMware .ova {4 AN T Vi 1) E BB B AT R B B R
¥t Tenable Core.

figh 4 .iso Mg B ) BB W A e 27 2 Bl TR

T Tenable Core.

R BT L Liso U RIEEHIMN, AFEY A LB . G RELZEELE, 152 W “BEL&EH Tenable
Core”

v [ B R
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O

#%& Tenable Core i} 75 15 n] 45 7 (1) ¥ [ >R 4b 2N 36 A1 H 3 It & - Tenable Security Center tH
TR TN AR B DU AR . A RE ZE L, EZ W (missing or bad snippet)) 1 ]
“Yig [1 %2 5K ", OT Securityth 75 Z2 4 & T B A2 /7 19 3 H U5 i AUR « A 215 5, 1 2 R Pik
o e

N Y T

FOVF 2 BN o AN 0 A

| HE R EZIEN E Tenable Core I P = A IR & -

|

Y 1 "E

TCP 22 Ak SSH % .

TCP 443 OT Security # [ [ N\ 553815 .

TCP 8000 Tenable Core #% ) N\ %l HTTPS i 15 «
H kIR &

FOVF 2 BN o A HS

¥ H RE

TCP 22 Huh SSHIE#:, t 45 IR A7l E 2 .

TCP 443 5 appliance.cloud.tenable.com fil sensor.cloud.tenable.com It 55 #5
fy b E s, T 3T R EH .

UDP 53 OT Security 1 Tenable Core 1] Hi %5 DNS il {5 .

WX 28 v e = I
OT Security & 7% (47 3 A1 i 401) 0 1 V7 7] 1X 46 ) 4% 452 11
B RN 3 B A R O
s MCEA IPHiME B O, v LLIEE M, LA E W & .
o VRV 2% b i ot = DL AT R sh A (SR, (BT iE) .
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O

o SOVRE N BRI P % B 1) 2 TR G oV S DO B R0 M (1 A TR I 10 (LT 1 ) B
)"

W 2 0
o B W P A RAE i LR AT 4 BT
o AT LI AR . B e B 14 BT 5 (SPAN) B 55 4 HL I 1140 H7 %% (RSPAN)

HFrH .
o (WJR) fi A% R 2SR F5F 2 S AR SPAN (ERSPAN) i &, W2 B HEE BRI R &E O |
HI & .

Bl K 5 I = 5

7E ¥ B OT Security R Gi b, WK H FF ) 55 4> 85 2, IX FE 40T PUEf & Tenable % 4t 1E
E4T . NRVIH T % E AL E Lt OT Security ICP #1 OT Security 1% 8 2% 15 FH (1) i 11, PA I8 47
T 3 & i) A1 5 Tenable Vulnerability Management 1 Tenable Security Center® i it 75 1) 5 11 .

| HER A KA 0 58 Vi dE G B K 3% 1) Tenable I il ATk i) %1 26 1945 6, 18 2 D) S i e S0 .

OT Security Core “F- &

DL o 118 OREF 4T FIRZS , BAE 5 OT Security Core - £ 1 15 -

&N TCP 443 #il TCP OT 1% & #% 5 JB A% B 4 I8 IE T X
28304 LWL EBER .

& TCP 443 f1 TCP OT Security EM ICP il EM Fic %t
28305

(PN TCP 8000 Tenable Core 1] Web 7t [ 18 3 Y AR U5 i

Tenable Core
N TCP 28304 ICP/ OT Security & A% 1B 1E
&N TCP 22 SSH 1 In) 15 7% Xt F & 4t 5 ik 2%
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& TCP 443
& = TCP 443
& > &b Tl B

& Hi* TCP 25 =} 587

f& H* UDP 514

& Hi* UDP 53

& UDP 123

> TCP 389 5% 636
& i+ TCP 443

f& H* UDP 161

& H* TCP 443

& i TCP 10146( % 4= i
F)

*n] i i 55
*ul HY B A

OT Security 1% J& 2%

LA s R PR FF T TR ZS, PAE 55 OT Security f% & #5358 15 -

Tenable Security Center

cloud.tenable.com

PLC/ 4% ] 2%

P 38 e 41 1 L S A

55 A

Syslog Jikk %5 #%

DNS flix 4% #i%
NTP Iz 55 #%

AD fIz 55 %
SAML 2 fit 2 Fr

SNMP ik 5% 2%

*.tenable.com
*.nessus.org

loT % #% &5

-53-

A7 A AT VI 1)

K IE T B A B
K IE B i B e
EahaE#

SMTP( % 4z - I £F
)

RIK T A e A
syslog 7H &

£ FR R
I 18] ik 55
AD LDAP £ i3 5 iiE
BB R

%} Tenable Core i# 1T
SNMP I3 $58

ERZIEGECONIVAER 5 it
HAE R G H B

K ICPIER B loT E#
LRV



(PN
fe N

1 Hi*

i >
fe i *
1 Hi*

&

e

*1] 34 55
EhEM

TCP 8000

TCP 22

TCP 25

UDP 53
UDP 123

UDP 161

TCP 28303

TCP 443 1
TCP 28304

Web FL1f]

SSH Vi 1] ¥ 7%

FH T 325 e 1 1 | 1 IS 44 R
% %

DNS Ak 45 %%

NTP iRk 55 2%

SNMP fIk 4% %8

ICP/OT Security
AL B B8 R IE W E , 18
ICP/ OT Security | #1

ICP/OT Security
MAE & 28 KX EAE , 1E
ICP/ OT Security I #2

PR s N2 DR R T JTIRZS, PAME A A 32 30 & 300 Zh e

it e ) B U5 R T GU

XF #AE R G0 8 2 AT a2
17 Vi Il

SMTP( 2 $% H 1 HS£F « #45)

4 FR A
I 18] ik 55

%} Tenable Core j# 4T SNMP 14

e

R 22 B 4 U6 UE /A Bl A% K 4s
%

& &35 A ICP 2 [A) & 1k & 4y
6/ 22 42 1) B2 E

e
e
e
et

TCP 80

TCP 102

TCP 443

TCP 445

OT # %
OT % %
orT % %

or % %
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O

% TCP 502 Or &% %& Modbus 3 1%

& H TCP 5432 OT % %% PostgreSQL ¥ if]
1 UDP/TCP 44818 OT % % CIP #r i

% TCP/UDP 53 Or & %& DNS

& ICMP OT % % AR )

1 UDP 161 Or &% % SNMP # i

% UDP 137 OT ¥ #% NBNS 7 ]

& UDP 138 OT &% % NetBIOS 7 ify

VE R & A R R s R S B R R S 2R T S . B R B DR SR B A ) AR Th B 7R B RE S i A Bl 1A A7)
=, 1ES R H RS B

OT Security ££ %

PLR 3 R AR R 4T PR, LU 5 Tenable Vulnerability Management #11 Tenable Security Center
BB .

AL 5 O BEXNR

& H TCP 443  cloud.tenable.com Tenable Vulnerability Management £ Ji

& H TCP 443  Tenable Security Center Tenable Security Center £ i,

WA VEA (5 2 &
S AT DA BE I L S 1 AT R R £ A

I HER IR RE T EAT B KBS LR 1, OT Security B H 4% 18 2% 7 68 U 0] 15 19 85 7= (0 40 G o 11 . j

¥ 0 ¥ 1 4 #K

21 FTP

80 HTTP

-55-



O

102

135

161

443

502

91

2001

2222

2404

3500

4000

4911

5002

5007

5432

18245

20000

20256

44818

47808

48898

E5659

55565

Step-7/ S7+
Emerson OVATION
WM

SNMP

HTTPS

MODBUS / MMS
Niagara FOX
Profibus
PCCC_AB-ETH
IEC 60870-5
Bachmann
Emerson ROC
Niagara FOX TLS
Mitsubishi MELSEC
Mitsubishi MELSEC
PSQ. / SEL

SRTP

DNP3

PCOM
EthernetIP / CIP
BACNET (udp)
ADS

Honeywell CEE

Honeywell FTE
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‘%% OT Security ICP

| H A% : 22 3% OT Security ICP i £ 1 J .

TFa6 2 i
o 62k AT
AR 4l 5 2 4 IR X 2600 IR 22 3¢ OT Security ICP I 14 2 51| % 4%

o 223 OT Security ICP fifi 11 ¥ %%

YE & : Tenable $2 fit ) Tenable Core il 1 2> i % 3% Tenable Core + OT Security. &1 5 % 22 %5 75 45
HE TR ik b, sl Tl <. ARELE R, 6 S WY Tenable $& 4t 19 il £F L $u AT
Tenable Core + Tenable OT Security 4> i % 35",

o 7223 OT Security ICP i Ul ¥ %%
J& 620 B

o ¥ OT Security 3% 3% 31| W 4%

S

%2 %% OT Security ICP fifi {1 ¥ %
& 0] LUK OT Security 15 #4225 EHLEE I, 0] DL E B0 FL e~ i b, ) 0 5 1

IR Tenable 2 W 1E S 10 58 ik ¥ B Tenable Core Al OT Security ¥ & 1] 5 1 B i (1 3L A i B A1 i%
B, NG R w4 8 B B ML 4R BT fe] K Ath i FE A B .

PLGE 22 4%
S OT Security 1t 4 225 S bR ifE (10 46 F) BLAE |, it 3047 B F 4 1 -
1 ¥R S il APLZE IR AL U 4G A .

EE:
o TAIRMLZEE: Hh .
o TRARBUINE E D (AT 5 AR ) A S AL (A T TR ) R bl i ZE .
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O

2. & = B LR 223 MR 22 (R SR L) , RE ML 2R 22 3 A SO 2R (4R i) [ e B BL2R |, DAAE
Rl B R BHLR L

3. 542 it ) A2 IR0 PR YR 2 N i AR R RS R R S T, AR RS A Sk 4 N S LR
1
EAEF T b2 4% OT Security 1% # , W5 AT LN #1E

1R A& R T M HL P I R SR i (an sf i) B

HEE:
o T OR S TH P TR
o TRARBIUINE FE D (AT 5 AR ) A S AL (AL T TR ) ok bk b ZE .

s MARKWERETZAMAE T IA D, FHARBHE (LT EmR L) S IE 2 %A
(6], DA IE 5 48 AT A

2. R BRI AT AL LR AR A N T T AR AR R S 1, R R RS 3 Sk i N S LR
AREFENEZEL, 5S WM TS I

Ja L A

¥ OT Security i % 21| N 4%

£ Tenable #2 At i il ¢ | 3147 Tenable Core + Tenable OT Security 4= ¥ 2 3

Tenable Core + OT Security »& Tenable #i& fi i) B 77 8 44 1 7 2 ¢ 19 46 BRI A D B8 o 78 5 L8145
N BB AT AR g (R R R .

l R 0 R R R R B e, T T DL AR .

AR Eaili

o M AL I3 v] 5] 5 USB [N A7 9K 2l 4% (1 N FH B2 P, 1 40 Rufus.

o FATHLZE.
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o AT N AR, Bl PUTTY,

e KT 8GB ) USB IK5) 25 o

51 42 4% Tenable Core + OT Security 1ISO 3C 4, i #0047 DL T #1E
1 M Tenable T & U i1~ 45 558 19 5 4k 1SO A«

Tenable Core + Tenable.ot (OL8)

@ & Tenable-Core-0L8-Tenable.ot- Tenable Core Tenable.ot VMware Image 2.75GB Mar 15, 2024 Checksum
20240315.0va
OVA Specifications:

o CPU: 4

o Memory: 16384 MB

o Disk: 205 GB

o Includes Tenable.ot 3.18.51
@ & Tenable-Core-0OL8-Tenable.ot- Tenable Core Tenable.ot Installation ISO 958 MB Apr4, 2024 Checksum
20240404.1is0

o Requires aninternet connection

o Installs the latest version of Tenable.ot and

the latest system packages

@ & Tenable-Core-OL8-Tenable.ot-offline- Tenable Core Tenable.ot Self-Contained 3.32GB Apr4, 2024 Checksum

20240404.is0

Installation ISO

o Includes Tenable.ot 3.18.51

2. 4 USB IKF 4246 A PC, %A J5 75 DD KLt T 4% 1S0 5 N 5 7 47 K 5 22 1 .
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https://zh-cn.tenable.com/downloads/tenable-appliance

47 Rufus 4.4.2103 (Portable) -

Drive Properties

Device
NO_LABEL (Disk 1) [16 GB] e

Boot selection
Tenable-Core-OL8-Tenable.ot-offline-20240315.is0 ~ @ SELECT

Persistent partition size
| 0 (No persistence)

Partition scheme Target system
MER v BIOS or UEFI

» Hide advanced drive properties
(L] List USB Hard Drives
[ ] Add fixes for old BIOSes (extra partition, align, etc.)
Use Rufus MER with BIOS 1D 0x80 (Default)

Format Options

Volume label
TenableCore Install 1SO

File system Cluster size

FAT3Z2 (Default) v 8192 bytes (Default)

# Hide advanced format options
Quick format
Create extended label and icon files

(] Check device for bad blocks 1 pass
Status
READY
D O = START CLOSE

“Using image: Tenable-Core-OL8-Tenable.ot-offline-20240315.is0
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ISOHybrid image detected

'@ The image you have selected is an ISOHybrid" image. This means it can be

k. written either in IS0 Image (file copy) mode or DD Image (disk image) mode.
Rufus recommends using I1SO Image mode, so that you always have full access to
the drive after writing it.
However, if you encounter issues during boot, you can try writing this image
again in DD Image mode.

Please select the mode that you want to use to write this image:
() Write in 1SO Image mode (Recommended)

© Write in DD Image mode

B, B USB I 2 2% 46 A\ OT Security ¥ %% ) USB i 1 .
AN
=

AT 5 1O 2 B £ (1R Fa i ROl 115200 bps, SN1AL &), SR J5 47 T IR .
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5. H LR RI, #% <DEL> #E N\ % B 2 F

6. fERGBE T, MM H LA EIE
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O

Aptio Setup Utility - Copyright (C) 2024 Bmerican Megatrends, Inc.
ilelelll Save & Exit
i T
= Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot [Enabled] T
¥
Boot Option Priorities Y =
¥ =
v =
Boot Option #2 [UEFI 05 (WD PC SN740 T e
SDDPNQD-256G) ] ¥»<: Select Screen =
Boot Option #3 [UEFI: SanDisk] ¥: Select Item s
Boot Option #4 [UEFI: SanDisk, YEnter: Select e
Partition 2] ¥+/-: Change Opt. =
Boot Option #5 [WD PC SN740 YFl: General Help =
SDDPNQD-256G] YF2: Previous Values =
F3: Optimized Defaults

4: Save & Exit =
=ESC: Exit

7. ERBIET #1, IR H E O8N R USB 3K Bl £

l WR A S — Ty e [ 32 1 (VEFI) 35 51 .
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O

EZP COM6 - PuTTY — O X

Aptio Setup Utility - Copyright (C) 2024 RAmerican Megatrends, Inc.

Boot .

SE——————————
Boot Configuration =sets the system boot =
Bootup NumLock State [On] Yorder
Launch PXE OpROM [Disabled] T
UEFI Boot [Enabled] ¥
Quiet Boot

[Enabled]

Boot Option PriSRiiniR{elsi:yE: I
)5S (WD PC SN
Oracle Lir (WD PC SN740 256(
Boot Option #2 SRUNASEETEN k =
UEFI: SanDisk, Partition 2 Screen

Boot Option #3 SRNEEIAEL tem =

BOECROEEn—r-.-—————— B =
e Opt. =

Boot Cption #5 [WD PC SN740 YFl: General Help =

SDDPNQD-256G] ¥YF2: Previous Values
==F3: Optimized Defaults
=F4: Save & Exit =

SESC: Exit

Version 2.20.1271. Copyright (C) 2024 RAmerican Megatrends, Inc.

l R AT DA TR B 3l R B SRR T R

8. E“RAFFBE ), BHERFEXIHEE".

9. WREMBEINGE, UHIMERI, EHEMEHPITESE (ttyS0) &3 TenableCore”, X 1]
i 05 K 2 5 By o 2% B W A% O A AT R A B

‘%"&me‘ﬂ"]ﬁﬁ"iﬁ ¥ WA A0 2% % B (VGAL HDMI 45) , T AT DL % $% “&2 28 TenableCore™i% 1 . 1F
EXFERT, #EmH S BERERERMIEME L.
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10.

Ef COMG - PuTTY

VR F TR LI R Y T“E

B, s RS

2 R B A
ﬂ:

command

prompt.

2o HBLE SRAR R, B R R 28 5 o 4%
58 R K M -

E%'F‘ﬂ@"ifﬁfﬂ”?ﬁi\‘zr’, R4 ] gE

th SR 5 T B 3 Tenable Core 223 1) & .

SWATOERELTE

. Tenable 7 1 1 25 47 )L 4y

15 AN AE 22 3¢ 58 il m R USB B 51 45

Jr B A

¥ OT Security i% 52 31| W 2%

% OT Security ICP f& )l i% £

Ef% Tenable Core + OT Security 3 & 5 VMware ki #L#L, 2 Zil T 4k Tenable Core + OT Security

.ova X 3

ur%fkkliﬂe}i %J:
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O

ER R E iso XM A £ A B 1 .ova XfF:
« & /E Tenable Core + OT Security ] & 4t Bk .

o MPRINE R W E VAR, & R 3 Tenable Core”. i £ [ “42 ¥ % 2% Tenable Core
+Tenable OT Security”s

BN EH G HZER P A RBEMBEEZE IR, 2B IEETHI T
B, RiENEZE TR LM ERAELEH

VAR G (I
o MMM LR p Wi HI&, AR EKRAF AL
L 1 RN IS =5 QK ol W el 151 e Sy 7 M S 1 D22 (1l (ST [ I

ZL ¥4 Tenable Core + OT Security & & Jy kg L, 15 $uAT LT #R1E

1 M Tenable F % 7 I F % Tenable Core + OT Security .ova 3 /4.
2. TR BAR T H 4T T V™Mware &2 AL

3. ¥4 Tenable Core + OT Security VMware .ova M it 5 HL 5 N L
AREEEMINEZEE, 15S R V™Mware STH .

4. EBLESE R, B E RN DU 2 4 23 A7 Gl 7 SR AR, DL K OT Security 5 4t % 5K
Hh i IR ) e SRR SR

5. )& 311 ) Tenable Core + OT Security 52 5]

23 1 e B 2 BoR AL 51 Sl AR . 58 AR 91 I R T RE R L 2 Bl I ]

EECAEERNERIERZE, RGBT ST D & LRI . Tenablefd W& 557 JL
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"'\'r' This task will be created with administrative privileges.
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Internet Protocol Version 4 (TCP/APwd) Properties o
General

You ¢an get [P settngs ssngned sutomatcaly if your netwark supports
s capabiity. Otherwse, you need to ask your network admanstrator
fior Ehe appropriate [P setings.

(C)Obtamn an I address automatically
() Use the following TP address:

[P address:

Swlbrest sk

Deefouit gatevay:

Tbitaen DNS sérver address automatically
{#Use the following DNS server addresses:
Preferred DS server: [
Alternate DNS server:

[ waledate settngs upon ewt s

[ ] come
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Tenable Core

User name

Password

Server: tenable-bztwsz8g

Log in with your server user account.
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Networking
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Accounts
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Terminal
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Update Management

SSL/TLS Certificates

Backup/Restore
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English (English) v

Otenable ot security

Welcome to Tenable OT Security setup

Start Setup Wizard
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i M Fie and Priter Sharng for Microscit Networks
¥ 4 intemet Protacol Verson 6 (TCP/IPvE)

¥l - Intemet Protocol Varsion & (TCP/1Pvd)

Wi -4 Link-Layer Topology Discovery Mapper L/O Drver
Wi - Link-Layet Topology Discovery Responder

(et ] [ st ] [ Fropetes

Description
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Internet Protocol Version 4 (TCP/IPvd) Properties X
General

You can get [P settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtan an 1P address automatically
(@) Use the following IP address:
IP address: |

Default gateway: | . . . |

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: ‘

Alternate DNS server:

(] vaidate settings upon exit  Advanced...
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Welcome to Tenable.ot setup
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Setup Wizard
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Setup Wizard
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License

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17,2024
LICENSED ASSETS 43/100 (43%)
LICENSE CODE

COMPUTER ID
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period
Cancel

3. EY() ERBUFBESHHEH, 1 arERIEF"
i A BRE A3 T O S WOEEE R R R R .
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Generate Certificate X

ACTIVATIOMN CERTIFICATE

Ik Copy to clipboard

4, R CAREH B BINEIR, AR5 BT SRR
DU, 0 TH bR 2 2R 1A .
5. 4w 4E Tenable Tk F & BT ob (g sk S VE4H(E B,

a. ff Tenable Tk S BT d, 5 il 2 “Tenable OT Security V4015 S T TH , 2R )5 7F &
L B )l s AT R e R

B 2 L SE
b. i G M.
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https://provisioning.tenable.com/

O

BE I 2 I iz R AR .
c. MUHE I EIEAE S
d. 7E“WIE R HE ORI 1 N OT Security 1“4 BEAE 355 1A & il (9 45
e. P TEH"

[0 A sty 2 2 7 A 2 S0 AR B 6 4 HE o IX 2 — MR AR R ARES 2 2k L A
OT Security £ .

£y o $ AR, ARG s E N
6. FMilEl OT Security 5241
7. fE QYMABUE AR M T, N BE AR

8. 7E“WE ARHG HE T, K Ui 45 M “Tenable OT Security M /4 B8 71 & i (19 — UM A A
i,

Enter Activation Code x

ACTIVATION CODE *

9. A WIE".
OT Security £ 7 2 45 £ 3y S0 05 T B, IF LY ATE 9T 1] 4 o 58 347 5 1 V6
WEEAE B
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ERLEA T EHFTIE

1 AT “HBT VF Rl UEHRR o> AT IR D IR 1E 4
2. fE4Q) MNBE ARG HE b, | B SS T R

License

LICENSE TYPE Perpetual
MAINTENANCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER 1D

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to -
i 221LSelvice pofts) y p- Lo here Entar Activation Code

activate your evaluation period
Cancel

B LR W IE OT Securitytd H 2 75 8 & IR 4T FF .
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Otenable  Account

Tenable OT Security Offline Activation

Activate your Tenable OT Security instance offline. For detailed instructions on
offline activation, visit the documentation page.

Activation Code
Enter your Tenable OT Security activation code

Activation Certificate
Enter your Tenable OT Security activation code.

Accept License Agreement
Please review and accept the Ten

| have read and understand the Tenable Software License Agreement

Submit

VER A DLTE 2 W & % N BLR URL BLS 1) B8 28 3 3% OT Security”5#

¥ : https://account.tenable.com/ offline-activation/ ot-security.

VR 0 R IE K & 3 tenable.com, & BT DA I FE - R A2F Hb ki A0 RS 3E 4T B Sk . U i B2 SO T
WEARHD 1) | 7 R AF K 7 o G SRV A 8 S AR, B AT DL s iR B RS (O % IR R R R AT R AE) BR
Bt & Tenable % & 1 .

3. fEWIEAEHE T, N 20 AT I AT EARAD (T VR AT IR R O RS )
4. {EWIEUEFHE A, R G WAFUEFS "
5. Hi R B PR HEME Tenable 3K 4FVF AT HIE B R & HE
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https://provisioning.tenable.com/activate/offline/tenable-ot

Otenable = Account

Tenable OT Security Offline Activation

Activate your Tenable OT ity instance offline. For detailed instructions on offline
activation, visit the docu ion page.

Activation Code
Enter your Tenable OT Security activation code.

~ |have read and understand the Tenable Software License Agreement

I WR A S VFAE PR, 15 5 i “Tenable 344 ¥F W UE #5058 % .

6. Hdi R
OT Security = A& BC0E 65
7. BGOSR, I e o 4.
8. i[5l OT Security " [ “VF AT UE"E Wi~ , 28 5 5 o S A\ B AR RS
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License

LICENSE TYPE Perpetual
MAINTENAMNCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to Enter Activation Code

activate your evaluation period
Cancel

LANELE P e v T KIINITE
9. 1 WIEARG HE | KGO A, AR S R
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Enter Activation Code X

ACTIVATION CODE *

N THI AR % P B R 7k OT Security 5 87 VF W] IE .

E 4196 4 ¥ AT E

HHT ) AR A VR AT IE R N FR G I R 2 R VE AT E I 0 B B VE TR, R AR S AE R G0 3 1A
WO VAT UE 2R ABL o G0 SR FR B E T ) 46 A VE Rk (B A0 SR BT 1 VAT E) , 1 4 A DU R
FF o

AR il

* Tenable % 7 22 B A J00 O AE H 28 48 WURCHT VF PTAIE , JF 32 B ¥R mT UEACAS (20 A7 75 1 7
BRI .

o T Internet U7 ] AR o 0 5 OT Security % £% 76 122 7% 4% 3 Internet, #& 7] i@ i /£ 7] PC
VEMEF AT E

A E I A VE AT IR, T AT DA #R A
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1 HERHMBE>REEE > TE"

LICENSE TYPE Subscription
SUBSCRIPTION EXPIRES Sep 17, 2024
LICENSED ASSETS 43/100 (43%)

LICENSE CODE

COMPUTER ID

2. (e AR, i PR TR AV T
BB 2 8 T A
3. H B AL

@ Reinitialize License X

Are you sure?

Once you complete the three-step process to reinitialize your license, the current
license will be replaced by the new one. Until the process is completed, your current

license will remain in effect.

Cancel

SO 2 BOR VAR E H, Kb G & = A EHYIm P 5%,
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License

LICEMSE TYPE Perpetual
MAINTEMNAMCE EXPIRES Dec 29, 2503
LICENSED ASSETS Unlimited

LICENSE CODE

COMPUTER ID

Follow these steps in order to reinitialize your license

o Enter license code

2 Generate activation certificate

Enter activation code, obtain an activation code from Tenable Self-service portal or from your sales rep. Click here to
activate your evaluation period

4. IR R 908 30 BEOE VAT IR - 1§ 2 B BUE Y AR
& A WO ARHD 5, BT I VR )RR B 2 HT VR AT
5 S 1

J& i OT Security % 4t

J& 5 OT Security

Enter license code

Cancel

| HAs: B30 R %, I T 4R 1% & 48Kk 2 OT Security % K .

fic & Tenable Core + OT Security &, Ji F & 4t UL I 465 f# B OT Security.
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ot_reinitialize_step1.png

O

1 Jo J OT Security £ 4t : #03E ¥ 7] 3iF J5 J2 A OT Security & 4 .

2. fiiH] OT Security: fic & 52 W2 W 4% 3 H2r 25 FH 7 BEA L B 0 Bk ik 45 48 5%, LLJT 4R
fi F OT Security.

J& F OT Security & 4t
58 % VF AT UE 00 5, OT Security % 5 7~ 8 B 4 .

( dtenable.ot

System is Disabled

Enable

J5 F OT Security 4" fe#ih & 4t (1% 0 Dy g, i
o 0 2% o B
o WS AN S % T X 2%
R Ve e S DR
&n] LLAE P F T A 3K 28 T e A A G E I T A R AT O

| ER XA FEAT, B 7 W w RE R 2 — L 6 4 RE BoR B A EH 5 LR

T T DAAE A B P & (0 ) F ) A e B 1 b e B RO O B A AR AR D RE . ok
E2EE, BSH L&l

4+ B )3 H OT Security, & #4047 PL T #:1E -
1 AR
OT Security 23 Ja Fl & 4 F 5. n R B >R H 1 .
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= Otenable ot security

~ @ Dpashboards

Risk =

Inventory

0.8 6 0

> & Events

? Policies
> & Inventory

# Network Map

& Vulnerabilities
> ¥ Active Queries
> &% Network Unresolved Events by Severity (Last 7 days) i Events Status (Last 30 days)
> @ Groups

Total 6 Total 6
> © Local Settings

IHE% A GUR G B B 7R B AL L B I I 8] o 48 AT BE 75 2R B 0T A4 fE Lk BE T 46 SR .

FF U6 /£ H OT Security
74 f5, BRI AT iC & AE A OT Security.

BCE Z WM& %

BC . OT Security [ 1 Bt , LI 13 I i (5 40 9 5 145 11 190 26 AR 6 0 BT 47 (X 0o 145 25 B 92 0
%,

&%'ﬂﬂJﬁ?K%%@E‘J 7 P 2% o JETT DLRRR M X S W 2 i I AR T B 7. AR EZ B R, S
“Pe e

9>¢

e A S B i O

0 R 1 R PAAT L ER AR, AT DA 00 B B S 1A 3 2 A S

RER 7 M54 Kk RS S

A S A A S RT DA TC S I B A 6 Ak i 55 A% BOR A SAML SR T R A b 3E AT
SSO % .
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7 Y 2% iR 5%

750 DNS FI NTP filk 55 25 o 18t 7] DAAC & “Syslog™F1 “Fi - Wl {4 iz 55 7% "DA ks &8 B A3 =5 B

B X3 EH

£ 3) 2 OT Security [ — 0 A« 16T Lo PR T BEOR 45 U5 1 V45, A T 9649 Jo v i L
I S 0 V0 BT L L A (B, S b A

EHEZERR IR EM KB ER T s M8 RSN E
A1 & Nessus HHH#

4 OT Security W 4% o1 [ IT 13 % B & Nessus #4i - Tenable Nessus 1 & % 411, 3F H H &5
M LR BT 857 . H X E 25 8, 152 Wil B Nessus #fi £ 4"

wE &5

MEEHARG A0, HEFRARFEAMRSHETREAE. AREZHEL, ESH DA
FE 7 040 6 40 AlLIE J 7

FREUE B

LKA feed M ARG EH . MABEH KRG L THLENE, EHRREMIAT T ER . A
KEZER, BS L

(YR
* OT Security j5 2 I BT I, & & 2L B F 4 IF AR 95 34 57 2R A0 AL S0 .
57

¥ OT Security 5 HAth Tenable /= il 85 =TT IR S . A REZE R, 15 S [ HE L
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/BackupRestore_Main.htm

23 OT Security /& /& 28

| EE T Al B AL 3y 3.4 L S RA R K.

2 %% OT Security 15 B 28 ¥ ¥ /£ & 28 5 Industrial Core 7> 4 (ICP) it ¥ » B /L B 88 5
OT Security ICP Bt X}, i [A] B H ICP & B 4% il & 1 /% [ #5 1) Tenable Core A % FL1i

Ear Ll R B st AR IR K, sUEE B st il , I o VRS B 10 4% K s X
R ALEEAT T B L HE

TFa6 2 i
B R 3 2 BAR 251
o ARKES AT IR 2 R (16 2 D R E AR AR -
o AR LI 3 B M 8 A2 ML (T8 S D A A TR A JE FE B M 2% )

o H BRI AT T O A 1PVA B HE (I 2 B A R 28 5 1 5)

o KPS iR Tenable Core *F &, 3 HE 2% B A T & 5% Core /' FLTHI I FH 7 4 Al
0. A5 ¥ A Tenable Core F F* 51 1) 5E 2 15 ., 15 2 [ Tenable Core + Tenable OT
Security f ) f6 7 o

* ICP#ZE il & H IIEH A TARBCIRE(F S WIES)

HE = Tenable £ i 8 22 #1474 B AR (9% A ICP JH 7 R 40 53 4% A5 FE 0 i 72, DAl 3 % o W (355
Z BT A e F ) o AT CLER B B B R P UL S 2 MR KSR XS .

| ¥R Ky Tenable Core i AL HY B £ 58387 1 {5 ., 5 2 [ B 4k % % Tenable Core.

P AL TR 28 T X
F5 G 3,14 5% B AR A ) R IR 15 1CP BN, T AT LA T R 1
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https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Introduction_OT.htm
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/Introduction_OT.htm
../../../User Guide/Content/Settings/UsersandRoles.htm#Adding_Local_Users
https://docs.tenable.com/tenable-core/OT-security/Content/TenableCore/UpdateTenableCoreOffline.htm

O

£ ICP & B il & (M7t i), S B B> R .

Sentars Bn P —— B

U SRR B B AR R IR E SR, 1 B ORORE BE R TV () B Bh b A N A2 R AR B
XF 5 R IF SV AT TR 5N, P A BE X 3 SR A T T ek .

AT R TR, ik ICPIE TR AL T AT IR A, 28 )5 il il fay A “<Sensor IP>:8000"K 5 [] 1%
J& 2% ) Tenable Core ] 7 F-TH .

| VBB T A & A [ Chrome 4 &) 1a) Tenable Core F F7 51 .

. 1E Tenable Core = #l & & F & L, Wy NG H P 4 7A1 B, & SHISPUES EEE
B E R, R)5 B EFR.

Tenable Core

User name

Password

Server: 1

Log in with your server user account.
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| HESJQUREALFENREIESERERENG", WL =W H 8 kR8s

5. fE“S MR AL F, B “OT Security ££ B 38 7
I I 2> 4 B “OT Security 45 8% 52 B X% 1 .

[riter 1 | ainG inled mation 16 pair i

* ICP IP Address: | |

ICP User:
ICP Paggword:
ICF AP Keyn

Unauthenticated Padring

¥ :“Tenable OT Security £ B 88 BE X "5 I 076 ¥ o8 T i th 9. BAE L2 /4T F & 0,
iff #. il Tenable Core # i & BEXHE B 40 b i1y & 4% 4.

6. 7EICP IP #Ehb"HE | 4 N 5 A% 28 lE X6 1 ICP 1 IPv4 H ik .
7. BB RZL G0 I ( AN WEX, HiEFREFHRAE KBRS EAEF B2

8.

TER AL R 2 5 4 I UE B S S A 4% S AN X BE R s A R L M B, T LA RE 1P B, B
AR R & EBh .

]jﬁ ]

B2 ACEC 6 B 3 56 AIE , 1E AT R A ERE 2 —
o 7E“ICP F P HE HH #r N ICP F ' 44, TE°ICP & B8 HE 4 N\ ICP 2 4l
o TEYICPAPI B HE Y, H N\ ICP 1) APl % 41,
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R : Tenable 22 W A & & A ICP I /7 R 41 Tt A% I A5 FO o6, LA OR 78 e 3 i 2 v A & e AR i 42
W (1 2 A B A ) .

R AN A MEE RS HRIETERAASTMERENIL A, X5 APIEHAR, AP
EHREZTH.

9. Mo El AR R AR
10. W EAE A ICP 2 A4 1 E H, 3F AT DL #RAE
a. {E Tenable Core [f]“Tenable ICP iE 45 "% 7 F “HE #EIR AT, 25 f7iE P15 B,

Certificate Subject:  Tenable.ot
Certificate Issuer:  Tenable.ot
Certificate Fingerprint:

Mot Valid Before:  Sun Jul 25 2021 16:46:57 GMT+0300

Mot Valid After:  Tue Jul 25 2023 16:45:57 GMT +0300

val Status:
Appra Pending user approw. Delete

Upload Approved Certificate | Choose Flle | certificate (1).pem

b. 55 7 “BE AL HEZAE 15 .
c. 1E“Hii\E%Z Tenable OT Security IR BIEP 1t & O b, B HAEH".
W R =T 5 EAEUE S, 3 AT BLN AR
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O
a. 7t Tenable ICP % il & b , 15 #% “E B HTTPS iE H " AT ik 1) 20 TR 8 4 »

b. {E£ Tenable Core [¥]*Tenable ICP iE "4 43, i LA T RAERIER T %
A

c. FMIENE LA pem ik 45301

TE W H2 52 H AE B 5, FETEOT Security ICP IEH57% 1 (1 LR &2 SR
NEHAE

Cortificute Sulsject:  Tenaoie ot

Cortificate lsmeer:  Tenathe ot

Mot il Baferec  Sun Jul 25 202 1646CST GAT #0300

Mot Valid Afber:  Tus Jul 235 2023 BESEST GRIT 0000

(" e :-mr-ahhri

Uplosd Approved Certificate | Choose Fils | Ho Tl chotn

W 7EICPH P At A, T 2 A B> R R
OT Security £ 7 & W i B (1045 B 2%, RS Rt

Sensor pairing requests are pending approval  View Requests X
= @tenable OT Security | & 01:44 PM - Tuesday,Nov5,2024 (@ 2 admin administrator v
> @ Dashboards —_—
Sensors | search.. a Auro-aperove sensor parnG requests @)
> M Events - =
? Policies ] 1P Status Throughput Active Que... Active Query Networks Name Last Update
> & Inventory ° Connected 08Bps Disabled 01:44:51 PM -
¥ Network Map Pending approval 0Bps N/A 01:37:45 PM -
> & Vulnerabilities
> O Active Queries
> du Network
> @ Groups
~ o Local Settings «
| Sensors é

2. B AR EAT, SRS B B AR (A B R T2 AT) IR e PR
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Sensor pairing requests are pending approval View Requests X
= Otenable QT Security ‘ \" 01:45PM - Tuesday,Nov5,2024 (2 2 admin administrator v
> @ Dashboards —_——
Sensors | search.. a‘ AUTO-APPROVE SENSOR PAIRING REQUESTs (@)
> @& Events - @@= -y
. = = Approve
@ Policies (] 13 Status Throughput Active Que... Active Query Networks Last Update
Delete
> & Inventory °Connected 0Bps Disabled 01:45:11 PM -
¥ Network Map Pending approval 0Bps N/A 01:37:45 PM -
> & Vulnerabilities
> O Active Queries
> au Network
> @ Groups
v © Local Settings
| Sensors é’.

W RARE V) oy B R, MR- Be X i o Hofth 7T RE RS A4

c ERB(RESRHRIE)  LRIEAT CEBHEA, RS Y6 RIE. 1438 AT B
3 P 2% Ko 0

s DHE LB O IEMIERE, HO =,
o WP AL A RIER . X T2 5 4 36 UF 4% B 2%, n] Bt & DN N i o i 72 v ok AR
e BT . 1 Gn, i TE A R A AP ] A,
e DERE(BER) M, HiEIE L AYiEEA vl #0E . 16 2 i 1 28304 M 1% K 25 3
ICPHIZEREE. BXELER, SR P kKBS EZ R,
24 OT Security ¥ 28 3 B 13 36 10F 19 4% J8% 2% 58 B %) J , 848 v DLAC B AF A e Higfr o =
Yl R I 1 e Sy i

| R N 5E A, Tenable 238 % AX f# ] ICP T [ 1 A~ /& Tenable Core F ' 5 T ok & ¥ AL & 2% .

BE AR AR

an“ OT Security Sensor™i 43 At ik |, 4% 8 4% 5 P 2 5« BL SR 22 28 A% J86 4% A ml 0 B 4% e 48 o AL
2R B AL RS 2 A R FRE R 19 P LR b, tn] LA i b ) G B AL R RS ) 2 B A
DIN S8 &, a2z 25 e bR e 19 1 ~F WL B8 B (ff e 2 R @ Rl 28 B 4F) »

BEE LN 2 0% AR I A
Fes T A 6 2 A E BR A T 20 BT HLAR b, 2 T LK G CZE P T (0 T
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# N OT Security % /% 8% 2238 B Fp (19 9E ) HLIE L, 3 04T DL T #84F

1 N B, R LB SO0 4 B A% I A% i 0 g R AT AL .

2. (EERRON 3 N U RUERET , SR Jm A5 FH 08 22 T s L [ € B A
3. R HC A SO AR AR AR AN P IR A U A

4. AE R G 2 AL 2 e IR 22 (R 4R 1) , K5 42 Pk A BL 2R 2 2 s S0 2R [ S BUHLZR b, DAAE A
WEZEIHA L,
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o FWHIE W 12-36V H I 6 £ Phoenix Contact i 182 5% 4 A A% I 2L ¥ 4% (100 30, 347
% T A P T RN RS 1 i ON ZC AR AT, T K A8 AL ER R 2k O R B AE R R .

SRJE R AR AR (PR Sl N YRR B, JFRE 55— o N S UL PR IR R
MRZE(EATIRERNS)

A DL 3 Bt 1) 22 3%k L m) E A% R A T R B S
A ELK R B AL IR A B B AR AE (19 ) HLBE b, AT BL R AR
1 HEF B LT WL 2 e
a. # B RN 3 AR
b. i A8 24T (242 ft) £ e & P 22 3 2 HE R

2. Rk 55 4% B T AR A BL A Al R U A

HEE:
o TAIRMLZEE: Hh .
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O

3. A AR IRAT (PR AL) R e i B e BUHLZRHEZE b, AT R v I E BINLSE .
4. R AN ik 2 — A R

o BHIRHIE I 12-36V H i 6 £ Phoenix Contact i 12 %2 4 A\ AL B 28 ¥ & i34, F 47
X A TR AR 3 A e N UMB AT, T B VR R E R B RS R e, B
PR LRI 5 — i B B B YR .
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|

o TWMHBIR I 12-36V H i 6 % Phoenix Contact 4 322 % 4 A A% 2K 28 ¥ & i, 347
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4 B OT Security #1282 22 & A% 2 4 2 1 B W 2%, 35 PAT DL 54
1 fE OT Security f£ B a5 L, ¥ LR 5 (4R ) B FR O L
2. K HL R B W 4 S AL b R R e
3 WAL, KBS WKW (TR EERRD 2.
A, F G % B ) 4% 58 B L b 1 B AR
#i B OT Security 7] fic B 1% B & % 4% 2 M 4%, 15 4T LT 1
1 7E OT Security f& /& & £, LRI G (IR M) iEHE R D L
2. K FLL S B B 9 2% 5 L R
3. fEW A b, ¥ 5 — MR UK H 45 (4R k) B 33 O 3.
4. ¥ e 45 T 1 B W 48 S WL b B AR T

Ui AR K WA S
HEGREREHE,
1 EAT TR

o A LA M B 25 6 B ) B AR (B PCL 20 AS B N A5 ) B B E 4 B
OT Security 1% B 45 11 4 1 L

o B R ] & AR % B N 4 ST L

2. WfRE IS S TAEu 5 O Security 1% /2% 5 (B 192.168.15) J& T [F — 1 ™, 5L AT #% H &
ZHHE,

. MHUTEFREFHS IP(LAIEFS P, 4 881EH 2 O Security 1£ /8 #%) :
a. R MR Internet™>M KR L E PO >BEYERBZRE".

l R 5 AT A8 B Windows fi A AN [R] 1 i 2 5
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Lecal Area Conraeticn ‘Warrbeit Metwerk Connactien
HNebworkCverdoasd com
- btd o Disable . | Compact Wineless-G LSE Adapter

b. 77 T A R I R A
SN 2% SR A S B

¥ Intel(R) PRO/1000 MT Netwerk Connection

This connection uses the following Sems-

Wl OB Chart for Microsolt Matworks

¥ JBloS Packet Scheduler

i 2 File and Printer Sharing for Micosoft Networks
¥ 4 Intemet Protocol Verson 6 (TCP/IPvE)

i -1 intemat Protocol Viarsion 4 (TCP/IPv4)

i -a- Link-Layer Topology Discovery Mapper /O Driver
M i Link-Layer Topology Discovery Responder

Description

c. Pt Internet Pr AR A 4 (TCP/ IPv4)”, SR J5 i@ 7.

I I 2> B 7R “Internet PR RR A 4 (TCP/ IPv4) J& #:5 1.



Internet Protocol Version 4 (TCP/IPv4) Properties bt
General

You can get IP settings assgned automatically if your network supports
this capabiity. Otherwse, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtan an 1P address automatically
(@) Use the following IP address:
IP address:

Subnet mask:

Default gateway:

Obtan DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: '

Alternate DNS server:

[] vabdate settings upon exit el

d. EFEMEH T3 IPHibk".
e. {E“P bk HE 4, i A\ “192.168.110".
f. fE“F WAL HEH , 4 A\ “255.255.255.0”
0. miiliHRE"
OT Security 2= . FH #r W & -

4. 7 Chrome ¥ % 4% 4, 3L & https://192.168.15:8000.

| FER HAEE T Chrome i B 2% U5 18] Ul 35 8 H &¢GBT A ) Chrome.

5. B ALK ER XY .
i CLIE R &4

f& ] LA CLI 8¢ ik Tenable Core 4t [ K & i OT Security. A 5% i Tenable Core H F* 5t [
I JFE %W I TE 215 K., i 2 4 Tenable Core + Tenable OT Security F J* 48 5 ) 7 1“8 J7 %4537
BAEH CLIHHATIE IR, W #4047 L N DB
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(Otenable.ot

v & Dashboards

_ All Events  search.. a8
Risk
Inventory S..Y ¢ LogID Time Event Type Severity Policy Name
Events and Policies O Notresol.. 1 04:22:14 PM - Oct 29, 2021 Snapshot mismat...  High Snapshot Mismatch
v & Events 0O Not resol... 1" 01:52:27 PM - Nov 3, 2021 Change in Key Sw...  High Change in controller key state
All Events Notresol.. 14 04:39:34 PM - Nov 3, 2021 Snapshot mismat...  High Snapshot Mismatch
Configuration Events Notresol.. 23 03:14:33 PM - Nov 10, 2021 Snapshot mismat...  High Snapshot Mismatch
SCADA Events Notresol.. 79 09:57:43 AM - Dec 30, 2021 Snapshot mismat...  High Snapshot Mismatch
Network Threats Notresol.. 107 11:28:06 AM - Jan 17, 2022 Snapshot mismat...  High Snapshot Mismatch
Network Events O Not resol.. 108 11:28:33 AM - Jan 17, 2022 Snapshot mismat...  High Snapshot Mismatch
@ Policies Notresol.. 113 05:29:09 AM - Jan 19, 2022 Snapshot mismat...  High Snapshot Mismatch
> @ Inventory Not resol... 240 09:33:21 AM - Mar 7, 2022 Rockwell Code U.. Low Rockwell Code Upload
2 Network Map Not resol... 241 09:33:21 AM - Mar 7, 2022 Rockwell Code U... Low Rockwell Code Upload
& Vulnerabilities Notresol.. 242 09:33:21 AM - Mar 7, 2022 Rockwell Code U..  Low Rackwell Cade Upload
> O Active Queries Not resol.. 245 09:33:35 AM - Mar 7, 2022 Rockwell Go Online  Low Rockwell Online Session
> & Network ] Not resol... 246 09:33:36 AM - Mar 7. 2022 Rockwell Go Online  Low Rockwell Online Session
> @ Groups
pRdgtocalsetings Event1 04:22:14 PM - Oct 29,2021 Snapshot mismatch High Not resolved
I el A new code version was detected which doesn't match with older versions of the controller code
Version 3.16.55 Expires Sep 17, 2024 Code -
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O

> @ Dashboards 7‘
Al Events o @
v & Events " = -

sBumas 2

Al Events status Log ID Time 4 Event Type Severity Policy Name: Source Asset Source Address Destination Asset | Destination Ad..  Protoc
Configuration Events O Notresol.. 3306460 06:49:52 AM - Aug 8, 2024 Rockwell Code U...  Low Rockwell Code Upload box20.5.indegy.lo... Praetorian Gurad ap(r
SCADA Events (] Notresol.. 3306459 06:49:50 AM - Aug 8, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.lo... Yuval 136 ap
(RIS ] Notresol.. 3306458 06:49:50 AM - Aug 8, 2024 Rockwell Code U...  Low Rockwell Code Upload box20.5.indegy.lo Yuval ap(r
Network Events. O Notresol.. 3306457 06:49:50 AM - AUg 8, 2024 Rockwell Code U...  Low Rockwell Code Upload box20.5.indegy.lo... Yuval ae(r

? Policies O Not resol... 3306462 06:49:49 AM - Aug 8, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.lo... Yuval | A10171.. ap (T
> & Inventory (] Not resol... 3306456 06:49:48 AM - Aug 8, 2024 Modicon Code U.. Low Modicon Code Upload box20.5.indegy.lo. Project Unity
# Network Map O Notresol.. 3306455 06:49:47 AM - Aug 8, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.lo... ML1400 PCCC
> & Vulnerabilities (] Not resol... 3306454 06:49:47 AM - Aug 8, 2024 Modicon Code U... Low Modicon Code Upload box20.5.indegy.la... HappyNewyear Unity
> O Active Queries (] Notresol.. 3306464 06:49:47 AM - Aug 8, 2024 Rockwell Code U...  Low Rockwell Code Upload box20.5.indegy.lo... Yuval | A10 L71.. ar(r
=
> s Network O Not resol... 3306453 06:49:46 AM - Aug 8, 2024 Rockwell Code U... Low Rockwell Code Upload box20.5.indegy.lo... ML1100 PCCC
> @ Groups O Notresol.. 3306461 06:49:45 AM - Aug 8, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi..  box20.5.indegylo SIMATIC H station S7(TC
> ¢ Local Settings (] Notresol.. 3306451 06:49:44 AM - Aug 8, 2024 Rockwell Code U...  Low Rockwell Code Upload b0x20.5.indegv.lo... L16ER APA aprm
Event 3306460 06:49:52 AM - Aug 8, 2024 Rockwell Code Upload Low Not resolved
Details e ineeri
ode was uploaded from a controller to an engineering station
Code
SOURCE NAME e e—
Source Why is this important? Suggested Mitigation
SOURCE IP ADDRESS
Destinatien The system has detected an upload of the 1) Check whether the upload was done as
SOURCE MAC ADDRESS controller code that was done via the part of scheduled maintenance work and
Policy
T ATION HAE network. verify that the source of the operation is
status / When not part of regular operations, a code approved to perform this operation.
S TINATION 1P ADDRESS upload can be used to gather information on
the controller behavior as part of 2) If this was not part of a planned operation,
DESTIMATION MAC ADDRESS reconnaissance activity. check the source asset of the event to

Version 3.15.15 (Dev) determine if it has been compromised

Expires Dec 29, 2993
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Resolve All =% o

Source Asset Source Address

MUAZU. 2 I IUTE Ya e (I vV PavRS]

ey ey S

All Events Search... o]
Status Log ID Time ¢ Event Type Severity Policy Name
Not resol... 62947 07:48:59 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi...
o Not resol... 62952 07:48:59 AM - Nov 11, 2024 ARP Scan ARP Scan Detection
Notresol... 62944 07:48:57 AM - Nov 11, 2024 SIMATIC Hardwar ... Low SIMATIC Hardware Confi...
Not resol... 62949 07:48:55 AM - Nov 11, 2024 SIMATIC Hardwar...  Low SIMATIC Hardware Confi...
Not resol... 62943 07:48:53 AM - Nov 11, 2024 Modicon Code U... Low Modicon Code Upload
Not resol... 62948 07:48:52 AM - Nov 11, 2024 SIMATIC Hardwar... Low SIMATIC Hardware Confi...
Notresol... 62942 07:48:51 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
Not resol... 62941 07:48:37 AM - Nov 11, 2024 Rockwell Code U... Low Rockwell Code Upload
tems: 63027 Selected Items: 1 Deselect all

Event 62952 07:48:59 AM: Nov 11, 2024 ARP Scan

Details

Affected Assets
Policy

Scanned Addresses

Status

it ok 2

SOURCE NAME

SOURCE MAC ADDRESS

PROTOCOL

Not resolved

ARP scans are used to map devices in a local network

OT Server #5

ARP

Why is this
important?

ARP scans can be used for
network mapping. It is
important to know what assets
are mapping the network and
to verify that such mapping is

Suggested
Mitigation

Check the source asset to
determine whether it is
expected to be generating ARP
scans for monitoring purposes.
If not, contact the source asset

RAF IR ALY HLARN 53 VEAli F A IR BU0s 22 10 35 it oK At ok 1) i, B3 0 G 7 K HUHR it 2 )
N2 Z F AL N TR S TR M D FHARE XS T A A

R B AR IS N A R

IR BT A A (BORE 52 S BT A ) AR e N BB R

e L S
5B R AR AR TR R, AT LA R BRI -

1 FEAH QBRI T (E B A . SCADA H A L 0 6 B [ 58 00 2% =) o, e b S AR id B
fB DR — A B A FH AR S5 I B A

2. FEFR AL o B AR
SRR & B — AN H S
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Resolve all displayed events 20 =

This action will resolve all displayed events,
Clustered events will be resohved automatically
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Exclude From Policy
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WS /R ) o SZ 4R I T AR (52 SCRE I SR 10 AR RA R 2R R 22 L R &R BUIREE - N AR A T A
RDP & % (KR &2 BLH £ 4 B 4y 5 1F) - FortiGate 5 I ¥ & N E 3 . H 3] OT Security 4 b
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Create Policy on FortiGate x

SOURCE ADDRESS:
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Rockwell  1756-L61/B LOGIX5561 May 28, 2024 10:54:21 AM  Unknown  ControlLogix 5560  20.055
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Version 1
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Select Source
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MAC Name Status Admin Status Alias Description Type Time of Query
P1.11 Down up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P0.2 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...

| P1.15 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P21 NotPresent Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.1 Up Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.3 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.7 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.8 up up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P23 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P2.5 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P2.6 NotPresent up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.4 Up Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.6 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
vlan1 uUp uUp vian1 Siemens, SIMATIC NE... L3ipvian 04:34:37 AM - May 28...
P1.16 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
P1.2 Down Up Siemens, SIMATIC NE... EthernetCsmacd 04:34:37 AM - May 28...
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Approve Nessus Scan :

The reessus scan for vulnerabilities in assets is not inténded for OT devices
of any sort. 5canning controllers, field devices and other industrial-specific
devices and servers might jeopardize thelr svailability, Please make sure
that this asset is not one of the above before proceeding with the scan.
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ns v Resync v

Run All Queries

] State Query
NetBIOS Query
Details Query
ARP Query
Identification Query
DNS Query
Backplane scan

SNMP Query
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@ Ping Query completed successfully X

The query failed due to a network error. This may be due

X to temporary network issues or firewall restrictions. Please X
check your network connectivity and retry the query.
Protocol: NBNS; Operation: NbstatQueryType; Ip:

State Family Firmware
@ SNMP Query completed successfully X
@ DNS Lookup completed successfully X

@ State Query completed successfully X
sLoppea
@ Details Query completed successfully X

X TS B 58 B A W), OT Security 23 R 45 55 o4k 58 8 1 95 7 19 & e 809
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Tenable Nessus 4 £ 1 4 1 Hi H 7= 5]

MS10-031: Vulnerability in Microsoft Visual Basic for Applications Could Allow Remote Code Execution (978213)

Critical 89 1 Windows : Microsoft Bulletins 46313

Details
Last Hit Date . Type Risk Score Criticality 1
I Affected Assets

Jul 10, 2023 09:52:26 PM engineerings.. [l Medium (Directy

tems:

WIN-180FIPB12HM (Direct) Engineering Station - Jul 18, 2023 02:50:54 PM

Plugin Output

Port: 445 / tcp / cifs Source: Nessus Hit date: 09:52:26 PM - Jul 10, 2023

- C:\Program Files (x86)\Common Files\Microsoft Shared\WBA\VBAG\Vbe6.dll has not been patched.
Remote version : 6.0.87.14
Should be : 6.5.10.53

OT Security # 1 ) 4 14 % th 7 1]
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Rockwell Automation ControlLogix Communications Modules Remote Code Execution (CVE-2023-3595) -

Critical 67 3 Tenable.ot 501226
Details
Last Hit Date + Type Risk Score Criticality P Category ‘Vendor
Affected Assets
Jul 18, 2023 07:05:36 PM Communicati... [l High Controllers Rockwell
Jul 18, 2023 07:05:36 PM communicati.. (ISl High Controllers Rockwell

Jul 18, 2023 07:05:35 PM Communicati.. [[EEl High S Controllers Rockwell

Comm. Adapter #50 10.100.101.152 (Direct) Communication Module - Jul 18,2023 07:10:14 PM
Plugin Output
Port: 0/ tcp Source: Tot Hit date: 07:05:36 PM - Jul 18, 2023

Vendor : Rockwell
Family : ControlLogix

E3hEH

OT Security T & 111 J7 (8 Bl B FBOE S IheE. F R TR — KW, S
“OT Security % R”, ﬁ?jﬂ%ﬂﬁ W E 1 — &6 7, Tenable & WCBUE BT A 2 ) DI Re - 1& 0T LR B B0E
/155 AR AT 25 W0 T RE , ok ] LR 2k AT i TR AT O SR 1B E

bR E Ws AT I B sh i 2 Ah, 0k m] DUIE I # o A 55 i D) R i DR 1% R R sh B .

I:%M%ﬁﬂT%%iﬁ 3 357 51 R BRI IR 2 - OT Security 38 i3 4% 2h W 12 A 3 3 25 i 20 B % 4% o

- 226 -



= Otenable.ot m 05:15AM - Friday, Jul 14,2023 & admin

v @ Dashboards

Ooueres o B
Risk

Inventory Name Operation Status Assets T
Events and Policies > Manual(12)
> & Events > Periodic(12)
? Policies System(10)
> & Inventory O Port Mapping - Continuous Port Mapping Completed Any Asset
% Network Map C) ARP query - Asset enrichment ARP query - Asset enrichment Created Any Asset
& Vulnerabilities o DNS query - Asset enrichment DNS query - Asset enrichment Created Any Asset
v @ Active Queries 0 Identification query - Asset enrichment OT Identification - Asset enrichment Completed Any Asset
Queries O Backplane mapping - Asset enrichment Backplane mapping - Asset enrichment Created Any Asset
Nessus Scans D SNMP query - Asset enrichment SNMP query - Asset enrichment Created Any Asset
Credentials O NetBIOS query - Asset enrichment NetBIOS query - Asset enrichment Created Any Asset
> au Network C) State query - Asset enrichment State changes Created Any Asset
> @ Groups C) Details query - Asset enrichment Details query - Asset enrichment Created Any Asset
> & Local Settings 0 Code Snapshots - Policy triggered Code Snapshots Completed Any Asset
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o W2 RILA T H I 1 v B B ICMP) B, Ping Sk A% I Sz i AT i 2 1P

Hk.
o YEZN B ERER 2w W U0 COA B R MR P B B REAT Ping BRAE, DL LR BE
PR IE R B AT HoT .

o PRI ER R I 2 h) WX 2% R ik — 2H 22 R AR A, DA 4 ) 8 B ICS W BB R
OT Security [F| £ 15 & .

o IT: T M OT Security M %% | () 52 W5 45 1T 288 % 77 dh 3R ECTE 2 B0 A &l . %
NetBIOS #1, iX &6 |T 2584 1) 75 ) 48 75 B E 45 .

 NetBIOS #1241k & HL{E OT Security f£ &% #% 8¢ OT Security A & 1) # i Fl
W5 W7 NetBIOS FAT ] # % o 22 1) 3& A TR I 2 19 Windows %%

* SNMP 2 #1187 ] SNMP v2 5% SNMP v3 £ 35 i 5K 52 5 SNMP (1] %] 4% 5 itk 28 1) B
56 Y % %, DA SR B AR IE 4R (5 L . OT Security 2% ) SNMP % 4t 3t ik £ HAth 2
B, LB BN N5 72 B SC I B Bh 4T 48 S0IR ).

o WM {5 B # M T Windows 1] & 4t b #12 BU & Fh 55 28 8040 05 31X B R
R & St 11 Windows K ' (A 3 8% ) B 4% 2 8% 11 BLUER 5Kk %2 1 Windows

Management Instrumentation (WMI) i 45 .

o WMI USB IR 7 2 1) #ff 72 7 2 2l I 44 (a0 USB 3K 2)) 25 8% % ) B £% IK 3)) 2% ) & 75
% 32 ) Windows ¥ £, 1] 0 T FE T AF 36 8k IR 45 2% . b 25 8 5 “Windows + E Al
b USB Fic B 35 5 i 5 VA 0%, DR R R b SR OE R A B g vk 25 A

o OT: & M8 H LA Pr il 22 4 b 40 ) 328 i) 28 A N 20 & DUSREUCE 245 B &M
OT Security $047 R 82 2 ) LK SE W & 15 B . fERE SR, OT Security A~ W #51f) #%
FIRAVEAAE S, 1 H AT LLE R S, 6 W1 PLCIZ AT IR 7 B £2 1) 1 i 1 Ath A5
B, OT Security 2% 5 #j 1E 75 i Wt OT Security 7 ¥ i % 4 #0380 HT % 45 -

4. AT —$"

IE BT 23 I ) R ST A
5. {E“BRROME R, N 2 1 44 R
6. 7E IR ME o, Hin A\ uf A ik
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7. (EBEFETN BLME A, B

l VB 1t DL P RN B

8. fEBEEME Iy, N —DEF, RJE T RAE bk B R R 0 T AL A, e
AJ DAL o B A N B

W R PR, 1 T8 I — A R R IE AT B

9. TE“FE 7 B 8] "HE rfr | Fp o i) TR B O 0 R ) TRD 8RR Bl B N I (R, BD AT B S AT BN
IF1R] (5% F HH: MMESS % ) S

10. S a5 BRS¢ BLs &
N (EHF&E&Z R AP TEEES, N &~ r P k.

. (BOE T A LA ) 165 R I 40 9 B B PR B0 B A b, J A T RO T 0k T
5 1410 BB 77 20 B 7B 130 T B

B, (& TR BLE ) £ R B W 2 18] Y B R (] B B AE e, 32k 35 6 L 2 ) 2 TR ) 1)
LRI DA B B K U e ¥ N = A T
el
RR] DLBH 1E A 9 7R R 8 B B as AT, Bl IPYE I L OT MRk 5% & P B F I o 297 1+ 4% )

CLE
A TS PR A, 38 AT LR R AR
1 R EHER>ER
BE I £ LB .
2. (ETRRRHIE =T R AE b, Uk % 2R B R B

I R T DL R AR R E

3. (EEFRBI B o N R AE T, BT 8% O
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4. 15 PRI SESE R E AR b, 20 PR A 55 B I o ) T R kR A TR AR B
[A] "

5. R

OT Security X K5 5€ 2 F i A1 5% 77 B2 FR )

aE A

HEABEANMTEME S, W AT U BRAE:
1 HEEFHER>EAR
BB 22 R E
2. {EEAE M A BT e AT, AT FAIRIEZ —
s A A MIFIREEE"
o WEFEEW, RENBIER T IRFEE"
et — A E e, s E e e E s
I ' 23 1)
B AW RS S, T AT DU R AE
1 R EFHER>EAR
BE I 23 LB
2. M B R, A A A 0 A R RAT R AR E . —
s AN AEMIFIAERE
o EPEEU, RGN BRAESE B P R
G 2 H I g B A A

l Rt T DU B R G AE RO I R A
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3. RIEFEMBLAEM.
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A il £ 1

| EREHENERE NG EELE AN,

1 B EFHEH>E
BRI 2 LR
2. NEWIIRF, LA AW LA A I HAT T AR —
o A R R 0 O 0k B R
o BRI, SR AN BRAESE HL b gk R
G IR 2 LS A R IR AR, b B A R AR AR S

I HER ST DU S W A B R A RS

3. HEam A AW IFRE T EGUSOEHE R .
4. P REE
OT Security ¥ & ] R fEE A MK H .
iz 1T A

Tl DL =R B st e W&l .
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1 R EFHER>ER
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o A T A JF B B SL AN B AT

o WEFEEU, SR E M CHRAESE o S BB AT
I 2 L 0 SR A B 7 2 A T
3.

OT Security 2 1z 17 T i & i .

T

R A 5 244 R 3 O T P L A SR o 2 R AR LR R P B A R E AR I, A
i £ AR o (Ho2, OT Security 32 (1) 5L 28 i % ] B8 75 2B 48 4 BE AT B2 77 R B

= Otenable.ot m 09:53PM - Thursday, Jul 13,2023 & admin v

> @ Dashboards

s [ =
L Credentials o B

2 Policies Name Type 1 Description Last medified by Last modified on
v @ Inventory IT Credentials(5)
All Assets SNMP V1+V2 (Migrated) SNMP v1+v2 admin 09:24:06 PM - Jul 10, 2023
ontroliers and Modules iDrac root SSH admin 12:06:46 AM - Jul 11,2023
betiotilzscts SSH (Migrated) SSH admin 09:25:54 PM - Jul 10, 2023
loT Administrator WM admin 09:25:13 PM - Jul 10, 2023
7 Network Map helpdeskadmin WMl admin 09:25:00 PM - Jul 10, 2023

& Vulnerabilities
~ O Active Queries
Queries
Nessus Scans
Credentials
> &% Network
> @ Groups

> o Local Settings

YIRS
IR INAEYE, W PAT L AR
1 HEEFHER>ERE
RN 2> BB 9 UL I
2. miif BRI
IR I £ H B m SR 4 i A

~
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Add Credentials X

] @®

Credentials Type Credentials Details
WMI

NAME *

WMI Local User

DESCRIPTION

Authentication for workstations.

USERNAME *

localuser ‘

PASSWORD *

TEST IP ADDRESS

Test Credentials

3. FERWERAT oy, il DAk B v & M T ) i AL A

4
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* ABB RTU 500
* Bachmann
¢ Concept
* Sel
* SicamA8000
* SIPROTECS5
* SNMP v1+v2
* SNMP v3
e SSH
s WM
4. B F—P
G IR 2 Y B RE 4R VR 40 45 B IH AR
5. ALV HAE S
o BRI
o VEBR XA UL .
s AF& R&WH 4.
o B AR E D
o W 1P HHE B 1P L.
6. s PR LI OT Security & 75 7T LLA# T i £ 4 45 17 i % 4%
7. B RAE
OT Security 2 fR A7 £ 45, X £ 4848 2> WoR 7“3 "0 i
I 1 FE 4
ey DAgn iR R AR R AR A R

A g AR SRR, T8 AT LR R AR
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1 R HEM SR
SRR 2t 3 9 O I
2. BHAT THIHREZ —
o bR B A R, RS R
o WEEPTH M, SRS N BRAE SR L I PR
SE I 2t G BB S A I A
3. MR EB RS S .
4. A REF
Tl 4
] DL B AN 7 5 2 AR 9
an M B R, T IAT BAR R A
1 EHEM SR
SR I 2t 3 O I
2. WEPAT T HIHRAEZ —
o BRI R R, SRS PR
o WEEPTE MR, AR E N ERAE TSR L i B BR

OT Security < fifl B B 1% 7% 45 .

WMI 1K

%7 5 J3 B OT Security PA#.47 Windows Management Instrumentation (WMI) 25 ) , % 7] DL % &
WMI ik F* . OT Security f #t WMI 25 ] 2K 38 B 9% Windows & 4t 1) 3 £ {5 B .

AT WM 7 i) i), OT Security & ##i 5 Tenable Nessus A [7] 1] WM J7 % . B % & WMI K /7 3 47
i, 152 % Tenable Nessus H /5 g ) 1) 55 A Windows % 5% DL 3E 47 A< Hb A1 176 15 5 42"

e

f1 2 Nessus i {431 #
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O

Nessus i 14 3 # < R 35 FH 7 € R4 %1 22 %5 CIDR AT 1P #b 3k %1 6 vh 45 %€ W) % 77 )8 3 & 2%
Nessus 9 i

OT Security £ X} 45 & CIDR 4 [ 1 B2 X 58 = AT - (B2, N T IRIFPIE OT % 4%,
OT Security H 2§14 45 5 3 Bl 9 (E PLC) T A A 19 I 4% %5 77 . OT Security 23 M43 4 o 4 B U
BRI B

OT Security H ] Nessus #11i f# /] 5 Tenable Nessus. Tenable Security Center 1 Tenable
Vulnerability Management H [ & 7% [ 2% 41 i A [F] ) 56 1% 6 B ﬂ& — ) % %l & OT Security /1 1)
PEBEE TR . DL R 42 OT Security H ] T Nessus 35 ##i (1) 4 fig 128 71 . iX 28 3% 70 0 3& ] T ¥
BESYBTA BE RE T TH] S B 16 “Nessus 3 A F 157,

o SAAE WAL ) ENL (&2 )
o BEH BN A FERHAT 2K E (&)
o 15 B0 W 2% 13 B I

7 1T P58 A A A (42 AN X T B . Tenable # WA ZAE OT # & L {3 H

¥ & : Tenable Nessus & i & &
B RS T ZER & EFIBIE,

Tenable Nessus, [X ~'E Al

T AT A — T8 P2 s 4T 3 A ) Nessus 34, 165 S B “BAT R € T % P2 1Y Tenable Nessus 1
7

| R ST X U R R ) B B AT R AR A

B Nessus M #Hi

# Z A1 & Nessus #i fF 34, 5 $A7 DL T 3 1E
1 % % FEFE W >Nessus H##hi"
2. i BRI EE R
b £ R B #R Nessus #8644 51 3 39 1 T B2 .
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Create Nessus Plugin List Scan *

®

IF Ranges Flugins

Messus plugin list scan runs 2 user-defined list of
plugins only on netwark assets within the
specified IP ranges (CIDRs).

HAME *

IP RANGES ™

Cancel

3. EGRRME T, AN Nessus HHHi#r N — >4 FK
4. TEPYEREE S, Jv IP B CIDR % A ¥a [ .
5. i F—$"

G IR 2 I 9 A A
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Create Messus Plugin List Scan ®
L L
& Rardet Pluging

Available Plugins s a

Flugin Fsmily Namse b Plugin Mame Plugin 1D
i

[ ] Serungs {114) § = oom ICHrveriBCDL. 18321
Hudne] Local Seourity Checks [TH06) . | SCom HBX fipd CELC.. 11183

HEWSTAI CO5L Locl Securty Chechs . [} JCom MEX fipd CELC.. 11084
Sl Lnuo Logal Securmty Chacks — [} <0 wendar fresuth.. 14193

[ ] Mandrivs Local Security Checks (3641] = 40 WRBETAR Syrmilrk.. 14241
W  Rare gl Bulerie (2712 [] ABllcy FTP Server Wu,.. 13828
Rod HaT Lescal Securty Chiscks (58] | A FTRG Mg Lkeary . 10009

a Sedarks Locsl Security Chacks (3784] a Mestel OmRSWICh D TOII0

Derial of Sendce (1100 Anurspmous FTE Ena W0ETS

a Pk AR Lol Security Checks {158 = Anorymous FTP Writ. 10088
RPC [39) a Apache LogiShell RC. 138115
Firewalls {343] [~} AriGasalt FTP Server 13813
Fadors Lostal Sepurity Ohecks (15457) [ ] ArGoSol FTP Sener 16334
Windows  Liser mansgement (35 = ArGaSolt FTP Senver 17308
Frhatantrd Lecal Secusity Checks |1595) ArGaalt FTP Server I

-] Teenableot (653] ] ArGaSolt FTP Senv 18004
Libuniy Lol Seruritg Chscks [aod] [ <] ArGOSol FTR Sarnver 1543

a8 Gupirs & ahell sermctely (283 [} Aol FTE Sorver Délh.. 217D

-] Mie. (T03T) ] itz Mutiple Comm 1057
Meohie Devices (140 | btpd NLST Comnman. 10888
CIS00 (2206 ] Blackparnbolog FIF . 14234
Wrtuosha Local Tecunty Checi (41 u Blachitoan FTP Lagn... 11848
Peer-To-Peer File Sharng (103} = | Bleckidoon FTP Serve.. 31383 =

L "

¥E & : OT Security 1% 2 51| H K5 8 1% 6 2% 38 1 o 0 200456 FH B 87 19 1F AT IE 74 g 8 OB 4d 14 - n
W E B AL, W55 W E T E

6. 7L RFNBIR YT, EHEEA SRR DR RS AR A, R T B
B R ) R AHE

¥R A X Tenable Nessus #fi {f & 51 K 5 2 {5 &, i 2 [ https://zh-
cn.tenable.com/plugins/ nessus/ families.

7. R
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O
IR Nessus 1 4 2> 78 “Nessus F 3 "7 1 4 &7 -

TR 2 4 48 O R I A /9 Tenable Nessus 47 $ifi, /4 8 52 oy T /5 (9 49 416 17 O 128 5 G %8 "o W
%,

B 4T Nessus #EHEH#

¥ BLIZ AT Nessus i {45, ¥ $RAT L H #4E
1 fE“Nessus JF# "7 L, P47 NI #RAEZ —:
o e Rk P R R R O 1k B Sr BIIE AT
o EFEIZATWMHEM, AR5 AEBRIE > LEELT.
Nessus Scans [ 8 s - [ comien | &

s fsa=s @ Emnun L ]

I 4 1 B HE Nessus 3538 761 15 HE o

Approve Nessus Scan =

This scan shaubd not run on OT devioes, a5 It may mpair the functionality of thoss
devices. Make sure the specified CIDRS dont Include OT devices.

m

2. WURMAIE OT W& AERRIEE N |, 5B d R4k,
%t i HE 5% ], OT Security £ {4 77 14
3. HEISAT R, M A B A R AT R B SLRIIB AT
B J5 2 7 K H B4R HE Nessus 333 75t 5 AE .
4. R RAEEE".
OT Security I 7E 2232 47 45 fifi o 85 7T DU 9 485 1 2 AR S B 5 MK E L 47 I B2 B4
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P %

OT Security 2 M 2 46 W 2% 1K) i A 36 3, JFAE BUR i B 2 o 2ol
P 28 Y A - s I 2% 3 Bl MR O
o WA WOR RGN KD PCAP LA 51 32 . 5 2 b Bl £ 40 3K

o U 1L I 2 R T B 0 T R 0 50, b R R B I T Ve
P K 1 A L 2 R A

YT 1] P AU , 1E POAT DA R AR
17 e O S A A% b, R
LANE RN T ST ST

9 2% 71
T8I T T 9 I 46 9 0 1 T A P s T DA I R R s I P 0 O

= Otenable o1 security L\ 06:51 AM + Wednesday, Jul 24,2024 @ 2 Mr. Admin

> @ Dashboards

| From 06:25:22 AM - Jul 24,2024 To 06:40:22 AM - Jul 24, 2024 |

Network Summary

> & Events
! Policies Traffic and Conversations Over Time Protocols
> é Inventory . . HTTPS (443/TCP) [—— 345% 76246 MB
- Network Map UDP (6970) — 206%  455.45MB
> & Vulnerabilities 37 190
UDP (56570) f— 18.1%  400.16 MB
> O Active Queries
36 150 UDP (58940) f— 18.1%  400.16 MB
v b Network
RSTP (554/TCP) o 82%  1804MB
Network Summary 35 i10
cIp (Tcp) 01%  2.44MB
Packet Captures
34 70
NetBIOS (137/UDP) 01%  1.48MB
Conversations
> @ Groups 3 10 SRTP (TCP) 0.0% 877.23KB
06:30 AM 06:35 AM 06:40 AM
WS-DISCOVERY (370... 00%  79644KB
> & Local Settings @ Traffic (MB) @ Conversations
SNMP (UDP) 00%  70579KB
Top 5 Sources Top 5 Destinations Honeywell CEE (555... 0.0% 43936 KB
Ethernet/IP (44818/... 00%  39254KB
_ . 1SO TSAP (102/TCP) 00%  32686KB
MMS (TCP) 00%  13334KB
S7(TCP) 00%  1166KB
s7+(TCP) 00%  11512KB
HTTP (80/TCP) 00%  9257KB
UDP (6971) 00%  60.93KB
0 200 400 600 800 1000 0 200 400 600 800 1000
W Traffic (MB) W Traffic (MB) DNS (UDP) 0.0% 51.5KB

Version 3.19.15 (Dev)
Expires Dec 29, 2993

S5UT I AL EEREEZHMAER.
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— B[R] A D O B A X

1 28 B R T 2% rp B B TA] AR A8 ) B (DA KB/ MBYGB B Ay ) RG] i £ & . )4 R R TE
RTIR o B BRAR B4 A2 BRI — A f b, BV R &5 5 1% 0 18] Be Y AR 37 58 A 3 A 58 10 4 22

Traffic and Conversations Over Time

36 b 190
34.92 MB
34 150
32 110
If
30 70
28 30
05:28 AM 05:33 AM 05:38 AM

@ Traffic (MB) @ Conversations

R A B B2 o AR 4 B AR b B B TR 20 FE AT I R L i n, )T B BRI R VE R T E , &
gt o B B oR B B e, BN T 30 RIS R VE T E , RGN 42 6 NI R B B .

B 5Nk ¥R
“BT SN RIEVNEM BoonfERr e RIVEE A, @ g KiZEER SN EZT, BENEFEE

Xl R A B S AT DR L 1P M Bk RUORE B s B B AR E AR B, BRI AT B i
BE 7 I B R B AT .
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Top 5 Sources

T f f f f i
0 100 200 300 400 500 600

I Traffic (GB)

B 54N H 3%

“HI 5 A H bR N A S s A8 R 2 I TR] Ve B Y, JE R g i RE A I HT 5 A B R, A B
Xt Ul R MR A R DURR 9 L 1P M AR RA H bR B f BbR B EAE R R I B, BN R %
ARV DT RAIE  § = 1

Top 5 Destinations

f T f T f i
0 100 200 300 400 500 600

B Traffic (GB)
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7320

P BN A SR AR R S IR R A, AT 0% I A A A e e SRR A P ARG T B R

NetBIOS (137/UDP) 0.1% 910.19 MB

CIP (TCP) 0.1% 763.85 MB
SSH (22/TCP) 0.0% 330.26 MB

WS-DISCOVERY (370... 0.0% 525.29 MB

Protocols
HTTPS (443/TCP) IR 340% 483.18GB
UDP (6970) F— 21.0% 29851 GB
UDP (58940) F— 18.5%  262.23GB
UDP (56570) F— 16.6% 23559 GB
RSTP (554/TCP) = 7.3% 103.19 GB
UDP (49910) " 1.9% 26.63 GB
HTTP (80/TCP) ' 0.3% 4.06 GB
SNMP (UDP) ' 0.1% 1.25GB

|

|

|

|

|

HTTPS (8443/TCP) 0.0% 399.99 MB

IS0 A% B H P (A2 TOTAR ) 21 fie AN HY (SR #8) B T HE 510 o A4S i WU 2 s BA R A5 B

o AT R A5 I, b e BER TR 1 2% RO d e R, T BT 0 3E TR 1) 2% N RO
HE S T i v A5 Bl B0 HK) A6 R

« ERT L.
SEICHE 3
BEE I 18] Y

“P 2% Y O T L s R B AR R E I TR S RPN R AR I 49 Bl o AR A I O BN 2 T 4
B S5 7 B IR ) S ] o BRI I 9 R v B Dy I 2 15 3B bR RS IE 23 8 R I T [ B <TT 46 A
“G AT 1]

A B E N IR) Y ], 3 ST DR A
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O

FEAR R T, 5 o B 8] Y BT B2 B o BR A TR i B e 15 4

N RLAE AT A] R A

Network Summary

Traffic and Conversations Over Time

28
05:28 AM 05:33 AM

@ Traffic (MB) @ Conversations

il 2 5 ik 22— ik R TR Y

Last 15 minutes v

Last 15 minutes
Last 1 hour
Last 4 hours
Last 12 hours
Last 1 day
Last 7 days
Last 30 days

Custom

30

05:38 AM

| From 05:23:18 AM - Jul 25,2024 To 05:38:18 AM - Jul 25, 2024 |

Protacols

HTTPS (443/TCP) —30,0%
UDP (6970) I 22.3%
UDP (58940) [— 19.7%
UDP (49910) — 19.7%
RSTP (554/TCP) f— 7.2%
HTTP (80/TCP) ! 0.6%
CIP (TCP) ! 0.1%
NetBIOS (137/UDP) ! 0.1%
SNMP (UDP) ! 0.1%
SRTP (TCP) ! 0.0%

609.81 MB

453.86 MB

39931 MB

39931 MB

146.75 MB

12.28 MB

25MB

1.56 MB

1.46 MB

900.01 KB

o oy P 75 Ve B DG 5 PO TR)SE B . e s T & B by d & DL e 2k 40
st &% 2N i & R & 7 R 2% 30 KR

o A EWHE B E X ETEE, 5 HRAT LT #AE

o HeE X
BRI 2 BLE e VS E T
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Custom Range X
START DATE * START TIME *
| 07/18/2024 = ‘ | 05:40:15 AM @ |

END DATE ¥

END TIME ¥

| 07/25/2024

] ‘ | 05:40:15 AM @ |

o MG IFIR BB TFIRIT R, G5 R B 3G OR I A

- 246 -

Cancel




O

o Hdi B

e BN IRV B, el A 2 £E T 30k IR TR S R 55 R s T A 301/ I TR) AN 2 A /I T
OT Security 2 Fill 3§ UL I LA S 75 F 28 B[] 35 B ) 1) 28090

B AL 1 3R
OT Security £ 17 i £ 5 19 4 113 30 10 50 £ HC IR 60 5 38 010 528 - 5 S0 17 o o W A5 19 45 3 0

o BT 2R (91 Wireshark 45 73 87 (1) PCAP( Hd £ il 31 ) A o 3% S RF X 5¢ B 5 A EAT IR N AL
EDHT . U ARG R R 18 TBH, & Gt 2 M B 85 1 3L

‘BRI = BoR RGP A PCAP XA . “BS R 7 = R ] it N8 i A 2 58
J SO I 51 2% o “TEAEREAT "8 7 2 s A 5% 4 A IR AR AT B o B IR VR AR A B

P A 2 S s AT 8 AT AR B PR3 3R SCAE o A A GRS TR O AT TR Bl Ok 24 R B
B 30 2R 1) 28 T

FE R G A PR AR b, T DR R BRSO A X B R B AT HE A ke, R R S . R
HE XRENEZELE, S0 H e R

l R AT DL R B A F A [ PCAP U, TE1E IS S T 8O ’

ETRSE T ETE g

H4E 16 355 4 B DA R BN

BH R

FROGEE KO A 3R A6 0 SR 1]
]

GESRAT R 4 K SR R
8]

RE R APRE BB EERET B

AR R EE B R OT Security 1% & %8 - X T OT Security ¥ & B i sk i $iE @, &
{8 & 7~ N*“local”.
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Xfrsa SRR AR
AR SRR RN, BLKBIMB O FA

/N

B 10 20 4 AL 41l 3K Bk o
it X A N T e I R] A/ B4 TR TR Y 2 i, e RT DL g B B A 3R B R DL A R 4 PCAP,
A B e HE A IR, E AT DU R A
1 M >HEBHIR
2. A B IT UGN A 975 %, 15 ¥ BUAR B AR IR FFRRRT ) b, SRS B Y EIAR
BRI 2 B> T Hr s
1 A BERLE TR A F, 3 AT UR R AR

a. MR L3 B e M R T (0 0% 0 2% 1 R AT D BRI TSR IR R T
o6 B 16 B T

b. SR £ T TF 46 I TE] BT E T 4R A R, R B A < E A e
[ "HE P 7 1, DS f 0 56 399 A (]

c. MM
3. A BRI R 0k, 1 K RS B E G R )b, AR Y IR
BE I 2 B — A RS .
17 EUE Tk A AR, U AT BL N B AE
a. I PP 75 B 07 3 2% A - AR AT IR ] (BRIN) « G5 ORI T B Tk s R TR B T

b. U Rk T G5 A E] BT el gk SR (R B T, UK B — A e E A R
6] "HE A 7T T, DS A ok 5 9T RT I )

c. R
OT Security <= v ] i 1% 26 1, I HAX 57~ 76 45 52 I 18] 38 Bl 9 A i i S0 .
SRR SR A E R RN
] e A W B >R G B B > & 0SB R SO R Sk T R .

- 248 -



O

R FBEBAME TR C XM, NSRBI = & Box %) 6E 2% R R E A

[ gEm| Oldestcapturefile
Packet Captures ‘ Search... ﬂ\ Jul 25, 2024 06:42:16 AM

|o Packet Capture is turned off |

Start Time End Time Sensor File Name File Size
~ Completed(145)

Jul 25, 2024 09:04:53 AM Jul 25, 2024 09:05:19 AM local_nic1 2024-07-25_09.04.53_local_nic1.pcap.gz

| EHE YA AT DU P 48 > R A IR O B B SR T RE, (E A e I S AR 4 T T RE

A BN R A IR, E AT DU R
1 M >YEamiR
2. fEBR R P R AT IR

OT Security 2 3T I $ 4l £ 4 3%

B

A PURAE B 58 B PCAP SCAF B A iF SN 28 ), 48] BLAE A Wireshark &5 % 2% By
W b TH AT 0 o

D3 AE BEAT FF 10 SO 3 3R 0 AN Al B 8 n] BLF ) 5k P AR R BEAT B4 3Rk, RAAE 5C P =4 A ST I
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Jul 25, 2024 09:54:37 AM Jul 25,2024 09:54:37 AM 1 secon d 34 1 10.100.111.28 CINEGRFX-LM (1743/UDP)
Jul 25, 2024 09:54:37 AM Jul 25,2024 09:54:37 AM 1 secons d 54 1 10.100.111.28 ENCORE (1740/UDP)

Jul 25, 2024 09:54:37 AM Jul 25, 2024 09:54:37 AM 1 secon d 54 1 10.100.111.28 3COM-NSD (1742/UDP)
Jul 25, 2024 09:54:37 AM Jul 25,2024 09:54:37 AM 1 second 34 1 10.100.111.28 CISCO-NET-MGMT (17414...

N 1T AL S LU A AE B

2K

T 46 W 8]
25 R i 1]
FF LI 8]

#iiR

Xt T 46 A A
X 1% 25 R FR I T o B 6 A7) 7R BE AT b ) 38 R HEAT
Xt Vil A RF S A



O

HER Xt vl 91 18] 3K R A e B AR
5 Hb hk HIE B I B IP Sk
B #r #th ik B MCELE 1 B 1 1P,

Bl T 3845 1 B

H

2H 2 1T K S M ) R A ) e . D B SR M N, S AT DA A I AS S A S AR Ok W B RS BR
W& 2% 14 . OT Security 2 it — L i@ A4 . W el LAl d& E S & XA Rk, N T faifk
S WE 1R 2 4R RN 1) 8 ik AR, Tenable 78 X 3% B e B BT 75 4. .

R A BE A UL B RN 2 A R A R A SR N A S AR, s 2 B AN SR
R H .

aEH

BEHEMN:

- 251-



1AM ks, .
o> BE ED R TT, JF R 2R

05:20 AM - Tuesday, Feb 13,2024 & Mr. Admin v

§
ik Asset Groups reate Asset Group

Name Type Members Used in Policies Used in Zones Used in Queries

Predefined asset groups(121)

30 Printers Function Group
ABB 800X Controllers Function Group 5;: fﬂg;i‘;‘:;‘n‘ﬁ:i:”i:’:;‘: "
ABS Masterbus300 Controllers Function Group
ABB RTUS00 RTUS Function Group
ABB TotalFlow Controllers Function Group
Access Control Systems Function Group
Function Group
any et function Gro SIMATIC Code Download | SIMATIC Port Mapping - Continuous | Port
Network Segments - " Code Upload | SIMATIC Code Delet.. Mapping - Update Open Ports Butt..
EroEms Apogee Contrallers Function Group
Port Groups Bachmann M1 Controllers Function Group e
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Sensor pairing requests are pending approval  View Requests X
= Otenable o security ‘ R\ 01:44 PM + Tuesday,Nov5,2024 @ = admin administrator v
> @ Dashboards
Sensors | search.. a‘ AUTO-APPROVE SENSOR PAIRING ReQUESTs (@)

> M Events
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¥ Network Map Pending approval 0Bps N/A 01:37:45 PM
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Sensor pairing requests are pending approval View Requests X
= Otenable QT Security ‘ \" 01:45PM - Tuesday,Nov5,2024 (2 2 admin administrator v
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> @& Events - =
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> & Inventory °Connected 0Bps Disabled 01:45:11 PM -
¥ Network Map Pending approval 0Bps N/A 01:37:45 PM -
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i fo ¥ B 34 fic & M T 3h $h AT 4 1 58T,

HTTPS ilE 5 . APl 25 51 A48 0] 40F 45 2% B VE 4145 2. .

s
“B &I

~ @ Dashboards
Risk
Inventory

Events and Policies

> M@ Events
2 Policies
> & Inventory
¥ Network Map
& Vulnerabilities
> @ Active Queries
> db  Network
> @ Groups
~ & Local Settings
Sensors

~  System Configuration
Enterprise Manager
Device
Part Configurafion
Updates
Ceriificates
APl Keys
License
> Emvironment Configuration
»  Users Management
Integrations
> Senvers
System Actions

System Log

Version Miced Build Expires Dec 29, 2993

B& B

Device

Device Name

The name of Tenable OT Security management system.

DEVICE MAME

DA K 5 7 T 5 B %

i 2 75 A7 9% OT Security It & 1 V¢ 4015 B o & 7] DLLE I T b 75 7 JF 90 HE I &

Device URLs

Device URLs allows you to set multiple URLs from which the system can be
accessed (FQDN/P) in addition to the locally configured |P addresses. (Change
requires restart).

System Time

Determines the time of the Tenable OT Security system. System time, together
with the time zone, determines the displayed time of alerts, activities, system log
events and all ather time-related features (Change requires restart).

MANUAL SYSTEM TIME Feb 9, 2024 06:21:14 AM

Timezone

Determines the time zone for the Tenable OT Security system. Time zone, together
with the system time, determines the displayed time of alerts, activities, system
log events and all other time-related features.

TIMEZOME Etc/UTC

Maximum Login Session Timeout

Determines the session period after which logged in users will be logged out
automatically and required to log in again. (Requires logout)

LOGOUT AFTER 2 Weeks

Maximum Inactivity Timeout

OT Security 15 & ) M — bR 1R 557 o
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J& H )5, Tenable £ s 4E Jo v VA IR 1 4 5 AN N 38 S 25 AU AE 2 &) e Rl 4R - I 28 (5 B A
EANEIE AN G0 E R PI). 2N E B AR EA R F 5 Fr v 19 (0 00T B 458 1 32
A 2 A DL BT e 11 3h BE 1 2038 - Tenable 2> 3% 8 Tenable =& Bir 13 FE 2 15 A X 26 %048, DA
03 FH P A8 BT R OT Security (1) 7 536 A1 T oAb A& 2R A ri ol H 19 th i B BRI A B H S

TR RN R, V5 R A B LG B

| R T ) BT o0 RV AT e I AR A A R 0 4 o B 3L =
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GraphQL Playground

W% 2% N GraphQL IDE. Ji A /25 H e P14 1 5%, 70 YR/ 4% 1k 48 2R 7= 30 55 A 1) Playground il X
API 75 1] ,

v G B
‘Uit 1 B T £ SR T C B A B . R I E R E 2 AR, ES R

Port Configuration

Port Configuration

You can separate the Tenable.ot management interface from the Quenes
nterface. (Change requines restart)
1 2
Ouptries + Mirrar Port
Managemient

Queries IP configuration
10,100 20087
255.255.255.0

10100201

B N A

¥ Tenable Nessus 4 £ I N2 K5 I £ St (IDS) 51 2 A ) £ 55 35 3 BOH A, 31X ] 1 {2

OT Security F| F Bt 5 & B 09 © %0 I 7 5 18 1 5% 7= 47 4% . 18 n] DLl i = o B 30 80 F sh AT
BB, ] B R AT TR .

| & 5% ¥ Tenable Core {115 £, i % % Tenable Core + OT Security F /' 5 B 1 i 5 25 37 7
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Updates

[ e g ]

¥
D 05crgne s s [ oy
5 B Greps

= @ Lol Beingi

1 1 Pl ey

| LT g

l TR T DL PR > SR ARk AT R .

l FERWR AV AT AE R Y, U R SR A 2 UK B B b, TR T v TR HL A A

Tenable Nessus i 14 5 5
HEBS = EH3WEHELS

I R G B USIE #E Internet, W T LB 2= R AE . B B 3 B, M 2 4% i B I (A
AT 2 3347 58 8 (BRA W B R R = 02:00) -

A E A AR B 3 R T RE, B AT LT R AR
1 HEAMBE>REELE>TEH"

HE T 2 th BUTERE 1. Nessus FEAESE S T 4> & 70 1 SR 0050 5 o LT
RIS T b

2. piifi“Nessus #¥ B = 0] # 0T 5¢ LLR B 30 88

B IE MR E R R

A LG A E ) B B BRI, AT BUR R4
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1 B AMRE>RERE>TEH

e 22 BT E 1 “Nessus i AF S8 S T BT M 4 & B 0 0 46 1005 5 . bk S I 1
LT

2. milimEBHE
R AR 2 L G A 2R 0 T A

Edit Frequency

REPEATS EVERY ™

D5

0200000

Repeats every day at 0200 AM
Mext run at 020000 AM - Jan 21, 2023

3. EEEME Iy, N — DECT I T B AME opde FE ARG (CRBE ), BLR iR E
T 4 A A I TR) 18] B

0 SR PR, S e B AR AR A 10 IR 28 O 4 AT T .

A, 7F“FE W B RIS 43, BRI B T AR O 3k R BN R] BT s i N B R] B AT 5 B AA A R R R I A
7 B 18] (SR ) HH:MMESS F % 2X) &

5 HdRE
W2 H I — 45 B, i AR 2 oh 5 8 .

Wit = F 3 EHE
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AT A AT, E AT LT R AR
1 HERMBEE>REEE ST

“TE B L1 B R RO . “Nessus 1l 4R 8 = BB HE 2 2 B Al AR SR G S L b S R I T A
C R

2. B SLRIEH.
SO 2 BB — 250 B, BN IEAE HEAT o SE T SE G, TR AR 8Os 2 4 1 4 ) G

T o

l WRom EHAR AR A AR o, T A OR 0 BT AR AR AT 0T B R BT U

BEEH

R A1) OT Security W & G Internet 3 42, 1 v] 3@ 1 N Tenable #1 X 1/ ¥ 35 T £ 558 1
I 1 5 IF b AR SO Sk T B B A A

R TAEA, EIAT BAR R AE
1 R AMBE>RERE>TEH"

e 2> B SE B0 . “Nessus AR = EHTHE 70 & TRl AF 4R 1 5 L b O E i [A]
AN i )

2. sdNSCHFEH.
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LANE BN &L R
3. WSR R IAAT BE A A, T B BE R B A 1 S, AR R R RS BT E

| FER R A ER Internet( 1 11iE 2 3 Internet 1Y PC) J5 A4 e M 1% B B2 F 8 & 37 10 46 14 ST fF «

4. B p YT, SR 5 5T % A OT Security 2 71 1717 W sl v 1 452 14 4 44 4 SC A4 -
5. M BEH
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IDS 5| Z& K ) & 5
WE E3ET = EH DS 5] 24

an SR RE % 42 Internet, WU AT LLIE I 2 BE BT IDS 51 AL A . B F B B B TS, IDS 5] 2 R
0 o> 100V L I I IR R R R AT R (BROA B B R — A1 DY 922 /R 02:00)

4 20N DS Gl RN £E 5 HY B B 5, i AT BN R AR
1 BERMBE>RACE ST

BN £t BB LT < DS B ML ) 8 = BEHT s o LI AR B g 5 L b S R I ]
BB R

2. pDS 5] BERE N 4 = SE ) 0T 5% LUR AT E 3l BT

%8 1DS I 2 10 I 48 5 3 R

A g 4 1DS 51 BE RN AR 1) B B SRR, E AT LT R AR
1 R ABBEE>RERE>TEH

eI 2t BLBE LI . “IDS B BEAE ) R = BE T4 o LI 4R B g 5 L b I ] AN
Ci P

2. RidrmBEHR
R AR 2 LG A0 R 0 T A
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Edit Frequency

REPEATS EVERY ™~
Dy
0200200 @

Repeats every day at 02:00 AM
Mext run &t 0200000 AM - Jan 21, 7023

3. FEBEBER Y, N — DT IE R BLHE b B ) A (R B ), BLR R
g WU Y=o Rin T

Up SR £ PR, 1 8 EEAE A A R IR 28 I R R PR AT R SR

4. {EFEWH I A ES 43, B o I B I bR O 0k % I TA) BT B A O\ I T, B AT A A B T R IDS
1 30 B 1) IS 1] (R A HH:MMESS 1 7% 30)

5. R
M2 B — 2 B, TR 2 3 .
X} IDS 5| 2 M L HATF = EH

4 BT Z HEE IDS 51 BN | 18 AT LR B4
1 BERMBE>RACE ST

B £t B BE LT < DS 5 ML ) 8 = BEHT s o LI AR B g 5 L b S R I ] A
BB R

2. A SLBIEH
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BT 25 B — 25 W5 2, BN SE T IEAE HEAT o SE T € BT, SRR ISR VHE H R 24 BT IDS 5| %
E SR R

BEEH

A1 OT Security 13 7% 16 Internet & £z, WU 7] 3@ 1 M Tenable 2 77 1715 W 3l T 4% ¢ 8 1)
F U £ FF AL SOk TF 3l T B IDS 51 2R £E .
BT IDS 5| ZE MR, 1 AT DL #RAE

1 B2 AMFEE>RERE >FH

B £ th LT HTE . 1DS 31 BN R EH L R A 1055 % U3 1)
W

2. dNSCHFEH.
I 2 H DA ST B R R .
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Update from File X

o B®Download the latest DS Engine ruleset file
(Requires Internet connection)

UPLOAD IDS ENGINE RULESET FILE

Cancel

3. R R R T AR R AR, V5 B O BE R R SR Y 1DS 1 U £R ST A

HEE A ZEH Internet (] 40 3% £ 2 Internet 1) PC) J5 7 RE M 1% B $2 T #5857 1 1DS 51 2 1
g Lo
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O
4. By BT, AR5 T E A OT Security 25 77 17177 3l H 71 301 1DS 5 2 00 0] 58 54

5 HEEH
iE
2 B HTTPS AF 4

HTTPS ik 45 i & 5 48 f H] %2 42 1 OT Security ¥ # A1 ik 55 8% 1 4% . K146 UE 52 75 W 4 5 24 .
A DL I AR BOHT R B 25 A e S B e P A ROy — .

I R AL K U AR 7 i e .

HEA A F AU, AT BN A
1 HEEMBE>RGEEE>ER".
G 2> B IE R
2. fE BB, R R B ELIER"

Certificate

Tha certificate |5 used to secure the HTTPS connectian. Use this sextion to generale a self signed certificate or to upload anf Benerate Seif Signed Ceruficave

Teniabie.ot Uplcad Certificate

SSUED Y Tenable.ot
Fel 27, 2021

Felb 27, 2023

S 2 LA RCUE PN BT .

Generate Certificate ®

Are you sure?
Generating a new certificate will override the
current certificate issued by Tenable.ot.

Self signed certificate will be valid for 1 year. Please
note that your session will not be trusted,

Cancel Generate
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3. AR
OT Security AW A2 A IEH, B EAHMRE>RERE>ER NWH T EE.

A& HTTPS iF

A AR HTTPSHE S, T8 34T LR R 4E
1 MR RMBE>RGEEE > ER".
G 2> B IE R
2. fEBARE B, ik EARIEF

Certificate

Thi certificate i USed 1o Secunt ths HTTPS 2onnection. Lse (s 3ection 1o penerste 5 self sgned corsficate or to uplosd an Denerate 3eif Sgned Certificate

Tenabie ot
Tenable ot
Fedts 27, 2021

Fesby 27, 2023

G AR 2 3 7 < A S 0 T A
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Upload Certificate

CERTIFICATE FILE
PEM format only

S “
-

PRIVATE KEY FILE
PEM format anly

DROP FILE HERE

FRIVATE KEY PASSPHRASE

3. FESEF SO o> b, B B S B AR R A A
4. FEFhEASTARER 73 b, Bl P BE O S R B AR R B SO
5. 7EFA G B HE b Ay N AL BH AR
6. s AR ARSI

R, 00 AR 2 ok A

ERBHIET G, Tenable & i34 5 57 bk 3 U5 8% 18 0+, LAHA AR HTTPAIE 5 58 3 sk 2 o o 21
A& W, OT Security 2= B Z &5 B .

42 ik AP 25 5H
R API 5 8 B T % OT Security 5 16 41 41N 1 HoAh 22 45 T B M A& G 1k

B AE OT Security H7 4 Bl API %5 5, & $h 47 PA R #:1E -
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1 R RHMBE>RGEE >API FH".
R 2> B AP 35 45T I .
2. miEA BN EREH
G BN 2 I R B T AR
3. fEHRBBNED, i APl B HIE £ D K5 2 i
4. TEFERRE S, HN X AP B 1k .
5. Hdi AR
SR IR 2 L 3 AR R B T A, L b L AR DR AP 4R
6. il o Ji 4 DL i AP E .
7. M SBE

G £t B AP S G 7T, b B SR I AP 81D,

¥ ICP 5 Enterprise Manager g X

| VER U TAERIE T OT Security 3.18 2 ¥ iU AR . ‘

1 0] LL¥ Industrial Core Platform (ICP) 5 OT Security EM B i Jf- 4 B FT 45 5 /4 .

| HWE 5 EMBECX G, Jr A 58T #R AL ZiAE EM G0 58 B, I A wih sl B B A% RS 4 e 45 WAL o B 1A AR B
o

TH6 Z i

TH AR
* OT Security EM 7] LLii# it API 3% #2 2] ICP.
* Tfifr TCP 443 FiI TCP 28305 fi #F JF ik, LA{# M ICP 2| OT Security EM 24T 1815 -
* ICP Al OT Security EM 2 [A] /7 7F HTTPS i& % .

o (A ik)7E OT Security EM 71 4E i APl % 4H .

l HER AR AE AP B 38 T E AT BE 0 I A 7 2 R A
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W E ICP 5 OT Security EM AR %), 15 #4047 PA R #1F -
1 7 OT Security H, % % “Z< #b ¥ B >K 4t Bic B >"Enterprise Manager”.

BB 2> H B “Enterprise Manager” it [f] .

= Otenable oTsecurity | m 10:23AM - Wednesday,Jan 17,2024 & Mr. Admin v

Events and Policies
> & Events Enterprise Manager

® Policies
EM Pairing Edit
> @ Inventory
Setting up a connection with the Enterprise Manager, multiple ICPs can be

£ Network Map
connected to the Enterprise Manager

& Vulnerabilities
EM HOSTNAME/IP

STATUS ° Connected

LAST DATA SYNC 10:18:31 AM - Jan 17, 2024

> O Active Queries

> da Network

> @ Groups

v & Local Settings
Sensors

v System Configuration

2. {EEMBERR 5 o, i TR B X
B 2 H B EM B B TR AR
3. M FARMEL —:
 fEF M &M E G BT R X
o f§F API 25 55 %

MR BAE

ERHH P2 MED 1 TE“EHL/PHES, N EM I E L4 5L 1P 3
4T B % Hk o

2. AP ZHMEF, N EMIEHEGHA P 4.
3. EEEMES, N EMP %S,

4. TEEMAEFIELCES o, kGG A EMSIE 1T 1 2
H T IE A .

l W T DLk sk ol B8, JF CEM BEXT I i T 5l
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| b E F5 o

FER & LLTE OT Security EM A il i 48 # %
E>RGHE RV A G

5 B API 25 45 e X 1 fEENZ/PHEF, g N EME) E WL 4 5L 1P 3
HE o

2. TE“APIZETGHE A, KL G M EM & il 1 API %5 4H

3. TEEMIERFB LS 4, A A EMSE 57T i &
H A

R T LBk B P BR, JF MWCEMEC X T 5)
HEHEE P .

VER &7 LLAE OT Security EM Hf 3 i 2 Hs
B>RGEE K U5 i UE U .

4. fHdEST.
OT Security 2 & 7~ B A i 6 IR 25 ) “EM B X703 18 -

R CRE TR 8RO SARIE PR (0 ROR 52 AUE ) SR EMALHE (W R T Bt
F X 35 SR T RE) o

5. (k) Wi RRE BoR N B RFE Bk
a. mi“BaRIER
I I 2 S5 7 bR O S T AR
b. IEFH R EM ISR TS EMUEF UL TH 1 fE U A .
s AR
OT Security £ ft#fEUE 15, JF B R4S © 5 SO “Rf EMEEHE EM Fic XS 0T 1] -

6. WHRE B Sr EM#LHE, MR R EFRLAE ICPEREXNBERIGECTEH, 5L P’
e AE
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WoR W E {3 ki OT Security EM A 1) it 5 18 =K, 16 J8 H OT Security EMICPIT [f H ) B 3 it
#ICPEEXTE R I it .

a. ft OT Security EM i £ ] 5§ £ d, 3% $E1CP”,
I I 25 I ICP LT .
b. K BUbR B A5 E E W 1 R G FTEAT b, AT FAREZ —
o FiHE i RA I, ARG IR PR
o TEAT LS, AR
OT Security EM & It #fE L%, FERH RS B N BB

R A58 UG, OT Security EM £ & ox LT 4
o £ EMAXER B Rk H ICPEIE.
o FECICP T TH b 7 3 B Xt ) ICP,

o TECICPTLIH 5 ICP &k, BT U5 1] ICP. 3@ ik EM U A (1) ICP S 51 £ 75 b &
IR ICP %% A XHE £ {5 5, i =i Tenable OT Security Enterprise Manager
F P ¥ 56 ) R HIICPS

7 OT Security #, “Enterprise Manager" i [ b R ZS B B R & T DLk & 9mig,
& ol EM B X i & .

i 7T 5 Enterprise Manager f¥) ICP fic it
AP B B, AT LA EM ERICP I ICP e X .

WE M OT Security EM H BT FF ICP EEXT, & P AT BA T #

1 1E OT Security EM ) £ 0 5 fii #22 H, 3% $E1CP7,

I BF 2 Y B ICPP T T

2. K BbR AT EZEMIBR 0 ICP T fE4T b, AT A ERIE 2 —

o AT ARE Y, AR E R

o S ICPAT o BEHRAE & R B R 14T IF B R AR

3. i RIBR"
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O

OT Security EM <= b 1 5 OT Security [ Bt %t .
WE M OT Security F Wi FF ICP ECXT, AT AT #4E:

1 7€ OT Security 1, #% %5 “Z< #h ¥ B >& 4t i B >"Enterprise Manager”.
It ) 2 i B “Enterprise Manager” Tt 1H] -
2. fEEMECX "2, i il G 8
SE BT 22 B EM S X T B
3. M RE R
4. Rl B
OT Security <> b JF 5 OT Security EM [ Bt X .
YF Al Ik
A7 7 W 5 E B V) 46 4k OT Security ¥ RI IIE, 15 Bk & Tenable % /7 4 # . 75 /& 1) Tenable % J*

MR VFANIE )G, AT DU B s E R W AR VF AT . AR 2R R, W 2 1 _OT Security ¥F
A E O

ST AR

v R

g = e B LI 7 WA
. E Uil
o fitJFl COV Mt Bt 7 v 41

o PGB

o FRHL IoT & F= 1 IP Hh ik

S M 7 P 4%
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#Fetch_IP

O

w7 W A5 N 2% I B L A — 2H 1P YU B (CIDRY 1), FH T 5E X OT Security [ W #2530 7 .
OT Security 2= 2. 1% it & o B 2 4 ) 3% 72

BRAN TG UG R, OT Security 2 it & = 4~ 2R A A 3§ # £ 10.0.0.0/8. 172.16.0.0/ 12 F1 192.168.0.0/16,
L K B % A b Y5 [l 169.254.0.0/ 16 (APIPA).

Monitored Network

The Assets Network is an aggregation of IP ranges in which assets are located. Use
these settings in order to configure these IP ranges. Please note that in addition to
these settings, any host within tenable.ot’s sensors subnets or any activity
performing device will be classified as an asset.

DEFAULT IP RANGES 192.168.0.0/16
172.16.0.0/12

169.254.0.0/16
10.0.0.0/8

ADDITIONAL IP RANGES

AR AT AT ER A VG B B I3 5 1 X 2% g Y B, 3 BT DA T 4R AE
1 R AMBE>HERE>RRE"
LANEE N g 4= A N
2. fERMMBHRIMLE L5y, il R
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IR I 2 b 352 M 98 ) IO % T A

Monitored Network x

IDS engine will only monitor the
first 400 subnet definitions
(CIDRs).

‘ Default IP ranges:
192.168.0.0/16

172.16.0.0/12
169.254.0.0/16

10.0.0.0/8

Additional IP ranges:
IP RANGES ONE CIDR PER LINE

e.£ 10.10.10.10/8

Cancel
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3. FEHR E M SCAHE ik £ BT i (BRI 1P VS B A/ B 0 e Al 1P Y (AT A 1P
)

4. HEHRAE
OT Security 2 R A7 52 W5 ¥ 1) W 45 it & .
i CSV & #r % = il 5 &

AT LU T A B R CSV U IR HEAT g A, AR R R L AR . T 4R T Bo R A R,
e CERBER HEER LB BT EE T B

02445 25 V0B B R, (A Rl T CSV SR S U S N4 KL RS (T 9 S G P T B
I 66 5 tH L £ CSV SRR D)3 5 S0, SRR TR AN % 1 07 09 5

EAR T VRS B CSV U, B AT BL T R AE
1 RENRREE>E-RE"
2. FHLB|IBER CoVEH B VEARE B .

3. B kAR,
4. WY CSV AR A7 AL B I8 L B AR,
F A et =

N T ERERS H, RIE OT Security i AR K I 21 — L8 F AR 55 7, W e A B A B XL 8. 7
PLE N #OF 9 B CSV S, IR 5 1% S0P A% B 28 G ok T R X 88 B AN N 21T L .
Hfg EAR PR AR G BUA B8 77 B s Y 0 B8 77 o i R R Goa il 21 B AT A R 1P ) /) 45 3 15
B, A SR AR R B R AT ¢ AR I B B R AE 20T B e 2 R AR IS S . ARl B AR
W 2 il A5 I, R G T IR K 1% B8 7 A O R B 7 AT A B

O EAET R Pk 2T ARGV .

£ OT Security £l 21| _F A% {1 5 77 2 6, H S 1F7> 8 0.

ER:FHHME )G, OT Security 78 4l 21X 46 53 7= 78 W 2% th K A2 815 )5 4 <kl 5 2 AH R B 5
F .

AT INBE 7, 5 AT BN R
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1 BERMEE>HREE>HE~RE"
LI 2> Y LB = B B A

2. fIITFEITMB =", (£ B A bk TR CSVER".
OT Security £~ # tot_Assets 5 Hz SC#% .

3. {TJT tot_Assets F B 344 .

4. FR A SCAF rb i U WIORS B 2 4B tot_Assets B, AX TR B 1 AR e (44 BRI AR ) AN K
18 .

5. PRAF % 45 1K) S AF .

6. & [nl B = v B %

7. fEBAETE R, b AR CSV, R E AR AR 1 CSV S IR T IT SCAE
8. fEFHBME"F, Bl FRKE"

BRI 2 Bom — DR SR 1 CSV LA, a5 R A 2 B BT AT R M. R I TE AR AE B
RN AE R R

A E C [} E F G H [ ] 3 L M H
1 Neme  Type Criticality 1Ps ML Family  Model  Firmware o5 Purdue Lelocation  Desriplic Result  Ermor
2 |m 273 HighCritic 10100.30. sa:bicocd Siensens §T300 231 Lewell  ftaly Siemens, Failure  [1P 10.100.20.21 already exists |
¥ BaD Sired  ediamd 10.300.30. 50 Widwine Windowi Sarver 212 Sttt
4 |ooc Switch Abcbbood: Catabyst  C2960 13 Leweld Suctess
5 DOOD  Unknown MonsCrigicality Linuo Lol Isral SuCCEss
i
HAF S

NTETHEEA, RAMAERIER 2 DFES 02— RE . B T F R (AL
S [R] SR (0 AR ) S R E bR B AR

W ZBAE LA L B I TR] Ta) B P AR R B SRR I AT

o ESEAMZ K B I 18] 8] B - 15 B 38 0F 2 18] A i K TR) A g o 2 SRR o b e ), 3
AW A =R 70 B — DR

o B—ARESE— AT E ) B 8] A B s E T F R Ry — S AR R R K
[F1) 18] K o £ b0 I 8] 18] B8 22 Ja 28 B S AR R A 2 e SR 1 — B 0

AR RS, BT DL R R
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1 AR E>HERE>FHHE
LN LS W

Event Clusters n
(I Configuration Event Clusters -
5 minestes
10 rhinutes

C) SCADA Event Clusters _

& minutes

1 day

O Network Threat Event Clusters _

5 mandtes

1 day

@D Network Event Clusters “

5 manutes

1 day

2. By I IT OC LU F T 5 (1 4 52 280
3. N EAC B FAN SN B A ) B, 15 B o R
BERy = BB A B L
4. AE BT HE R N i w B0 BOE T 8 TR S AE I 3 I TA] B A

l YE B < 7 O T [ 1 £ 1, v oo Kl g
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5 HdivRE
PCAP 4% il 2%
PCAP Player < [ sceors « Il piossrcwrie | epon |

OT Security 3 £§ b A& 41430 3% 1) WY 2% 35 3l 1) PCAP( #4041l 3%) ~c 4, I+ 7 OT Security b “49%
Jis F “B% HUPCAP SCA4 I, OT Security 2 W 5 0 48 i &, FF10 3% A S k6 W 21 i 2% 7= L X 4% 3 5
AT A S, WERE S BEER M —F . i aenl F THHE 1, 809 81

OT Security W5 2 (#1262 4 & A i & . Bl o, i fE 1T .

VE B PCAP F% i %8 37 471X #8257 © .pcap. .pcapng. .pcap.gz. .pcapng.gz. nJ LLfd i i
OT Security ) 52 51 55, H Ath 9 2% W8 4% T Hd S0 3.

& PCAP 14
A A% PCAP A, 1 $h AT DL T £ 1E
1 ¥z AR B> B> 'PCAP B 4%
2. b4 PCAP L.
U 22 4T F MR B VR B
3. EFPTF I PCAP it 3¢
R T A
OT Security ¥ PCAP 3 FA& 5| & 45 .

i PCAP S

A A% PCAP SCAF, T8 $U4T LU #R4E
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1 2= A B > IR AC B > PCAP BB
2. WP E R PCAP 3K # .
3. ik BRI
LI 2 LB B PCAP] 3
A, TEPETBCEEETT FLHE T, b £ 08 A B 2R G0 3R S A (R

e TN I 22X A B B

| VER HE PCAP UM 2 M BB v E AN B R G h, MR AR $UAT J5 0k RO B Lk .

5 H BB,

A GLHE T PCAP SCA o PCAP SCAF 1 (1 T 43 WY 48 35 2h #8 = 4 R e iE M, JF H R G- B
B NI B B IR R

| TR A SO AR BTN, AN BEE B 51 — 4> PCAP XU/,

H P& #

OT Security 4% fill & 1 U5 7 BUR £ fi5 %€ 2 FH 7 m] P BCRR B9 FH P ik 224 o P B BCBR O 3 4
MR P i . NN P A A — A, A g T B R — HBUR .
s, Blhn, dn SRk g AR G P R el R AR A, T S B AL B T R
A7 5 vl L BRAE U ORI ) — LABUR .

ARG —A5EANTHA AN CH A, NEBRRAFAPHA>TERAR . WRE
ERAPA > RBIERAES. T LEIEE E CH AR E AT

A =MAE RGOV 5k

o WIMAHR A0k T DL RO A P UG ) AR g R T S B E SCE A i
JUH

o Sy 456 UE AR 55 3% < 16 FH 2 200 B 4y 56 UE iR 5% 2% (191 40 Active Directory. LDAP) #% T H ' %
4t i 7 BUR » 7 LAAR 4 Active Directory H (1 8L A 41 7> ic OT Security £ 7

o SAML: &7 5 &y #2 - #2 (5] 1 Microsoft Entra D) 1) £ i I 4 FH /7 43 i 45 OT Security
N FHFE 7 o

A 3 1
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M At

X 3

5 13 56 i iR 55 4

SAML

A3

BB GY T AT BB ST R T R g R AT K T CRE RS P e L B A e A T A
XL A E T gz T R

I TR AT LUAE B 2/ g R bk s T A TR R A I B AL

BE AR P
“AHWA PR H R OR RGH A A PR
Local Users e El =N

e, Agerin iy AgdriniErators

B S bl St Operators | Read-Onky Users

M PP 1R UL A

BH 30

&4 P44

F P 4 HArRAFEFHEP 2.
AP b Dk o0 DAk
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H R & T E 7 Tenable Vulnerability Management 2 fill 4 w242 slt— 4> API 25 8 (B¢ B >8R K bk
FUSAPIERASER) . RAE SRS RFEAN - DR, N E L SR H N OT Security

=

5 4E i} Tenable Vulnerability Management, i #1417 DL T #:1F
1 ¥ E AR SRR

6.

7.

e BB R

S A7 b SR R AR R

e H BT AR AR R T R

75 B H IR 2 4y b | 1% £ Tenable Vulnerability Management
LR s A

A5 AR O B i R s SCTHI AR B B HE B

TE Uy 1) 8 43 HE v, 3R U7 e 2% 4

TEBPHE o, S A2

TETF BB R BME | 3 6 [F] 55 B 1 40 %

Tenable One

3 5 Tenable One £ %, 15 1% 5 Tenable One % 5 F 10 B 1E .

Palo Alto Networks: 3 — /X By k $%

Al L5 Palo Alto % %t 3L = OT Security & Bl ) %% 77 75 545 & .

# £2¥ OT Security 55 Palo Alto Networks #r — B k5 (NGFW) 42 B, 15 47 DL N $54E :
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W AR R B SR

e H B8R BT

b AT 1 A I R AR R R

o I R PR AR BRI A

1EBLE A 5 4y o, 1%+ Palo Alto Networks NGFW.
PR —2B

fEEHLA/IPHE S, % A\ Palo Alto NGFW ik /' ] F= 4L 44 B 1P ik
EFH P E S, N NGFW IR - I\ - 4 .
TE“BREHE T, i N NGFW ik = 11 %5 i

W R

OT Security 23 & £7 & i .

Aruba: ClearPass 7 % & T 2%

Al PLY5 Aruba & 4t 3 = OT Security & Bl I & 72 i .5 B .

17 ¥ OT Security 55 Aruba ClearPass MK /' 5 i%., i #1477 BL N 4E -

1

B AR B >R

Fe th R BRI

B A b RV N R R R

F t 3G m R AR BRI A

TEBEPRRA T 7y v, & $E Aruba Networks ClearPass.
LR — 2

EENAPHEF, #i N\ Aruba Networks ClearPass 1K /' (1) £ HL 4 5k 1P it
EH P 4 EF |, % N Aruba Networks ClearPass 1k F 1# F F 44 »
75 BB HE L %\ Aruba Networks ClearPass K /[ %5 fi5 .
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8. 7% P g IDHE T, %1 A Aruba Networks ClearPass Ik J*' [ %% )7 it 1D,

9. 7E“API 2 PR 3860 "HE v, %1 N\ Aruba ClearPass M /7 [ API % F i 25 4H
0. FHERE
OT Security 2 {f /7 £ i o
5 Tenable One £ ik,

&7 LUK OT Security 55 Tenable One £E i, s 5% 7= FXU R 1 73 21 48 K 1% 2| Tenable Vulnerability
Management . £ 5 Tenable OnefE h% , #& W 21 5 /£ Tenable Vulnerability Management H A= g 4 #2
= IR L2 OT Security. H LYK A 22 LAk, Tenable One £ AR # ¥% 7= 5 25 3 58 5 .

THa6 2 i

o i R 1& 7E Tenable Vulnerability Management FH24E i T 8% 8. R E L2 E R, S W
Tenable Vulnerability Management F /7 ¥5 55 ) 1 i1 OT & 2 8% .

| ¥ &E : Tenable Vulnerability Management /4 A= B (1) 4% $2 % £ 2 fig T 24> OT Security 3 55 .

% 5 Tenable One £E %, ¥ $h AT DL F #24E
1 R AR E SRR
e IR R I TH
2. Ay bR AR R AR B
B R BRARE BRI AL
3. EBIRRA 7>, i Tenable One.
4. B F—P
B i BB s LR
5. 7E“Z Wk mUCHE BN 25 i R A R

HR AN EE NG, = ik i 4 F oK 76 Tenable Vulnerability Management [ in OT % #2
BE O EIR.

6. EBEEFE Y], 24 ) Tenable Vulnerability Management = ji% [t 5% 4% %5 4 .
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7. R

OT Security & 7~ 52 Bl R T I S o 28 A58 i Ja , 18 nT DATE B8 J 0L T 7 8 Bl 52 190 oy oo
7t Tenable One ', “f& R 8% ">"OT FE #2881 i &7~ A OT Security T 1) 3 55 Fic B 1% % 4
PR o

£ Kl B & A PR, WS R G BC B >R T B & A AR R

R R EAE RN /5 B 2 OT Security H i 3l 5 44 #1 , %8 7] BLF 3 12 £ Tenable Vulnerability
Management H [ % J8& 2% 44 Bk LA UG 0 37 3 15 44 Bk o B, 18 ] LA B OT Security A1 Tenable
Wulnerability Management - ¥ £E 1%, 28 J5 T X R % DA B 2l 58 37 sl 55 44 F% 5 25 o

1 7%~ Tenable One # % Tenable OT Security Fl B i A % Vo] 52 AR 7 (5 B, &1
Tenable One # & F5 7 ) -

A 55 4%

{5 T LLTE B G5 b BB SMTP IR 45 98 1 Syslog IR 45 28 , LA 352 38 5o #1420 % 3% A1/ 5 76
SIEM b ict 3% 1 4538 40 . 4 ] DL B FortiGate 95 k35 , LLHE #E OT Security % 4% =5 1 1]
FortiGate < 3% [ <k 1l 5% w4 13 .

SMTP ik %% %%

N T RS I BT MR A A SR T R A E R, T EAE R G BCE SMTP iRk 55 4% o IR AN i
B SMTP Ik 55 2%, 84 Jo & S (T I A2 i, R 498 98 0 25t o 7 WIS 2 38 R o AR AR AT 17 V00 1 98 7T
L& B ) 6 (JH 7 S i) 1) R Be 5 L BB T A $ .

A UCE SMTP IR 5% a4 , T AT BAR #2145
1 e 5 o B >R 55 4% > SMTP IR 55 287
2. B im SMTP IR 55 287
E B 2% H B “SMTP IR 9% 88 i B % 1H .
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SMTP Servers
Tenable Hostname /1P 100.0.012 Edit  Delete

Server MName *

Hostname /1P *

Sender Emaill Address *

Username (Optional)

3. TEMRS A B IRME b, i N B OR0% BT D AR 38 Y SMITP IR 55 35 1) 42 AR

4. EEHLAL\IPHE A, Hi N SMTP R 55 4% 1) 0L 4% B 1P H bk

5. f&“¥ FUHE R, S N SMTP IR 55 85 K 75 JG b W 0 520 1) 3 115 (BRI AE < 25) .

6. 7E“R AN BT R H bk HE b, N S O S 5 R T S R R AT NI HL T A A
7. (FTIL) TECH P AN B R RE b, B ONCK F T ) SMITP IR 45 9% 1 F P 44 R B D

8. 1 Ak W R S A DAG IR T B S R, 0 A R IE R R T R, AR N
3K B [ HL 7 A ik, O e A PR AR S SR T A o G0 R T R AR RS AR, T
WA R B DA B 1A A J IR O T B OE

9. P RE".
& nr DL o B I R ok s B LA SMTP R 45 2%
Syslog ik %5 &%
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N TSRS 4 A HEFHAWE, BFELERA P B E Syslog k554 . RN E
Syslog JIR %5 #& , T =4 B &K AL R 47 £E OT Security *F & L.

B E Syslog Ak %5 7 , 16 PAT CL T HRAE -
1 & A B >R % 28 >SYSLOG IR % 28
2. Hdi+ ¥ Syslog AR 45 887, A 4> i B “Syslog IR %588 c B & .

Syslog Servers

SERVER NAME *

Server Name ‘

HOSTNAME / IP *

Hostname / IP ‘

PORT *

‘514 ‘

TRANSPORT *

Transport -

[ ] send keep alive message every 10m0s

Allow syslog message caching

Cancel

w

IR B ARNE S, BN B Tl 5 R A H I Syslog ik %5 % 19 2 K

. EEHLZ\IPHE S, Hir N\ Syslog i %5 25 1) E ML 4% 3k 1P bk .

. FE“WE A HE T, N 22 1A % Syslog ik %5 8% K% F AT I IR &5 A B 1S . BRIA (51
CFERRERTR RAE T, e R A H R A% P . S TR TCP B UDP.

N

ol

[o2]
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7. W0 ERGA I B URAE R B R B R, 1 Rl R RE R, RE R B R A
1B o WA BRI IR, TR B LB R A D TR LB I

8. (Flik)IEHE 104 0B RE—KRFFIESIE B LD, WM ER EERRE

9. (Wik) X T TCP R4 H &, ik #“u¥F syslog ¥ B &FF"E I, W] 1E % 4 Wi i 2% 47 ¢
i, IR ER K E N R B XL H A

&

l & UDP syslog V6 B A B &AL IR AT RE 0, i ROER P iy, LW BT RE 2 £ 2K

10. BffREE"
T n] DL g E 5 0 R R i B LA Syslog il 45 #E
FortiGate [y -k 1%
i E W E FortiGate Ik 55 &% , 16 AT LA T #RAE
1 % 24 B >R %88 >FortiGate B K3

2. B mBE KB
I 2> 5o e N FortiGate By K B8 HC B % 1 .

Add FortiGate Firewall

The Teriplsle. of -Fortalane inbegraton sl
thet user 1o end firewall polacy SUggethons
Bated on ithe Tenabie.of retwork svwents, to
ForDaate

SEFVER MAME ©

HErT A

AP Y

- 357 -



O

w

. EIRS B AZFRNE S, S N B Ad Y FortiGate AR 4% #8 1) 44 F%
. EEHLZ\IPHE F, % N\ FortiGate i 5% 28 (1) =ML 4 B 1P 4k .
. fECAPI B EHE 1, H O\ M FortiGate 4= A% 1 “API k51",

N

o1

[H : https://registry.terraform.io/ providers/fortinetdev/ fortios/ latest/docs/ quides/fgt_token.

| HER A KA FortiGate API AR g 1 B, 15 2 B BL T I \

[o2]

R N I

OT Security £ 6] & FortiGate B K 5% IR 55 % .

FER O U Bk (B PR AN PT I8 i 2 A5 AR B9 E LA A AP BR D BT 7 I hE) | 5 B OT Security
BE P HHE

4 OT Security @Y £ & B 61 Bic B SCAF I, i ORAR H DUR 50 E N D7 13 AR

Access Permissions
Access Control Permissions SetAll ~
Security Fabric ® Read & Read/Write
FortiView (ZLLUEl ® Read # Read/Write

User & Device ® Read & Read/Write

Firewall @ None @ Read €& Custom
Log & Report QNN ® Read # Read/Write & Custom
Network @ None m # Read/Write & Custom
System (RIS ® Read # Read/Write & Custom
Security Profile RN ® Read # Read/Write & Custom
VPN [ZJ LU ® Read & Read/Write

WAN Opt & Cache (RN ® Read & Read/Write

WIFi & Switch [ZRNNTN ® Read # Read/Write

A2GHE

“REB B EoR KRG D RKAER ARG FA(HI 5 CATIT 500 O g4 FF Dk
F) AR L H SRR ORI FA, SO A s ARG F (P TR R
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W2, SHCRI B 31K H) o b H S A AR L SR S A R F R AT UK H
EAF N COV I . IE T LLAC B & 48 LUK &R 4t H A S 3% 31 Syslog Ak 55 4% -

System Log B - -
Tume &

AL FFA A S LU S R

28 iR
i 8] H A R A BB TR H
B P Az 25 Bl R 3 T

i PAE REFMFBHB X T B K ERNFES, ARAH 4

K & gt H & K IE 2 Syslog ik 55 w4

4 ER RS B OV A Syslog ik 55 % K IE R G EAF, B AT DL B AF
1 R AHMBRE>RGEHE"
2. s A BN SR L R R 55 A8 51 3R

| R 0 E AN Syslog ik %5 %% , 1§ 2 4 “Syslog [t 55 4% 7

3. EFEAT TR AR SS A
OT Security % % 4t H & F 44 & 12 21 5 7€ 1) Syslog ik 55 7

Bff 3% : Microsoft Azure K] SAML £ %
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OT Security 37 7 # 8 SAML 71 5 Azure 4 ik . [K I, 43 fic 3] OT Security [ Azure J] 7 Gt 1538
I B8 % (SSO) & sk OT Security. & A LR 35 F 7 78 Azure 3R 15 19 4H 70 Be , 45 FH 20 w4 78
OT Security H 43 it /i t4 o

5B 43 i B 7 4 OT Security Fll Azure W B SSO4E il 1 5¢ B FE - B B W M B i 7F Azure 61
i OT Security N H 27 R B LK. A5, A7 LI A O I3 6 22 1) OT Security B A #2 7
15 B, I8 & 4 32 B8R B 193E H B A% 3] OT Security*SAML"TT I « 24 180K & 4y 32 (L 52 7 1
ZH i 5 2] OT Security H 0 7 4L, Fic & 5k 5E AR T s

R ENE, 7FECVE O W & 4 & 5k Microsoft Azure il OT Security.
% 10 . /E Azure 41 % Tenable W 2 7

WNELE Azure 61 & Tenable M FE 7, & $ 47 DL N 1E -
1 7F Azure F, ¥ % “Microsoft Entra ID>ML N HREFE”, RGBT +HBENBREE".

I F 2> H B3 98 Microsoft Entra ID BE T [ .
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TENB OT RESEARCH AND DEVEL...

Create your own application X

,ﬂ? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

| Input name

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra 1D (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

2. R+ RIBETRNMARF
i i Rt S 7 Bl 8 TR LR AR N ok A
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3. EMNHAERRZHREHA? HES, NN R 14 B (4140 Tenable_OT) 1% £ 88 1R
e R 5 H AR AT F Al B2 A R P (FEEE) "(BRIN) |, AR5 S o R DAV N B AR Y

¥ WA
D B8R R 1E Azure H it 17 OT Security N H 2 7 IV GG EC B, B4 AR SAML AL B & (58 IR FF
FE & URL) 6 g i B8, DL 2T 75 AE S

| R AUACE AR P PR RS 8. R A S B BOAE .

WMEHATVIGEEC &, 15 AT DL #1E
1 7F Azure SiE rp, BB B R, SR G 1k BESAMLME Ny B S B ST
I 2 B2 T SAML B8 F 00 .
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Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT

Tenable_OT | SAML-based Sign-on

Enterprise Application

& « T Upload metadata file 2 Change single sign-on mode i= Test this application 47 Got feedback?
i Overview Set up Single Sign-On with SAML
Deployment Plan An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlID Connect or OAuth. Learn
2 Diagnose and solve problems mare.

' Manage Read the configuration guide ' for help integrating Tenable OT.

11! Properties o

Basic SAML Configuration .
2 Owners & Edit
o, Roles and administrators Identifier (Entity “?) X Requ!red
Reply URL (Assertion Consumer Service URL) Required
&2 Users and groups Sign on URL Optional
Relay State (Optional) Optional
2 Single sign-on Logout Url (Optional) Optional
@ Provisioning
o —
£ Application proxy e Attributes & Claims

C Self-service
A\ Fill out required fields in Step 1

| Custom security attributes givenname user.givenname
. surname user.surname
> Security N )
emailaddress user.mail
> Activity name user.userprincipalname
Unigue User Identifier user.userprincipalname

> Troubleshooting + Support

e SAML Certificates

Token signing certificate £ edit
Status Active

Thumbprint

Expiration 11/27/2029, 11:04:39 AM

Notification Email

App Federation Metadata Url - - . s
Certificate (Base64d) Download

Certificate [Raw) Download

Federation Metadata XML Download

2. B 1 (FEA SAMLECE) +, w7 /‘gﬁ%
I 2 R g AR SAML BE B ) T AR .
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 Copilot @ 5o
: TENB OT RESEARCH AND DEVEL...

Basic SAML Configuration X

E Save ,!-'3.,'_'J Got feedback?

Identifier (Entity ID) = @©
The unigue ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL e

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state |

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url e

3. TEPRIRAF (54K ID) "HEF , % N\ Tenable N 72 5 1 I isF ID( 1 40, tenable_ot) »

- 364 -



O

4. 1EBIE URL( BT = 1H & RS URL) "HE f, % N H 2 URL( 1 4
https://0T Security).

l R AR RFF A E B URL (B 9 I 8, 7T LA 5 72 G B 72 o AT 2 25

5, B BN R L 5 77 I M 5T O e A SAML TR B 00 T A .
6. L5 44 (&B) t, s O #2471 L& | Microsoft Entra IDFRIRRF .

o Set up Tenable_OT

You'll need to configure the application to link with Microsoft Entra ID.

Login URL | https;//login.microsoftonline.com,
Microsoft Entra ldentifier | https://sts.windows.net/
Logout URL | https://login.microsoftonline.com/

7. YI¥ 3| OT Security ##] & , R )5 # 2B P B >SAML”,
8. ¥ W E LT /R EE SAML T AR, K & & i {8 Kk I “DP IDHE H
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Configure SAML X
iop 1D *

[ https://SAML_Host.com ]
IDP URL *

[ https://SAML_host/saml-authresponse ]

CERTIFICATE DATA *

____________________________________________________

USERNAME ATTRIBUTE *

= |

GROUPS ATTRIBUTE *

[ GroupsID ]

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

Cancel Save

-

0. fE Microsoft Azure #5#i &, B B BI#% DL I B F URL.

10. 3 [5] OT Security % ffill & Jf K5 & il (£ 45 L Ul 21 “IDP URL™HE 7 .
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1 7F Azure ¥ il & 10 2 3384 (SAML EH) 1, X TEF (Base64), .o “F &

2. & [H OT Security # i &, £ SEHBBIEHE 75 T, WY 22 40k 4 30 I F Hak .
B, 1 Azure B1 4 05 2 95 (RMRE ) 1, s & Gt
14, AR N, 5 H) 548 user.userprincipalname Xt 5 [ 7 B 4% B8 URL.

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on » SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns S Got feedback?

Required claim

Claim name Type Value

Unique User Identifier (Name 1D} SAML user.userprincipalname [... ***

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname

~  Advanced settings

15. % [A] OT Security #% il & F# ¥ . URL 4G G 21 “FH P 42 JB P 7HE .
16. 7F Azure ¥4 &, i+ HRIMEE ",
U B 2 H B e 7S B 0 T AR

- 367 -



O

MR SRRSO g -

TENB OT RESEARCH AND DEVEL.. 880

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

Group Claims X

Manage the group claims used by Microsoft Entra ID to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?
<+ Add new claim| -+ Add a group elaim| == Columns | 2’ Got feedback?

() None
(®) All groups

Required claim O security groups

Claim name Type Value O pirectory roles
(O Groups assigned to the application
Unique User Identifier (Name ID} SAML useruserprincipainame [.. +**
) Source attribute *
Additional claims ‘
Group ID. ~
Claim name Type Value
SAML usermail . [] Emit group name for cloud-only groups @
SAML .
usergivenname ~ Advanced options
SAML useruserprincipalname e+
SAML usersumame

v Advanced settings

17. 7578 B vh N [ BR £ 5 B R P SR BRI AE? EE b, IR, AR A R

ER WRAE Azure P HH THRE, MikHBEAENHARFRA ™A L FEH”, I+ H Azure
10 2= 323t 4 i 48 0 2 e 1 D P 4L

18. 7R FH A s, R oI E i 518 user.groups [All] <5k 1) 7 B 4 R URL.

- 368 -



O

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery » Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

-+ Add new claim -+ Add a group claim == Columns & Got feedback?

Required claim
Claim name Type Value

Unique User Identifier (Mame D) SAML user.userprincipalname [... *=*

Additional claims

Claim name Type Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname

~  Advanced settings

19. i [A] OT Security 2 #ill £ I 4 &2 i1 (7 URL Hb Ut 21 28 J& #4 "4 o
20. (W) FE IR HE S N SAML BC B A

% 3 % Azure B 5t 3] Tenable 2H

1E B B K Azure I P 4y Bid 2 OT Security N F2 FE o 155 % 0T 32 7 A4 FH 7 0 BLPR 1B

e, WA A P 2 BL R Azure 415 Wi aE X OT Security F P 4 (H1 A B 1) A L fl— 41

BURR) 22 18] 33547 Wk 35t 45 /F « OT Security TiE X H S H A E MG REH T Zan i, %
S U RERERMEE . FREZELE, ES RS E I DIUNEA Azure T E D

I3 B — AN WL & OT Security P 4 1 4H .

FER EI SAML B SR ) B O3 7 AL O B ER B3 (AR ER) T, HOR 8 T AR R R DI BT A AR -
oy BE 2 2 AN H P AL P AT RE R AR T B v AL BLRR

B Azure F P LS 3 OT Security, 15 #4047 DL 82 4F
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1 1E Azure i, SR PRI T, A5 di+ R P A
2. fEGINAEC IR, B R
eI £ B P O
Y r———— = |

Home > lilil | Users and groups

Add Assignment -

TENB OT Research and Development

A\ Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to
the application

ERCWRAE Azure FE M T H R E IR T BSE NHABRF AT A ZBRAA, W Ly
B ZH M A 2 A .

3 WRIFEFEIALFTHIM, AR5 A g
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Users

Selected (0)

z) Reset

() Try changing or adding filters if you don't see what you're looking for.

Search
| | No items selected

25 results found

All Users liat

Name Type Details

User

User

User

User

User

User

User

User

User

O 00 4doooogd

Be Be Be Pe Po e Po Po Do Bo

User

4. BB, B o RENHER
B IRF 2 B P AL T
5. Fif 7 (A BN AR AT B R AZ ] P (B B TC B ST
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D e e i b

Home > lilil

Users and groups

Enterprise Application

0« + Add user/group &7 Edit

tial () Refresh 5% Manage view &P Got feedback?

Overview

0 @ The application will appear for assigned users within My Apps. Set ‘isible to users?' to na in properties to prevent this.
[ eployment Plan

X Diagnose and solve problems .
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
~ Manage

O First 200 shown, search all users & groups

1! Properties

8 Owners Display name Object type

Role assigned

O . User User
3 Snglsionon O = ser Usr

@ Provisioning

L, Roles and administrators

S2 Users and groups

£ Application proxy

C self-service

J Custom security attributes

~

Security

~

Activity

~

Troubleshoating + Suppart

G AR 2 B T B SO T
6. £ AT, R
AT B R T
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Microsoft Azure
Home > lilil | Users and groups >
4.

& Edit properties

| & Overview .
Overview Monitoring
& Audit logs _—
Sign-in logs Basic info

2

¥ Diagnose and solve problems
El Custom security attributes
Assigned roles

Administrative units

b G Pe

Groups e
User principal name

B Applications

Object ID
s Licenses )
Created date time
Ll Devices
User type
Azure role assignments R
Identities
@ Authentication methods
B New support request My Feed

Account status
@ Enabled

a

Edit

Quick actions

—
—
-—

Edit properties

O

P Search resources, services, and docs (G+/)

e (O Refresh Q) Reset password (3 Revoke sessions  £03 Manage view 5 Got feedback?

Properties

] Group memberships 1
D Applications 1
Sep 6, 2024, 611 PM
Assigned roles 0
Guest
ExternalAzureAD Assigned licenses a
B2B invitation

a

Invitation state: Accepted

Reset redemption status

7. AEXR DB, ik £ IF S R S B Tenable ¥ 28 1

U Refresh Columns | A Got feedback?

| 5 add fitters

Home >
| Groups
User
£« Addmemberships X Remove memberships
Overview
a [ search groups
E Auditlogs

Name

O - O test

2 Sign-inlogs.
¥ Diagnose and solve problems
EJ Custom security attributes
Assigned roles

Administrative units

LU

Groups

Applications

Licenses.

CH Devices
Azure role assignments
@ Authentication methods

B New support request

T Objectid Group Type Membership Type Email Source

Security Assigned Cloud

8. i [n] OT Security 4% il 5, J Kt 5 il ) {5 RS W 2 Br 75 19 L%t & IDHE b . Bl dn, B R A

T &% 1D,
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Configure SAML X

GROUPS ATTRIBUTE ™

[fsf

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

READ-ONLY USERS GROUP OBJECT ID

| |

SECURITY ANALYSTS GROUP OBJECT ID

| |

SECURITY MANAGERS GROUP OBJECT ID

| |

SITE OPERATORS GROUP OBJECT ID

| |

SUPERVISORS GROUP OBJECT ID

Cancel Save

9. X E WL ] OT Security A A 7 H RN HER D IR 17,
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OT Security ] & 14 E.7x SAML i, P B S CiERNER .

SAML

(I SAML single sign-on log-in

Populate SAML account with the following
ENTITY ID Tenable_OT_

URL https:/

Configuration details
IDP ID fsfsf

IDP URL sfsfs
-—---BEGIN CERTIFICATE-—-—

CERTIFICATE DATA

USERNAME ATTRIBUTE fsf

GROUPS ATTRIBUTE fsf

ADMINISTRATORS GROUP OBJECT 11

45 5E A Azure TP BC B

U 5E B Azure HRRTC B, UE BhAT BLR B 1E
1 £ OT Security*SAMLI [ i, #dy oY 4% 411 LL & #1524k 1D,

SAML

(O sAML single sign-on log-in

Populate SAML account with the following

ENTITY ID enab\E_DT_

URL (& hetps:/,

Configuration details
IDPID fsfsf

IDP URL sfsfs
-----BEGIN CERTIFICATE---

CERTIFICATE DATA

USERNAME ATTRIBUTE fsf

GROUPS ATTRIBUTE fsf

ADMINISTRATORS GROUP OBJECT

1T
D

2. fE Azure ¥l G b, Bl 2 M A SE P B R B R
b I 25 I T SAML B B UL
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3. fEH 1 (EA SAMLECE) $ﬁi/%% SR I H S D EDRG IU BBR R RF (SR 4E
ID) "HE DA 46 22wl B A\ 0 I I 1

L Seirh e e e G l 2 Cortot
TENB OT RESEARCH AND DEVEL

Home > TENB OT Research and Development | Overview > Browse Microsoft Entra Gallery > lilil Basic SAML COnﬁguratiOn x
lilil | SAML-based Sign-on

Enterprise Applicati

[E] save | & Got feedback?

o« T Upload metadata file %) Change single sign-on mode “= Test this application | &7 Got feedback?
Identifier (Entity ID) * ©
Overview
) The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Deployment Plan Set up Single Sign-On with SAML Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.
X Diagnose and solve problems An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to Default
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth. Learn
~ Manage mre. [Erteran wtentver o @
11l Properties Read the configuration guide o7 for help integrating lli. Add identifier
& Owners o
Basic SAML Configuration ) )
2 Roles and administrators Reply URL (Assertion Consumer Service URL) = ©
Identifier (Entity ID) Required The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
& Users and groups . . N
Reply URL {Assertion Consumer Service URL)  Required Consumer Service” (ACS) in SAML.
D Sing Sign on URL Optional
Relay State (Optional) Optional Index  Default
@ Provisioning Logout Url Optional) Optional N
5 .
£ Application prox -
oP proxy Add reply URL
C selfsenice © | rbutes & Ciims
J Custom security A Fil ut required fields in Step 1 Sign on URL (Optional)
> Security givenname usergivenname Sign on URL is used if you weuld like to perform service provider-initiated single sign-on. This value is the sign-in page URL
3 surname usersurname for your application. This field fs unnecessary if you want to perform identity provider-initiated single sign-on.
ctivity emailaddress usermail
3 Troubleshooting + Support name useruserprincipainame Enter a sign on URL v
Unique User Identifier useruserprincipainame
P Relay State (Optional) ©
SAML Certificates The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically
2 URL or URL path that takes users to a specific location within the application.
Token signing certificate .
7 edit
Status Active Enter a relay state ]
Thumbprint
Expiration 11/27/2029, 11:04:39 AM
Notification Email Logout Url (Optional)
App Federation Metadata Url Y i i ..
P IeEEidon TG csaton o) - B This URL is used to send the SAML logout response back to the application.

Certificate (Base64) Downloa

4. Y1#: 3| OT Security, 4R J5 75 “SAML T 1, 87 oF #2240 DL ) URL.

5. Ul 3 Azure 21 & , 285 7E B A SAML BE B 504> o, K &2 1 19 URL K G 2“1 2 URL
(B S IH33F RS URL) "N 7, DA # 2 i fa \  Il BF URL .

6. i uti EMRAR LA (R AZ I B I 56 DAL TG AR
Pic B 56 Bk, “Azure 4V B2 UL B 2 BOR EEE .
%50 WS R R
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System Restart .

In order to apply the configuration changes a restart is
required. Restart may take a few minutes and during that time
the system will not be available,

Cancel Restart Later Restart Now

2. B SCEVEF B B "LLE B S 30 R G F L BB A SAML B B, B R R E R 3K
N2 SAML P B ZE 38 21K IR & Gt HOE R sh I W R Sk SR 5 R 3, BLUR AR A =
FEHEFT R B e 2| — H R

Authentication servers changes are pending a restart

i B SSO % 5%

=R 8 f5 , OT Security & 5% & MG F 1% N7 & Il — AN @l SSOB R .
fic %2 OT Security [ Azure H 7 7] BAfE FH H: Azure K /' %5 3% OT Security.

A EAEH SSOE 3, B AT A T3 AE

- 377-



O

1 7E OT Security &% & 0 I, a5 581 SSOB "5k #% .

Otenable ot security

£ Username

“ Password

Sign in via S50

1R O & 5 Azure, W 2> B 3233 N OT Security #5416, 75 <> 4% & 5E [7] & Azure & 5%
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