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Diagnose
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c. hAREEMETAMERE IR R
LRI 25 R A

g Cor

Connect using
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Internet Protocol Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address:

Subnet mask:

Default gateway:

(@) Use the following DNS server addresses:
Preferred DNS server: .

Alternate DNS server:

[] vaidate settings upon exit P
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f. 76 \P Mk 7 B, %N 192.168.1.10
9.  TETMERS B, Hi\ 255.255.255.0.
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2R ) S R R 23T T
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/" Powered by Indegy

Welcome to Tenable.ot setup

/0N HEEE T Chrome W85 18] Ul, 8 75248 B 54~ 1Y) Chrome.

5. i EBhRERS.
ARSI, BN EPER .
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Setup Wizard
o

User Info Device System Time

Username
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Retype Username

Full Name

Ratype Password
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3. (BRI, MAEBN AT RER
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Setup Wizard
(] £
User Info Device System Time
Port Configuration
1 2
Queries + Mirror Port
Management

Subnet Mank

Gateway

_) Initial Asset Enrichment Active Query
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License Activation

Follow these steps In order to ac
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Enter license code

LICENSE CODE ©
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License Activation

Follow these steps in order to activate your license

A RRAEAS I T A 5 A R R R .
4. IR SCR R BIBMAR 1L, AR A TSR

Generate Certificate

ACTIVATION CERTIFICATE

BRI, AR 2 9% P«
5. (X 3 RMABENRE 7B, b B BRSSP

License Activation

& steps in o
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Activate Tenable.ot Offline
@ :
Activation Info Confirmation
Offline Activation Details Information
Tenable.ot Please copy / paste your Activation Certificate and click

Activation Certificate

License Code

| have read and understand the Tenable Software License Agreement

“Generate Activation Code®

Generate Activation Code

A

A

R Tenable.ot ## A IEHE] Internet, W EAE CIER Internet & LA
PLR URL A BEV IR BS 823807 Tenable.ot” 5t %
https://provisioning.tenable.com/activate/offline/tenable-ot.

WS Y TR B 5k tenable.com, U 75 ELAH A H 7 HIBAF Mo bl A A 34T B 5% . A0
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Activate Tenable.ot Offline

@ @

Activation Info Confirmation

offline Activation Details Information

Tenable.ot Please copy | paste your Activation Certificate and click
R “Generate Activation Code”
Activation Certificate

Tenable.ot Activation Certificate?

License Code

B | have read and understand the Tenable Software License Agreement

4‘,1& TV TUE P, 7 ¥ Tenable JHRVETIE BN 6 42

9. AR A A
DU 2 BoR" B R R ARTD TR Ih B ! "B,
Activate Tenable.ot Offline

Activation Info Confirmation

Offline Activation Code Successfully Created!

Enter this activation code in the Tenable.ot license activation or renewal fupgrade process

opy text to Clipboard [
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ered by Indegy.

License Activation
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Enter Activation Code

ACTIVATION CODE ™
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Enable
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o (LG DIEM R (EZHPERL REMARSR .
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o [EKIZCIERZE Tenable Core V&, - HEC W EH T 6% Core H P FLII A FH 7 LA . A I AHH
Tenable Core H PP A Z(E R, 1ES M
https://docs.tenable.com/tenablecore/Tenableot/Content/TenableCore/Introduction_0T.htm.

o ISUFIETE ICP &Ml & R HE AT EHIRES GESRER) .
o FNAIEINE EH IR L ICP F 7 R4 ST RSSO FE, AR & b G52 R inas A
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1 fEICPEIEHIG (U, SR AR E > RERE >R b
Sensors s sa | auroammovestonmumma e —

Active Queries Active Quary Networks Nama Last Update & Sarrace Ihwntifer Version

2. WSS FH B A0 AL BER IO T R, B PR B R TG Y B Bk N AR BRER BB SR T O U4y
ON. SRRk, T AFA ECXHE RHE L L otk
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Otenable

User name

Password
Reuse my password for privileged tasks
A Required for admin usage

QUARAE BRI R P XM BUE S E R R B 2 IRAE, R ik Eog e s f%
° AR S5

5. fE"SNUSEEALH, Hdi'Tenable.ot 238",
i J5 4= 5 7" Tenable.ot A& RBEED % [ .

5 not currently paired with a Tenable.ot ICP.

This Tenable,

Enter the foliowing information to pair it:

* ICP IP Address:

ICP User:

ICP Password:

ICP API Key:

Unauthenticated Pairing J

Pair Sensor | Close

“Tenable.ot {4 BRASREA B [ 1R A 7E 55— VONIARTU I it . BEAELLY JFHTIF
1, V% #%.11; Tenable Core {2/l & FEX & B4 1 1) G5 4341

=

6. FEICPIP bbb 7 Birf, i NS AL AR HOA K ICP [ IPv4 Mtk
7. HEFHRZERIUE CRINE KR, &R RS H IR KB e IF k2= 5 1% 8.
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o fE'ICP API #4834 N ICP 1] APl % 4H.
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Aﬁ I P 4% RS R 5E R B B IE (0 7 0 SRR R A AR s SR,
° AP| Key 521 3 .

9. i TEAHMERS .
10. WREA AR ICP SRR, EHAT UL FHERE:
a.  fE Tenable Core #%ii| &3 [f]"Tenable ICP ilE $5"5 7 I #EHRAS" T, SFRFUETAE BNE, AREH
e B AT AEE 15

Certificate Subject:  Tenable.ot
Certificate Issuer:  Tenable.ot
Certificate Fingerprint:  DC:47:91:4%F1:E6:48:B8:80:11:B7:A8:F9:52:52:4B:23.CE:D1 BF
Not Valid Before:  Sun Jul 25 2021 16:46:57 GMT+0300

Not Valid After:  Tue Jul 25 2023 16:46:57 GMT+0300

| Status:
b e Pending user approw: Delete

Upload Approved Certificate | Choose File | certificate (1).pem

b.  7EHiNE % Tenable.ot R ZHEH #H % M, s EZIGESR".
W TFB) AAES, F AT LR A
a.  ff Tenable ICP %l &', 1544 4 B HTTPS ik " i (f) 25 TR A
b.  7£ Tenable Core % 5 [{"Tenable ICP il 15" 5y, il bAE ELRLHERIE " N A0 %84 .
C. SHEIE AR pem iE B

41

COPYRIGHT 2022 TENABLE, INC. {0 F]. TENABLE. TENABLE.IO. TENABLE NETWORK SECURITY. NESSUS.
SECURITYCENTER. SECURITYCENTER CONTINUOUS VIEW #1 LOG CORRELATION ENGINE & TENABLE, INC (433 M k5. TENABLE.SC.
TENABLE.OT. LUMIN. INDEGY. ASSURE #l THE CYBER EXPOSURE COMPANY & TENABLE, INC (I Rih5R. Frf Hh i el iR 552y H &
E T & TR -



223 Tenable.ot f£ /% 2%

EZHEBHES G, HAE Tenable.ot ICP IEH" % F1 (1) HLHIRES £ Bon N B %

Certificate Subject:  Tenable.ot
Certificate Issuer:  Tenable.ot
Certificate Fingerprint:  DC:47:91:49F1:£6:48:88:80:1 11BT:A8:F9:52:52:4B:23:CE:D 1:BF
Not Valid Before:  Sun Jul 25 2021 16:46:57 GMT+0300

Not Valid After:  Tue Jul 25 2023 16:46:57 GMT+0300

Approval Status:
Approved | Delete

Upload Approved Certificate Choose File | No file chosen
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Sensor pairing requests are pending approval  Yiew Becuests
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> & wemory 10.100.20.59 Pending approval A

# Network Map 10.100.20.85 @ connected Disabled
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= (tenable.ot

About

Logout

2. fESHAPRATRT
SERT 22 G AT AR A

(Otenable.ot

Version 3.13.21
Updated Mar 2, 2022
License Type Subscription

Subscription Apr 11,2022
Expires

Licensed Assets  699/10000 (6%)

License Code YFBU-HYCT-3RNX-RWIK-YEVW

Computer ID rj8Cb30CrWBxBATUdGEXPIK1+QXvW4TZwPM/StWNIBO=

© 2022 Tenable™, Inc. Version 3.13.21
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%~ Tenable.ot 5 % ARSI 2B R 512 5
SE X INRE, HT R A S B

A
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PAURE 4 T E E LEhRE

MFIR . IR HATEL R B

ARG Won I S B 587
AU RE -
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H & X5 87R
7T DA LB R 9 R AL R

B EHEFEERILE], HRAT LT ERE
1 MR AT R B

2 gz
B O 2 s AR B w ks, JLrh iR 7RI
Al Events <o B3 EAEIR
L0G 1D TIME EVENT TYPE SEVERITY POLICY HAME SOURCE ASSET SOURCE ADDAESS Table Settings
1785 08:33:54 AM - Now 26, 2020 SIMATIC Hardwar SIMATIC Hardware Configura..  Eng. Statios 10.100.20.200 Columns
1764 08:32:37 AM - Now 26, 2020 SIMATIC Hardwar 10.100.20.200 cog
1763 08:32:14 AM - Now 26, 2020 SIMATIC Hardwar 10.100.20.200 Timy
1762 08:31:23 AM - Now 26, 2020 SIMATIC Hardwar. 10.100.20.54 Everi Type
1781 08:31:17 AM - Now 26, 2020 SIMATIC Hardwar 10.100.20.54 Tomity
Palicy Narme
1760 08:30:08 AM - Now 26, 2020 SIMATIC Hardwar 10.100.20.54
Source Asset
1759 D8:23:19 AM - Now 26, 2020 Unauthorized Co... 10.100.20.95
Senirce Address
1758 08:23:19 AM - Now 26, 2020 Unautherized Co.. 10.100.20.95 m

. AEFIERSy, G R IR S 5514 B S AR .
3. Bk b B R A RS 55U I AR AE
BRI A 2 BoRik i 41
4. Halyxt (ECREETUR) R SCH KA A 1 .

» EEERIINERIET, FEHAT LT HERE:
1 MR SRS B R
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2. RIETBAECER, SRE N FRIBIR PR R

|

View
Edit

Duplicate

'3 onf

= e

B2 BRI E D .
3. kiR,
TR )2 R Gt P IR

W EEMREAEE GRERE)  EHIT TR

1 TEUSRMEBERE L, P AR T AR S5 I R EHE
2. BEHEBRESCR, RN FRIR ISR R

Bulk Actions v [

Enable
Disable

Edit

Vi onfi

Aar - Cnnfi

LU 2 BoREIA R .
3. RdER.
SRS T 25 N 22 50 M B
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) o S R 5
1 S 8L R 5 SRS (RO BRI, T SR B AT UL A

W EEM R HERR R, EPIT DL TR E:

1 FEUSRERGERE L, PRI SR
2. BEEMESER, RIEMNTRIIRPEEEER.

Edit
Duplicate

Delete

ol

/EIX SR, T DA A S R X SR R

3. HHERRI LR .

Gy Rockwell Code Upload starvs @)
Rockwell Code Upload
Category
Configuration Events
Details
Trggered e Search a
Exclusions
+
| Eng, Station #20  10.100.20.72 Rouge 10.100.101.151 admin 0ATITAM .. O

BERT 2 BoRHERR 51 R
4o EFEENER I SRS HERR T
5. HmER.

PRS2 BORBIAE .
6. TERfINE O, g,

HEBR 0K AN 22 45 Bk
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A P T A R SRS (K S A I e o OB SRS I, SRS R AR BT 4 B, IR MO Se iR . R GER it — 1
TisE A . WA CLEIE L JE M O R, URATECE T 4L, DA A SRS i g A 61 i 72

A e A2 B SR SR, IV 7 N SEAN SR R T B Sk, A E
° AU A % S 4.

FEE N, TDEERFTCRENTEH. Aol .

o TiENA: CAERG TN E Bk .
o JAPENIH: HiE &N e BT k.

FAAEZ RN FIRAL AL, AR 2R Rl ) T MO B A AP SR 26 . RN SRR AR o AE 2 R (M S R s B 1R
Eiip

o PR VTR T IR SRR, B LR FEAE 2 R SR TR 1 SR AR A

o WIBL: MEBGE A T QIR TR %, DR BIERE R — A H S 5 — A s .

o HITHPMRA: KA N AR ORI 0 TR A & T R A

o BRI WL BT s 4 TR AT IR S R SR

o WA AERZ R BT L (BT TR AR A S . A O 2% S SR S A

o TRRIH. THRIALE St TG E R E S L AR A IR AL AR A B TR AR SR S A AR IR (RS

o FRAEHH: AR R E B HEE RS T RIS H AR AT HIAE SCADA ST HENE S .

o HRWAH: MW th—HARAIHIN AL, 7T LAEEHE Suricata 2544 1D (SID) #EATAR IR IXLEH T LI €
SCNARA ) SR ) SR 25 A

PUR AU T R MR R A R R Behh, WIDAEE . e, SRR 4, ES A BE.
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TP M2 T R ARSI o R SRABL R B R 0 D IR LA Bl T B S T AL N T B R S . i, T DA
L i QU HENS ,  DUBH G (42 ] 2 ) [ 1 AR B A i . B0 2T A 2 S SRR ) Semes 2 1o 97 21 ]
P T8 58 B RSSO I 57 H AR 57 B SR 77 o

BRHEH

Asset GfOUpS Search... n Create Asset Group

W Predefined asset groups(92)

3D Printers Function Groug
ABB Masterbus300 Controllers Function Group
ABB TotalFlow Controllers Function Group
Artuators Function Group

B AR R T AT BRI TR B A A EBR RS NE T R TEAS . S sk K 2H .
HE XA AL P B B E . XA R g R s .

TRAA T IR RREE R

i%%IIIIIIIIIIIIIIIIIIIIiﬁﬁ'IIIIIIIIIIIIIIIIIIIIIIIIIIII

RE BRI AT T ISR R . IR ARGk TR sl 2
HEhEE Az, W& BR— AN .
TIHCRETF R, AT I/ R PAHEA 5

ZHR PR S

FEERE HIFMERR . AREMIEN: B K. hesFEE.
ARTERELANUH, ESREERERH A

HFRA fish R AP S SR R E R

I fih A S SR (R A SRR S . PTBERME AT PiE

H. SCADA. WML EE NG HAE. A& AR
B, E S RSREE B F T 25 .

R MR AT NI SRIE IR BT 2 (RN AGRIE S 57D .
ZHR AT RAARZFR
KA WoRHAMRA . LSS

o IThE: DNSZIURRE ThAE O EE 1 TlE XA
o BEHIFR: HREMBEASEA .

o IPHIFE: BATFRE IP HUbE %577,

o IPYEFE: F85T IP HubE Y
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53 W E A B FIR . R BT RELLIE -
HER: WURBCE 2 A LU R AT R P B, s
u% %ﬁ{/'-:‘">u§§">u}& ﬁ "ii Iﬁ _E N

CL7E BA T Semg e A A B P BB AL R SRS R A4 R

R EEEARMHNZA R RIS HE 2 1, 1 RER
FEIRAES"EE">" T LU SR A 8 I e T4

TN E T AR R B AR R Sesh, WREE . . RHISNERIUEH, S HARE.

QI 5 A
T LB A L SR G AP ) SR AL K BN B R 20 D TR AT B 6 A P T AL A B B ) S

FAAE =R SRAL A 7 e SCRR 4.

o HEFIR: i ANTERRER.
o IPFIE: fREHNTE MBI IP kL.
o IPYEM: fREHNBE MBI IP VL.

RIS B L A R BT I R

B EEAEEEERRAE, EHIT U T EE:

TR, R
2. RElRIEBTA.
AN TN =S g IO RS
Create Asset Group
-

Group Type Group Definition

Asger Selection IF Range 1P List

3. BRI
Al e
LER 2 BoR TR B =YK
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Create Asset Group
© L
Group Type Group Definition
MName *
Available Assets sl
Power Supply #1 Power Supply 10.100.105.27 B
Endpoint ¥77 Endpoint 10.100.101.200
Endpoint #71 Endpoint 10.100.110.152
Endpoint #55 Endpoint 10.100.30.47
HHP OT Device 10.100.103.22
HIS0E64 HMI 92.168.136.193
Gurad PLC 10.100,101,154
[ o |

5. &M TBUR, NzdliA AR,
WA UIE TR AR, Zoo R T A e 1B AT K
6. b EAIRLEA RN B 5L I R AE
7. SERULEFE, TRl
BSIN A A NREN  <: ) o Ol | T O T PGt Ul el T e T R e N 2

W FEE P BRI AL, ERAT LA T HRAE:

1. R, R
2. BB,
BN 2 R B @ B AL )
Create Asset Group
-

Group Type Group Definition

Asger Selection IF Range 1P List

3. HEIPYEHE.
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4' % !:-'-—T"—F_‘ﬂa‘" o
BRI 25 7 1P Y [ e 3 24
Create Asset Group x
© ®
Group Type Group Definition
MName *
Start P *

End IP *

s

5. (EBRR TR, NZERAN AR,
WRE— MU IE TR AR, Zoo R TR e S B 2T K
6. TERMR IPFRUT, AN EAARFIVEE DT kA 1P bk
TE R NP B, B N EEELHE (Y B 45 SR 1P stk
AR
BBt OB IR B B e B R . B T ARG B SR I A

o N

W FEQIE P SRR, ERAT UL T HRAE:
LIS S 4= K NP % & 7 = K
2. PERIETE A
VR 2 SR B 58 A1 7

Create Asset Group
.
Group Type Group Definition
Assat Selaction IP Range 1P List
3. HFIPHIR.
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4o AR
BN 2 oK 1P AR S 4.

Create Asset Group

Name *

1P List *

[ e
5. fEERTECh, Nzl — A AR,
WEFE-DUHE A TR AR, ZoeER T RS R AT 202K
FEIP FIRAE T, A S SRR ) 1P bk sl
FLAHAINE 2 B, TEE RIRAIAT A R A 1P ik B
8. RialE.

Wot e H OB IR B A B e B R LR v A T B SR I T A

N o

W B

W B — M T QU AR R M 28 B A0 Tk, DA BIE 2 R o — AN B 45 55— A B IR . Tenable.ot & H
B 5 P 2% BB OGRS 1P MBhE A BCAE — N B . O T RA 2 IP BRI B ™, A IP AR — AR
Ko ) FA AR BEORE RA IR C KMl (BIIP BAMFRIAET 24 £2) 1P AR ESRA (263, 0T
M55 as MBS T 5™,

ATUAGIEE T € LI BL, IF 1 e R IR Le 55 e 4 12 B, TR H IR 12— 8 & BoR R st - M BL (8 TR
2 BRI BOR 587 HEAT HE P AT -

EHEME

Network Segments  sear.

Name Vian Description Used in Policies
»  User defined network segments(1)
Prod Segment
Auto generated network segments|114)
Endpoint / 10.700.20.%
QT Server [ 10.100.102.%
Endpoint / 169.254.67.X
Endpoint / 169.254.22.%
Endpoint / 169.254.120.%

Endpoint/ 169.254.208.X

Endpoint / 169.254.210.X

WB B R R R ARG U RTRC BRI A B A 50 R 08 RS A S AR M B e RIETR R H
FRIZIM B
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B F TR0 P BRI 42

VLAN PIECHT VLAN 250 (FTi%)
iHA MBI UEA . (AT D
ST g hE A 7RI FH T I ) B 1 SRR 2

TR EEEARMMNZME KR E LV, R R R
F">" T DL T S T A T

T WA AN B RE . Sehh, WTRAEE . iR, EHIEMBRIA B 1E S R ERE.

B B
T DAG A AL SR O A P R R B S IEAARSCII 28 B AL A2, T CLBIE IZ B IR B R SCRT #3211
28I 14 SR

» EEQENE, EHATL T ERAE:

1. fEE PR
2. PlRIEME.
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LI 2 Bon IR R B -

Create Network Segment X
NAME

I
VLAN

DESCRIPTION

Cancel

EGRR T B, NiZMBAAN— A2 HK.

TE'VLAN" 2B, iz M BN —> VLAN gm'5 . (ATik)
TEPBR B, FANRIB . (ATig)

palE.

SE R R B LB I BoRAE R B A 2R

. TEREERR, ERTER

8. AT BB BN BN, RE IR R

ov s w

=
= (_)tenable.ot
~ @ Dashboards - —
_ All Assets  search. ﬂ
Risk
Inventary Name Type T Risk Score Criticality Category P
Events and Policies Saunbch ER Medium Network Assers
Wiew
~ M Events [ 21 | Nenwork Assers
All Events Hide ER Nebwork Assels
configuration Events Brint 3] lot
ndustrial Switch [ 21 ] Asdium Matw
Industrial switch [ 3 ] Madium
Netwark Events Industrial switch [ 5 ] Azdium
Q Policies HKl
v g Invertory tngineering Stavon [IEH
| Al Azsels WIN-UELPTS DG AT ineenng Statior [ o0 | Mediur Metwork Assets 10.100.30.2:

LIS B = AR BB AT T
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9. 1E'RIB B, MWTRIFIR RS MM B .
Edit Asset Details X

TYPE

| bes y

NAME
FCS0823

CRITICALITY ™

High V

PURDUE LEVEL ™

Level 1 w

NETWORK SEGMENTS (192.168.8.47) ©

Server Room -5 -

NETWORK SEGMENTS (192.168.136.47) b

Controller / 192.168.136.X (System Default) v

/Ql& HOY GRS FLAT AN SR P ML, 7T DA A M e 24 0

o0 8 S FH 315 7 I S A TE I BE S v L {8 P 7E PC B SR I A FH G P B

FEL R4

LT SRR A R TT I AL WS R AL L WS PR AL TR 0 R SN s I P AN IR . Bl At
YR8 ALK 5 SRS S5 38 R R 2 AR R

BA T IR
Emall GrUUPS Search. Actions Create Email Group
mall Server
Plant A Engineers bob@gmail.com | tim@gmail.com Tenable
Plant A Supervisors laura@gmail.com | Juan@gmaii.com Tenabie

“HELT W AR A s AR TR AT B AT R R4

TRAA T IR RRHE R
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B T RAAH R ZFR

FL T HR Hrp B S i Tl 51
ER: WREA TR LR RAR A R, 5 R TR e >
B R TR .

R IR R 55 Sy BegE T i PR 2H A 0& FL T B AR ) SMTP e 55458 ) 44 7

CL7E BA T Semg e A SN I R L A0 2 R 2L R SR 4 R

R EEEA MRS E 2V, 1 R E R R
&> AL S A IR IR

TN AR T AR LR, s, TUAEE. it SHIEMBRIA L, ESRERE.

ollfCERN R I S
T UL S 0 P O PR IS PR I A G PRSP AT 53401, T DA B 0 AT AR SR ) 58
W PRI

A

REEAFAD RIS — TR Bk, G Z K. SR A LR
SEM . ZIRHAAEA M, M E T R SR 7 B 4 .

W EOIE TR, EHAT AT e

1. N, LT EARA
2. il TERAA .
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S 2 Sl s R R BB AR AL ) 5
Create Email Group

Name *

SMTP server *

Select v

Emails *

3. R TBOR, izl AR,
4. (E'SMTP JRZ5 88 7 Brrtr, W TR PR T A3 rit 3 I 1 Je 40 4 I 55 245 o

A MR AL HRELE SMTP RS %, MSF L ERALE, Aol m Tt

° H, iEZ % SMTP IR%58.
5. (EUERTRRAE B, 78 B AT R AL P A IR B ) T
6. HdpilE.
WL TR O R I SR B TS 4L B BE b B AT I B S WO P st
WEAH
S 1 2L P 6 1 8 7 A R i 1L 3 2L PRV 2 SC AT TR I35 0 4% S0 SEEE () SR 4, TR X 26 1
AT FF I3 T

" X AR AT SRR B GEH TIE S 1 2 Ik e A TR e s (LN R 0 da 2% L RO 1. B, Group
Siemens PLC T T i HA1dE: 20, 21, 80, 102, 443 F1502, X A FC B TR M T AN 2t 6k 12 AL 17 e f 4 )
PETF TR EFT I (03 TSNS o X e e iR B BN, (H T A .

HE XS IR AL T B B E . XA R g R s .
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A i 2

[l Create Port Group

Port Groups == a

' Predefined port groups(39)

ABB Open Ports B0 | 102 | 44818 | 502 Use of Unautharized Port in ABB 800X Controllers
Any Port
Apogee Open Ports 7169100 161 -162 | 502 | 3001 - 3002 | 54415442 | 20-21 | 53 | 80 Use of Unauthorized Port in Apogee Controllers

10 3 . o oy - Use of Unautharized Ports in Bachmann M1
Bachmann M1 Open Ports 21 | B0 | 443 | 445 | 502 | 3500

Controliers
cip 44818
Commonly Exploited Ports 20-27| 22|23 | 25| 443 | B0 | 135 | BOBO | 513 | 3389
Delta¥ Open Ports 18508 | 18519 | 23 | 44818 | 502 Use of Unauthorized Port in DeltaV Controllers

TERAE T MR RS EEE

§ﬁ

ZHR TR L 44 5K -

TCP 31 21 rh R A 81RO m 1
ER: WIREA T DU RHRETA A, 1 R RAR BAES E R S
R"ETF .

CFE AT SR g AR H A E P i DA R SRR AL AR SRR EEAEA KM
RIS I AR, 5 R B> "B > B AE DA T SR A e 000
+o

B i g 1 2H.

AT DAG A A SR G L A ) R SRR o 1 2L g SRABL Ry i 11 23 [ 2T BT G S A ox a2 4 XU )
FTOT A3 A H A1 4 SR

W CEEAIENR DM, BT T A

1. T, e AA.
2. piRIEmAA .
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A Pt ryaNg clpe:s uE GRS
Create Port Group X

Name *

TCP Port *

= Add port

Cancel

3. EBRRFEBAR, NizdEAN K.
4 TETCP ¥R O Berf, N LA 70 4L e (1 8o 1k — R 80 11
5. 0 SREE LA VR I A O, AR A O DL R AR .

a. e dImEO.

LIS 23 S 7R — AN o 1 3 B o

b.  ERME DS B, NSRBI B — R AR

6. iRl
By L1 2H LBl e R 7E v A B2 o BILYE A A A T 5 SR A5 A 4
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iltd
PR AR 7E X 265 T FR) B8 77 2 ) BEAT 0T 138 PITARHAE O B SC2EL o BISC 2L FRIATE IR0 286 SR 1) SR S, P BASE SURFRE B 2
TEa) A P AR 500 3 fch A SFEE

Tenable.ot Ffifff T —41 A& S I TE XA . XU AT T 5605 . XU Ik s b . AT DA IR R
HERL T SRRSO U BGHEAT 0 4. B, Schneider oMM EEE: TCP:80(HTTP). TCP:21(FTP). Modbus.
Modbus_UMAS. Modbus_MODICON. TCP:44818(CIP), UDP:69(TFTP). UDP:161(SNMP). UDP :162 (SNMP).
UDP:44818. UDP:67-68(DHCP). tHn] LAIZ MR EAY (40 Modbus. PROFINET. CIP %) XfH T4y . tnfL
B 8 P ST

HE DA

Protocol Groups | s

MMS | TCR102 | LD DF/2423 | UDPA23 | UDR/2999 | UDPNAT | LDP/A341 | UDPI24230 | TCP/AEO
TCPAAB1E | MODBUS 3

PROFINET | MODBUS | DNP3 | TCP/2Y | TCP/EO | TCRMA3 | TCRM4S | TCR/S02 | UDPI000 | TCR/ASDO | IECE

808 | BACNET

P B R R RS T B P A L. A ESR TR R W E T RS T . X SR TR g i B
W, (ERTRASS . 477 IR AT R oR R QIR EE . X Se s nr gt . S ) s ER -

TRAA T IR SRR HER

EY N TR 4R
X HArh L E ISR

R WIRBCA S ORI R T A R, T TR A R
FEm>"EE"S" R AL

S LU SR B A B P P b P R ) R A SRS R A4 R
HE: EEEGRMEHLARRKRK A ERER, HRE R
B BAE">"EF "> TAE LT S R I

93

COPYRIGHT 2022 TENABLE, INC. {0 F]. TENABLE. TENABLE.IO. TENABLE NETWORK SECURITY. NESSUS.
SECURITYCENTER. SECURITYCENTER CONTINUOUS VIEW #1 LOG CORRELATION ENGINE /& TENABLE, INC fJ7E/#ikr. TENABLE.SC.
TENABLE.OT. LUMIN. INDEGY. ASSURE #l THE CYBER EXPOSURE COMPANY & TENABLE, INC (I Rih5R. Frf Hh i el iR 552y H &
E T & TR -



B Hr
FJ UG A AR SR G B A ) B SR SR SRR B R, AT LA s SCIR Bl ST B ) S

W EEOBWA, EPITU T
1. N, EF A
2. HibUE A
BRI 2 B on R I 1 5

Create Protocol Group X
Name *
Protocols * Port *

Select w e.g 400 or 500-800

i

3. TE&RTBoh, ONiZdlAN— K.
L TE BRI RS R B R AL
5. WIRFTIEPMICN TCP L UDP, WIFE S OB N 5 3oty LG R . 6 FHAR PR B A, RAEm O
TR -
6. WIS EFZAGINEABIML, AN HAR U DL R .
a. e EImC.
PR 23 7R — AN G B B
b. FE DR 4-5 F TR 1) 5 IS B I BOE .
7. HERIE.
B E R I BORTE i A B e b . TR AT 7 C 5 SR B A3 b4
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THRIA

THRIHE LT — A (G, XL RS 4R A R RE,  SEA AR T2 8 0 1A R A s s (LA 55 . 41
s FELETE R TR AR R Py kA, T HAR S S T AR A LN TR A A

aEHIA

Schedule Groups o T

' Predefined schedule groups(1) —

SIMATIC Code Download |

Ay T R
ny Time ecurring SIMATIC Code Upload | ...

W User defined schedule groups (1)

Working Hours Recurring Monday to Friday 08:00 AM - 04:00 PM

TRIA B R RGP YT E P A R e EB R OENET RGP HE. XEATEmE. 2
S ER . " /HE RETR R s 7 BRI B (AL XA n] g R U .

TRAE T IR ERREER

AR RPN DY
KA TR, LT

o TJRE: JNSCHURRE DhRET B A E SR
o B RHERHERN R Fln, PR TERETHE SOyE R — 22
WM B 9 BT 5 M.

o [EIRE: FE%ERE H B H WG BRI TR B, aTBligiE e A1 HE8 A
16 H [ 1] RR Al e 1) Bl .

I ] Y2 B THB B R
WER: WREA E A LR AR A R, 15T R RIES R ">
RUETFR

S LU SR SR A B P P S 2 PR R SRS 1A SRS 1D

HRE: EEEA R AR R IA NG, 1 R R R ERE A
F">"TAE LT S5 P AL T
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QTR H

AT LGS A SR T B P ) 5 SO R 4R — A U SR AE I (RS ], T SRl 5 A5 1220 (]
SO B A B S ELAS ORE

THRIH SRR A P A

o RE: WFHERRAMR. B, TR TR E SO R — 2R T L 9 KRR 6
o Wk fEfEE HMIE ISR AR TR, ildn, eI 6 A 1 8 15 H At (Al IRR 1 e L)
Btk SRS R TR A R BT I R

R TR A A ) B L 2

» EEAERERBTRIL, HRATUTHRE:
1. AT, mETRIA.
2. RlTRIETTRIA .
3. fEHRIA AL, Rl
SRR 2> R B TR 17 5
Create Schedule Group

A

®
Group Type Group Definition
Recurring Once

4, HERE".
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8.
9.

T,
B 22 T 5 SUR SR 5 8

Create Schedule Group

L] L]
Group Type Group Definition
Narme *
Repeats * Start Time * End Time *
Every day v 12:00:00 AM @ 12:00:00 PM @

¢ Add Condition

AR FBh, Nzl — AR,
BB, AT e R AR RN . BT AT A 2 E T P R
€ H
IR E AR P R B, GRS RS, R R
AL

FEFFERITR) - Berf, S N T RIZH A BT 5 I ) 9 [ ) - G it ) (HH:MM:SS AM/PM),
eGSR B b, SN T RIZE A T i 1) 9 e 1 435 SR ] (HH:MM:SS AM/PM).

10, QAR E TR AN AR AT (Bl FREED 3RS A SR AR DU R

1.

a. R+ ImEs.
BRI 25 SRR —AT T T R 5 Bl
b. &M LIRBYRE-7 RS THI B
Lk il cil)= o8
BRI S QR I BoR e TR B R . BUAE ] £ Bl B SRS I AL

W FEOIE—RHEITRIA, EIAT O TR

1.
2.

FEB L R
DI
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SEi 22 o IR TR AL 5 o

Create Schedule Group

Group Type Group Defiition
Recurring Once

3. B
4 BETF—H
Wb 2 R 5 S IR TR AL 24
Create Schedule Group )
L
Group Type Group Definition
MName *
Start Date * Start Time *
S/23/2020 [a] 12:00:00 AM @
End Date * End Time *
Q/23/2020 B 12:00:00 PM @
S ;

5. ERHTE, AT
6. BB R, e n R ()
St A B 6 1T

« < JUL 2019 > »

1 2 3 4 5 G
7 8 9 10 1" 12 13

14 15 16 17 18 19 20

22 23 24 25 26 27

28 29 30 31

7. EEATRIAFGH M. BRI HETHD
EFFERITE) B b, S N T RIZH A BT s ) 9 L 0 TR U s ) (HH:MM:SS AM/PM),

o, teBRBNT AT, wikHmEE O
LR H D& 4T
10. EFRIAS R EE.  GOA: MaTHED
M. TEG5IRET I 2B, SN TR BT i 18] 36 [ 1 45 SR A] (HH:MM:SS AM/PM).
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12, AR,
BRI SR I SR TR SR o B (E R G SN I A
rasd

PRAEIE LS E B A I I 85 IS8, ARRE4L AT HIAE SCADA TSRS 1 SRS 2 1 o SRl Hs /i AR A B 2
Sy RIRIZH, AT CLBY A S RAR R 1 E S B T SRR . BN, IR A R AR N AL, T LA —
A MG AAS I T BE X 47 32 1 5 i FE AR A

BEREH
Tag Groups Search E [l Create Tag Group
*

N User defined tag groups{2)

Rouge - MainTask/MainProgram/Bit1{Boal) | Rouge -

Do 1 1]
Demoil Bog Hooee MainTask/MainProgram/Bit2({Bool) | Rouge - .
e SIMATIC 300(1) - DB1/109(Fioat) | SIMATIC 300(1)
Toat SIMATIC 300(1 sy 1e
Demol Fioat INATIC 300(T) DB1/11(Float) | SIMATIC 300(1) - DB1/116{Ficat) | SIMATI...

PR BF F s R G AT B AT bR 4

TRAA T IR L RREE R

2R TR A2 FR .

it FRESHIEE 25T . ATREMIME 103E Bool. Dint. Float. Int. Long. Short.
Unknown (%1%} Tenable.ot JoikiR A HIFRZE R Bl L& 252 (nfAFEAIEZR
RIHRE)

8 TEAE WE 5 bR O35 il 35

bR SR AR, RIS A .
VER: WA N LR R IAT R I T AR, 1 R RS
B BRRET R

ELFE AT SRR SR TE L C B AR P A TR 2H 19 A SRS 1Y) SRR 1D

ER: EEGARMEMARSRS A EE S, H R R RS
F">" L7 DL T SR o I T

TR AR Behh, FTLLEE. g, EHIEMBRIEH, ESHERE.

QIR
AT UG A 7 SRS T B ) 2 SRR R SRR AR R 0 9 [ AL B T B S T AN I BRI S . i
FRAMLARRE, I HAR AT DR AR ZE I TR I 4 A5

AT LB IR AR S TR B A0 AN RS FREE M2 . AEIXMBOL T, I T U4 A0 SRS I REASLIN X 4
PRAE A" AEFT {7 HEAT HSE DS (EASRE R BN RE 1H

PREZA T Ch g R SR -
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W EEGEPRSA, HHIT T HERE:
1. RN, EFREA.
2. pilEREA
BRI 2> R R B AR A 17 5

Create Tag Group

o ; :
oy Ty ket Contioler g Marsibmrs
Baal (0] Float
nt Leng Ay Ty
Shor

3. EPEFRRESAY. EIUELFE Bool. Dint,
4 BETF—B.

SIS £ X 7% 0 246 e (R 98 91 2

Create Tag Group

L (z) 3

G T St Conttnr

Float. Int. Long. Short ZG{F &I (R[] &R HI k725D

1o o e

Cantralkr 423

[RE=5
Aszéio
Cantraller AT
Rsicubind | 1
Cantraike 412
Frness

LI 2005 etabon

104010430

REATHEEEE

1000000 150 | 10400404931 | 10
1040040243

1L 1 8| NI WL 15 ]
040040 21

B TR0 | UL 1SS AR

1040010235

e o

- Batk 3 -

5. EFEEAD ARSI,
6. IR
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LRI 2% SRR E i s B R MIARAE SR .

Create Tag Group X
o o ()
Group Type Select Controller ‘Group Members
Name *
TagS Search... Q
Tag + Memory Location

O Contag1 (Bool)

O MainTask/MainProgram/Bit1 (Bool)

[0 MainTask/MainProgram/Bit2 (Bool)

[0 MainTask/MainProgram/Bit4 (Bool)

[0 MainTask/MainProgram/PriceTag (Bool)
O MainTask/MainProgram/PriceTag1 (Bool)

O MainTask/MainProgram/PriceTag2 (Bool) l

< Back Cancel Create

7. TEEZFRTBoh, RZEEAN— R
8. EHEALFRTE RN PR 2 55 T ) S AE
9. HdAIE.
AR O I BORE PR B K R . DR A 7EAC E SCADA S SR I FH b e

RN
FEIZH b —ZHAH R AR ZH ke, W] LA I 2 Suricata 2544 1D (SID) #EAT AR IXLEZH AT AT & SCNAR AR I SR )

SR S 1 -
Tenable.ot A LARR (- Z 514 S AR GV (K 00 AL EAh, ST DUAERATT A I R 2 b sk 3 2 AR B 1 2
158 SURLUIZH .
e =g WIE:EN
Rule Groups seren. a | Create Rule Group

' Predefined rule groups (65}

Altacks - Heartbieed ] Attacks - Hearthleed

Altacks - 10T 24 Artacks - 10T

Altacks - MS17-010 ETERMNAL 13 Attacks - MS17-010 ETERNAL
29 Attacks - Magnitude
3z Attacks - NETAP)

14 Altacks - SMB Exploits

8 Attacks - Spectre & Meiltdown
] Aftacks - Splevo EK
4 Attacks - Sutra TDS

Altacks - YNC
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PR B Wos R G A ATEC B AT A e KEB RS NE T R
R ek g R EMIER . A E REIR R T B B e L. IR ] ik g
R SR BB .

TRNE T WHER LR IER .

)LJ\EEE

Hm AT RAARZFR
N R RN ZH A R (SID) f K

S LU SR S FE FL T B S P AL U 2L P A SRS 1) SR 1D
EE: EEEARMEHARRRS ARG S, HR G RRERE>E
B> T T SR LR

ollf S AN

W EEOEFMNA, EHIT TR
1o AR, EFHUA.
2. RirRUEBNA.
LAY lf=y LN

Create Rule Group

Name *

Available Rules seac B

oA
W | | curated/tenable_curated(70)

[ 15389 PROTOCOL-SCADA OMRON-FINS memaory area write attempt udp
15390 PROTOCOL-SCADA OMRON-FINS memary area fill attempt udp
15391 PROTOCOL-SCADA OMRON-FINS memory area transfer attempt udp
15392 PROTOCOL-SCADA OMRON-FINS parameter area write attempt udp
15393 PROTOCOL-SCADA OMRON-FINS parameter area clear attempt udp
15394 PROTOCOL-SCADA OMRON-FINS program area protect attempt udp
15395 PROTOCOL-SCADA OMRON-FINS program area protect clear attempt udp
15396 PROTOCOL-SCADA OMRON-FINS program area write attempt udp

3. B TBCR, A AR
4. FETTRIFRINEL Sy, kb EEALAR AR 2H b A RN 55 T ) SR AE

/N | e R .

o

5. HfIE.
SHTRAE N 2 2 A0 2 I B R E N 451 2 v . BILAE {5 AT 2 Fic BN ARSI SRS A P e .
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Al
TEE PN (AR RAE 1D o REETHG R E S A SO VP AT A T H1F

o EHFE: RnAMEMEE, Bz b S RLe s, LUK IR S i AL S S
o iR HEALITEAE R

o FHl: SR E AR B O d R AL

o MBR: MARGHMERA.

/X TilsE S TE g BB . e TilE I ZH B TE R
/ B r i e A E A SRb A T TR AR

BHEMAMEE R
TEIEF RN I B BE > BE W, RGOS SRk A iE 5 6 7%

. Demo?2

Tag Group
Type Controller

Float  SIMATIC 300(1)

| Members

. Search.. n
Used In Policies

»
DB1/109 (Float)
DB1/11 (Float)
DB1/116 (Float)

DB1/123 [Float)

UL B AR R T AL GBI . BB AT R
o ERS: SR RS SIER.
=

o DELATSRESHAH: BonfiHIfEE AU sRIE S A RN HIS I 5 . Hns SR & TR/ G 3R
WO VIHTT % . 3 AR AR — B rhoxd SRS 1) 2 v s A5 S HEAT 1 U
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AR A e P S e, AT DAE SO DT bt A IMICGR /N PDF S

B CEES MRS, EHIT TR
L s s (IEM),

ggegoog

ZU& B ORI U 3% PR AR AR TR 7E T 3 PDF SR R R R AR ERT FRIRAS
2. %% (2-3F0) &

3. P TREUE, SHUENN SRS T A S

° RS,
Member
~ CADA Events (2}
| O oo Unuthoredwite  SCADA Bvents
o D High Unauthorized write SCADA Events In OT Servers

» FESEANEAEL, BT TERAE:
R, EEHTHRNARA.

PTG AL

P ERE (BURRREAD .
MR, EFEEER

View
T—

Edit

A A

Duplicate

Delete

0Ol

BoRH VA B

104

COPYRIGHT 2023 TENABLE, INC. f#: 8 i A F]. TENABLE. TENABLE.IO. TENABLE NETWORK SECURITY. NESSUS.
SECURITYCENTER. SECURITYCENTER CONTINUOUS VIEW #1 LOG CORRELATION ENGINE & TENABLE, INC (433 M 5. TENABLE.SC.
TENABLE.OT. LUMIN. INDEGY. ASSURE #l THE CYBER EXPOSURE COMPANY & TENABLE, INC (I Rih5R. Frf Hh i el iR 552y H &
E T & TR -



Al
AT LG B AL A

W EEGEBANEAER, HHITLN T HERE:

FEAT, PR AE
PTG AL

e (EURRREA .
MW RH g, ik g

Edit

HwnN

|:\_.|__-_.
JCITLC

5. ML ORI E L, SRt e A RAAR RS HL.
Edit Tag Group

Name *

Demol

Search... n

= g 4

4

MainTask/MainProgram/Bit1 (Bool)

MainTask/MainProgram/Bit2 (Bool)

(S

MainTask/MainProgram/Bit3 (Bool)

MainTask/MainProgram/Bit4 (Bool)

tems: 4 Selected items: 3 (Deselect all)

Cd[](E!

6. BATETHRMEN.
7. R
5RO B — R
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R il
IR S RN R B B4, WA LB S I 4. BRI, BRIEMRALN, Mo LU AR AR 4L

W EESHIA, HRT TR
FEAT, PR AE
EPREAE R AR R LA 4L
e (EURRREA .
MRS, R

I

HwnN

View
iteg
Edit
| Duplicate '
oat onf
Delete

5. Uk SR EHIHE O, SRR AR A S
Duplicate Tag Group

Name *

Copy of Demol

=] ' Tag

4]

MainTask/MainProgram/Bit1 (Bool)

MainTask/MainProgram/Bit2 (Boal)

(<]

MainTask/MainProgram/Bit3 (Bool)

MainTask/MainProgram/Bitd (Boal)

s 4 ted Items: 3 (Deselect all)

Duplicate

6. (EAR B, JEAmA AR GBRANEGLT, Brd A N EIHAFRIEIA, RI"Copy of .

7. MHREBAT TR .
8. A EHl.
BREUAEAL5N, B o AR it AT IRAT
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it 21
A AR 7 e S, ARASREMMBRTE SR 2. shAh, SR 7 i SR FIAE — A Bl A s 1 s 2 F
W TR LR o

W EEMERAL, EHIT T ERAE:

1. T, EFERTRAA.
2. EFEEMERRAL.
3. MR (B .
4o NFRSEHS, LB
|
View
ite
Edit
Duplicate
13 onf
Delete
S r

5. MRS EIRHIAE .

Delete tag Group

Unable to delete the tag group, it is currently being used in the following

policies: Policy Demo1

6. HiMiRR.
MG N RS A A
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Tenable.ot ) H LG = K. /3 2BA0E FR I RS AT DL FREE IR EF X R4 BT O T S0 2, SR PL b v i) B 55 7
VEH, XL T YE RS . R AT TAE . EISEMBIETIH . TR g AT RE . E
A R A 22 fi T AE F R SRR E .

BER™

= (O)tenable.ot

~ # Dashboards
_ All Assets  searct
Risk
nventary Name Type ¥ Risk Score Criticality Category P
Events and Policies ndegy_IL_DC Switch [ 4 ] Medium Network Assats 10.10.10.74
> 4 Evants Switch (3] Medium Network Assets 10.10.10.250
R Policies Switch [ 4] Medium Network Assets 10.10,10.73
~ d Inventory degvlocal Printer [ 4 ] Low Iot 10.111.10.1
Al Assets Industrial Switch [ 3] Medium
Controliers and Modules Industrial Switch [ 2 | Medium
Metwork Assets Indlustrial Switch [ 4 ] Medium
HMI [ 18 | ediuim
7% Network Map Engineering Station [ o | Medium
& Vulnerabilities Engineering Station [N Medium
 da Network Mediur
» @ Groups [ 0 | Medium
» ¢ Local Settings Medium
Ea Medium Network Assers
[ 22 | Medium Network Assets

W2 [ T B AR R TE TS B B . TR BRIV AN, M SE B A ) S, DU IR i
T 77 AR AS B AR DG4 o i B DR e v s O BdE 2 ( T] Tenable.ot RIZE AN AN = 5h & i hAe L1 . 38" 7
SRR RS A EE . HAh, DUNEERR R R B R TS BoRE R4 b SRR W
o T [+Y KN

JIN | R R S S AR o TR T R

TG hER: CE2H SRR s g A 0T, AT LIS R BRI 51 AR & B A B ok B
ESUR R WE . BT DL B BIZREATH T . EAE R AR A LDRERu Y], ES A EAE.

TR TR L RN S

WA IS BB 28 e 4

Hm W28 B I AR B B A AR R I R R I R R B B (RS HAS
R HMERD .

IP BERE 1P k.
HE: —IHETREEA 24 P k.
VER: brid A Direct"# IP Huhik$g Tenable 25 2 #E3 HEEERM IP bk, R AKbrid,
%75 Tenable 78 A& &7 HPHEERIB TR T IP,
ER: Wi IPEEE Y. BXRIENEZEL, 55 HmE.
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NoConfig: MR AR A ENCHE
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KA RS NAK
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R 5B AR RS AR EE I B i, YR 0 (RS #1100 (s A o A Scandfi it
SERSVE 7 BB, 15 2 B R PPAG -
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ME. WTRAF BB
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]ARG -
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B
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BRI £ SR Nessus 33 HIA & 1.

Approve Nessus Scan

The nessus scan for vulnerabilities in assets is not intended for OT devices
of any sort. Scanning controllers, field devices and other industrial-specific
devices and servers might jeopardize their availability. Please make sure
that this asset is not one of the above before proceeding with the scan.

5. AR
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o DNS#HH: RMLE 1 DNS L FK.

o EAEEEM: KREHISIEIFMEFIEER . GPRS Do B 7Bl (AL T3 7> $i 88 7
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W FERTEHES RS, BT T ERAE:
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All Queries

ARP query

DNS query

SNMP query
NetBIOS query
Identification query
Backplane scan
Details query

State query
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° ARP query failed

i3
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A Mar 2, 2022
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Event 1 02:16:49 AM- Mar 2, 2022 Unauthorized Conversation

Not resalved
Not resolved

Not resolved

Mot resobved

o All Events
Irvartary LogID Time 4 Status Event Type Severity
Eohi By Frcicing 1 09:16:49 AM | Mar 2, 2022 ot resolved uUnauthorized Conversation
v & Evoms I 0%17:29 AM - Mar 2, 2022 Not resalved Unautherized Conversation
b i 5 oo Mar 2, 2012 Mot resalved Unauthorized Conversation
Cocfigurstion Events 2 o9 A Mar 2. 2022 Not resalved Intrusion Detection
SCADA Evaors 3 09:) 1+ Mar 2, 2022 ot résalued tnerusian Detectian
TSyt FRdanta [ M - Mar 2, 2022 Not resolved Unauthorized Conversation

Intrusion Detection
Intrusion Detectian

Intrusion Detection

protocols and any dewation from the
standard protecols may suggest a
potential threat. In addition, scme

laT b A conversation in an unauthorized protocel has been detected
- Source
o Metwork Map O Device #157
Policy Why Is this Suggested Mitigation
B Vulnerabilities 14RO AR ikl :
010011115 Important?
Status s
> b Network 888 Check if this communication is
Conversations in unauthorizad expected. If it is expected traffic, then
35 Groups BINS fudp/53) pratocols may indicate suspiious adjust the Policy conditions so that
rraMfic. Some assels are not expected Events aren't generated for similar
» o Local Settings 53 10 communicate in non-standard communications in the future, If this

communication Is not expecen,
chack the source assat to detesmine
whether the source asset itsell has
by ised. If this.

nentnenls are nesrime and shailrd
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BB AR Bon A RPTE S REAE 2, IR NZ NETR . REMUER S P SRR ARG R TR &R
R BN BAE T INE AR " EHEE S O W R R AR5 RS

SO\ | TBLR E s TR, DUk G N AR R

A BUR B AG REAN FAFRIB B i O, S TR 8O
TERIA TR FSIR B R IE R

2 W28 B B2 TR . Bl B8 PR A AR R T B B i B P B PR A B B, TSI BE
REEHAER.
Mt YR 1P KN/ EL MAC bl
ER: IS REEF 24 P k.
et RPERA, ESRFEREL, REE SRR A B .
ik PR AR AR B A R R R S N R AR B HAR EAE B
g XF R s gy, EonsEhl s e AR S .
HL RIS PN R -
EY i) B AL B 2 IR i T R A4 R
[ 4 Pt g b 22 E AR R A
8 FH T Tenable.ot %= VRIS B NI R =M B . 5SS
ARV RS B
EREI Tenable.ot IR H WA IR 302 ¥ A% b V32 21 X 48 BB AT 5 Bl A 1]
BIERG e EIsAT NERE RS
HEID ARG E RN TS5 E 41 1D
e [R) AR AR H A A
HRA LA A ARG s . SEF R TE R G R E RIS AR . A RS ARSI UL, 155
el SRBS IR AL
B SOREMR BRSO . PLR AR RS -
I LRI

. RRALEISRIE . RITE Ty (AN A A
: DRAEBEAERS, TEERE. NAETEN T L.
FRE: CRABEGFRGS, FmERE, NMOZEIALH,
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RIRBTR HE A (R IS IR A4 PR o 122 PR ) HEmE 51 3R (1

BH RABFA MR =44 R T B AR ) 08 P25 S 1 B

b RELHAFI B (1 1P B MAC.

Hizs ™ AR R B A FR . b BUR R A B 7 I S B .

H A it hk SRR (¥ 57 ¥ 1P B MAC.

17328 IS TEAR DG s FH T AR B S (R X0 15 PR R

2 eE Sl BN FA R .
ﬁiﬁfﬁ%@%$#%ﬁﬁﬁ$#ﬁﬁiiﬁcﬁ¢%i%§#ﬁ%ﬁﬁ%ﬁ%%%

DA /&R R BB ORI B, 15 2 R SRRE SRR -
o FLEFM: XEFEHNTFEI.
o PRMHIARIGUE A Il SRR A I X 2 A 2 R AR AR R
. %ﬂ%ﬁ@%#:ﬁ%%%%m%¢ﬁi%ﬁ@(%EM%¢%%FZ@$%W@
&) FHK.
o SCADA Fiff: R4 bl B8 A50HE 1 T 78 B8 (1 S
o LRI A X SR R R R NAR B I X 259
o HZEHA: IR EEHINE L L P I B DL R R B IB AR TR R

RS BORFMR S CHAR L TR

fRRE X ORI, BoRmbA R FE RO SRR
o F3H X T ORI ELE, R AT Z AR LN TR
R R RIS IR AT TR
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HF

BEEEMHHARE

Event 9717 11:02:45 AM - Sep 21,2020 Snapshot mismatch High Not resolved

| Details
Code
Affected Assets
Policy

Status

ne Rouge

‘e address 10.100.101.150 | 10.100.101,155 | 10.100.101.151

Backplane #52

Why is this
important?

A change in the controller
code was detected.
Changes can occur over the
network or via physical
access to the controller.

An attacker may use code
changes to disrupt normal
operations, to cause
production losses or to
create a security threat.

Suggested
Mitigation

1) Check if the change was
made as part of scheduled
work.

2} In the code revision tab,
check if the code has
changed. If it has changed,
validate with an OT
engineer that it matches
the planned scope.

3) If this was not part of a
planned operation, check
previous events involving
the controller and examine
if they affected the code.

A B RS BN RPTE R R AR AR E B B E BN N IETR . ERGIUE RS Pk G
IR . PRI SRR GEBH™ . HARR™ . SR, H55) I s SRR .

o FRck: NURARFAFREA(S BHIMIE.

o VEAMEE: SRULHIFRF IR SE B R AU, LR 9T A R T A A T BRI

WS, BEAh, BRI T HF R IR A AR
o BNPRMEE G ANRIMFEN) « B &M T FFH Suricata BUNAIME S

o M BRI SR S EHSHE SR AE S, Bl EA AR EFRCE ARSI . EiE s R
ARARAFL I VERE S, B BHRE RS, Rung Fibszs. AIGc RS UBPRE M SR, IFlf

T RETT e MU TR V2R B 2k o
o JR: WoRARMFIFIIET IR .
o HiR: BonA R AR RS S
o MBI WoRAT R ULH I T VRS S
o  CHEMHNmD CEMTImHHg « Bonoaflifum .
o  CHEFEMMLE CGEHT ARP M) - BonCafiriit.
o REE: R S HIFIEIS A RIMTEALE S

o RE: BURFMRE CHFR SN EMR . T ORI S, BRSSP R AR IC O C AR LR AT
I R AT SR VEAR S S
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BEFHHE

All Events |searcn

Log ID Time 4 Status Event Type Severity

Palicy Name £

D9:16:49 AM - Mar 2, 2022 Mot resclved Unauthorized Conversation Communication to External...

4 DE17:29 AM - Mar 2, 2022 Mot resolved Unauthorized Conversation Communication to External..
] 09:17:30 AM - Mar 2, 2022 Not resolved Unautherized Conversaticn Communication to External..
1 09:18:03 AM - Mar 2, 2022 Mot resolved Unautharized Conversation LCommunication to External...
] 5 09:17:29 AM - Mar 2, 2022 Mot resolved Unauthaorized Conversation Conversation in a Commaon...
2 09:17:33 AM - Mar 2, 2022 Mot resolved Intrusion Detection Scans - VNG
3 09:17:35 AM - Mar 2, 2022 Mot resolved Intrusion Detection
B 09:17:36 AM - Mar 2, 2022 Not resolved Unautharized Conversation
F i D747 AM - Mar 2, 2022 Mot resclved Intrusion Detection

Event4 09:17:29AM - Mar 2, 2022  Unauthorized Conversation Mot resolved

Detalls A conversation in an unauthorized protocol has been detected

Source

Suggested Mitigation

TIMAT @ 5 20.48.150.241
HTTPS [tcpid43)

443

ACE NAME DESKTOP-JLPTSSP

Policy Whiy is this
RACE I 100011024 Important?

Status

Conversations in unauthorized
protocols may indicate suspicious
traffic. Some assets are not expected
to communicate in non-standard
protocals and any deviation from the
standard protocols may suggest a
potential threat. in addition, some
nrntarals are inseriire and should

Check if this communication is
expected, Ifit is expected traffic, then
adjust the Policy conditions so that
Events aren't generated for similar
communications in the future. If this
communication is not expected,
check the source asset to determine
whether the source asset (tseif has
been compromised. If this

NTETEEFESE, BAMFERERNZAFESRD 2 MR . B TS (AR ISR | i
BB, PR BRI R E . ARRERHENGR, HSHEHE.

HEEEHEIEH H & 1D S5 H kiR . EEEREF NS NHEME, HRdilx bR IIR.

RO

SAFEAAIBARN RVPAL S IR RO TE TR M R, s W e o RIS J5, Nz B bric N 2
BERE o AR TAERNREE B R, AR T F AR PRSI O R T AR HEAC B e
ZAHM, BHARCN TR AT BRI I S0 CBORE E S T FF) ARic N TR

fiE PR

W B E RO BT, BT L TR

1. FEAHSCBEM R (BCEFIF. SCADA Siff. ML alM s dift) b, dhrh ZhRic Ny ki — A ak
ZANFNFSF LR A
2. R P R T

6 A SRR A B, BB ARkl (TR A AR
SO\ | D AR T . A A R AR R, B
° FRAOHE
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=

3. A FRGRI, R
B 22 S R .

Resolve Events (1) X

Comment

mq

o TEPEREEELT, AT LRI AR T SR SRS TR . (AT
5. R,
Rre R IR NN AN RS a2
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fE DL pTE B

AR R o BRI TR 25 0, iR B E T A 5 LR a S0 (Blin, R B E F 0 T
TFs W% T i o A B AT R R AT B B, (HAN Stk SCADA HAFEE) o W TREEFEM, HETIITAH
R hRC A AR

W EEEFTE FAMON TR, BT L TR

1 FEARSC M BERE CTCEFMF . "SCADA FHAF", "ML BB B 245 AT Ibmiiizh, Sy 2R
2. RRRTAEEME DA B R BRI AR

Resolve all displayed events 20 x

This action will resolve all displayed events,
clustered events will be resolved automatically

COMMENT

Cancel Resolve All

3. EERTBR, WTRARNINC T IETE M SRR . (TR TFED
R
b f 2= WS R .

5. R,
T BN AT SR AR DA EAR R
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HF

A SRS HERR TR

DR SRR IURE IR X AN 1 22 4 B AR R 1 DL A J e, DT A MAZ SR v RIS L (RIS L I ey
SERBULERCEAE) o Fln, o R AR E) Workday {8 FHSI) A AR IRl SRS AL SE, (Ef e R g 42 1 2 HOIR S
FEIXLEIN [A) BN IR SR I 00, DT LA SR v A2 A 45 o

T IR S0 A Bl 0 A L R R QBRI T AR S 2 SRS PP IR B 2 S 0 2%
U REAE NS VR R B AR AR A, AT CUBI R HERR T, 3752 [ B B SRS HERR T

W EOE IR, EHAT AT e

L (EMCIAR R CRUELTE "SCADA b, "FIA BN sS4 HOE) h, AT RGBT T
f.

2. SRR P AR L AR
B 22 B B

3. Sl SRR
eI A SEER R 2 4T TF

G TEHRREAEHS, IR CFEU G AR AT RS ) o T DU o 22
SR LA R 25 P 550 S

Bt 7T ARAOR AT, 1L M N HERR AR R IO A A 7 R
JON | P, R e S L e SO R 2 ) UDP R, TS
’ "B UDP”.

Exclude From Policy

g9 Future events that meet this condition will not

¥ affect asset risk score and will not appear in the
events list. You will be able to delete this
condition from the exclusions tab in the policy
page.

Policy Name
Snapshot Mismatch

Exclude Conditions *
Saurce asset is Rouge

Exclusion Description
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O\ | BRI, ARSI TR

o

5. {EHERRIULIA 7 BOT, AT LU THEBRIURIERE (A1) .
6. iHERR.
HERRTIRD C 615 .

TREIR T AT AR A HERR 5 A

SREEAH| HFRA HERR %A

FEHIEES) REEHAE CEIES)) g
. UEIP
. HiRH
. HIFIP

BHIBRIE EHRE R —

[ A2 -
gk L .
PREEASDL AT o JHIEPE

P 2% B AR I o JETEFE

USB Fit & Ax o JETEE
e USBi%#%ID

IP iR e MAC Hitht
o |PHuE

0] 5% R A 22 o JETEE
o WHIP
o Hibrgi™
o HiRIP
o X
ST IF 3 1 o
o JHIP
o gl
RDP %4z o JETEE
o JEIP
o Hbr%i™
Hs 1P
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HF

SRIE IS KRR AR

REFBIXT 15 o JETEFE
o« JRIP
o HirH™
o HiRIP
o X
FTP B3t CRIMCAEI o YA
o JEIP
o HizwE™
o HiRIP
Telnet B3t (S, KRNI o JEER
o JEIP
o HiFH™
o HiFIP
P 5 B N2l o R
o JRIP
o Hibr®™
o HFRIP
e SID

ARP 333 o

T
T

i ImESEL R

T
T

SCADA Modbus JEi%EE bk o JETEFE
o JHIP
o HirB™
o HixIP

Modbus FE7EE o JRFE
[ ] ‘]}E IP
o Hig¥ir=
o HirIP
Modbus A% ea % o JR¥IFT
[ ] ﬂ?\‘ IP
o Hin¥™
e HiIRIP
RESZIEN o JHFEE
o Hbrotr~
o BRI
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SRIE IS KRR AR

IEC60870-5-104 StartDT o
IEC60870-5-104 StopDT

JET |IEC60870-5-104 bR £ ACHG (1 =4 o

DNP3 ZA}: .
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P
I IP

H AR
Hbx IP

P
P P

H bRt
Bt IP
coT

PR =

5 IP

H brit 5=

H itz IP

J5 DNP3 Hbdi:
H #5 DNP3 Hidi:

COPYRIGHT 2023 TENABLE, INC. f#: 8 i A F]. TENABLE. TENABLE.IO. TENABLE NETWORK SECURITY. NESSUS.
SECURITYCENTER. SECURITYCENTER CONTINUOUS VIEW #1 LOG CORRELATION ENGINE /& TENABLE, INC fJ7E/ k5. TENABLE.SC.
TENABLE.OT. LUMIN. INDEGY. ASSURE #l THE CYBER EXPOSURE COMPANY & TENABLE, INC (I Rih5R. Frf Hh i el iR 552y H &

VRt T



HF

TEREANIRMF

Tenable.ot £7-if 5 W 4% AN FHA SR AR B AR - ISR A7 o ml i W& B T2 (i
Wireshark 25) REAHT PCAP SCHE. LR 43 Ui BE i) 1 2% 5 50 A SEAE SR PCAP SCHF . ] LR #EANM
281 PCAP XL, S HBIREmHIR.

PCAP U AE B0 B G 3R T R AT FH o WA HB B> R G B> B3
A AR AR SR ORI TIEE, ES 0 B EmIR.
'Q PCAP SCAFGE AT 5 M8 TG shAH R S, Bl andshl 282 X 48 b
SCADA S AFFNER 43 2 7Y i R 48 4

T PCAP /4

W FE T PCAP UM, EHUT LT #4E:

1. EEEGER, EPEREL PCAP ST 3155 I R IEHE .
2. FRATRRER b R
3. fE AR T R

AR PCAP SCAF R # BN A TH L

A2 FortiGate SKH%

FortiGate H2 i fo VFAdi FHRF 3£ 1] Tenable.ot F44:, 7£ FortiGate 3 —4RKH JHil vh G AL BT K hb g /FN] . SZHr b e
CZSCRFSEAE) W TR RBON R 2E 22, REZFMRAINT 15 A BN RDP 5 (RZBFEHH K255 17 5¢

UF) . FortiGate &Kt B 21 B AN H 2 Tenable.ot P8 K IVR T = A H bR B = . BUIAGOLT, 1XRIKS 3

3 FortiGate 646 CHIBHMWT) 485 Z5AI AT . FortiGate %5 Bl & 7] LAY %L FortiGate I FHFEF Hh SIS ¥ E .

TERES Y FortiGate $RIR 2 7, 2% E FortiGate [J5 k3% IR %5 %8 5 Tenable.ot [&E K. 1i525 % FORTIGATE
577 kB -

W I FortiGate SHS, HHITLLFHRIE:

1. FEAMCEE R CHIEFM . "SCADA FH . " IR B s A R, RN ILEIEE FortiGate
S R FAE

2. bR AL R T (BUGRRTEZ A .

3. TE NhEs kAl E FortiGate SRA%" .
FortiGate M - HI"BIEESERE T IF, Hrh CHES Tenable.ot F44: i M A 77 H YR Ha ik A0 B AxHaht” .
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4. {E'FortiGate R55#%" 7 BUY) MRS b, IEFEIT# IS5 4% -
Create Policy on FortiGate X

SOURCE ADDRESS:
84.26.148.222

DESTINATION ADDRESS:
84.26.148.255

FORTIGATE SERVER: *

FortiGate1

fortigateSTAS

Cancel

5. IR,
% CL7E FortiGate A @1 HLIRIAR % A
8. A LAfE FortiGate N2 i A & T 5l
4 Cizalrbiew | # (1 [E Pyt -} Inietons o viree ([

n Pane Fian o ance Dt Bt Sevie At AT Sty Frses ™ Pt

7. FortiGate & Bl 5 nl AR ¥ 75 2 M B i .
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2%

[ 2%

Tenable.ot WAZ M2 HEI A IEZ). BLE S RRAE UL BT RIZE E o).

4R 5% A
°
°
°

SRIRIE =B L.

P RoR M TE B .

AR SR RGN PCAP SUIFHIFIEE .

Xb s SRR 2 G B K BT AT TR B R, Hrp R SXE R AN R T B A A A SR VR
B

H o

o

P 28I

Protocols

Network Summary

Traffic and Conversations Over Time

SNMP [udar 81) e 0%

HTTPS ftopidds) - LY 2EME
irdimi (tep/B000} » 424 CPTREL ]
[ M 13455KE
NorBIOS judp/137) ! (R 4407 ¥B
HTTP {ecpusn) W 33ENE
BROWSER {sdp138y " e ]
BROWSER ot 1253B
BACNET [EL)

FTE {Honeywell Un_. on

sentinelirm qudpit.. Gih 6STEE
conemeter (/L o.0%

g {udpd123) B0 ABENE
AD5_UDP nou
COONEN_DISCOVERY B BesKE
Ethammet/iP (udpid... now

wpI24STE 00w

PRI R TS R TR S R TR R . R DAL s B B RIS o 3 R DA N LA A L DR R A

TEAE S
SRR AT DA N
o —RENHIAMENNTE: RoRME IR ARTE (BLGB/MB AFAL) Fn il K i K% .

BT S ANRIE: — MIREIRE, BoR KRR 2 MAEZN 5 MNET™ . X TR, ZERS ERRE
AR . Rothrg R B, TRIURH & B8R0 E 8.

B 5 AN EHAR: —MFIRIRE, BRI R R 2 MEAEE 5 A BARSH™. X T4 Bir, ZERSBRRE
e NTERIAERE . ROuhr BAFEEIR B, TRSER & BoRx il .

P o 4 R A (B P AR, OGN B IRHE Y o 0 TR B & R A
R CH AR D M.
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BESE R JA] Y

D 245 5 S O T R A D0 B A D2 o 2 30 4 o 5 1 R R S L
BRI 605 L LA i 2 16 e T 60 B " 772 R 42 7 o 45 B R EE AR A

B EERENEWEE, T TR

1 TR i R R CBRAN L 2 16 ) .
SRS 2 s 0 5 S RIS 2

Last 15 Minutes

Last 15 Minutes

Last 1 Hour

Last 4 Hours

Last 12 Hours

Last Day
Last 7 Days

- \
Last 30 Days

w Custom Range e

2. (RN AT5IE L R A
UG b UL I e & Bk 2 1054 M L BreA 2 I AR O U R |3 2 NI Ve NS N U R TN N U S
12/ LR HETREEE IR

o EMLUTREFBCE A SN ETE ] :

a.  RlHEEE.
Al P YN =P SV e
Custom Range

Start Date * Start Time *
GAT12020 B 09:03:07 AM @
End Date * End Time *
G/24/2020 B 09:03:07 AM @

l

b FEMRN T B TR s B A TR GG 1), DL G5 R A G5 R )

c.  RAVRLA
I TV R ¥ o Tt SRS T] LA K% 45 5 SRR [R]85 75 0 I ] 90 L 45 55 S PO o A
Ho HT DR, RIVATAL R 7= BTk A 1] e Rl P9 A
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— BT Y BRI

Traffic and Conversations Qver Time

@ Ttz () @ Comewriaton

PreB B WoR T 4 R B AR R AR R (LA KB/MB/GB A FISHESUE . "R R 78 B R I T -

» EEEREEHABROEIE, EHHIT U TERE:
1 R RARBAEAERR ER— A BRI SR — NS O, % DA S % (8 B B AR SRR AN T AR 5C

P
I
L R

LR I 6] B 2 AR S O R4 VR (B, 6 16 4 B R
S\ | TS, RS MR EE, EHT 30 KOG ET S, R
° MH% 6 /N B R

B 5 AMRIE

Top 5 Sources

R _

10.100.101.161

10.100.20.200
10.100.20.47
10.100.20.1

Q

20 40 60 B2 100 120 140 150 180

"R 6 SRR B M S 7E 4R R I ] Vi A B e D 296 KB AR AR B AN B RS B OO T BN R . T LI
AP HuhE PP T o K AR B AR AR by SR MAZ B A B X BRI

151

COPYRIGHT 2022 TENABLE, INC. {0 F]. TENABLE. TENABLE.IO. TENABLE NETWORK SECURITY. NESSUS.
SECURITYCENTER. SECURITYCENTER CONTINUOUS VIEW #1 LOG CORRELATION ENGINE /& TENABLE, INC fJ7E/#ikr. TENABLE.SC.
TENABLE.OT. LUMIN. INDEGY. ASSURE #l THE CYBER EXPOSURE COMPANY & TENABLE, INC (I Rih5R. Frf Hh i el iR 552y H &

VRt T



I 6 4 B4R

Top 5 Destnations
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W Traffic (MB)
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Wil
Protocols
CIP (tcp) — 13.9%  6.21
MB
Unity (tcp) =4 13.8% 6.17
MB
SRTP (tcp) ! 1.9% 87477
KB
VNET (udp/... ' 15% 6633
KB
snmp (udp... | 1.2%  556.69
KB
DeltaV (udp) 11% 4925
KB
Ethernet/I... 0.7%  330.74
KB
HTTPS (tep... | 0.7%  329.81
KB
57+ (tep) ' 0.6% 2803
KB
S7 (tcp) ! 0.6%  267.22
KB
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Search lownloac Close ongoing captures
Packet Captures = Sep 24,2020023117 AWM Downioad | cioseongoing captre
e S

N Ongoing (1) Anytime v

Sep 24, 2020 03:02:33 AM Artie al

“/ Compileted (37) S
I Sep 24, 2020 08:51:55 AM local 2020-09-24_08.51.55_local.pcap.gr 15.06 MB

Started after
Sep 24, 2020 08:41:15 AM SEp 28 2020 0ESTISE AN local 2020-09-24_08.41.15 _local.pcap gz 1496 MB

YR R i B ik A 1R
a. MR APEREIED. EIEIE F T CBRIND " FF450T JE] 52 T FF45 0 [
S
b.  SLER TR AR e TR AT, PE TN S B B ARTUE T B e, A
PR P 7 109 H AT ]
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3. E AL R G, 1 S TR A TR 5 R IR R AR R
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AR A B B> W & PRYIME B LS/ B B, S HEIRE .

R BRI T RE G, W BER AR R R 2 R 2 e O G 3 Sl A

Packet Captures seh ﬂ Sep 24, 2020 02:41:42 AM
( Packet Capture is turned orf)
o

' Completed (37)

Sep 24, 2020 0%:02:33 AM Sep 24, 2020 0%:11:10 AM local 2020-09-24_09.02.33_local.pcap.gz 11.01 MB

Sep 24, 2020 08:51:55 AM Sep 24, 2020 09%:02:33 AM local 2020-09-24_08.51.55_local.pcap.gz

DN RIS > SR B IR b f s (EAREE D Hs .
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| acal
' Completed (37)
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&p 24, 2020 M &p A acal 0200 5.06 MB
0200 56 AM ocal 2020-09-24 08.41.15 lo 4.96 MB

2020 08:61:15 AM

Sep 24

HE A PCAP SCAF R BB AL

W EEESALRMOREAHIE, EIIT U T HRLE:

1. RS R IEF SR EmHR
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SR R 15 F AR P2 WIS . i, TAR T ARSI PLC 2 IS, R PR 282 M A
SR I B B 2 N Pk 20 T 5092, AL SRR P01

R R LA LR MR

o MR IR NI ABINGE BARAL R E X1
o JHf: AR, KON IEIESR T EIETA B DL .CSV SRR AT B AT SN L

0N

o

of i Tk B B 9 10,000 SR 28 GHE

START TIME o

' Ongoing(56)

Now 26, 2020 08:10:05 AM
Now 26, 2020 08:10:04 AM
WNowv 26, 2020 08:10:04 AM
Now 26, 2020 08:10:04 AM
Mowv 26, 2020 08:10:04 AM
Nov 26, 2020 08:10:01 AM
Now 26, 2020 08:10:01 AM

Now 26, 2020 08:09:56 AM

Conversations s

e =
END TIME DURATION PACKETS SOURCE ADDRESS DESTINATION ADDRESS PFROTOCOL
Ongoing 1 second 3 10.10.11.108 10.10.11.255 BROWSER (udp/138)
Ongoing 1 second 1 10,100.111.28 10.100.111.255 cisco-net-mgmit (udp/1741)
Ongoing 1 second 1 10,100.111.28 10,100.111.255 3Com-nsd (udp/1742)
Ongoing 1 second 1 10,100.111.28 10.100.111.255 cinegrix-tm (udp/1743)
Ongoing 1 second 1 10,100.111.28 10.100.111.255 encore (udp/1740)
Ongoing 1 second 1 10,100.20.202 10.100.30.11 DNS {udp/53)
QOngoing 1 second n 10,100.20.31 10.100.20.202 S5H (tep/22)
Ongoing 1 second 16 10,100.111.151 10.100.111.255 BROWSER (udp/138)

R AR TR b B BT T B

mﬂﬂ

TFYf 6]

BB R

ReEit [Hl

/&g )

bk

H prihhk
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i R3) SR RS (4D .

R FT DA OR T BRAR R 1) B SO RE

T EGE B
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Vulnerability

Network Interfaces List Detection (SNMP)

Severity  Affected assets  Plugin Family Name  Plugin ID

Medium 2 SNMP 1432
Datails
Overview
Affected assets

Network Interfaces List Detection (SNMP)
Medium

2
The remote host is running an SNMPY1 agent. Using an SNMP get request, we can determine the list of network interfaces on the remaote host. An attacker
may use this information to gain more knowledge about the target host.

Disable SNMP service on this host if you do not use it, or filter incoming UDP packets going to this port.

Plugin details
NNM
1432
ME SNMP
LA SN

o BRERES: R RIEERFKEAGE, JFHOE RVFRIEIRTF S SR BRAE . 1S 5 ERR

TARE R

o CVRAFEECEIR: ol 1 5E B U IR AR SR IR .

° REMEIT IR

IR AR E R R TR 577 3 . AN IR & R TR (E 2

CLE T BRI 1 5 VAR (R 2 O R
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R R IR— R P b A0 AR 2 A A B LA DL .
o WAEE: B®E. HIHMEITYANE. ES R EE.
o IHEME
O ﬁ}t)&ﬁ

A
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o BB BEARGTPRBIE IR TSN IER P IERR 5D, TSR
SERBE = T LA 0 i R A B 7 o

o HEXFE: WL A E T BLLMEMSE BARL T B E LT BT LR AICA, ATl
FEANE B IR R

o EMREAE: [ETRREN RGN R AN 2 A KORMERER R, DT, 20
HIFHE.

o PCAP#itas: T BALGSICRIIMEIEZNK PCAP S, Jf1E Tenable.ot E"EH", AIMH5%L
B KRG H . EZ [ PCAP HRIH A -

o RFPMAG: &F. wEMTHSIAHN KOG XRIER.

o RAPRE: AEMGELAIERASNAIEE (4. FP M) , I8 s o Fim o
ARES (JLE. HiE. g EEmsiE)

o AHBFP: EELA AT DO G PR R I S A e, RS S A
AR,
RAFE: SEAHATESE. Wi, SIAmEAE 4. ESRBEFE.
B OYIGTE ARG A% AT LIRS T LDAP i 45#% ({54 Active Directory) 43ECH] 7 AEHE . 78X Fif
LR, A LAYE Active Directory FRAEFELF PSR, 155 4 B 4 B AE IR 555

o A EVHHMTFERER. Tenable.ot 2471 # 5 Palo Alto Networks 3 — /X7 k5% (NGFW) i1 Aruba
ClearPass LAz HoAth Tenable 7%/ (Tenable.sc # Tenable.io) #hk. i5ZHER.

o JREM: HE. QUERMGEHAGTRCERRS A, FH0 LN RS & SR A

SMTP RZ-28: SMTP 55 4% nld i 7 WS A 126 13

Syslog JiR%#%: Syslog k%% 38 rlK S 1 Bl KAESME SIEM |

FortiGate [ :k#5: Tenable.ot 5 FortiGate #Jit)c, F /v LARYE Tenable.ot W4 244 )
FortiGate [y k1l 2 125 By K 4% SR M 4L

o RLGHME: WRRGEINN TR, THRPQE T

o RGEM: FT %4 Tenable.ot %4 (Bn M EIEERIN) o HEBEL KM CHEIR RS, iH
It & https://www.tenable.com/products/tenable-ot. #HiEm, ELBERES, BTG H)5
#RTC:AE H Tenable.ot.

o BHKE: ¥ Tenable.ot FEMEREIEAN .ndg S HBIAMITEN . XHKHAERSZE

BB P& BT S AH Tenable.ot *F 6.

SARE: K BN ndg X Tenable.ot P& E B F AT S

THEWEIE: 1 Tenable.ot & LAIEE SISO, IR HAMEEAT T EHL L,

EHEF): EHES) Tenable.ot P& . X2 W0H S LU fC B 0 Ui 06 75 193 1E

. ZHATE RS n DU s S sl

KW: XMl Tenable.ot V& . #HEIFHL, 1544 Tenable.ot & LI HIEIZH] .

WER) WE: KBraRERE N BHARE . B EELERUE, RSP RITE BdE A

#Ek.

o RGHE: BRRGREMTARGFM BINHEITIF. FIE O HqiE. FHOMITE MEE. TRl
% HEAEH CSV A3 Bk HR 1% 3 Syslog k%5 4% WS HARZEHE.

O O O O O O
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Tenable.ot" & if]"FHE TR EMBUG M IIRE. AREMEARN —BLH, EZ 0 TeNaBLE.OT BAR. 1FVIUHBE
B, @WEeE A SR Ihae. W AR BOE/E MEMT S TR, I nT DL B A AT N A7 S B E .

o s AT B Sh iz Ah, e v] Lo b E b 55 ) SL BB AT e MR A% 5 R S R 2 B .

— g

A Log4d HI Ripple20 i34 R st F3hiz17 , Apedid e itkliziT. TR
AR E S B WS W R TG X e, 15 S SR RIIEER .

SO\ | L RGBS SR S SR AT

o

FIE AR E S BN e A BOE A E . 25 B A B SRS . DUR B T AR RIE A
W, IFFRAEEE A B AR R AW AR .

A EH R EW
W EEEIEIHREN, EIITO TS

1 EAHBE R, RSl .
2. CKBTREEHISE R KIT S UI) ON.
3. EM UM AR RN ONJOFF ARZS, W LA/ 15 FIRFE R I . A7 Q% M i) & 2 A Ui,
WSS RERRER .
4. T LU LR R e g 4 A A SR ) Y B
a.  HRIPTR AR RE
b.  WEEEMMBRMIR R EEBRNUE, ES R SERER) .

c. RATRE.
Pl s Al D g
P e WG ITA St R A Tiae, Bk R . ANIEH
#
e R FAREEA P & LR I R0 R .l A R AR, TIRIR-11k16 A

Tenable.ot T] DAAS AT 428 il 4 IR AR P E AT 1R 58 e (R ki
SR I P 2% R IE TR AT R R .

SRME AR (KR P BEREBC BN, LR AL SRS 2 A I ik R AiEH
i
ety e R, AR B R 98 OF A DX RN B AT K TIRIZINIE -1 178
JE
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#
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3. D EGE A AERN A SR ONJOFF RS, AT LABOE/ 15 RIS E R &l . A RS M2 &l )

REMILHT, TS MR E IR .
4o AT LU DR R PR g R AR N 4 A SR A 1
a. P EWEES K.

b.  HEBEMPEMIR EXRTHAREEIEY, ESHNEERNRE) -

c.  HERE.
X 28 25 1) ) g

BT M2 Vs T 5 R ) A X 285 3 = A O &
IR, BEAkWFATA.

i I BLSRf PR R 2% 2 7= v BT R o I8
T35 5% P A FH B D R f /b 28 4

SNMP &#) MR 2% 5 B T SNMP (1% 722 S AE i B
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DNS %] TR 7= 1) DNS 4 H5

ARP 2 2R AE X 4% R 21 FRHT 1P ¥ MAC Hb
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FIrIEFERGIN I 25 FR ) Windows 5
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77, FFREAT AR IE R B AR
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ANIEH

WAV - 1 B AN P A i 1 3T
G, JERAUGE 1,000 AN F IR 1
AT
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WMI ] WL 4E 9 2 R 1) Windows THEEHLIE B, WMI 42 | IT 3244
. T SR
AR 1RIR -1%/6 JH
AR 1P Huhk:  Fo At 1P Shht”, N
WX 2% H1 2L Windows LI IP, 4SR5
P BE SRR EB AT A 1P ik, B Ar
RWMIELE . 285, o DT HAZ = 1)

TR PEEANE B AR S T WM
EE.
USB EEEEH Kl USB/DoK #4152t Windows B AR 1 IRIKR -11R/6 A
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Ripple20 JiiF AR 5 Ripple20 iR AH < IP kit 5%, CIDR
A CVE. iZf3##1# ] Nessus ffift:.
HE: RS IFHET, FFANE
$858 Ptk A1/ 8¢ CIDR W I 4572 Lig
1T
Log4J diAHA AT RS 5 Logad IR <K IP Hht-5% CIDR
Ei] CVE. ZF##1%H Nessus fiff.

R REWIFE T, FHAE
E5E IP HuhkF11/88 CIDR K& P~ Fiz
1T

BRI

Tenable.ot JE A P9 4 b () B 5 LA BE ™ A2 H, - BRI 57 . Tenable.ot B — I NZhfE, RP
T W 22 TR AN B B0 B B 1 i R AE T B R B A AR B . W DABCE A Sis AT W . thE] LA
IS AL 5 F-2his 4T 2l

RIVHT G )G, VIR RIMAER ST UL N &, DUE 51 %P2 MRS S SNMP. 5/ 247 Fu 56
iF. CIP/DCP. NetBIOS. HARET ). FEFFIUN . i 83VEAI(E B A 4R

SN | e A R R e s SO MRS ) P

o

JON | AL R G o AR, RS BB £ R

o

B EEMEETRAAER, HHATU T EE:
1. EAHMBRE N, REEASRERIRRE.
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A E

2. HRATRFPERIUHE
SRR & SR — RSP E 7B

Asset Discovery IP ranges:
One CIDR per line

10.10.0/8

Number of Assets to Poll Simultaneously:

10 v

Time Between Discovery Queries:

1 second v
Frequency:

Daily v
Repeats Every

7 days ~
Repeats At

9:00 PM w

3. fEPEEMEH, WA EEA P ARG T R
Te NG00 D S M B, T i Tenable.ot B3N WIRELEARZ
/N A5 1 2 PR FC A o B BB AT R 7 R B AT, T FE BEAE A N IX L B 1P
’ T

4, ATDUEIE R HSE s — AMER R DL FECE W (TR
o EFEIAHME S GEW: 10, 20, 30D

o WIRRIAEWZ IR ] ERE LI 1-37)
o HE. WHEMTWEAWMRMWRERE (GREEE)
o EEME. REMAME (BH: 1-318, &FE: 1-6 )
o HE: X TEANE, ®EEILSTER
o BYIE): 1% EIEAT A KR ]

5. PR

6. KBRS ON,

W CEEREVIEH TR, EHAT U T ERME:

1. EARHERE T, BEEESRERIE.
2. CKHISHBEY TR ATV ON.
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FHE

Nessus {3
Nessus ffifE A2 HEAR F P 58 UIF LRSI 355 CIDR A 1P Huhik 4138 v 48 5 1% 72 J3 3 2% Nessus F33

X5 E CIDR WIMAR QB AT H2, N TRIER OT e, REA LA EEEN JEPLC) ME
BN B, AN 2 330 o s SR R B

ZU& Nessus & 5o&E & 7E 1T B A @A R T B, @R OT %& LA,
° NEMRESTIZEREETIEE,

BT — B 21847 AR Nessus F14, 1S RBATR & T H =K Nessus 133 .
VN ——"

W A Nessus FfEFEHR, EHUT LT HAE:
1. ERRHPEE S >"Nessus FHE" .
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A E

2. paRlEER .
B2 B oR A% Nessus 851 TR0 THAR -

Create Nessus Plugin List Scan x

®

IP Ranges Plugins

Nessus plugin list scan runs a user-defined list of
plugins only on network assets within the
specified IP ranges (CIDRs).

NAME

IP RANGES ™

Cancel

3. LR EBt, N Nessus HIEHIAN — K.
4. TEIPIEEZB, N IP L CIDR fAJE
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5. B F—H.
R P N M M

Create Nessus Plugin List Scan X
e O
P Ranges Plugins
Available Plugins  sesrci.. a |
Flugin Family Name Plugin Name Plugin 1D

settings (116) 3Com 3CServer/3CO.., 16321

| Huawel Local Security Checks (7903) I 3Com MBX ftpd CEL C... 11185

Mewstart CGSL Local Security Checks .. 3Com MWBX ftpd CEL C... 11184

| Sclentific Linux Local Security Checks .. 4D webStar Pre-auth... 14195

Mandriva Lacal Security Checks (3641) 4D WebSTAR Symiink... 14241

O windows : Microsoft Bulleting (2712) O Abllity FTP Server Mu.. 15628

[} Red Hat Local Securlty Checks (S638) | AIXFTPd libc Library .. 10009

Solaris Local Security Checks (3784) Alcatel OmniSwitch Dn.. Jo210

Denial of Service {110) Anonymous FTF Ena... 10079

Palo Alte Lacal Security Checks (158) Anenymous FTP Writ... 10038

O RFC (39) Apache Log4shell RC.., 156115

[ Firewalls (342) ArGoSoft FTP Server ... 15623

[_. Fedaora Local Security Checks (16457) ArGoSoft FTR Server .. 16334

E ‘Windows : User management (29) ArGoSoft FTP Server ... 17303

] PhotaonO5 Local Security Checks {1895) u ArGosoft FTP Server ... 21326

Tenable.ot (653) ArGoSoft FTP Server .. 16094

L Uburty Local Security Checks {64067 ArGaoSoft FTP Server .. 15439

Gain a shell remotely (282) Ariel FTP Server Defa,.. 22870

Misc. (2937) O bftpd Multiple Comm... 10579

| Mehile Devices (140} ] bftpd NLST Comman... 10568

O CISCO (2206) O BlackjumboDog FTP ... 14256

| Virtuozzo Local Security Checks (341} BlackMoon FTP Login... 11648

(] Peer-To-Peer File Sharing (105) - [l BlackMoon FTP Serve., 51585 o
i » ‘ b
-

B KA R U 25 T S A 08 B B T E A R B B T T
° WHE, 152 B AE .

6. T EAE A A PR B EA SRR SRS, FEARHE T A A 5 I R B S A A

Aﬁ #5= Nessus i1 RAIMEL(EH, 51

https://www.tenable.com/plugins/nessus/families,

7. REERE.
) Nessus HHfi £ 75 'Nessus 133" 55 R
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https://www.tenable.com/plugins/nessus/families

A E
/U& B4 48 B SR LA () Nessus $20486, A4 B ok BT 28 (04047 9k 1 G o

MR -

B EFIR/T Nessus HiEHH, EHAT U TERIE:
1. fE'Nessus I Hi%: b, LT MEMAT, A d itk s iaser, sepdigyes"riizir.

Nessus Scans s = ==
Demo Scan Empty [created but never sxgcuted) o
B 2 th Bk AE Nessus 4338 0 il iE .
Approve Nessus Scan x
This scan should not run on OT devices, as it may impair the functionality of those
devices. Make sure the specified CIDRs don't include OT devices.
2. WRERE OT Bk AMEFTRIVE R A , 1R R4t
XHEHESGH, $4H 2 IRAT
3. ELSATE, AR RETERAT IR IR H SLRIIBAT
B8 i 2 T H e Y Nessus $5H 5 HEHE
4o R THARGKEE .
FIHPE IEEEAT . S RESE /R . (F bk, BRI S AT RS T E -
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FHE

RAME

Tenable.ot" £ 4t & 5 fo VF A S LB A PN PATIRIFE R, DURERMER S58%. HTTPSIEFS. APIE#HMVE
FER R AR S -

w&
VEB#%E 7R A 5K Tenable.ot BLE MHEANE R . W DMEM RS FEEE S MHpERLE.

Device

The e of Tename o managETEn] SEe
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A E

BRBLFER:

o WRLFR: Tenable.ot & MIME—FRINIT.
o 4% URL: ¥Fétd ] T 15 REEH0 ¥4 URL (FODN).

A\ | FEBE URL AL GUEEER. 0 FODN R LK. WALy
T | R, UK. WL ETRERARNT, AR AR

o R JWH L E AR E R A, (S g
éh BEE A H YIATR )0 T HERf L H SRR 5 SR E 2.

o BFX: M NHLAIFR kR A B A X

® DNSJR%2%: Tenable.ot 2% {#iH DNS JI 4% %~ Tenable.ot iR A 7243 IE DNS & k. 7] LRI 24 k%%
2,

o HFEM: B AEHEE, ERHRBOS R, OSSP E SRR T .

o BTN BiE AW EE, LB EEE,  an RRCE R B v AT AL T T IRIRAS i — b
R, JF i IR 2 A B A5 BB R bR . BRINE AP . AXEZER, WEHE
FTFRIH A .

Ping 153K
FF )5 Ping i 3K AT U Tenable.ot “F-& %} ping % 3K i E B

W EIEEOE Ping R, AT UL TRRLE:

1. R AR E SRR E > BE .

2. ¥&'Ping ¥ER"HH 5 )9 ON.
B EHIR
FTTF 5E BB AL IR Th 6 MG I S0 S P 4% T A I 2 1Y) S A AL R I T BE . XTSIV ) IR R RN H
WA RE. BB AERE (1.8 TB) N, RG2S MIBRE RSO, o] AE" M >"B3m ik s L a&a M F 8T
FScfE, EEES BRI .
B EEEESIEAMER, EHAT U TRME:

1. HEAHEES RGEEE > .

2. FBARERIN LI ON.

4ﬁ A LI IR 26U 4 g OFF BER 5 1 BB i 3k T e .
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AR B

H St BB R HE R
JE P R S A N TR A SR A0 T4 £ A VAR 7 T 0 0 SR (7 HA 5 BRI 50 B T 3%
P SNRAEREBCE I, JUAE TR (9 1K B 0 7 B 24 1) T B M5 A I B B A 2
W E T A AR R B B S, BT DU B
LRI E S RARE S R T
2. " EBNAERE KRR ESELAT R T 5C U) 4 ON.

4ﬁ eI R Y1y OFF Bl AT B IS 5C 4] B SIttie 1 A\ i) A% SR U K

JB R T OL e v B

“J FASE I g oE 1 T4 5T Tenable BB WS LT Tenable.ot & I 44 B M%HE . JHHJG, Tenable 244k
TR T4 E N ANRENEE; EAR 0. RGBS NEHE s A 00E 2 (P, EIEE A
FEARANBR T 2% T e il A LT« e o8 P A4 oy AN SCGR B DL B B D BE R $idiE . Tenable 244 Tenable F:#pi%
PR X SR, DASGE AT 3T Tenable.ot FOARIGAIH T o5 FRAGRL H . B B BRANE H .

™ EEE AR BRI SR, AT O TR
2. i RS PR SR G AR T L V)4 ONL

/EIX A5 TF35 V14 Jg OFF I AT R 2 P (PR B et 3

eI as

¥ Tenable Core Ul 5 &G BOT 5, AT AT BRAE SR B i, 2 5 A IR Dh REALAE BT RO NS . 207 A A%
AR AT DL R A DI HOT RO AR AR IO SR 8 B sttt .

RThA 2.214 FIAL AR S A 2 MBUE ICP ARG T . (22, efimE
° R Sy Sk AR A
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A E

R SRR S AR
PR R R RGP 2.214 B UL ERAR I B8 51 2.

Sensors | e ALTO APPROVE SENSOR pasmiic REquesTs () m H
" Status Active Queries Active Query Networks Name Last Update + Sensor identifier version Threughput
0.100.20.144 NIA OF07:18 AM - |ul 26, 2022 SebAOTd7 3480400 3144 oBps
020 T remoteT0 1002087 054303 AM - |l 26, 2029 bacocfad dear-4974 181,66 Xbps

IP FE BRI IPv4 HhE

RE AERESHPIRE: &R, 2FEE CGREFSMIIE) « FitidE. W ZERZo 2
B,

EzhEH) R REEFHEARTIRE (DB, O2H. Aai)

EEHE WML FRATAE 23 I T T B

P (B IRASAE RGP A TR

WREH ARG B Y B 0 H 3R ]

FERBRBRRTF A B A FHME— AR IR ST (UUID), FIFME—45iR Internet 1% 5Bk sz44 (1) 128
RiAH

%N TE IR A o

HFHE WS E AL RIS R R (A2 KB/s) .

TR A R R B 5K
WK B S AR R AT ISR B B VIO OFF, L ZUT B L e A FA% AR IO SR A BT 2 o

W FEFIMALRMRENER, EHIT U T

1 AR E S RARE > RS .
2. BRERAPRE R AT
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FHE

3. HERAESREAE, UGB R A B S P I HAE

Sensors
(1]

10.100,20.144

10.100.20.47

Status
Pending approval

0 Connected [Unauthenticated)

N/

NIA

Approve
Active Que. Active Query Networks Name Last Update 4 hna \

AUTO APPROVE SENSOR PAIRING REQUESTS C) m B

Delete
iA 09:55:03 AM - Jul 26, 2022

remate10.100.20.47_ 05:43:03 AM - Jul 26, 2022 bacSclad-de7i-49,

A IR A S, AT SRR S R, A R ah R A B SR T

3

B B sh Al

1" 2 G (o iF B N ISR B G, ARG T DI BCRI M BUh AT Esh &l EF ER e RS E

IR B

éh e lgkas AT AN 1% L e BLAE BT AT ) B X B 3 AT 83l X 28 A

W EEEEEHEW, T TERE:

1L EAHEE T, RERARRESRBRE .
2. BERPRENTER T,
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A E

3. HlEMES B, SUh R TR R A R S P I R
Bl J 2 R R A TS T -

Edit Sensor X

NAME

Test3

Active Query Networks
ONE CIDR PER LINE

2.2.2.2/32
192.168.0.0/24

0 Sensor active queries

Cancel Save

4, WURTEE MRS, GRS BRI
5. {E"EFHERH N B, GBI CIDR B IELE AT VR IR T IS , ATV IR A 1]
3% T AR 6 B
HEe &2 MM TG B N ) CIDR AT & ). 55 M s InmT 38 o it A% 5 2%
LU\ | i CIDR. BANR AT G CIDR FIAS S S35 ICP Toidil it 2 fth 77 20 75 3 2
M‘E&C

6. KRR LA TT < U)4y ON BIAT )5 A ) & A.
7. R
eSS, RS
R R ESHEWIE N, S HERSMES SR eRga.
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¥ O fc B

b O ECE R 2 BoR i TG B e B 1. A o0m HEEME Z(E R, 1521 %3, Tenable.ot 1% > 58 4 -
ZEMF > B2 W&

Port Configuration

Port Configuration

You can separate the Tenable.ot management interface from the Queries
interface. (Change requires restart)

1 2

(] [

Queries + Mirror Port
Management

Queries |P configuration
10.100.20.87
SUBNET MASK 255.255.255.0

GATEWAY 10.100.20.1

EHAE

HEAEAEAT DS 518N OR £ A SRR S 7T DR O 12 537 1 A7 A i A ol CRRIR . A e 25 A sh AP shidhaT
BB, AT

/EIX 1177 DA o BT L SRR 7 BT 5

4ﬁ R SR AL VR RTIERL ], T B0 R AR UR B, P s i B S
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A E

Nessus Jdi {4 5 5T
= B

BA Internet 3R P AliE = A . FTIFESIER G, RS P R E N RRCR B TS (BRIA A
#H: fR¥R02:00) .

B = H 5 R

W BN AR B E R, EPIT O TR E:

1L EAMERE T, HERRRESEH.
BTG 2 ok Nessus AR A BT, Hrh O S FEE K g 5 b R (A SRR

« @ Dashboards

Risk Updates
Inventory
Events and Policies ") Nessus Plugin Set Cloud Updates Update Fram File || Edit Frequency || Update Now
» & Events
@ Policies il Repeats evary day at 02:00 AM

» & Inventory

# Network Map 202301162151

A Vulnerabilities

> db Network
O IDS Engine Ruleset Cloud Updates
» @ Groups
w o Local Settings
EQUENCY tepeats every week on Monday and Thursday at 02:00 AM
» Quenes
02:16:11 PM - Jan 18, 2023
Sensors

202301161318
~  Eystem Configuration

Device

Part Configuration

| Updales

2. WRRATIFUIBIT G, E IR UIT S B3 .

W EREECEN ASERR, ERIT T EE:

1 EAHMBRE N, KR RERE ST
BB R 2 R Nessus AR R, K QSR ERG S BRI AR R
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2. TR T
Bt J 2 s G B AR T -

Edit Frequency

REPEATS EVERY *

1 ‘ Days -

AT

02:00:00 le]

Repeats every day at 02:00 AM
Next run at 02:00:00 AM - Jan 21, 2023

=ave

3. EEEMRT, AN IE TR R OR SR R AL (CRELED AR B TR
1] (] 5 o

4 UHERRC WEEFREEAR N (5 RAHEHATE R

5. {EFEHARTIE T, S e B I3 9% I ) s T sl N I e B m o B A A SR A AR R T CR A
HH:MM:SS g

6. Al RAE
BRI 22 TR — N UEHE, 5 R O BT
FA)HT 5 1 1

W FEFIHEHIEE, EHAT TR

L EAMRET, W RGRE TR

"EHT R £ R Nessus AR TR, Hh @ R L UCERRAR . LR SR AT
2. il S

B £ R ARTEHE, SR IF M. THiERUR, TR Bk R A 4

ZEh SRR R RE T, R R AR B D ORRFT T HAS ZERET U -

BT

Tenable.ot %4 G Internet 342 1 FH 2 Al ik M Tenable 2 7 171 2 W3k 4k 5B IO AR 45 3 FAL SOk 730 58
A
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A E

W EERAERIEE, EHAT TR

1 EAHMRE N, KR RERE ST

ST B R 2 R Nessus AR R R, K QSRR ST BRI (AR R
2. Bl SR

BB £ S N SCR B 1

Update From File X

Woownload the latest Nessus plugin file
(Requires internet connection)

UPLOAD PLUGIN SET FILE

SO

3. WURMORPATIERAE, R T BT R SO, AR5 IR B SO
/0N RAEF Internet (FIATIEHEE] Internet (1) PC) J5 A4 g iz T #sol a4

° XA
4 R, SRS SALE M Tenable.ot 2/ 17 Wik i R #1942 S04k
5. FAIFEH.
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IDS 5

ESIWIE T}

= HH

CUES Internet (A7 ANEIE = BB L IDS SIBEMUNEE . FTOT HZEHE, 1DS 51 BRI EE 2 12 P B EL A [a) A
PR BEATROR CBOARE.: B — M PR R 02:00)

KB H 55 EFrIDS 7/ EHIEE

W EEONIDS FIEMNGE A EEER, BT T M

1L EAMERE T, HERARESEH.
"BEHhE R R IDS B EMNE R TR, Kb G IR g S I (A AR

= (C)tenable.ot

« @ Dashboards

Risk Updates
Inventory
Events and Policies ") Nessus Plugin Set Cloud Updates Update Fram File || Edit Frequency || Update Now
» & Events
@ Policies il Repeats evary day at 02:00 AM

» & Inventory
# Network Map 202301162151
A Vulnerabilities

> db Metwork

O IDS Engine Ruleset Cloud Updates

» @ Groups

w o Local Settings

> Quenes

Sensors
202301161318
~  System Configuration
Device

Part Configuration

| Updales

2. WERRATIFUIBIT G, E IR UIT T B3 .

W B IDS 31 EHNER B EHR, EHAT LA TR

1 EAHMRE N, KR RERE ST
ST h R 2 R IDS B ERNE R R, b G AR G S b T I [E AR R
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A E

2. TR T
Bt J 2 s G B AR T -

Edit Frequency

REPEATS EVERY *

1 ‘ Days -

AT

02:00:00 le]

Repeats every day at 02:00 AM
Next run at 02:00:00 AM - Jan 21, 2023

=ave

3. EEEMZRT, AN IR TR R OE LR (R AL CREGED 5 DLIR B B SR U & 11 B[]
E=R

4 MBLERRY, EEFRELTRENE— (5 RN EPAT .

5. {EFERARTIE T, ST I e B AR I R I 18] s T sl N IR e B R 15 B A A5 B TR T 1DS 5 S U 4 ) I i)
CEH HH:MM:SS BIt% =) .«
AR
PO 2 BoR — AN GEHE, 5 AR O R T

X1IDS G/ FAH G AT F5) 5 EHf

W FEFZNEHIDS 3IEHMNE, FHITUTHLME:
1 EAHBRE N, RERERESTEH
"BEH bR A R IDS SIBEMNE R EH, Kb S RS S . LR R RS R TR

2. HhSLRPER L.
BRI 2 BoR—NEHE, AR TR, SRS RE, ISR 7 Bk R R ST 1DS 51 FEAU A

5,
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B T
Tenable.ot ¥4 G Internet 342 1 FH 2 Al ik A Tenable 2 77 171 W3k T 4k 558 B0 0N 45 3 A% SOk 730 58
H DS FIZEHNI£E

W CEERR TR IDS SR, HHAT T Hef:

L EEMBRE R, RERERESTEH>'IDS 5l ERNEZ TR .

LiVEPS T TR NG SR N IR S<E T RSN @k M R AN i TR ]
2. Bl

LI £ s M SCR B 1

Update From File %

o B pownload the latest IDS Engine ruleset file
(Requires internet connection)

UPLOAD IDS ENGINE RULESET FILE

o - I

Cancel

3. BRI MR TE AR AT, 1 S RERR N BB 1DS S EERUN ST

HAEESE Internet (1% S] Internet [ PC) J5 A4 R M i% 84 T #5919 1DS

1 N \
° RS TWIE Sy o
4, FEPINE, ARG SMEM Tenable.ot 27 171/ Wk d R4k (19 IDS 51 IR NAE LA
5. BdEEH.
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A E

e
A RR HTTPS iE 1

HTTPS il fr R G A 1 % 42 (1) Tenable.ot B & AR S5 A 4% . WIARUE S S AE AR5 230]. AT DARE AL BT i) 5
B HHEB A RO — 5

A!X P TUE T o 24 BTE RS

B EEAREELIETR, EHAT N THRE:

1 EAHMBRE N, KR RERESE R
2. BRI, RRRFEERBERIER.

Certificate l I

The certificate is used to secure the HTTPS connection, Use this section to generate a self signed certificate or to upload an@eﬂer&te Self Signed Cer‘tificatD

Upload Certificate

SSUED 10 Tenable.ot
SSUED BY Tenzble.ot
SSUED ON Felr 27, 2021
FXPIRFS ON Fel 27, 2023

SR 2 SR A BN

Generate Certificate X

Are you sure?
Generating a new certificate will override the
current certificate issued by Tenable.ot.

Self signed certificate will be valid for 1 year. Please
note that your session will not be trusted.

3. R

HEVIER O, JFHE AR E > RARE > FHR T EE.

AE HTTPS iE

AR E 254 HTTPS EB 2 4h, e el DUBR Ul CAM IR E > RG R E>EP) FAAE SR HTTPS kB, %
UETH THALR ICP A IM &2 (A 2 HAh i 44 10 HTTPS 8 (EIENEE) <4,

W EE EAEHTTPSIED, HHAT LN TH#fE:
L EAMRET, S RGRE SR
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2. BATERAERH, AR BARIES .

Certificate

The certificate is used ta secure the HTTPS connection. Use this section to generate a self signed certificate or to upload an  @enerate Self signad Certificate

SSUED TO Tenzbla.at Upload Certificate

Tenable.ot

Felk 27, 2021

FXPIRES OM Febk 27,2023

RIS 22 R EARESS U IR .
Upload Certificate

CERTIFICATE FILE
PEM format only

X
pror e m
-

PRIVATE KEY FILE
PEM format only

| DROP FILE HERE Browse

PRIVATE KEY PASSPHRASE

Cancel

FEEAS SO R By Sa dedtl, IR SR 2 B AR e S
FE RS T R 15, IR SRR BRSO
ERATR 7 BUP AL D

F AR ] ARSI

BRI, AR 2 9% P«

oo ko

O\ | BBGERIE, RUERR RS IE, AR HTTPUE B R, A,
= | R BRI E.
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A E

VFATIE
A I AT RE R 2 R s E B W64 Tenable.ot ¥l iE. B Tenable % PG, 75 E4%IR DL R IR 2 — S5 BT
WIGEACVF FTHIE o

SR VAT E
G0 T B A VEAE (BN v PR . RE A F T IE PR B A TS, E IS DL N R .
ek kA

® Tenable %A MACAERL ARG T E U ANHEES, A REEMHEATE.

o  FTilnternet VTR . 415 Tenable.ot % & KIEFES Internet, WA IEATAT PC JE: M4 FTHE.

TE M IV AT E

W CEEREAAE, ERAT AT R

1 EAHERE N, R RERE S WANE .
SR 2% SR VF TR B e o

LICEMSE TYPE Perpetual
MAINTENANCE EXPIRES Dec 29, 2993

LI¢ Unlimited

LICENSE CODE dummyActivationCode
COMPUTER ID dummyUnigueld

2. BRI, SRR ERTENE
LRI 2% SR A BRI A AN BE AR P 3R

License
LICENSE TYPE Perpetual
MAINTENANCE EXPIRES Dec 29, 2593
LICENSED ASSETS Unlimited
LICENSE CODE dummyActivationCode
COMPLUTER ID dummyLinigueld

Follow these steps in order to update your license

o Generate activation certificate Generate Certificate

2 Enter activation code, obtain an activation code from your sales rep. or from the Self-service portal Enter Activation Code
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3. M AERBEEER 7BoP, b s %4 .
"B FRAE AT I T AOH 5 B AE R R

Generate Certificate

ACTIVATION CERTIFICATE

T T T e e P

Copy text to clipboard

4o R SCARRHI B BYRGAR 1L, SRS R SERR
BRI, AR 2 9% P«
5. {E(2)MABIEAN 7B, R H BRI R

License
LICFMSF TYPF Perpetual
MAINTEMANCE EXPIRES Dec 29, 2993
LICEMSER ASSETS Unlimited
LICFNSF CODF dummyActivationCode
COMPUTER 1D dummyUniqueld

Follow these steps in order to update your license

° Certificate was generated successfully Generate certificats

‘ e Enter activation code, obtain an activation code from your sales rep. or from the Self-service portal Enter Actlvation Code
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A E

"B LRI IE Tenable.ot’ i F 2 (5L K FR 3T 7T .
Activate Tenable.ot Offline

4] )

Activation Inf Confirmation

Offline Activation Details Information
Please copy | paste your Activation Certificate and click

Tenable.ot “Generate Activation Code”

Activation Certificate

License Code

I have read and understand the Tenable Software License Agreement

18T B CER Internet & B A\ LR URL A4 BE 1T )" 55 263375 Tenable.ot”
JFf%L: https://provisioning.tenable.com/activate/offline/tenable-ot.

=

WS Y TR B 5k tenable.com, U 75 ELAH A H 7 HIBAF Mo bk A A 34T 5 5% . A0
f5f P BRSO A B AR ) HE - IR A P

WA BT, AT TRIR B GBI RIEATEAE) 8B R Tenable
ik ;A B R

=
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https://provisioning/

FHE

6. TEBIEFER 7B, MABOEIES".
7. FEFREARRS B, BN 20 SRR REARS O] AR B AR AR
8. RO ML FEM Tenable HAVFIEMN EIEHE.

Activate Tenable.ot Offline

[ G

Activation Info Confirmation

offline Activation Details Information

Please copy | paste your Activation Certificate and click
“Generate Activation Code”

Tenable.ot

Activation Certificate

License Code

B | have read and understand the Tenable Software License Agreement

[E]& EAFVFIUEPNL, 17 # i Tenable #AFVFRIIE T 554z .

9. AR BEEARA Y A .
"I B R Th A L B a EOR .
Activate Tenable.ot Offline

Activation Infc Confirmation

Offline Activation Code Successfully Created!

Enter this activation code in the Tenable.ot license activation or renewal fupgrade process

it to Clipboard [0
- . . - - " -

e e wowm =a o wema g el S mmai, o ————
e el wmy we e e sw o Tad cam sl e s e
R = = PR E R LA

B Bl e BWAE P IS B T Al - T
e W, B T W T A e, %, W N W L N

R e — - - e

B L T o o

T T = e - - o e i

e s by rm e TR T s e s T el el =B e =T
2 el s B e P R 2 E e B WP R
e g . B ———

L T e L e

10, R SCA R Al Z YRR -
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A E

N SRR AR IESR, A5 B R ARE A 24 .

License

LICENSE TYPE Perpetual
MAINTENANCE EXPIRES Dec 29 2993

LICEMSED ASSLTS Unlirnited

LICENSE CODE dummy#ctivationCode
COMPUTER ID dummyUnigueld

Follow these steps in order to update your license

o Certificate was generated successfully Generate certificate

o Enter activation code, obtain an activation code from your sales rep. or from the Self-service portal Enter Acthvation Code

Cance

AN PN e R INL
12, EBEAEE T Beh, REERGE RS, R5 P BaE .

Enter Activation Code

ACTIVATION CODE ™

e 7 T R =
- — = .
=
- = - -
- = cmcw wew =
-
= —
= = =

s

T B S P R s VF Tk ST

B R )l AT T

TR YE TR RS RG24 AR AT IEDF WO BT IOV RIE, SR T R G0 3301 DO VP T L. R
W B AU ATUE B LIRS VAT, T DL R R o

Sepk At

o Tenable B/ GIMA ARG HFMAH VAL, HLMFHERIE (20 N FERF TR BT .
o FTHlInternet U MALR. @15 Tenable.ot % & AR ERE] Internet, WA E AT PC yE: M4 AT .

HUH IR VAT IE
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W EEEFYALTE, EHAT A T A
1 EAHMRE T, HERARE > FAE .

LICENSE TYPE Perpetual

MAIN NCE EXPIRES Dec 28, 2993

LICENSED ASSETS Unlimited

LICENSE CODE dummyActivationCode
COMPUTER ID dummyUniqueld

BRI, SRR IR E RV
BRI 2 BoR BN E H .
2. RAVEHIEL .

Reinitialize License X

Are you sure?

Once you complete the three step process to
reinitialize your license the current license will be
replaced by the new one. Until the process is
completed your current license will remain in effect.

l

eIt 22 7 0 7 A T D A BRI YT

License

Perpetual

Dex 29, 2993
Unlimited
dummyActivationCode

dummyUniquetd

Follow these steps In order to reinitalize your lcense

o Enter license code

2 Generate activation certificate

3 Enter activation code, obtaln an activation code from your sales rep. or from the Self-service portal

3. MRS HIPPREIE VR IE. 1 2 RBE VAT IE
BN S, 2T VE AT IR ORT (K VF AT UE B 4t

it

ALARAE R G0 ME— P BRI 5 Tenable ik IOVFRTIE . B4 1P #f S8 BV HE . BRIG, BUAEH 24
WAILZAMFER P (B, ZABKEEBIFEZARRE W= P A FEESRO , el iErpR T 1P &R, X
DU IANVANE, EHRBBREHE.
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A E

HRRE
B R

FEhI e~

N T AP HIERERTE B, RIS Tenable.ot MAKI I FIX L3>, AWl GEA HAH LR ™. W] LUE T 8IFgmiE
CSV 3Cft, SRJEHZ M EAE B RGUR T KX Lo B = I m B b

FIP PR AR JE 1P AR R G DL BTGP O R R GERE BB A A 7L P OIS0 (3 72, R Gee
PR B (047 2 R IUEI 065 BRI 36 2 0 A0 8. R BIEEIR A ISRt RGP R P lE
BT LA

EL b F 7 0 1P b 25k A RGEVEAT,

FEMRGRIEIZ T, O LA 31 RES 8 0.

JO\ | FERIIR, Tenable.ot 2E I B L v AE M R A R A SR
|z

W EEEIHIRINER, EHAT LA TR

1 EAHRE T, REIERESRERE
ATV - Tai 4 -

2. {EFEHEMB R A R, JF AR T8 CSV IR
3. UL CUF# tot_Assets AR SR
4. 4TFF tot_Assets MY .
5. ARG SCAF A U RIS g 4 tot_Assets AR, (X PREASIARAL (AR, RAEE) A A I{E .
6. RTFCHMBHICIT.
7. REEERE B
8. BRI, L kAR CSVY, RS SMIEIFITIFE EAL I CSV 3.
8. fEFFBmMB R, B TERRE
BRI 2 SR — MR 9 CSV U, H g R h & BoR RENAIRIN . BRR KRS B & BoRfE HHR
B
A | B | © | D | E | F | G | H | | | 1 | K | L | M N
1 Name Type Criticality IPs MAC Family  Model Firmware OS Purdue Le Location | Descriptic Result Error
2 |AAA Plc HighCritic 10.100.20. aa:bb:cc:d Siemens 57300 2.3.1 Levell  [aly Siemens, -Failure IIP10.100.20.21 alreadyexistsl
3 BBB Server MediumcC 10.200.30.30 VMware ‘Windows Server 2012 Success
4 |ccc Switch AAzbb:cd: Catalyst 2960 12.3 Level3 Success
SiDDDD Unknown NonecCriticality Linux Leveld Israel Success
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AR B

HARE
AT T Wl err, BRI 2 A S 2R B MR . BERIET S0 (SRR e | 8
e T 3

WAZIAE LA CLC LI 18] 6] o 1A A2 1 Bk 20 B — DR A S0
o ESEMZEKIBKK R BESEZ A F A AR QSRR R, SR 2 R o) 3
— RS

o FE—AMBRE NI B RACHT B : BT R R 0y AR I I TR R o 72 i [5] ]
B2 Ja R S AN IR I — 3B 00

W EERARE, WHITL T e

1 EAHBRE N, RERRE S EAEE
S N ke i

Event Clusters n

(P Configuration Event Clusters Edit

5 minutes

10 minutes

0 SCADA Event Clusters

5 minutes

1 day

5 minutes

1day

5 minutes

1day

2. YIRS LU TR R A
3. BB TGRS ARG, 15 g
PR £ BN gRiREE .
4o {EHCT T BOTR RN T S 0 F T 5 3R VR ) LA
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A E

ZEh BRI AR E 2 e, s K .

5.l RAE
PCAP Player Search n [l Upioad Pcap File
File Mame File Size Uploaded At Uploaded By Last Played 4 Last Played By
tag-write.pcap 1557 MB Sep 29, 2020 07:19:04 AM admin Never Never
full-download-nochange.pcap 16.48 MB Sep 29, 2020 07:19:43 AM admin Mever Never

Tenable.ot I HF BRI IESN ) PCAP X1, F4E Tenable.ot " 3&i". (E"4%I"PCAP SCAFIT,
Tenable.ot & WM E, Il EG BB E . MEIGEHATREN TG ER, R E L IEEK Mg h
—FE. MLThEETTH TR E K, 84T 7E Tenable.ot # B W M4 2 AN R AE R R (FIIMERE T ) .

W IhfE ST HE DL R SefE 28 AY. .pecap. .pcapng. .pcap.gz. .pcapng.gz. AJ BAEHH e
° Tenable.ot 245 mi HoA o 25 W5 4 T Bl S S0

4% PCAP S04

W EE b4 PCAP S, AT DA T HR4E:

1 fE AR E N, BEERE>"PACP Y
2. i 4% PCAP U,

PR SO R PR BT I
3. IEFEFTHG ) PCAP g3k,

P FT I
PCAP X fFH L& 3 R 5.
F&7i PCAP Ak

W EERTH PCPAP U, EHUT DL T #R4E:

TEAMBEE T, %E"HIERE>"PACP #HiH#s .

BRI PCAP 3% o

RSk 5

BRI 2> SR HE T PCAP 1] 5.

TEEHBOEE 7B, MW T RR IR R 2 KGR BOCHEE . ETU0N: X 2X. 4X. 8X 3k 16X,

ISAREEE O
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FHE

éﬁ I PCAP UM R BAREANBI R G, BLERARAE DT 5 JoiE i Blif= 1k

6. FRIIER.
PCAP SCHRAE RS R 4R . PCAP SCAFH T MG sh#R = 7E R gt HH RGN % =4
ININE G P2 B

Aﬁ R SR RR IS, ASBERRTIL T — 4> PCAP 31

JEVRK DR

Tenable.ot i & (UI) A7 il AR d 48 78 127 ol FIBCBR A P ik P st o P ROABLRR i DA e 20 BE 1) P 2L 7
NEAH DA A0, 2 OESCT SR AT AR . Bk, B, R s rFa i aRa
T RRIEA S, WA ENZ AR T HCR A 5" e 4R 1 23 i BRIk R — 2R

A GREI — A5 RS R A O S POE SO A, B B R P A > BBt TR ARG V4 > i i e F
S, SR AR E E SO P AR E A

A =MERG RIS KT %

o  WInAHA: GV KT DB R Ui RS, R BRI E A R 4
o  BISTEARS A% i FHALSUN) B I AR 55 %% ()4 Active Directory. LDAP) #2F /T R4V HIBUR .
T LA Active Directory I A 204 Tenable.ot /.

o SAML: &5 HMRAtREF (flf Azure Active Directory) HI£E I /7 /3 il 4y Tenable.ot
R -

231

EEL G AT BRI i P A g BLA K . RN P MR A EE AP AL IR P A E T R
HZH A,

Ah R B/ 2 B P ) B P L T P s 8 P P 4L

AR PR R R G TR AU AR
Local Users  searn B
Full Marne Username 4 User Groups
Mr, Admin admin Administrators
Bob Smith bab Site Operators | Read-Only Users
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A E

TRAA T Ih R L RREE R

€] EDAN e

P4 MR FERB A 4o

DAtk NP RERI P 4.
NN H R

AT UAGIEE AL R P AR AN P U5 1) R G e AU 20— N A AL

W BRI K, EHAT AT R

1. (EAMERETN, HEREPEES AP
2. bR AL
BRI 23 2R IR P A%

Add User X

FULL NAME ©

Full Name ‘

USERNAME ™

Username ‘

PASSWORD ™

Password -« ‘

RETYPE NEW PASSWORD ~

Retype New Password o ‘

USER GROUPS ©

Select multiple w |

Cancel

3. &R FEYP, MINGEREK.
éﬁ PP BRI, AR 2 R 4K

4o ERPE TR, MARTERRGH 4.
5. BN TBOR, HAER.
6. FEEFMANEE TR, MAME S,

O\ | PRI SR AR ST, SRRGUR, AT R R R
° 5o
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FHE

7. RATRPAETBL G EONI P B REAS L AL R AE

A ARG — A 58 A B TUE R P H, BB G P > B A
! . B RIF AR H > ai R E AR ESE. ARAAMAGBKUE, ESHAR
.

8. HilifIE.
R P ORI, JFEna A FEmR R SR P yIR S,
&5 F P P ) Eo A B A
Y FH 7 b P
] DK P 4 E 20 At FH P 2 B R 2 Ao Bz

W EEEKA SRR E, ERAT O TR

L ARE T, R PR A P
el 22 7 AR HU PR P
2. AEESEATRIL IR ISP G P

Zgh S T LU — AP, S St R AT > R P

3. WS ERRER PG, LR ERTHP IR 4.
Edit User X

USER GROUPS

4 BdTRAPHETE.
BRI 2 o 4L .

USER GROUPS ™

Site Operators Read-Only Users ~

Security Analysts
Site Operators
Read-Only Users
| Administrators

| Agents

| supervisors
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A E

5. IEF/UHIEEET R AL

6. FREERA.
B R RS

JO\ | SR TR ORGP T . P T B
o= | R E SR PR .

W EEEYHEP O, EIAT TR

AR, T PR A
B £ 52 A MR PO B
2. LIRS SR A B R

JQX BE R LR, SR A B R > BB

e 4 o E B WA
Reset Password X

Reset password for Bob Smith.

PASSWORD ™

Password @
RETYPE NEW PASSWORD ~

Retype New Password ®

3. IEEEERE, WAFED.
L EEBRAFER R, AR,
5.l EE"

B, T SRS RO P U

65 A i

W BRI, AT DA T R

L EARE T, R PO A
el 22 7 AR HU PR P
2. BT ARIR ISP B P

A!& BT LAk AT, ARG SRR > R

BER 2 BRI E 1.
3. g,
FH K R R G B
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FHE

EDat:|

LG AT DL I P AR e I AL RS R AN BN AL, R AL E T M RLGS %
R i £

RGREM —H SR R GO SR BUE SO, B BB R > B AE GE R E A A > G R
AResE. ARTHAAREY, WEHAFAR.

aEMA
" " [= >
P b o R G b a ik .
User Groups  seeen
Name Members Rale
Administrarars RAr. Agmin Admministrator
Agents Agent
Read-Only Users Bob Smith | Jane Raberts Reader
Security Analysts Sacurity Anakyst
Security Managers |ane Robests Secunty Manager
Site Operators EBob Smith Site Operator
Supervisars Jane Roberts Supervisor

TRAD T Mh R EERIE R

ZHR EAE LR 1

53 rBeL AL BT A I 5R

fat BT HARME. AREFMIERKIBIRKEY, HZHERFARR.
NI 4

AT UAGEE R P R 7 oy e 2 4

W BRI K, EHAT AT R

1 EAHRE N, R RAPEESRAAE .
SNy 2 PR P 4R B s
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A E

2. eI A
LI 2 SR U A P A

Create User Group X

NAME ~

Mame

ROLE

USERS

Select multiple v

1

TR BB, iz — R

fE AT B, W NRISIR PR R RS LA A .

R B, W R R Tk s AR — AR A

Lkl cilf= o8

B PHCAERG DRI, JFRINE A P ik 0k b R i 53R

oo ko

BExs L A Ho At 5 A

LS R
A DA I e R A OR G BB L, AR R IAT ) 2L TN A8 5% O R B A AL R A

A!X BT LAk AT, ARG SRR > R

W EEGER M, EPIT TR
1. EAHEE N, HERAPEES P bR
VRIS 2 " P 4B

2. AR, RJEMCGE R R A
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FHE

ZEB BT AN, ARG S R e > R P

3. NS ERwERPE G, HhER TiZ4HarnE.

4, ATLAEER RO A, don] DLk U R EE R, CAmzdlasn/ ks
Edit User Group X

NAME ™

Security Analysts

ROLE ™

| Security Analyst b
USERS
| Bob Smith Mr. Admin o v .
5. iﬂ}”ﬁﬁ"o
T P 2H

JON | SRR AR SR AP PR AL SR A P ARSI, A e AL
2| RIERI, SRR A R AL

W EEMGRA A, EPIT T

1. EAHEE N, HERAPEES R R
SIS 4 R P AR B

2. mEpdi AR A, R MR R ER R A
PRI 2 BoR AN .

4ﬁ ot T B, AR B R e > IR P

3. HlIRR.
F P 408 R G
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A E

F P A
AR T A B

o HHR. MALERKTIITIAZELSNE IS COREEEIE K R

o k. WUABLE (FiHn. HAMMERE , HEEERGETIITHRE.

o EAENHTIN: W LIERGh B S B LR i gt

o ZAEZE. WUEHSZEMKNIIRE, ORI ER. £R5PEE SR U REN

o MiRBMER: WLIERGHEE S L E RS .

o . WHERGTIUTIIHIZEFSMARNEBIES CAEFERIEN P A BRGEs) e
R

Mtk
ARG TR O I BIBUR B TR 7K

BURR EE R zET | RES
(A #) B R 7

=4

HEEFMH v v v v v v v
R v v v v v X X
TR v v v v v v v
ISR HHERR v v v v X X X
SRR v v v v v X X
S v v v v v v v
1E FortiGate A% v v v v X X X
SRUE

i35t v v v v v v v
SRUE

ce=pi v v v v v v v
BRI v v v v X X X
BEERE v v v v v v v
e v v v v X X X
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FHE

HURR B R ZEE | RES
() H R Al
) 7 7 X X X
iz v v v v X X X
B IRRE v v v J X X X
SH v v v v v v v
i
BERT™ v v v v v v v
BEERE J J v v v Y v
e v v v X X v X
Mgz J v v X X J X
B GEitcsv L v v v X X v X
TEHHTE)
(581 v Y v X X v X
SH v v v v v v v
B FED v v v Y v v X
Nessus A v v v v v v X
ERRIRER (B —3% J J v v v v X
72
B AT H s O v v v v v X X
(B—%7=)
HHim RE (R— v v v v v X X
BrE)
ENREFES (B v v v v v v v
—%7=)
HEERMGFEE J J 7 v v J v
(B—%7=)
ERBEHSRR (B— v v v v v v v
)
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A E

BURR EE R zZaeE

(A #) 7
WA GEM
BHE R hE v v v v v v v
BERE v v v v v v v
TR v v v v v X X
B v v v 7 X X X
S v v v v v v v
S
TP 3R v v v X X X X
% H IEFEREAT B3R v v v v v v X
T# PCAP X4 v v v v v v v
S HxHER v v v v v v v
WE AL v v v v X X X
A R v v v v v v v
R L5 v v v v v v v
4
BEH v v v v v v v
EHEBRAF v v v v v v v
Ge v v v v X X X
| v v v v X X X
il v v v v X X X
BIEA v v v v X X X
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FHE

HURR B R ZEE | RES
() H R Al
SH v v v
w5
BEERSE v v v v v v v
AR v v v v v v v
TR v v v v v v v
5 H v v v v v Y v
P Bt
BEEME v v v v v Y v
s v v v v X X X
Mgz J J v v X X X
foll)=:s v v v v X X X
S H v v v v v v v
THREZ v v v v v v v
AHEE
i v v v X X X X
REWE: RE&EH v v v X X X X
%‘l@\
REHE: LR v v v v v v v
k (T k kG kG
g # g e £
1) 1) 1) 15 1)
RGRE.: WMORE v v v X X X X
REWE: FH v v v X X X X
REGRE: v v X X X X X
(HTTPS)
210

COPYRIGHT 2023 TENABLE, INC. f#: 8 i A F]. TENABLE. TENABLE.IO. TENABLE NETWORK SECURITY. NESSUS.
SECURITYCENTER. SECURITYCENTER CONTINUOUS VIEW #1 LOG CORRELATION ENGINE & TENABLE, INC (433 M 5. TENABLE.SC.
TENABLE.OT. LUMIN. INDEGY. ASSURE #l THE CYBER EXPOSURE COMPANY & TENABLE, INC (I Rih5R. Frf Hh i el iR 552y H &
E T & TR -



A E

HURR ZEE | RES
H R Al
RYME: APIEH v v
(€)% €)% (X €)Y
FRA FRA FRA PRA
Hi HuFH HoH HbH
1 F £ £
REEE: FANE v X X X X X
HERE. B RE v v X X X X
W E. REErE Y v v - v - i v -
HERE: HEX v v X X X X
=4z
IEHCE . HRE 7 v X X X X
IERE . PACP 3% v v X X X X
)&
Apffta. fJp J J v X X X X
wE
BARPfft. i v X X X X X X
BF
RArPfifat. HP4A v X X X X X X
ARPfft: v X X X X X X
Active Directory
357 J 7 X X X X X
PR42% v v v v v v v
x (x CR K
# # # #
) () (=) B>
RG#IE J v - TR v - J= X X X
BRI S iz
WHE B3R Wy
2l
RGHE v v v v v v v-
T A&
4t H
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FHE

PR EHER gy
(A Ht) R

B GRERZER v X X X X

J5)

MiBRZ ™= v v v X X X X
B 3 IAIE AR 55 2%
"B B VEIRSS A8 DR R BN S B IR IR AR I SR e R B AR S5 AR H H R AT VA IO IR 55 2

Authentication Servers  sexcn
Status Name Domain / Server Status

Active Dh'lgrmry‘ 1)

D Test] AD testad o Enabled

Ldap(1)

o Test LDAP 11 1 ° Enabled

Active Directory

A LUK Tenable.ot 5404111 Active Directory H2A%. X448 H /2 AT LU H H: Active Directory $E45 & 5%
Tenable.ot. A& ZENEMR, SR)5H AD i EILLILE 2 Tenable.ot HHFH 4.

ZX RGREM—H SR MO RHUE XA, B E B AR A > B
! . BIRTERIERRI W > i R F RS AXRAACKEY, EZHAR
.
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A E

W ZEEE Active Directory, iEHAT LI FHE:fE:
1 S, MAIZUN CA SR 445 RARSRER CA E TS, IRt IaRE A SR L
A Z 4 P —2H 5 A v A o B TE SCH A, B 22 R P 4 > 7P R
. R ERH ) E > vl iR E g, AXRTTHABKNH, ESRARP
.
2. (EAME T, R P A R RAE RS B

3. PRlEIRS -
LR, "B G B RAE AR S5 A I TR 410, I o AR ST 8RB i

Create Authentication Server x

®
Server Type Configuration
Active Directory LDAP
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FHE

4, Hiifi"Active Directory’.
BRI £ 7R Active Directory fit & 7 #% .

Create Authentication Server X

o @

Server Type Configuration

Active Directory

You must enter at least one Group DN in order
to proceed

NAME ¥

DOMAIN ¥

BASEDN ¥

ADMINISTRATORS GROUP DN

READ-ONLY USERS GROUP DN

SECURITY ANALYSTS GROUP DN

SECURITY MANAGERS GROUP DN

SITE OPERATORS GROUP DN

SUPERVISORS GROUP DN

TRUSTED CA

PEM format only

5. FEGRRTEI, BN B b I 44

6. TERA BT, MAALUEAN FODN (i1 company.com) .

f[l‘} R AEE A ORI 4, Al AE Windows CMD/ A 247 Hh i N set"fir & K A
° . "USERDNSDOMAIN"J& M [ 25 & (H B NI 4
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A E

7. (EEADNTECR, BN HE . A F4% 8" DC={second-level domain},DC={top-level domain}’
(540 DC=company,DC=com) .
8. X T AD MG ] Tenable.ot HI AL EANEIN S, TEAH RN 7= Berbi N iZ AD 4111 DN filtn, ZEf)
HH AP HS T —H A, BB R A DN B i N2 H 2 0 B VR BT Active Directory 2H
] DN

WA B N AT BL Tenable.ot FFAAIZHHI DN, AIIEE7E Windows CMD/ A4
A 1T % N fin&"dsquery group -name Users™, SREBTEH S H B Active
EI Directory HACE M FTA MR . LU R 7R B e F B P N E 2 EE ) 4
%% (1 i"CN=IT_Admins,0U=Groups,DC=Company,DC=Com") . /> DN f#j44
B AL B AR DN

Fro ATRABCEABSHMERTARER, HEZXMEL T, BRIFSNEDS—AHB
O, MR #EIE T I R S

Al& REFEARBIHT B, MARAEREANTE, WA FIZH 4708 AD H

9. TE'ZEEMCAHS, BRI BEAE AL CAUET (A CA B E I R ALIRIT) 15T
e (FTIE)

10. %&")5 F Active Directory & i%HiE .

M. pdRE.
B Ji5 2 B 18 75 L B T A 8l % 4 BE W9 Active Directory fRa H & 11 .

A Active directory changes are pending a restart Restart

12, RETEFHBI.
WESEHIES). BEHESN, G Active Directory W& . 3Bt 245 & 4L AT A F 7 5 m] A i 41 40
51517 Tenable.ot P&,

#BLg A Active Directory &%, 1H/EE X HE AR FAAELZFR(UPN). 1E 34t
THRT, XEWRE R FERP %GR NE @<domain>.com B[,

o]

215

COPYRIGHT 2022 TENABLE, INC. {0 F]. TENABLE. TENABLE.IO. TENABLE NETWORK SECURITY. NESSUS.
SECURITYCENTER. SECURITYCENTER CONTINUOUS VIEW #1 LOG CORRELATION ENGINE & TENABLE, INC (433 M k5. TENABLE.SC.
TENABLE.OT. LUMIN. INDEGY. ASSURE #l THE CYBER EXPOSURE COMPANY & TENABLE, INC (I Rih5R. Frf Hh i el iR 552y H &
E T & TR -



FHE

LDAP

0] LK Tenable.ot 55520211 Active Directory 42, IXf#i45 FH F n LAf# I LDAP FE4/E % 3% Tenable.ot. i & ¥k
BN RS AD PRI 4L B Tenable.ot HHS A P 4L

» EERE LDAP, BHUTUL T HEME:

1AM R RS s R IR 55 2
2. Wl TR
SET, TSR RS 2R I L S4TI9 i MRS B B e

Create Authentication Server x

@
Server Type Configuration
Active Directory LDAP
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A E

3. EFFLDAP,
JERS 2 5 R "LDAP T & A% .
Create Authentication Server =

L] @

Server Type Configuration

LDAP

You must enter at least one Group Name in
order to proceed

NAME ¥

SERVER poRT *

| 1| 389 or 536 ‘
USER DN

PASSWORD

USER BASE DN ¥

GROUP BASE DN

DOMAIN APPEND

ADMINISTRATORS GROUP NAME

READ-OMLY USERS GROUP NAME

SECURITY ANALYSTS GROUF NAME

SECURITY MAMAGERS GROUP NAME

SITE OPERATORS GROUP NAME

SUPERVISORS GROUP MAME

TRUSTED CA

PEM format only

| DROP FILE HERE
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FHE

G ERRRTBUP, BN B SRR I A AR

0 B AN S MAANE, Fh S LDAP FHig. tnRIERECE 7 LDAP 1 Active
° Directory, W RF@ESERLARX EXKF 5w LA RIE.

5. {ERFE TECh, H\ FODN s bt

Aﬁ WA 22 A BE, BV FODN i AS2 IP Mk, DARARER AL [ 22 4 F15 5
° ok .

A I ERAE L4, HAABITE Tenable.ot Z%i(1 DNS R%& 525 % b, 55
° i RGBS &

6. fEURDTBUR, fIA 389 DU IR 2 Axid sk, s 636 LUt 24 SSL %L .
Z[ﬁ SRR 1 636, W75 ZE IR GEE A B e AR

7. TERP DN“wE A, LA DN AT S 5000 DN (i, RS 38 4 Ak AT LA AD_1.qa.com, FHF* DN ] LA
A CN=Administrator,CN=Users,DC=ga,DC=com) .
8. TEEERY TP, HIAH S DN [HEE.

0 A YFTF 2 DN 250045 %Gk, %1% LDAP ¥ Tenable.ot Fit B A4 R4k 45 IF % &
° HAEA. Fik, A DN 268 8 alod i, B4 205 8T Tenable.ot it & .

9. MEAPEARDNZES, N DN MIHEASL (i1 DC=qa,DC=com) .
10. 7E"4HEA DN“7B A, i\ DN A& B A 4 .
N A B, f N AR LT I S e B o 1 B 47 3650 SR 1K Bk
12. fEFASRHATBT, SR 7 LDAP BE & f# FH i1 Tenable 445 .
13, BB G B A i 1 636, i AT SRS AR CAT IR, AR S E A R PEMAE T S0
14, HRERE.
IR 25 45 AEE AR S 30
5. ENHBELE, FETI#IFCE ON.
IEH 22 o R E RT3 0 TEHE .
16. b srRPEFTEE L R ER RSN A E, s R R ERT B B LA CE B B R LT B A gk 4k
i &%,

RGEHABNG, LDAP RCEA R E /M « WRASLHEF R RS, F
° FEAUEF 8T 5 Bl 4 I Bk B RE T A A~ b () BB R Bl 4
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A E

SAML

0T LAY Tenable.ot 520411 S R ALFE T (40 Microsoft Azure) HERL, LMEFH /- fe g oo 3 Sy 3 e F2 5 4T
BANIGAE . FCE M KDL ERE: A SRR 5 N G4 Tenable.ot TR R E# TR i NA FTEI &K
Tenable.ot B HFEFFIIE B 1 S0 IR UL FE L% Tenable.ot SAML TUI, PLACK: B 4y SR ALRE P ) 4 ke
1% Tenable.ot I F4l. 5% Tenable.ot 55 Microsoft Azure £ I FEAHFE, 55 2: AzZure ACTIVE
DIRECTORY f¥] SAML £E % .

B EEElE SAML, EHATLATERE:
1. TEAHERE T, #EAPRAA S SAML bR
2. HRiBEE".
b 5 2 o~ "B B SAML I THI A -

Configure SAML

You must enter at least ane group object ID in
order to proceed

oPID*

https://SAML_Host.com

IDF URL ¥

https://SAML_host/saml-authresponse
CERTIFICATE DATA *

Replace Current Certificate

USERNAME ATTRIBUTE

NamelD

GROUPS ATTRIBUTE ™
GroupsID

DESCRIPTION

ADMIMISTRATORS GROUP OBJECT ID

Cancel

219

COPYRIGHT 2022 TENABLE, INC. {0 F]. TENABLE. TENABLE.IO. TENABLE NETWORK SECURITY. NESSUS.
SECURITYCENTER. SECURITYCENTER CONTINUOUS VIEW #1 LOG CORRELATION ENGINE /& TENABLE, INC fJ7E/#ikr. TENABLE.SC.
TENABLE.OT. LUMIN. INDEGY. ASSURE #l THE CYBER EXPOSURE COMPANY & TENABLE, INC (I Rih5R. Frf Hh i el iR 552y H &
E T & TR -



FHE

[SL

© o N

1.

12.

220

EIDP ID"Z B, #i N\ Tenable.ot N FHFLF 1 & 3 42 25 1D

76" IDP URL =B 41, #i A\ Tenable.ot & FF& 5 (9 5 3 3 it A2 5 URL .

EEREIE T, REEHEYIER, SHNEE T LT Tenable.ot N HFETF & 4 JEHEFE T FFE 1"
AR IAT T

AP RBE B, NS EAREF N Tenable.ot N FHFEFEHE AL 77 42 @ 1

AR B, NS IR EEFET v Tenable.ot SRR H& A (1 20 J& 14

TE PR B, FAAOCU . (ATiE)

ot B B AN AL, U I S R AR R oS F P AR AT SR ID , IR A N BT R AR ID”
TR, DO IR R I Tenable.ot 40

- BRI DLORAF SR A I SR AN AR o

7E"SAML Bi%: I, Hah DAY SAML B J 8 1% 414 ON,
B 5 2 BoR RGBT R B E A .

System Restart X

In order to apply the configuration changes a restart is
required. Restart may take a few minutes and during that time
the system will not be availahle.

Cancel Restart Later Restart Now

sh S BV BT S B LAEHT R 2 RGO RN A SAML G, B A B ERTR B LA R SAML it B 48
BB N IR AGEF A S o W RIS Ja ER R 2, DL AR A AR FUE R 3l 5 R AT B R

Authentication servers changes are pending a restart

FHRBE, BCERRAE, oy BC TR e AR T A AT DA I B 3R ARy 4R U5 1) Tenable.ot 1
L

o
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A E

357

o] DL HAh 52 S R S L2 K, LAME Tenable.ot 5 At 4% 22 4 & [H) 2.
Tenable = /5

AT LL¥ Tenable.ot 55 Tenable.sc fll Tenable.io 4. 1X{# Tenable.ot M 5 H A0V & L8R . FP ERIEdE R
F5 OT I, LAJ M Tenable.ot J3 211 1T 252 Nessus F14 & B -

A!X Tenable.ot H B & k" i) B3 P2 Bl AN 2 i@ ik 22 1l &k 15 2 Tenable.sc 1 Tenable.io.

A N TECEFES, Tenable.ot 2R Wit 4 [ 443 1517 Tenable.sc A1/8L
Tenable.io. ZiY{E Tenable.sc /5% Tenable.io FAIEEEF R, 1EA
Tenable.ot FIEE R .

Tenable.sc

FEAERY Tenable.sc, 154 Tenable.ot 244 BB MAREEAA 66« 10 TAHERENT ID. 7E Tenable.ot W, BRI
%, E Tenable.sc ZGiH IP B LA, LAKIK D EIEAZGEE 1D, RGRERIER. KRG, AEpdpnse
o7 3 e P

ZDX e 5 Tenable.ot £ R0 Tenable.sc b GRSl f . Fl PRI 25
° B BRI IR IR, R R B 52 Ay W AL R4

Tenable.io
FL 5 Tenable.io 8, WHMIA VIR HMESH, REREFDHE,

A FELEAE Tenable.io #1] & A AE R —AN APL & CBCE">"RIIK P >"APIL &
U SR « RASERME AV BN — A, SR E R LA

Tenable.ot =il & .

Palo Alto Networks: #1—/QB k%

7] L5 Palo Alto 245 4L=E Tenable.ot &I & P25 5 8 .

4 Tenable.ot 55 Palo Alto NGFW £/, 1i3H5 Palo Alto NGRW [¥] IP 5% = H144 LA A F- 17 1] NGRW Ik 7 [ £ 477
Aruba: ClearPass $KB% & #1428

AL Aruba R4uL= Tenable.ot &I HE =ik 15 B

F¥ Tenable.ot 5 Aruba ClearPass 244K, S Aruba ClearPass £ 41 IP 8 & H1.44 LA F T-J7 5] Aruba
ClearPass Ik /' {1 A% 4
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FHE

R 55-4%

T LATE RS % E SMTP iRk 45 %5 A1 Syslog k55 %%, LAR FZHE I IR F & & A/ B 7E SIEM g RSy,
T L% & FortiGate 95 k4%, LLARYE Tenable.ot 4% 5 4F 1] FortiGate & 2:RH K % S mg 28 i .

SMTP iR %548

N T eI T IR AR AR G RIS B A, TEAE RGP E SMTP K% 745 . IRABCE SMTP JIRgs 45, ML
EIE T W AOE R G S . AR TS DU T # R AR B & (V1) B3 R R LB R A 0

W I E SMTP RS, HHIT UL FRME:
1. TEARHRE T, 5 IR 3R S"SMTP fR4 38 5 5.

2. RN SMTP RG2%.
BRI 2 BoR"SMTP RS #% I B & 1 .

SMTP Servers
Tenable Hostname / IP: 10.0.0.0.12 Edit Delete

Server Name *

xerver Name

Hostname / IP *

Hostname / IF

Port *

25

Sender Email Address *

ler Email Address

Username (Optional)

Username (Optiona

Password (Optional)

Password (Optional -

Cancel

1E RS R RR T B, SN B T 3% BT BRI K SMTP AR 25 2% (11 44 7K o

FEENLNPFE T, i\ SMTP RS 2210 M4 5 1P Huhi-.

TE g O B, HiN SMTP AR & 246 78 L B IR W S 4F 1k S CGBRIME: 25)

TR RAEN BT IR A B, 4N S R S0 38 0 B B R AE N BT R I 2 b o

TE AR B B, BN T U7 1) SMTP RSS20 H /1 42 A5 1, 3X e BN W] 1 2 B

BEE, AT AR IE — B B R, DAIGAERC B TSI A RIBIR I, RIEMANTER
PRI AR WA, UAE BT S CkE. R BT EAREE, WS LR
T 7] R (1) JiR R 5 PAB O o

9. HERE".

AT A R R R 5 B A SMTP IR %545

© N o v sr W
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A E

Syslog iz %-%%

TSN RS % LR H B S I, T B RS E Syslog K7 . WRANMELE Syslog R4 5%, M4
H BV ARAELE Tenable.ot *F & |

W EELE Syslog 5, WHAT LT ek

1. {EARHRE N, 5 R%S > Syslog RS B 5.
2. Huili+ %00 Syslog AR %28
I 2> 5 Sy slog AR 548 L B 7 1 .

Syslog Servers

Transport *

Select v

HREBRLETR TP, BB 05 R GH 1 Syslog R4 A AR .

TEENANIP B, #i N Syslog IR %% 2% LML B 1P Hedik .

TESR OB, M RS R Syslog RS BE BRI IS, (BRiA: 514)

e 4B B, IR BRLAR Ak BB B L f . IR T TCP 5% UDP.

AR B IE DR B LSRR B2 SR, E R RBIRE R, AR ENEREIEE. WRHER
IR, DU LR B ) B SR DB IE

8. MR

AfLGE E A R AR 1 B Ll Syslog AR5 4%

No v w
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FHE

FortiGate i k3%

W EEYE FortiGate FR5aS, WHHUT LA T H#R1E:

1. ERHEE N, #ERE % >"FortiGate B Kk HE .
2. FREENINBE K3 A
BN 4> RGN FortiGate By & & 11 .

Add FortiGate Firewall

The Tenable.ot-FortiGate integration allows
the user to send firewall policy suggestions
based on the Tenable.ot network events, to
FortiGate

SERVER NAME

HOSTAP ©

APIKEY ™

3. TEREB/EBWRFE, fANZEMHN FortiGate 4528 14 K.
4 TEENALNPFBOh, i FortiGate R4S 288 LA L 1P k.
5. {E'APVEEEH" 7B, i AM FortiGate Al M"APIARIE" . AXRTELEE, S0 FIiHIER.
6. HEEM.
FortiGate [j K3 ik 55 2% EL 1 7 .
224
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A E

£ M B FortiGate APl FRic Ui, 152 LL R 1A -
https://reqistry.terraform.io/providers/fortinetdev/fortios/latest/docs/quides/fgt_token

g
HEE:

o X TURMhbE (R CRAN AT I A2 S AT I ML A AP ARIC AT RS bl ) , 15/ Tenable.ot
$EH P Hbhk.

4 Tenable.ot & #1 AT B LRI, A ORARYE LR B8N U Ir) AP«
Access Permissions

Access Control Permissions Set All~

Security Fabric ® Read & Read/Write

A FortiView (ZLCUEN ® Read & Read/Write

g User & Device (ZRINEY ® Read # Read/Write
Firewall @ None ® Read € Custom
Log & Report IS} ® Read  # Read/Write @ Custom
Network @ None [EIEEFEN # Read/Write € Custom
System ® Read # Read/Write & Custom

securityProfile | [[EJNERS ® Read & Read/Write € Custom
VPN [N ® Read # Read/Write
WAN Opt & Cache (RO ® Read o Read/Write

WIFi & Switch (2RO ® Read # Read/Write

225

COPYRIGHT 2022 TENABLE, INC. {0 F]. TENABLE. TENABLE.IO. TENABLE NETWORK SECURITY. NESSUS.
SECURITYCENTER. SECURITYCENTER CONTINUOUS VIEW #1 LOG CORRELATION ENGINE /& TENABLE, INC fJ7E/#ikr. TENABLE.SC.
TENABLE.OT. LUMIN. INDEGY. ASSURE #l THE CYBER EXPOSURE COMPANY & TENABLE, INC (I Rih5R. Frf Hh i el iR 552y H &
E T & TR -


https://registry.terraform.io/providers/fortinetdev/fortios/latest/docs/guides/fgt_token

FHE

RGHE

System Log |sean -
Time 4 Event Username

jan 18, 2023 0B:52:48 AM Policy with id P3-14 has generated too many hits and was turned off System

fan 18, 2023 0B:44:29 AM Atternpted to kill nessus user scan Deme Scan admin

Jan 18, 2023 0B:44:28 AM Attempted to stop nessus user scan Demo 5can admin

jan 18, 2023 0B:44:26 AM Amempted 1o S0P Nessus user scan Demo Scan agmin

[an 18, 2023 DR43:5E8 AM Atternpted to launch Nessus user scan Demo 5can admin

fan 18, 2023 DB:43:41 AM Amempted to launch nessus user scan Deme Scan admin

"RERE LR ARG T RN RESAE (FIUEEE CATIF. SR Coni . O M. WHE
BEEFEH PR M FA:, WEEASNRENREFI (Flunh Thmkiud 2, SECEE AN « LHE
B BRI A RS, HAERTE Y CSV U S . AT LAC B R G LG A4 H RS ki F)
Syslog IR %5 %%

TERNA TE A CIC R F BN E R

b ] FE A IR TR H
s PeR LA B R o

R4 REEF AP AR W T ABRAENENS, AR 4.

% 24 HE K% Syslog fR&54%

W A RSRE A Syslog IR BRIERKHLE, WHIT LA FHERIE:

1 HEAMEE S RGHE FHE.
2. {EbREAZH, Hli PR Syslog IRF AR
BRI 23 R iR 55 48 10 R $ 81

ZEB LN Syslog ikR%5 4, 162 % SysLoe IR% 28 -

3. EFETHRIIRS &
ARG HEFERB R IE BTG E R Syslog IRk55 &%
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B 1. eREALIES (3.3 SEARIAS)

fif o 1: 2 BRI (313 SEEARARAS)

PAUR R UEHA 1 C B AL IR A 313 KB I Se B . — SR D IR FREE F T H AL i 3s . B2, 2Hm o
We Ak RS AT o Ik A O R i AR

U1 TENABLE.OT AR RAF AL 70 IR, (LS A PIMAL S WAL 22U A A O B AR S o BLAR 2o e A It v 22
PERIPRER) 19 JEI AL b, SRR AET I Lo TG B AR RS T 203 AE DIN AL, B3R R AE R 19 D8~ HLAE
£ (AR SRR B

WEHRZIEAEER
P L 5 e T B 2 B 19 BETHLAE B, BN HORAE T (ISR Fe
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P 1. BRI (313 AR

PR 2 GEMTHSR 2R S)

W EELE Tenable.ot (AR CEEIRME (1936 HLAL, HHUTU T M-
1o WNEFTR, R LSOOG R B S I IR ET 5L

2. (ERFONGENPUBURET, RGO HTRR L T4 LIS E B4
3. R SO BL AR IE AL PSR b TU SR

228

COPYRIGHT 2023 TENABLE, INC. f# 8 fr & 8 F]. TENABLE. TENABLE.IO. TENABLE NETWORK SECURITY. NESSUS.
SECURITYCENTER. SECURITYCENTER CONTINUOUS VIEW #1 LOG CORRELATION ENGINE & TENABLE, INC (433 M 5. TENABLE.SC.
TENABLE.OT. LUMIN. INDEGY. ASSURE #l THE CYBER EXPOSURE COMPANY & TENABLE, INC (I Rih5R. Frf Hh i el iR 552y H &
E T & TR -



BbR 1. RARIRAES (33 JEARRRA)

4. (EHIEHIOPISL R IRLZ ORIEHD |, RHIE 2RI (SR A BERINILE L, DR E 2 5
HLEE E.

FAORNLER e . B ORHGA B E I O (AT Ja iR b)) AL (2 F TR B R
WIHIE

o]

6. CREACURAIRE (SR A TR A r P 1, R R 4 Sk 1l A\ SO LU

i
W EIE7E P 223 Tenable.ot f5EREE, HIAT L FHRME:
1. B RS E T, . KFRRE s .

SO\ | RS T TR
o | BURMAEIHEAN B FETAR D Rl TR B A

2. wRRKREE T2 TR T, WA (BT EmR LD JEmA 2@, DMEEEHS

A
3. CRECUHIREL QML HA G AR 0 FR R 1, SRS K 3 Sk 3l A S I LR
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P 1. BRI (313 AR

WE A AL B RS
AL AL BB T 246 7E DIN S b, B (ERRIfE N0 19 36 WL B (B e B B A A1)

DIN S#i 223
BT LA R 1 A T AR 22 E DIN S8 1

W kA DIN S8 %235 Tenable.ot AIAD BAEREE, EHAT L FHEA/E:
1. AL TSR SC 4, B AL e 2235 2 DIN BUE k.

—

o
0
o
o ©9 o
d o U
e
o] o
| O
o] o
° -]
\_\/_/

2. (VLR ik — R
o  EVRFHIE: 14 12-36V EIR 6 4t Phoenix Contact 342 B4 AL R B A& (K30, FEd7 B e 2 T3y
AR SRR N TCIBET, MG BN IR R B A . AR5, WG IR S — i R B B
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B 1. eREALIES (3.3 SEARIAS)

o ZTUREEJE: ¥ 12-36V HEA 6 41 Phoenix Contact 342 #4i AL IRES B4 HOINTA,  IF47 S 4 B T
FEH IR N IEET, TR AT I L IR 260 2 BIAL 2%

WRJE, RACRRIEL (O3 MR E, JPRE 5 — I N SZ I A A o

LRt GERTrRER )
AT DA P i 4t ) 2 2R 4 R T e A TR A B ) 2 S B

W CEEE TR SRR TR (93T HIELE, EHAT N TR

1 HER & LTI, BARW R PR:
a. BT BERMIEK 3 MRET
b.  fEAEIRET (SRt R zhe 2R HH".

2. CREARSS &R ICARANLZE AT AT TU $E

SO\ | TR . BB AL CRTRER B AL (BT IUR B &
T | M.

3. A ZCRIRAT (CHRML KL i R E BINERMEZR £, DA B4 [ 52 BIHEZE |
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P 1. BRI (313 AR

4, fFRCLF ik — R
o EWRHIE: 4 12-36V E i 6 4 Phoenix Contact M4 284 AL AR U4 (301, FE4y 854 432 2 T30
AR SRR N TCIBET, ARG B IR B s . AR5, WGl S — i e B B
b

e °

o ATWRERTE: ¥ 12-36V ELif 6 % Phoenix Contact 3284 MG Bas Ve A ML, FH37 BEHe 28 TH i
FRE BB N RIBET, MRS A 7T Fi Y 2 3 1 A Sk s

e, RAZiBIRL (CIRAD WARPICRE, JFRE ) — S A SZ I A A JEE o

B2 RAERSERTING

Tenable.ot &4 ] TR M4 B IR AL K 5 Tenable.ot ¥ F7 ZEHAT ML IS 75 ZOR & L B 4652
HAL LRI BB, 2% 1 CIE R B R RIIE K4/ PLC.

TR ALY, RSB RIM e (T LS T AT M2 R A R R 28D .

W L Tenable.ot HLAEZ AL MR TIMLE, HHAT LA T/

1. 1E Tenable.ot A28 I, WLUKM ST (DM HEFNRO 1.
2. K R VR B LR AT B WL I R

3. fEMEA L, KA ROURMAELE (B4R IO 2,

4o KOS VERE IR AT Ml _E B AR O

W EZ Tenable.ot B HE B4 REERDINE, HHAT DL FHE/E:

1. 7E Tenable.ot f£/&2% I, WGLUKM S (DML EEFRD 1.
2. WS BE RN 4 AT ML b R B

3. gL, B RLURMEBELS (B8R4 EEEEED 3.

4, W HBTTERERN G T ML B
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JES (3.13 MEARARAS)

B3P VAERRRENT

B EEE RSP G,
T EPAT FIERIE L —
o LUK A Bk & TR (F1in PC. ZEiC A NS ) B B3] Tenable.ot %85 (13
=1, 2
o PR ERE G AR I 2 ) X 4 3T AL

2. TR BEEH] S TR S Tenable.ot /LR ES (H)192.168.1.5) J@ T-F— 7, sinligm &% E.
3. [FHUTEFEERSIP OWIIREESIP, 4 6% Tenable.ot fEEE) -
a. 1 2 P45 F Internet”>" P 4 AL E dr 0> B UE AL 25 % B .

@ S AT BE R Windows JiCAS AN [ 1 i A 22 57

BERT 22 IR 2 T 2 R
—

———
==

@CJ" & « Network and Intemnet » Network Connections » « | #g || Search Network Connections

Organize » s v

QE Local Area Connection k" Wireless Network Connection
» Network & erly

5 Netwo erload.com
ol comps

& imq & Disable
Status
Diagnose
¥ Bridge Connections
Create Shortcut
Delete
#  Rename
% P .
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LRAL AT (313 KEARRAD

b. ARSI AMER IR .
VR 25 R A 5

'ﬁ‘ ey o e e ﬁ”
| Networking [ Sharng)
Connect using
& Intel(R) PRO/1000 MT Metwark Connection

This connection uses the folowing tems:

| 0 R Chent for Micrasoft Networks

| ¥ Blaos Packet Schedusr

¥ 81 Fils and Printer Sharing for Microsoft Networks

| ¥ - intemet Protocol Version & (TCP/1PvE)

W -4 Infemet Protocol Version 4 (TCP/1Pv4)

W - Link-Layer Topology Discovery Mapper 1O Driver
M & Link-Layer Topology Discovery Responder

| Instadl. | Unirstad Propetties
Description

)

c.  EF¥Internet PHURA 4 (TCP/IPvAY, A5 fili /B .
SEI 22 BoR Internet BRSCCA 4 (TCP/IPv4) @1 % H .

Internet Protocol Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned au ally if your k supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtain an IP address automatically

(@) Use the following IP address:

IP address: e e e |

Subnet mask: H - .

Default gateway: 4 i 3

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: " " :
Alternate DNS server: A » %

[Ovalidate settings upon exit 7 e

e

d.  IEPEER TP HhkE.
e.  TEIPHubbFEH, HN 192.168.1.10
f. TEF M B, fiA 255.255.255.0.
9.  HRdHE
B E R

4. {f Chrome Web JIYE#$ 9+, SH14 192.168.1.5,

ZE]X Higidid Chrome M BEAS V1) UL, 38 75 B8 FH 8T A (¥ Chrome.
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BbR 1. RARIRAES (33 JEARRRA)

e ) 3 (W T T

Indegy

Welgome to Indegy sensor setup

Indegy

Starl Setup

version: 3,513

6. Rl EZIREMF
ZHA) AT, B APRER .
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P 1. BRI (313 AR

B 4P RRSRENR

Tenable.ot 223 [A] 45 5| FETE R B A A RSt i BT FE

Z";-,h AR JE SRR BCE, AT DA B & (U1) BB B R AT IR AR .

W FER BRI, EIITUT A

L ED V6 VL7 S B T 1 = =
N P A7 S S SR

Sensor Setup

Username *

yariv

Password *

Sensor P Address *
10.100.20.118

Subnet Mask *
255.255.255.0

Gateway
10.100.20.1

Indegy Core Platform IP Address *

10.100.20.94

Save and Restart

2. E'RPETET, IANHTERRGNHP 2. AR4RZTa& 1240785, BRSNS 7R
3. ;%@$&¢yﬁk%%%i%%%%@oﬁ%@%ﬁ§¢@§=

o T2ANTHF

. AKGTHR

o ANEFR

o AT

o MRERTAR
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B 1. eREALIES (3.3 SEARIAS)

4, TEEFMNFE TEP, HEH AR D .

5. {EBRES IP Huht 7B, AN T Tenable.ot M2 S 1 IP Mot (FEMIZETRIND o SRELEBCE SR
IP i hit.

6. TETRH FZB A+, AWML T MHEY.

7. WREEEMIC (ATE) , THE PR BO LI R SE P,

8. fEIP Hub"F B, ¥ Tenable.ot *F &1 IP Mtk

9. B REFEFEI.

AR KR AT FOH R 30

Sensor is restarting

This will take a few minutes

10. EEPENLHELE, RAXKEMERER K F Tenable.ot F & . HEBKEE, WA CHCER IP b
HEAT U B P 6 SR A S

Indegy

Login to Sensor

Usarmama

incEagvord

237

COPYRIGHT 2022 TENABLE, INC. {0 F]. TENABLE. TENABLE.IO. TENABLE NETWORK SECURITY. NESSUS.
SECURITYCENTER. SECURITYCENTER CONTINUOUS VIEW #1 LOG CORRELATION ENGINE & TENABLE, INC (433 M k5. TENABLE.SC.
TENABLE.OT. LUMIN. INDEGY. ASSURE #l THE CYBER EXPOSURE COMPANY & TENABLE, INC (I Rih5R. Frf Hh i el iR 552y H &
E T & TR -



B3 2: Azure Active Directory [1) SAML £E1%

ft5% 2. AZURE ACTIVE DIRECTORY [#) SAML £
9

Tenable.ot Y % 8 SAML 1% 5 Microsoft Azure Active Directory #E. [Kitt, 4)Ac®] Tenable.ot Y Azure Fi /7 fig
%38 SSO &% Tenable.ot. AT LLHEE U 4 Azure Ak 23 fic 20 1 4145 FH ZH WL #F Tenable.ot FR 23 Fc A (6o

<R30

BEER 435 Bl 4% Tenable.ot 5 Microsoft Azure Active Directory FE K B 5. 85k (SSO) [ 58 i i . i & 9 M
DL #0E: 3lid7E Azure Active Directory 1814 Tenable.ot B FHARE TR AL AR i N A 5 BT (1) Tenable.ot
TR E R SRR E S 4L S Tenable.ot SAML T A K2 K £ 4 32 (LA 5 v 1) 2 e dit 38
Tenable.ot F I 1 4.

TRERE, FELAEHE LR S4B 5 Azure Active Directory il Tenable.ot.
S 1: 7E Azure FEIE Tenable N &P

W ELE Azure HEIZE Tenable BIARER:, AT LA T #fk:

1. 7F Microsoft Azure Active Directory ', %% "Azure Active Directory’>"Enterprise M 25", i+ ¥t
B R 2 o R % Azure AD Gallery’, 4AJ5 i+ QR L B FAFRT.
WA i b R B DL AR PP I T B

Create your own application

2. (E'MABRFRAHRENA? b, MARMHREFAT (Bl Tenable_OT) JEik#F S MEE P ARIRE
FUTAHABSI AR T GEE) * (Bl , RE s BUg LU s AR T .
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M3 2: Azure Active Directory (1) SAML £E1%

BB 2: VIR E

P BRETE Azure H5E K Tenable.ot N AR P IIVIGAACE , A5 NIEA SAML BB EFRIRFFAI RIS URL B2
8, DME AT uET,

tin)
ZQ& LR PP A B8 2 T BOY L UBC B N A . FoAt 5 BT OR B FLBRA(E

B EERTGERE, HHIT T ERE.

1. 7E'Microsoft Azure Active Directory” Sfjic i, "B EFR", RJE1EF SAML /E v i B 7%,
B J5 2 iR T SAML &3 i sk .

= Microsoft Azure

£ Search resources, services, and docs (G+/)

Home > Tenable OT »

Tenable_OT | SAML-based Sign-on

Enterprise Application

T Upload metadata file ) Change single sign-on mode 27 Got feedback?

i8] Overview

00 besigrent s Set up Single Sign-On with SAML

Manage An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
i i implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth. Learn
I Properties P
& Owners i 5 e = 3
Read the configuration guide < for help integrating Tenable_OT.

& Roles and administrators
8 Users and groups o Basic SAML Configuration 2 i
3 single sign-on identifier (Entity ID) Required

Reply URL [Assertion Consumer Service URL) Required

@ Provisioning Sign on URL

Relay State (Optional)

B Application proxy
P g Logout Url (Optional)

C Self-service

0 Attributes & Claims

A\ Fill out required fields in Step 1

Security
givenname user.givennams
® Conditional Access
& Conditional Acces i Pl
i srivailadd o
':. Permissions emariadoress user.mail
name useruserprincipalname

@ Token encryption Unique User identifier user.userprincipalname

Activity
o SAML Certificates

D sign-in logs

fill Usage & insights

Token signing certificate

& Edit
B Audit logs Status Active
Thumbprint D954252775296E30185D819A5C4265F255744CE2
s Provisioning logs Expiration 5/22/2027, 11:02:4% PM

= Access reviews

Troubleshoaoting + Support

W Virtual assistant (Preview)

MNotification Email

App Federation Metadata Url
Certificate (Base6id)
Certificate (Raw)

Federation Metadata XML

yhyrychenko@tenable.com

httpsi/flogin.microsoftonline.com/f116c1cc-9384-.. D
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B3 2: Azure Active Directory [1) SAML £E1%

2. {ESHS (A SAMLEEE) i, ik & BTG,
B 4 A SAML BRI T 4.

Basic SAML Configuration X

= A Got feedback?

ﬂ Want to leave this preview of the SAML Configuration experience? Click here to leave the preview. —

Identifier (Entity ID})* ©
The unigue ID that identifies your application to Azure Active Directory. This value must be unique across all applications in your

Azure Active Directory tenant, The default identifier will be the oudience of the SAML response for IDP-initioted S50.

Add identifier

Reply URL (Assertion Consumer Service URL)* @
The reply URL is where the application expects to receive the authentication token. This is also referred to as the ‘Assertion
Consumer Service” (ACS) in SAML.

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL for

your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL v

Relay State (Optional) ©
The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a URL

or URL path that takes users to a specific location within the application.

Enter a relay state

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url v |

3. TEFRIRAF (SR ID) TR, i\ Tenable S AFEF GRS ID (i1, tenable_ot) .
4. fE'EIE URL (BiSiHTRE RS URL) “FBih, #INE 2 URL (I, https://tenable.ot) .

Zih FRARZ 0 (5142 URL 675 R4 i 0P B e R 2 8

5. ol R DR AE I N (8 3 5 P Ak SAML BRI [ 4 .
6. TEE 4TS (BB , DI bR 5] Azure AD ARIRAT.

o Set up Tenable_OT

You'll need to configure the application to link with Azure AD.

Login URL | https://login.microsoftonline.com/f11" Bl wu ™8 .. D
Azure AD Identifier | https://sts.windows.net/f11 = wmm = wmu,
Logout URL | https://login.microsoftonline.com/f11 "d-.. D

7. Ul#E] Tenable.ot %l &, JR)5H 2" MMAE">"SAML".
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https://tenable.ot/

M=% 2: Azure Active Directory f] SAML £ i

8. lEE Vo EE SAML IR, FH S I ¥ {EC I 2)1IDP 10" 5B
Configure SAML

You must enter at least one group object ID in
order to proceed

lorip *
sts.windows.net/f1” = ™ FrE= Tk

1DP URL *

https://SAML_host/saml-authresponse
CERTIFICATE DATA "

Replace Current Certificate

USERNAME ATTRIBUTE ™

MNamelD

GROUPS ATTRIBUTE ©

roupsiD

DESCRIPTION

ADMINISTRATORS GROUP OBJECT ID

9. 1F Azure G, i D EFRLUE B F URL.

10. JR[A] Tenable.ot ¥l & F44 & il FI{E KGNS 2" IDP URL B

1. 7F Azure I5H1 505 3 #4> (SAMLIEH) w1, XIFiE+ (Base64), Hili" FE',

12. B[\ Tenable.ot {5l &, E4FBEIE ~, AR, SHELEUEBC4IRE .

13. 1F Azure PSHI G0 2 305 URBERIEED o, ik i
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B3 2: Azure Active Directory [1) SAML £E1%

14, {EBABEEI T, %4335 %5 user.userprincipalname i 5 11 5 B 4 #% URL .

15.
16.

A

242

= Microsoft Azure

Attributes & Claims

T~ Add newclaim -t Add a group claim == Columns

Required claim

Claim name

Unigue User Identifier (Name 1D}

Additional claims
Claim name
http:/fschemas xmlsoap.org/ws/2005/05/identity/claims/emailadd...
httpy//schemas.xmlsoap.org/fws/ 2005,/05/identity/claims/givenname

6}:_.’;’5che mas.xmlsoap.org/fws/2005/05/identity/claims/n aa

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

~ Advanced settings (Preview)

Home » Tenable_OT | SAML-based Sign-on > SAML-based Sign-on >

,S\J Got feedback?

Value

user.userprincipalname [nameid-format:emailAddress] =**

Value

user.mail
user.givenname
user.userprincipalname

user.surmame

2 Search resources, serviced

3% [5] Tenable il & 3K URL ¥E0G 5 P & B it 7B .

£ Azure £l G, Fui+ BRI B DL R 4 7 O I AR

AN, AR IR

R AP B o NI (B R 5 7 SR BR R

= Microsolt Azure £ Sesrch rescartes, services. and docs (G

Home & Tenable_OT | SAML-based Sign-cn » SAML-based Sign-ar

Attributes & Claims -

Required ciaim
Claim name ahae:

Unique User ideswifier (Name 1D]

Additional claims

hittpeischemasamisoap,org/me200%

~ Adanced settings (Preview)

secuuserpeincipalname [nameld-formatemaiaddeess) ***

Group Claims %

mcciatert with The isser sheuld be retumed in e claie !

~  Advanced options

(e )

WISAE Microsoft Azure F)E F TH W E , Ak &4 BLss B R PR AN 2 B
BHH", I H Azure (UL BLLE N HFE 7 I H P 4 .
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M=% 2: Azure Active Directory f] SAML £ i

17, 1EHARFET, R E/RIFESSE user.groups [All] SCBEFI FE B R URL .

= Microsoft Azure B Search resources, services)

Home » Tenable OT | SAML-based Sign-on > SAML-based Sign-on »

Attributes & Claims

-+ Add new claim -+ & == Columns ,Qj Got feedback?

Required claim

Claim name Value

Unique User Identifier (Mame 1D} user.userprincipalname [nameid-formatemailaddress] ***

Additional claims

Claim name Value
(http://schemas.microsoft.com/ws/2008/06/idantity/claims/groups ’ user.groups [all]

http://schemas.xmlscap.org/ws/2005/05/identity/claims/emailadd.. user.mail
http://schemas.xmlscap.org/ws/2005/05/identity/claims/givenname  user.givenname
http://schemas.xmlsocap.org/ws/2005/05/identity/claims/name user.userprincipalname

http://schemas xmlsoap.org/ws/2005/05/identity/claims/surname user.sumame

~  Advanced settings (Preview)

18. iR [l Tenable 5l & K &2 1 A9 URL GG 2B HE 7 B .
19, WHRERINSET SAML L E MUH, 57 Y BN

SR 3. 4% Azure B P ST R Tenable 41

e, Azure Active Directory Fl 44 0 Fid 81 Tenable.ot REFHFER . Wis ot Al 82 T8 P BORLBRAE H 48
5, TBIER LRI Azure A5 TUE LI Tenable.ot FH P 4L (H7E SCIBEI A (AT — AR ) 2 [a) AT IS 480 4
Tenable.ot Tw LIWH FUN: EBG. HEHF LE00IT. KEE8. GaHEGMEE. GRELZER,
HSRBPH. BIUNEA Azure T E /DA E Tenable.ot 7 44

i SAML B S04 BT P IR M P, LR T A
/N | R R,

Sy BC RN 2 AP AL AT RERIR T S e (AR o

W EI50 Azure I P BSTE] Tenable.ot, BT DL FHERME:
1. 1F Microsoft Azure "', SiZ"F P FIA VM, AR5 HRT+HMEAFI4H"
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3% 2: Azure Active Directory ) SAML £

2. (EININECBERRPR, R

£ Search resau

Home » Tenable OT | Users and groups

Add Assignment

Bt Je 2 o R P AR -

A HIHLLE Microsoft Azure " I 7 411 B HETE 2 BT R SR T4 R4S B FE B 4 T

° ARFAAA" W] AR FE o BE 4L A &R
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Configure SAML X

GROUPS ATTRIBUTE ©
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DESCRIPTION
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READ-OMNLY USERS GROUP OBJECT ID

SECURITY ANALYSTS GROUFP OBJECT ID

SECURITY MANAGERS GROUP OEJECT ID

SITE OPERATORS GROUP OBJECT ID

SUPERVISORS GROUFP OBJECT ID

Cancel Save
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System Restart

In order to apply the configuration changes a restart is
required. Restart may take a few minutes and during that time

the system will not be available.
Restart Later | Restart Now
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